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1. BaroCRYPT

1.1 BaroCRYPT K
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2. BaroCRYPT 9= API

2.1 4= API At & ZHIM

00t

BaroCRYPT 2= Java(barocrypt.jar), C(libbarocrypt.so)E J|EtSZ2 EHALIRUD|
JOK 6.x Ol&0] AXIZIO QO0I0F 5HH, Java 2ES AIZ06)| Qe SHALAES IS 20

@ Java SAEH(.profile)

export JAVA_HOME=/usr/lib/jvm/java—1.7.0—openjdk—1.7.0.131.x86_64
export
CLASSPATH=$JAVA_HOME/lib/tools.jar:$JAVA_HOME/lib/classes12.jar:$JAVA_HOME/lib/barocrypt.jar

@ Java version &0l

> java —version

java version "1.7.0_131"

OpendDK Runtime Environment (rhel-2.6.9.0.el5_11-x86_64 u131-b00)
OpenJDK 64-Bit Server VM (build 24.131-b00, mixed mode)

2.2 BaroCRYPT &= API

1) C 2=(libbarocrypt.so)

ZC = H0IeH =550 AFREs HE I|(6dbyte)E T2 LIS DEZN JUSMH, Shared
object(libbarocrypt.so)2 AtZol)| oAM= BHEA| shared object fileOl ZXHol= Cl2ER|
(/home/baropam/crypt)S Library pathOll &2&ol0F StCF.

Linux®! 22 export LD_LIBRARY_PATH=$LD_L |BRARY_PATH: /home/baropam/crypt
HP-UXQ! 22 export SHLIB_PATH=$SHL |B_PATH: /home/baropam/crypt
AIXQl AL export LIBPATH=$L IBPATH: /home/baropam/crypt

BaroCRYPTOl CHEt header IOl barocrypt.he ChS1 2 L.

#ifndef BAROCRYPT_INCLUDED
#def ine BAROCRYPT_INCLUDED

#include <stdlib.h>

#ifdef __cplusplus
extern "C" {
#endi f

[ **

* Function: baro_encrypt

* @data: Data to be encrypted

* Returns: Encrypted data or %NULL on failure

*

* Caller is responsible for freeing the returned buffer.

nurit O)xee.




BARO-CRYPT-001 BaroCRYPT

*/
void * baro_encrypts(const void * data);

/**

* Function: baro_decrypt

*x @data:  Data to be decrypted

* Returns: Decrypted data or %NULL on failure

*

*= Caller is responsible for freeing the returned buffer.
*/

void * baro_decrypts(const void * data);

#ifdef __cplusplus

}

#endi f

#endi f

@ baro_encrypts &=

- NAME
baro_encrypts

— SYNOPSIS
void * baro_encrypts(const void * data)

— DESCRIPTION
HOIHE 2=3tot=s &
|

data: 2=3te [

— RETURN VALUES
238t HIOIEIE e

@ baro_decrypts &

- NAME
baro_decrypts

— SYNOPSIS
void * baro_decrypts(const void * data)

— DESCRIPTION
HOIHE =33t ol= &=
data: =33t OI0IE

— RETURN VALUES

=Salst IOIHE gttt

® HIO|E &=23t ALE of

#include <errno.h>
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#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>

#include <string.h>

#include “barocrypt.h”

int main(int argc, char *argv(]) {
const char *source_data = argv[1];
const char *encrypt_data;

const char *decrypt_data;

encrypt_data = baro_encrypts(source_data );

decrypt_data = baro_decrypts(encrypt_data);
printf("Source data = [%s]#n", source_data );
printf("encrypt data = [%s#n", encrypt_data);

printf("decrypt data = [%s]Wn", decrypt_data);

if (encrypt_data) free((void *)encrypt_data);
if (decrypt_data) free((void *)decrypt_data);

return O;

2) Java 2= (barocrypt.jar)

ZIC = HO0IH 22550 AF2EE R J1(6dbyte)E T2 LHEU DHDN U2H, Java BE
(barocrypt.jar)E AFE5HD| S Al barocrypt.jar fileOl ZMadl= ClE&EeR]
(/home/baropam/crypt)S &St Java PE= Class pathOll & &6H0F SHCH.

export CLASSPATH=$CLASSPATH: /home/baropam/crypt/barocrypt . jar

@ baro_encrypts &=

- NAME
baro_encrypts

- SYNOPSIS
public static String baro_encrypts(String data)

— DESCRIPTION
HIOIEE ¢S5 ot= &=
data: =3t GIOIEH
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— RETURN VALUES
2238t HIOIEE e

@ baro_decrypts &

- NAME
baro_decrypts

- SYNOPSIS
public static String baro_decrypts(String data)

— DESCRIPTION

o
o
m
i
Jt
fol
ol
Qj
rr
oo
1>

— RETURN VALUES

=355t8t UIOIEIE grat

® o =523} AL of

import barocrypt.barocrypt.*;

public static void main(String[] args) {
try {
String encrypt_data = baro_encrypts(args[0] )
String decrypt_data = baro_decrypts(encrypt_data);

System.out.printin("text = [" + args[0] +1);
System.out.printin("encrypt_data = [" + encrypt_data + "]");
System.out.printin("decrypt_data = [" + decrypt_data + "]");
} catch (Exception e) {
e.printStackTrace();
} finally {
}

3) PowerBuider 2& (barocrypt.dll)
ZC = HO0IE =235l AFREE A I](6dbyte)E T2 024 LIS 2EEO QUL

@ Global External Function &9

FUNCTION string baro_encrypts(string data) LIBRARY "barocrypt.dl|" ALIAS FOR "baro_encrypts;ansi"
FUNCTION string baro_decrypts(string data) LIBRARY "b.dlI" ALIAS FOR "baro_decrypts;ansi"

nurit O)xee.




BARO-CRYPT-001 BaroCRYPT

@ HIOE &=33} ALE of

string Is_source_data = "gwergwergwerO|Zgwergwer";
string Is_encrpt_data="";
string Is_decrpt_data ="";

Is_encrpt_data = baro_encrypts(|s_source_data)
MessageBox ("2 &=3t", "encrpt_data = [" + Is_encrpt_data + "]")

|s_decrpt_data = baro_decrypts(|s_encrpt_data)
MessageBox("=253}", "decrpt_data = [" + Is_decrpt_data + "]")

return

KSA
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3. BaroCRYPT ™S API(DB)

3.1 External Proceduregt?

S&et =AHME OracleltilAl MBots JISLZ28 SE0HA @2 Z<It U=, 012 ES CLE JAVA
22 H0Z SHet VIsS H4de = Oracle OiM=E LEOIHE BHAM ofled Z21UE 228 +lEKE9
HES JIdE == U=, 2HE6l 26tAE CHOLE VB, JAVA S8 HOE ALE0t0 SQLUIA &6t
8oL S8 22 288 7l SQLUIA SSdiA AtEot= XS L&t

(= ==
External ProceduresS A&t 2= AEOZ= Javall Co M &&40| 2£=06ICt BtH External
Procedure2 At22 2 ZMgl= SHER2 Session0l S &KX 22X extProc= OracletIM HIZ2IE 22l
ol Y40] OtLl2t O/SYE0|D] Mo et S=2 [HOICH olE Session0] ZE2 &K L9 Z)HA| 4t

I
Obg ol =01 XIEAQ! HiZ22lof &0 QU El01 O/S2l BI2el Fobot ez +=840il 8iCt

JeiA, O/S2 HIZ2IE zlItEt =2 =~ U= LY Ut 20
@ Session2| =E HMIEtGI0 O/S2 BIZ2l SHHIXIE HAHUX RES RFEHC

@ O/SUHIA extProcE MAS 24 = 2= ProcessE KillgtCh ProcessE KillolHet: 98 THMA g
oz 2 EMle YR 2=Ch

@ OHECIAHOIANA SE R6HH External ProcedureE S&0h= Function@ AF2E MIHGHLD, A2 22
= SessionE =010 W22l 2otE Z ASoHH Stlt.

3.3 Java 2 &(barocrypts.java)
1) Java 2& Load
Java 22 Oracle W0l Java 2222 Loadol= 22 CHSaF 20| S JHAl 20| =IHSHC

O IS Source?t Load

> loadjava —user baropam/baropam barocrypts.class

@ A2 L FIMY AANK Load

> loadjava —user baropam/baropam —resolve —-v barocrypts.java
arguments: '—user' 'barocrypt/***' '—resolve' '=v' 'barocrypts.java'
creating: source barocrypts

loading : source barocrypts

created : CREATESJAVASLOBSTABLE

resolving: source barocrypts

Classes Loaded: 0

nurit O)xee.
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Resources Loaded: 0
Sources Loaded: 1
Published Interfaces: 0
Classes generated: 0
Classes skipped: 0
Synonyms Created: O
Errors: 0

> loadjava —user baropam/baropam —force —resolve —verbose —synonym —grant public BaroClient.java
arguments: '—user' 'icam/**x' '—force' '-resolve' '~verbose' '~synonym' '=grant' 'public' 'BaroClient.java
creating: source BaroClient

loading : source BaroClient

granting: execute on source BaroClient to public

granting: execute on class BaroClient to public

resolving: source BaroClient

synonym : BaroClient

Classes Loaded: 0

Resources Loaded: 0

Sources Loaded: 1

Published Interfaces: 0

Classes generated: 0

Classes skipped: 0

Synonyms Created: 1

Errors: 0

2) 2=3} Stored Function A4 2 =0l

Oracle0ll salplus® & =8t §I TO_ENCRYPTS(2S38t &%), TO_DECRYPTS(E&3 &) LIS 20|

A 9l EH0I5H}

=

> sqlplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on & 9& 26 10:56:01 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE FUNCTION TO_ENCRYPTS (input VARCHAR2) RETURN VARCHAR? IS
2 LANGUAGE JAVA
3 NAME 'barocrypts.barocrypt_encrypts(java.lang.String) return java.lang.String';
4 /

Function created.

SQL> CREATE OR REPLACE FUNCTION TO_DECRYPTS (input VARCHAR2) RETURN VARCHAR? IS
2 LANGUAGE JAVA
3 NAME 'barocrypts.barocrypt_decrypts(java.lang.String) return java.lang.String';
4 /

Function created.

nurit O)xee.
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SQL> commit;
Commit complete.

SQL> SELECT OBJECT_NAME, OBJECT_TYPE, STATUS FROM USER_OBJECTS WHERE
OBJECT_TYPE LIKE 'JAVA%';

OBJECT_NAME

OBJECT_TYPE STATUS
barocrypts

JAVA CLASS VALID
barocrypts

JAVA SOURCE VALID

3) 253t &4=(TO_ENCRYPTS, TO_DECRYPTS) HIAE

> sqalplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on &t 9& 12 11:34:24 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

LSS0l E5E:

Oracle Database 11g Release 11.2.0.1.0 — 64bit Production
SQL> SELECT TO_ENCRYPTS('gwergwergwerOlE 2 gwergwer') FROM DUAL;

TO_ENCRYPTS('QWERQWERQWERO|IZ 2QWERQWER)

BOx8KvL4xfOdHUf7LJI/edUWGwWaJGGYtzYKhc5WeHdnBArs

SQL> SELECT TO_DECRYPTS('BDx8KvL4AxfOdHUf7LJI/edUWGWalGGYtzYKhcbWeHdnBArs') FROM DUAL;

TO_DECRYPTS('BDX8KVLAXFODHUF7LJL/EDUWGWAJGGYTZYKHC5VWCHDNBARS')

gwergwergwer0| = & gwergwer

3.4 C 2=(|ibbarocrypts.so)

0
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; Shared

'ORACLE ‘ ‘NETS ‘ | External

Extarnal

Mrocedure

@ AR XF SQLOIAI External ProcedureOllAl A8t FunctionS DBl RES StCH

(2 Shared SQL ArealllAl S 2&S Parsingot8 A External ProcedureS 210 NETS ListenerOllAl AF2
X SQLO| External ProcedureE &3 L| iAol Zetl QESHC

() Listener= CHAl extProc Z2AHIAZE MAGIHA O/SOl QU= External Proceduredt 2= DLL,
Procedure Name, ParameterE & 4L

@ extProcE O/SOl Y= DLL LS FH0IA O/S2l HI22l0l Loadstd REEBI2 Function® Z21UE X
2| StCh.

® Xel=l Z2E SQLO returnol =CF.
® Session0| E2EH extprockE ASCZ E=S=ICH
1) C 2& library M4

C 2=2 Oracle LHOl

d=23535} Library(libcrypt_encrypts— 2 &3t Library, libcrypt_decrypts— =253}
Library)S CtS2F 0] 22+

ddetlh

> salplus baropam/baropam

SQL*Plus: Release 11.2.0.1.0 Production on 3t 9& 12 14:13:40 2017
Copyright (c) 1982, 2009, Oracle. Al rights reserved.

Connected to:

Oracle Database 119 Enterprise Edition Release 11.2.0.1.0 — 64bit Production

With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE LIBRARY libcrypt_encrypts AS '/home/baropam/crypt/libbarocrypts.so' ;
2/

Library created.

nurit 0)KsA.,




BARO-CRYPT-001 BaroCRYPT

SQL> CREATE OR REPLACE LIBRARY libcrypt_decrypts AS '/home/baropam/crypt/libbarocrypts.so' ;
2/

Library created.

SQL> commit;

Commit complete.

dHdots AHE

ibraryE M4

&) Library M4 = "ORA-01031: insufficient privileges' @&t &5t= AL library
(baropam) il library M4 RS0 A &SI 08 B Oracle sysdbaZ &8t
ot= HEO library MAHStS S OHOF StCE

o
alo

| SQL> create library to baropam ;

2) 2£3} Stored Function A4 2 201

ron

Oracle0il salplusZ &=5H §1 TO_ENCRYPTS(ZS3t &%), TO_DECRYPTS(SS3t &+)E LS 20|

M 9l oI,

_

project:icam /usr/baropam> salplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on &t 9& 12 14:16:06 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE FUNCTION TO_ENCRYPTS (input VARCHAR?2) return VARCHAR?2
as external
language C
library libcrypt_encrypts
name "baro_encrypts'
parameters (input STRING);
2 3 4 5 6 7/

Function created.

SQL> CREATE OR REPLACE FUNCTION TO_DECRYPTS (input VARCHAR?2) return VARCHAR?2
as external
language C
library libcrypt_decrypts
name "baro_decrypts"
parameters (input STRING);
2 3 4 5 6 7/

Function created.

SQL> commit;
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| Commit complete.

TiberoOll tsal2 &=t F| TO_ENCRYPTS(Z &3t &=), TO_DECRYPTS(S&3H &4)E LSt 20| A

& 9 SOISICH

SQL> CREATE OR REPLACE FUNCTION TO_ENCRYPTS (input VARCHAR?) return VARCHAR?2
as language C
library libcrypt_encrypts
name "baro_encrypts"
parameters (input STRING);
2 3 4 5 6 7/

Function created.

SQL> CREATE OR REPLACE FUNCTION TO_DECRYPTS (input VARCHAR?) return VARCHAR2
as language C
library libcrypt_decrypts
name "baro_decrypts"
parameters (input STRING);
2 3 4 5 6 7 /

Function created.
SQL> commit;

Commit complete.

3) listener &

C 2=2 AEdl)| &0l &3t= Shared Library0ll gt 322 E&6IES listenerS 2400k SHCH.
EXTPROC_DLLS &8 H-E 4800 =&ot=0l, Oracle AENH 2121 = CtE13+ &Z0| listener.ora Lt
2N LAESHC

SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = PLSExtProc)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
(PROGRAM = extproc)
(ENVS="EXTPROC_DLLS=ANY")
)
(SID_DESC =
(SID_NAME = ODB)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
)
)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))
(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
)

nurit O)xee.
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)

ADR_BASE_LISTENER = /oracle/app/oracle

4) tnsnames.ora 74

C 2= AIE5H| &0l listener.ors L2 AASH Key, SID2F SLst gt2=Z Oracle HIAN 219!
EXTPROC_CONNECTION_DATAZ Ct21t 20| tnsnames.ora L0l & & StCt

=

o

ODB =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = ODB)
)
)

EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(HOST = project)(KEY = EXTPROC1521))
(CONNECT_DATA = (SID = PLSExtProc))

)

e
[ml

tnsnames.ora IIYsS &St & BIEA| Oracle HAW 29! £ listeners M2IS all0Of

> |snrctl start | stop | status

5) &53t &4(TO_ENCRYPTS, TO_DECRYPTS) HIAE

> sqlplus baropam/baropam

SQL*Plus: Release 11.2.0.1.0 Production on &t 98 12 14:16:06 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> SELECT TO_ENCRYPTS('gwergwergwer0|E 2 gwergwer') FROM DUAL;

TO_ENCRYPTS('QWERQWERQWEROIZZQWERQWER)

LkrLD7uCXBnPZreicONgsHgsDWQG 1 QQLOWIUHNdAzy8=
SQL> SELECT TO_DECRYPTS('LkrLD7uCXBnPZreicONgsHgsDWQG 1 QQLOWIUHNdzy8=") FROM DUAL;

TO_DECRYPTS('LKRLD7UCXBNPZREICOINGSHGSDJWQG 1 QQLOWIUHNDZY8=')

gwergwergwer0| = gwergwer

nurit 0)KsA.,
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4. About BaroCRYPT

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://www.nurit.co.kr

o5 F=A3/AL 52lO0tO0IEl

SEBIS: 258-87-00901

CHEOIAL: 015

H=d §F 02-2665-0119(J =X/ 2H=2)

Ol meh29@nurit.co.kr
A A2A Z2HF 0I2EA22 15, 9135 (012, OI2HIALER?)
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