BaroCRYPT(PostgreSQL) Jt0| &

=\,
L= N TN 0
LR R0t o =S R === L= PN 1
LI oo (o ] ) o T OO OO 1
1.2 AETE BEOL AL ettt s ettt ee et st ee s et s eee e nen e enesereenes 1
LI === B = TP OO 2
1.4 i S Bl Bh A A ettt e ettt ettt s et e e een e eee e eenes 3
1.5 Q2 STl BHEE MHAL BEOL oot e e ee st ee et e s e st ee s eee e nee s eneseseenes 4
1.6 LEE Tl BHEE HIAE ..ottt e et ee e s et s e es e nee s ese s aenes 5




BARO-CRYPT-003

BaroCRYPT

1. PostgreSQL =33t 25

1.1 pgcrypto 2 &

| 22 02 = e 22 250 =, &M CIOIEHIOIA CHEt CREATE &80l U= #+IH =X
b Ol AFS AL EX1E 4= QUCH

pgcrypto 2E°| Raw &&53} &= LIS 2L,
- convert_to/convert_from: 2XtZ BHat/ S
- encode/decode: 1684 CIRE/CIRY

- encrypt/decrypt: 253}/

2Soh= utf82 HESH =, 233 JIZ 'aes’ eSS AIE6HH 233tEt =,

encoding StCt.
0ll) encode(encrypt(convert_to('0IZ2005', 'utf8'), 'ENC_KEY', 'aes'), 'hex')

ENC_KEY= &Ml ALEE 2S5t KEYZ CHXAIOHOF SGHH, utf8, aes, hexe= L&Y

1 22 168 ==(hex) 2

Sosle 23350 Az, 168 gt= decodingst £ 2SS MG, 11 gt CHAl utf80llA BH&t&tCt.
0il) convert_from(decrypt (decode(mem_name, 'hex'), 'ENC_KEY', 'aes'), 'utf8')

ENC_KEY= &Ml Al Y =33 KEYZ HXIoHOF Gt04, utf8, aes, hexe= L&

1.2 AHE &0l Alet

1) &M &X Jtsst 28 &0l

[root@aropam ~]# su - postgres

Verification code:

[postgres@aropam ~]$ psal barocryptdb

psal (10.17)

Type "help" for help.

postgres=# select * from pg_catalog.pg available_extensions;

g B Otk 20l &3,

2) &3 I |

[2E%].control2 oll” 2 &XIE st &8 I
| $ find / —name pgcrypto.control —print |
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= 2™ postgresqgl-contribE Cr8W &2 HEHE SoHAM &XIGH0F

el
njo

ro

| $ yum install postgresgl-contrib -y

3) & 2F IMY & &X

$ cd /root/postgresgl—1x.x/contrib/pgcrypto
$ ./configure

$ make —f makefile

$ make install

F2 HES HXIYE OSl 22 LE0l SAE.

/usr/local /pgsqgl /share/contrib/pgerypto.sql
/usr/local /pgsal /share/contrib/uninstal | _pgcrypto.sql
/usr/local /pgsal/|ib/pgcrypto.so

4) & 25 AX

[SR]01E 0B 2elit=z 60 &X.
l BEOUE Soll e 0B AmAIE +==1IX| =0l
2oz gEgts NEol =X Z=C0HH public 2910t &=S0] BHSUHA.

| postgres=# create extension pgcrypto;

| postgres=# select * from pg_catalog.pg extension;

6) &= HAE

| postgres=# select encode(encrypt (convert_to('barocrypt', 'utf-8'), 'utf-8', 'AES'), 'hex');

1.3 =253} &
1) TO_ENCRYPTS &4

- NAME
TO_ENCRYPTS

— SYNOPSIS
char  TO_ENCRYPTS(data char)
varchar TO_ENCRYPTS(data varchar)
txt TO_ENCRYPTS(data text)

— DESCRIPTION
HIOIHE 2Sstol= &=
2 |

data: £33t

nurit -2-
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— RETURN VALUES

&3t UIOIEE Brat
2) TO_DECRYPTS &<

- NAME
TO_DECRYPTS

— SYNOPSIS
char ~ TO_DECRYPTS(data char)
varchar TO_DECRYPTS(data varchar)
txt TO_DECRYPTS(data text)

— DESCRIPTION

— RETURN VALUES
=33let UIOIHE et

1) & 28 4X

[root@aropam ~]# su — postgres
Verification code:

[postgres@aropam ~]$ psal barocryptdb
psal (10.17)
Type "help" for help.

postgres=# CREATE EXTENSION pgcrypto;
CREATE EXTENSION
postgres=#

2) ¥=53}

gol

e A

postgres=# CREATE OR REPLACE FUNCTION TO_ENCRYPTS(data char)

postgres—# RETURNS char AS

postgres—# $$ BEGIN

postgrest# RETURN encode(encrypt(convert_to(data, 'utf8'), '&'=&8f AEY', 'aes'), 'hex'):
postgrest# END; $$

postgres—# LANGUAGE PLPGSQL;

CREATE FUNCTION

postgres=# CREATE OR REPLACE FUNCTION TO_DECRYPTS(data char)

postgres—# RETURNS char AS

postgres—# $$ BEGIN

postgres# RETURN convert_from(decrypt (decode(data, 'hex'), '=&S3F KEY', 'aes'), 'utf8');
postgres$# END; $$

postgres—# LANGUAGE PLPGSQL;

nurit O)xee.
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CREATE FUNCTION

postgres=# CREATE OR REPLACE FUNCTION TO_ENCRYPTS(data varchar)

postgres—# RETURNS varchar AS

postgres—# $$ BEGIN

postgrest# RETURN encode(encrypt(convert_to(data, 'utf8'), '&'=8f AEY', 'aes'), 'hex'):
postgres$# END; $$

postgres—# LANGUAGE PLPGSQL;

CREATE FUNCTION

postgres=# CREATE OR REPLACE FUNCTION TO_DECRYPTS(data varchar)

postgres—# RETURNS varchar AS

postgres—# $$ BEGIN

postgres$# RETURN conver t_from(decrypt(decode(data, 'hex'), '&&3f AEY', 'aes'), 'utf8'):
postgres$# END; $$

postgres—# LANGUAGE PLPGSQL;

CREATE FUNCTION

postgres=# CREATE OR REPLACE FUNCTION TO_ENCRYPTS(data text)

postgres—# RETURNS text AS

postgres—# $$ BEGIN

postgres$# RETURN encode(encrypt (conver t_to(data, 'utf8'), '&'s8f AEY', 'aes'), 'hex');
postgres$# END; $$

postgres—# LANGUAGE PLPGSQL;

CREATE FUNCTION

postgres=# CREATE OR REPLACE FUNCTION TO_DECRYPTS(data text)

postgres—# RETURNS text AS

postgres—# $$ BEGIN

postgresH# RETURN convert_from(decrypt (decode(data, 'hex'), '&&3f KEY', 'aes'), 'utf8');
postgrest# END: $$

postgres—# LANGUAGE PLPGSQL;

CREATE FUNCTION

postgres=#
1.5 =339 &+ M4 &0l
postgres=# Wdf

List of functions
Schema | Name | Result data type | Argument data types | Type
public | armor | text | bytea | normal
public | armor | text | bytea, text[], text[] | normal
public | crypt | text | text, text | normal
public | dearmor | bytea | text | normal
public | decrypt | bytea | bytea, bytea, text | normal
public | decrypt_iv | bytea | bytea, bytea, bytea, text | normal
public | digest | bytea | bytea, text | normal
public | digest | bytea | text, text | normal
public | encrypt | bytea | bytea, bytea, text | normal
public | encrypt_iv | bytea | bytea, bytea, bytea, text | normal
public | gen_random_bytes | bytea | integer | normal
public | gen_random_uuid | uuid | | normal
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public | gen_salt | text | text | normal
public | gen_salt | text | text, integer | normal
public | hmac | bytea | bytea, bytea, text | normal
public | hmac | bytea | text, text, text | normal
public | pgo_armor_headers | SETOF record | text, OUT key text, OUT value text | normal
public | pgo_key_id | text | bytea | normal
public | pgp_pub_decrypt | text | bytea, bytea | normal
public | pgp_pub_decrypt | text | bytea, bytea, text | normal
public | pgp_pub_decrypt | text | bytea, bytea, text, text | normal
public | pgo_pub_decrypt_bytea | bytea | bytea, bytea | normal
public | pgo_pub_decrypt_bytea | bytea | bytea, bytea, text | normal
public | pgp_pub_decrypt_bytea | bytea | bytea, bytea, text, text | normal
public | pgp_pub_encrypt | bytea | text, bytea | normal
public | pgp_pub_encrypt | bytea | text, bytea, text | normal
public | pgo_pub_encrypt_bytea | bytea | bytea, bytea | normal
public | pgo_pub_encrypt_bytea | bytea | bytea, bytea, text | normal
public | pgp_sym decrypt | text | bytea, text | normal
public | pgp_sym decrypt | text | bytea, text, text | normal
public | pgp_sym decrypt_bytea | bytea | bytea, text | normal
public | pgp_sym_decrypt_bytea | bytea | bytea, text, text | normal
public | pgp_sym_encrypt | bytea | text, text | normal
public | pgp_sym encrypt | bytea | text, text, text | normal
public | pgp_sym encrypt_bytea | bytea | bytea, text | normal
public | pgp_sym encrypt_bytea | bytea | bytea, text, text | normal
public | to_decrypts | character | data character | normal
public | to_decrypts | character varying | data character varying | normal
public | to_decrypts | text | data text | normal
public | to_encrypts | character | data character | normal
public | to_encrypts | character varying | data character varying | normal
public | to_encrypts | text | data text | normal

(42 rows)
postgres=#

ol

1) 253

&t~ (TO_ENCRYPTS)

postgres=# SELECT TQ_ENCRYPTS('qwer1234');

to_encrypts

2b%a5a43f 720621 1c79118882a75195

(1 row)
postgres=#

2) 253} 84=(T0_DECRYPTS)

postgres=# SELECT TQ_DECRYPTS('209a5a43f720621f1c791f8882a75195');

to_decrypts

awer 1234
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(1 row)
postgres=#
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2. About BaroCRYPT

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://www.nurit.co.kr

o5 F=A3/AL 52lO0tO0IEl

SEBIS: 258-87-00901
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