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1. BaroCRYPT
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2. BaroCRYPT 9= API

2.1 ¢S APl 74

o

& Ssstot=0l ArS=L

r

BaroPAM 2t&d Dynamic linking |ibrary= GIOIE{0 CH

API#& &9 HID
barokey.h BaroPAM 2t&d CGH dil HAEE,
| ibbarokey.dl | (.NET Framework 4.0 J|Eto=2 2 &)
libcrypto-1_1-x64.dI| | Open SSL 2t&4 dl |
libss|-1_1-x64.d! |

1) BaroPAMSl 2E53t dIIS AFZGH| RAHM= BFEAl "C:WindowsWSystem32" CI2iER| 0l ?IXIGHOF
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BaroPAMS| =S50l CHEH header MOl CSat &Ct.

barokey.h)

#ifndef _BAROKEY_API_H_
#define _BAROKEY_API_H_

#ifdef BAROPAMCORE_EXPORTS

#define BAROPAMCORE_AP| _ declspec(d! lexport)
#else

#define BAROPAMCORE_AP| __declspec(d!|import)
#endi f

#ifdef _cplusplus
extern "C" {
#endi f

BAROPAMCORE_AP| BOOL BARO_ENCRYPT(const char* data, char* enc_result, unsigned long buf_len);
BAROPAMCORE_AP| BOOL BARO_DECRYPT(const char* data, char* dec_result, unsigned long buf_len);
BAROPAMCORE_AP| BOOL BARO_GENERATEKEY(const char* login_id, const charx phone_no, const charx*
cycle_time, char* ota_key, unsigned long buf_len);

BAROPAMCORE_AP| BOOL BARO_VERIFYKEY(const char* login_id, const char* phone_no, const charx*
cycle_time, char* ota_key);

BAROPAMCORE_AP| char* BARO_ENCRYPTA(const char* data);

BAROPAMCORE_AP| char* BARQ_DECRYPTA(const char* data);

BAROPAMCORE_AP!| char* BARO_GENERATEKEYA(const char* login_id, const char* phone_no, const charx
cycle_time);

BAROPAMCORE_AP! bool BARO_VERIFYKEYA(const char* login_id, const char* phone_no, const charx*
cycle_time, char* ota_key);

BAROPAMCORE_AP| wchar _t* BARO_ENCRYPTSW(const wchar_t* data):

BAROPAMCORE_AP| wchar _t* BARO_DECRYPTSW(const wchar_t* data);

BAROPAMCORE_AP|  wchar_t* BARO_GENERATEKEYW(const wchar_t* login_id, const wchar_tx phone_no,
const wchar_t* cycle_time);
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BAROPAMCORE_AP| bool BARO_VERIFYKEYW(const wchar_t* login_id, const wchar_t* phone_no, const
wchar_t* cycle_time, wchar_t* totp);

#ifdef __cplusplus
}
#endi f

#endif //_BAROKEY_API_H_

2.2 A= APl B
1) BARO_ENCRYPTA &}

- NAME
BARO_ENCRYPTA

— SYNOPSIS
char * BARO_ENCRYPTA(const void * data)

— DESCRIPTION
HIOIHE «S5tol= &4
data: &53te GIOIH

~ RETURN VALUES
S35 HIOIEIE Btat
2) BARO_DECRYPTA &=

- NAME
BARO_DECRYPTA

— SYNOPSIS
char * BARO_DECRYPTA(const void * data)

— DESCRIPTION
HIOIHE 25535t ot= &2
data: 253t GI0IH

— RETURN VALUES
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ikvm2 Java 2E(jar)S CHOIA AIRE = JAT=2 d|I12 B
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CHR2E: https://osdn.net/projects/sfnet_ikvm/downloads/ikvm/7.2.4630.5/ikvmbin-7.2.4630.5.zip/

@ ikvmbin-7.2.4630.5.zip &% E8

ikvmbin-7.2.4630.5.zipS "C:WProgram Files (x86)#" CIZE2|0 2=ES E

00

® &ZH4=(PATH) €3
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| HSystemRooti:
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| %eSYSTEMROOT 3w Systemn 3 2w WindowsPowerShellwv 0w
j HSYSTEMROOTH W System 32w 0penSSHY ZOLE | (B)..
C:PB_Path
D#¥Program Files (x86)wlavawidk1.7.0_79%bin AHIDY

DowProgram Files (x86)% avawjdkl . 7.0_79%jrevbin
Al Do#Program Files (xB6)#UltraEdit-32

P CWProgram FileswGit¥cmd HE Ol=)
3 CwProgram FileswtPuTTye
N C:AProgram Files (x86)¥ikvm-7.2 4630.5%bin O = 01-=(0)
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@ barokey.java I (java version "1.7.0_79"0lA 0L &)

| C:Wworkifetc> javac barokey. java

® barokey.jar I A

| C:Wworkifetc> jar cf barokey. jar barokey.class

® barokey. jar IS ikvm2 SollAl barokey.dl| IIL2 &t
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| C:WworkWetc> ikvmc barokey. jar

@ barokey.dl | LS dlIS ALESH)| fIHAE= BFEAl "C:WNindowsiWSystem32" CI2EC|0l SIXIGHOF StCE.
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3. BaroCRYPT ™S API(DB)

3.1 Stored Function M4

i

2t Ct
2F

QL | = SQL Server DHLIM Z2IZE0IAM TO_ENCRYPTS(ZS3H &%), TO_DECRYPTS(ES3t &)
Sut Oléoéﬂ

CREATE FUNCTION TO_ENCRYPTS (
@data nvarchar (2000)
) RETURNS nvarchar (2000)
AS EXTERNAL NAME |ibbarokey.[|ibbarokey.barokey].BARO_ENCRYPTA
GO

CREATE FUNCTION TO_DECRYPTS (
@data nvarchar (2000)
) RETURNS nvarchar (2000)
AS EXTERNAL NAME |ibbarokey.[!|ibbarokey.barokey].BARO_DECRYPTA
GO

&) Java 2t0I1E2i2l 2E9! barokey.jarE AIEol= HL

CREATE FUNCTION TO_ENCRYPTS (
@data nvarchar (2000)
) RETURNS nvarchar (2000)
AS EXTERNAL NAME barokey. [barokey.barokey] .baro_encrypts
GO

CREATE FUNCTION TO_DECRYPTS (
@data nvarchar (2000)
) RETURNS nvarchar (2000)
AS EXTERNAL NAME barokey. [barokey.barokey] .baro_decrypts
GO

3.2 Stored Function HIAE

= SOL Server OHLIM ZoZE0IA MAEH TO_ENCRYPTS(Z S 3 &), TO_DECRYPTS(=S3t &

SaL Zoil
)E HIAESIH
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=
=

8

SELECT TO_ENCRYPTS( ' aweragwerawer O1= Lawerower ') ;

TO_ENCRYPTS( ' QWERQWERQWER O S L QWERQINER ')

BOx8KvL4x fOdHUT7LJ | /edUNGwaJGGYtzYKhchVveHdnBAr s

SELECT TO_DECRYPTS( 'BDX8KvLAxfOdHUf7LJ 1 /edUNGWaJGGY tzZYKhcSVveHdnBArs ' ) ;
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TO_DECRYPTS( ' BDX8KVLAXFODHUF7LJL/EDUNGIAJGGYTZYKHCSVVCHONBARS )

qwer gwer gwer O = Lawer gwer
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4. About BaroCRYPT

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
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