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HMAC
MAC Z
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HWAC_MD5 ("', "") = Ox74e6f7298a9c2d168935f58¢001bad83
HMAC_SHAT ("", "") = Oxfbdb1d1b182a6c08324b7d64b71fb76370690e 1d
HMAC_SHA256("", "") = Oxb613679a0814d9ec772f95d778¢35fc5f f 1697¢493715653c6¢712144292¢5ad

23 LLCIBW SYE YYHE AMZEot22, €1elE0l WetA =0 %0 s M
A L Z LA AIS0l S0SACH 2ot E= SHA-256= 2 EGHA

ctA 20l AFSRCLE, &S3t 20
g, OFEDIMAl BF=0lM= SHA-1= B0l AF=Strt
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2. BaroPAM A= AP|

BaroPAMOIIA Al=Z6te 915 REQ! US| 2SI = Javas JIECZ HALI/UD| R0 BHEAl =4 JOK
6.x OIA0| &X T/ JUC{OF SHCr. ek, AXIEH UK L2™ Linux/Unix2! Z< "yum install java*"
HANZ &XIotH =,

JOK X &0l)

[root]# rpm —0a | grep java
java—1.4.2-gcj—compat—devel-1.4.2.0-40jpp. 115
java—1.7.0-openjdk-javadoc-1.7.0.131-2.6.9.0.el5_11
java—1.4.2-gcj—-compat—1.4.2.0-40jpp. 115
java—1.4.2-gcj-compat—javadoc—1.4.2.0-40jpp. 115
bsh-javadoc-1.3.0-9jpp. 1

tzdata-java-2016j-1.el5
java—1.6.0-openjdk—devel-1.6.0.41-1.13.13.1.el5_11
java—1.7.0-openjdk-src-1.7.0.131-2.6.9.0.el5_11
java—-1.4.2-gcj—-compat-src—1.4.2.0-40jpp. 115
java—1.7.0-openjdk—1.7.0.131-2.6.9.0.el5_11
java—1.7.0-openjdk—demo-1.7.0.131-2.6.9.0.el5_11
java—1.4.2-gcj—-compat—-devel—-1.4.2.0-40jpp. 115
xmlrpc—javadoc—2.0.1-3jpp. 1

gcc-java—4.1.2-55.el5
java—1.6.0-openjdk-1.6.0.41-1.13.13.1.el5_11
java—1.7.0-openjdk—deve|-1.7.0.131-2.6.9.0.e15_11

JOK &XI CI2ER| &0l)

[root]# env | grep JAVA_HOME
JAVA_HOME=/usr /| ib/jvm/java—1.7.0-openjdk-1.7.0.121.x86_64

Java HH&E &H0l)

[root]# java -version

java version "1.7.0_121"

OpenJDK Runtime Environment (rhel-2.6.8.1.el5_11-x86_64 u121-b00)
OpenJDK 64-Bit Server W (build 24.121-b00, mixed mode)

2.2 BaroPAM &S API

1) BaroPAM 221 3+ 0lAl)

nurit -1 -




BARO-KEY-001 BaroPAM

(
n

Copyright © 2012 Nurit. All rights reserved

2) QB3| EE BE

HE2IH0IE0N 20021 Al HIZHSE) L=Ast L3|E CIF3|E BESt= APl= "barokey.jar"'E M3E
04, WAS(Web application Server)2l lib CI2I&E2| "barokey.jar's <Xl /\IJIHLP classpathoil

"parokey.jar"Jt =Mot= CIHBECIE A & =H =0

[root] /home/tomcat/webapps/ROOT/WEB-INF/Iib > Is -al
2l 4908

drwxr-xr-x 2 root root 4096 52 8 11:25 .

drwxr—xr—x 5 root root 4006 5& 9 15:12 ..
-rw———— 1 root root 116 33 13 2015 .bash_history
—-rw-r—r— 1 root root 26074 63 20 20:49 barokey.]jar

root root 464938 3& 6 2012 jimiproclasses—sabisung.jar
root root 23737 6& 4 2014 json-simple-1.1.1.jar

root root 30202 5& 24 2011 json.jar

root root 312603 1& 25 2012 twitterdj—core-2.2.5.jar

“TW=Ir—r—
“TW=Ir—r—
—ITW=r—r—
—TW=—r—

-rw=r—r— 1 root root 57779 5& 24 2011 commons—fileupload-1.2.1.jar
—rw=r—r— 1 root root 109043 5& 24 2011 commons—io-1.4.jar
-rw—r—r— 1 root root 60841 5& 24 2011 commons-logging-1.1.1.jar
-rw=r—r— 1 root root 26520 5& 24 2011 commons-logging-adapters—1.1.1.jar
-rw=r—r— 1 root root 56404 5& 24 2011 cos.jar
—rw=r—r— 1 root root 313898 5& 24 2011 dom4j-1.6.1-goldkeby.jar
-rw=r—r— 1 root root 19679 6& 4 2014 gcm-server.jar
-rw=r—r— 1 root root 341207 10& 6 2008 j2ssh-common-0.2.9.jar
-rw—r—r— 1 root root 355141 108 6 2008 j2ssh-core-0.2.9.jar
-rw=r—r— 1 root root 110582 10& 6 2008 j2ssh-dameon-0.2.9.jar
—rw=r—r— 1 root root 456805 5& 6 2016 j2ssh-maverick-1.5.5.jar
-rw=r—r— 1 root root 258160 10& 27 2011 jai_codec.jar
-rw-r—r— 1 root root 1900631 10& 27 2011 jai_core.jar

1

1

1

1

HE2IH01E0 2021 Al Y8 HIZHSO! 232 CISI|E Z2E0ts T2 030 CrE2l &2 2&
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i
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r
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import com.barokey.barokey;

nio
fol
i

270l Stof 430 F2B 017| AS 2E

— o

Ol

ID 7=d =0l

boolean bauth_key = barokey.verifyKEYL(String login_id, String phone_no, String cycle_time, tkey);
boolean bauth_key = barokey.verifyKEYL(String login_id, String phone_no, String cycle_time, String
corr_time, String key_method, String tkey);

it (bauth_key == true) {

/] 8 83

}else {
/] &5 A
}
melole &9 Hl:
login_id Z 01 gtHO| 201-|D =20 st D2 &F
phone_no AT/ D2H/32 HE0 A= ADIE = HSE =10t 843,
cycle_time A/ D2H/312 HE JHelgE2 XAE 23| QIFI3|9] MA =I|(3-60=x)
g &5,
corr_time 23|E 2B BELAAIZHE)2Z 2IEII=0l HR0F A3 (900=%)
key_method 23|g QI=3|9| oI etal(appl, app256, app384, apph12: &M, cardl, ard2s6,
card3s4, cards12: QIEIIE)S &
tkey 279! 3ol US| st 2dF =2 2SI |IE 4N
Orok  AMZXH/D2H/S|IR HEH 86 ADNE Z s L JHoIeE2 XEE 232 eE3|9 M4 F=I D}
232 Q=39 MAD|Q CIE B 232 QSI|JI HetA 2SO0l ATHE &= QUCH BIEA| HEEE X
|40t SHCF.
all)

<%@ page contentType="text/html; charset=UTF-8" language="java" pageEncoding="UTF-8" %>
<Y@include file="./inc_common.jsp" %>

<Y@include file="./inc_session.jsp" %

<% request .setCharacterEncoding("utf-8"): %

<% response.setContentType("text/html; charset=utf-8"); %

<%

/* */
[* Bla= & XD|5) */

/* */
int ii=0,jj=0,kk=0, Il =0; // Index

CommonLib clib = new CommonLib(): // CommonLib

LogDAO  Idao = new LogDAO(); // LogDAQ

UserDAO  udao = new UserDAO(); // UserDAQO

BaroDTO  bdto = new BaroDTO(); // BaroDTO

String HIML =" // HTML

String msg =""; // msg

String value =" // value

String result =""; // Result

String login_time = ""; [/ 2OIZFIEAIZ

nurit
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boolean bauth_key = false; /] CI=I| A=
/* */
/* RequestOllAl CIOIEIZ LOS(MEREE). */
/* */
String auth_key = clib.strDefault(request.getParameter("auth_key" ), "" );
String user_email = clib.strDefault(request.getParameter ("user_email"), "" );
String auto_login = clib.strDefault(request.getParameter("auto_login"), "N");
String ip_addr = clib.strOefault(request.getParameter ("ip_addr" ), request.getRemoteAddr());
logger . info("(result_user.jsp)Starting.........cooevevn... ")
String param = request.getServerName() + request.getRequestURI ()
+ "?remote_addr=" + request .getRemoteAddr ()
+ "&ip_addr=" + ip_addr
+ "&user_emai =" + user_emai |
+ "&auth_key=" + auth_key
+ "&auto_login=" + auto_login
logger . info(param);
* */
/* Begin */
* */
try {
* */
/[* NEXNEE X3 */
* */
bdto = udao.reads(user_email);
* */
/* NIZXE It ZMsH 2. */
* */
if (bdto !=null) {
* */
/* ANESHA 2= AIZXR 32, */
* */
if ("N".equals(bdto.getUse_yn())) {
HTML = "USE_ERR";
* */
/* AFE5t= AFEXIR B2, */
* */
}else {
* */
[ 291 ZE A2t Edit. */
* */
login_time = Long.toString(barokey.get_logintime(bdto.getCycle_time()));
* */
/* 27001 XS AI2H0] MAFD| BCF 2 H=2L. */
* */
if (Long.parselong(login_time) > Long.parselong(bdto.getlogin_time())) {
* */
[* QB3| HS */
* k/
bauth_key = barokey.verifyKEYL(user_email, bdto.getUser_phone().replace("-", ""),

bdto.getCycle_time(), bdto.getCorr_time(), bdto.getKey_method(), auth_key):

*/

/*

nurit
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[* 13| HAE(HEB) */
/* */
it (bauth_key == true) {
/* */
[+ 2I| MY, */
/* */
session = request.getSession(true);
request .getSession().setAttribute("SES_USER_NO" , bdto.getUser_no ());
request .getSession().setAttribute("SES_USER_NAME" , bdto.getUser_name ())
request .getSession().setAttribute("SES_USER_DEPT" , bdto.getUser_dept ())
request.getSession().setAttribute("SES_USER_TITLE", bdto.getUser_title()):
request .getSession().setAttribute("SES_USER_EMAIL", bdto.getUser_email())
request .getSession().setAttribute("SES_USER_PHONE", bdto.getUser_phone())
request .getSession().setAttribute("SES_ADMIN_YN" , bdto.getAdmin_yn ());
/* */
[+ 2I| MY, */
/* */
if ("Y".equals(auto_login)) {
Date now = new Date();
String timestamp = now.toString();
Cookie cookie = new Cookie ("SES_USER_NO", bdto.getUser_no());
//cookie.setMaxAge(7 * 24 = 60 * 60);
cookie.setMaxAge(60+60%24%365); // F3| SXIJ|2+-14
cookie.setPath("/");
response . addCookie(cookie);
}
* %/
/* 201 2|E AI2VS Update. */
* %/
udao.updateLoginTime(user_email, login_time);
HTML = bdto.getUser_no();
/* */
[* CIE3| HAS(AH). */
/* */
}else {
HTML = "KEY_ERR";
3
* %/
[+ 201 Z|SAI2H0] MEFI| ECF &)L 22 E=2. */
* */
}else {
HTML = "KEY_ERR";
}
}
* */
/*x LogBEE insert. */
* */
bdto.set Ip_addr (ip_addr);
|dao.create(bdto):;
* */
[* AFBXHE 8L EMoIKl &= E2. */
* */
}else {
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HTML = "ID_ERR";
}
json.put ("HTML", HTML);
out.printin(json);
/*

/* GI2IAFE X 2I(Exception).

/*
} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();

/*
/* Finally.
/*

} finally {

logger . info("(result_user.jsp)Ending. .........co oo,

import com.barokey.barokey;

279011 20l ot 4302 3Lt eisJ| &

0l
nio

fol
il

a4 =
String login_times =
String tkey);

String login_times =
String login_time, String tkey):

barokey.ver i fyKEYC(String secure_key, String cycle_time, String login_time,

barokey.ver i fyKEYC(String secure_key, String cycle_time, String key_method,

String login_times = barokey.verifyKEYC(String secure_key, String cycle_time, String corr_time,

String key_method, String login_time, String tkey);

if (1"fail".equals(login_times)) {

/] BF 43
}else {
/] &5 AT
}
120l El a9 HIZD
secure_key HIHUHIA HISE Secure keyE &3,
cycle_time o2 X&set L3g 2539 oéi FI(3~60x)E &4F
oter Dol Z XIAsH L3E QIS0 MAH FI|DF L3 2IS3|9 MAHI|Q}
CI2 22 238 2SIIF &etd S0 AIHE £ UCH BIEAl HEE X
INE: Il
corr_time U3 E 0BT BELLAAIZHE)2Z QISIH=Ql HL0 8F . (900x)
key_method 2A3|E 021EI|9 21E BtAl(appt, app256, app384, app512: &, cardl, ard256,
card3gs4, cardsi2: ISIIE)S &
login_time 2701 X[EAIZ2E.
tkey 2701 3tHol H|YBS0 s 32 0532 &
al)

<%@ page contentType="text/html;

charset=UTF-8" language="java" pageEncoding="UTF-8" %>

_16_
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<Y%@include file="./inc_common.jsp" %

<Y@include file="./inc_session.jsp" %

<% request .setCharacterEncoding("utf-8
<% response.setContentType("text/html;
<%

") %
charset=utf-8"); %

/* */
[+ HaEH L EI|F) */
/* */
int ii=0,jj=0,kk=0, Il =0; // Index
CommonLib clib = new CommonLib(); // CommonLib
LogDAO  Idao = new LogDAO(); // LogDAO
UserDAO  udao = new UserDAO(); // UserDAO
BaroDTO  bdto = new BaroDTO(); // BaroDTO
String HIML ="" // HTML
String msg =" // msg
String value =" // value
String result =" // Result
String login_time = ""; // 2 101Z S A2t
boolean bauth_key = false: /] BEZ
/* */
/* RequestOllA GIOIEIE LS (AIZREE). */
/* */
String auth_key = clib.strDefault(request.getParameter ("auth_key" ), "" );
String user_email = clib.strDefault(request.getParameter ("user_email"), "" );
String auto_login = clib.strDefault(request.getParameter ("auto_login"), "N");
String ip_addr = clib.strDefault(request.getParameter ("ip_addr" ), request.getRemoteAddr()):
logger . info("(result_user.jsp)Starting...................... ")
String param = request.getServerName() + request.getRequestURI ()
+ "?remote_addr=" + request . getRemoteAddr ()
+ "&ip_addr=" + ip_addr
+ "8user_emai |=" + user_emai |
+ "&auth_key=" + auth_key
+ "&auto_login=" + auto_login
logger . info(param);
/* */
/* Begin. */
* */
try {
* */
[ NEREE %3, «/
* */
bdto = udao.reads(user_email);
* */
/* ANRXAE S EEH 2L */
* */
if (bdto !=null) {
/* x/
/* ANEGHK 2= AMZEXIR! 2. */
/* */
nurit S
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if ("N".equals(bdto.getUse_yn())) {
HTML = "USE_ERR";
/* */
/* AI23dl= AIZARI AL */
N */
}else {
/* */
[* L3s 01FI| &S */
/* */
login_time = barokey. ver i fyKEYC(bdto.getSecure_key(), bdto.getCycle_time(),
bdto.getCorr_time(), bdto.getKey_method(), bdto.getlLogin_time(), auth key):
/* */
[* L3 0ISI| AS(HER). */
/* */
if (1"fail".equals(login_time)) {
* */
J* 23| A */

session = request.getSession(true);
request .getSession().setAttribute(
request .getSession().setAttribute("SES_USER_NAME" , bdto.getUser_name
request .getSession().setAttribute("SES_USER DEPT" , bdto.getUser_dept
request .getSession().setAttribute("SES_USER_TITLE", bdto.getUser_title
request .getSession().setAttribute("SES_USER_EMAIL", bdto.getUser_emai |
request .getSession().setAttribute("SES_USER_PHONE", bdto.getUser_phone
request .getSession() (
* */
[* 2RI MY, */
* */
if ("Y".equals(auto_login)) {
Date now = new Date();
String timestamp = now.toString();
Cookie cookie = new Cookie ("SES_USER_NO", bdto.getUser_no());
cook ie. setMaxAge(60x60+24x365); // RI| |XII|2+-14
cookie.setPath("/");
response. addCookie(cookie);

3
/* */
[+ 27021 %= A2t2 Update. */
/* */
udao.updateloginTime(user_email, login_time);
HTML = bdto.getUser_no():
* * [
[* L3|Z QI=3| HAS(AH). */
* */
}else {
HTML = "KEY_ERR";
}
}
* */
/*x LogBEE insert. */
* */

bdto.set Ip_addr (ip_addr);

"SES_USER_NO" , bdto.getUser_no ());
()
()
());
()
)

.setAttribute("SES_ADMIN_YN" , bdto.getAdmin_yn ());

nurit - 18 -
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|dao.create(bdto);

/* */
[* AFBXIEEIF EMolKl 2= 3. */
/* */
}else {
HTML = "ID_ERR";
}
json.put ("HTML", HTML);
out.printin(json);
/* */
/* OIQIAFE X 2l(Exception). */
/* */

} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();

* */
/* Finally. «/
* */
} finally {
logger . info("(result_user.jsp)Ending. ...........c.oovue... "),
}
%>

2. otEZ0|=01 FL
1) 2I=3| MM B2

220180 201 Al HIZB S0l Y L3|E 2ISI|E Medk= API= "barckey.jar'2 3T
(M, EclipseS AtEot= B libs CIZEC|0 "barokey.jar"S Xl AIZHOF StCF.

o

B src

&8 gen [Generated Java Files]
B\ Android 5.0.1

=), Referenced Libraries

&, assets

&, bin

4 = lib

androidmarketapi-0.3.jar
Ig barokey.jar I

g protobuf-java-2.2.0 jar
g5 SunGraph jar
&= res
Q) AndroidManifest.xml
5| nurimarket keystore

| proguard.cfg

;| project.properties
HE2IAH01AN 2021 Al Y=g HIZHSO! 23S CIEI|E MH0t=e ZZ2 30 Gl 22 &S
&HUBHH EICH
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import com.barokey.barokey;

String tkey = barokey.generateKEYL(String login_id, String phone_no, String cycle_time);

oelolg &9 Bl
login_id Z0! otHe| 2701-1D =0 st IDE &F.
phone_no TelephonyManagerE OIZoiAM & LHRUA L0 ADE & HSE &F.
cycle_time jelgg X&Est L3 01570 MA FI((360%)E 4.
oror JelgE=Z XI&EEH 23l CIEIe MY F=I|It OE ZEf 38 33|
ot ChiEAH M8E 5= UL
33 OlAl)

KT & Gd () ...

< BaroKEY

B N{ @0 UE" | 83% W 2F 3:04

<

=
—

208725

[ BaroPAM / mc529@hanmail.net |

D 22 =

£ YEstM L.
2 Reset HES 2&

1€ g StML.

o ¢IE 7|
|
o

Y

0

3t Layout GlIAI)

<?xml version="1.
<FramelLayout xmln

0" encoding="utf-8"?>
s:android="http://schemas.android.com/apk/res/android"
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xmIns:app="http://schemas.android.com/apk/res-auto"
android: layout_width="fill_parent"

android: layout_height="fill_parent"
android:background="@color /bg_body_default"
android:orientation="vertical ">

<include
android: id="@id/inc_header"
layout="@layout/inc_header"
android: layout_width="fill_parent"
android: layout_height="@dimen/head_height" />

<Scrol [View
android: layout_width="match_parent"
android: layout_height="match_parent"
android: layout_marginLeft="@dimen/body_margin_r ight_default"
android: layout_marginRight="@dimen/body_margin_r ight_default"
android: layout_marginTop="@dimen/head_height ">

<FramelLayout xmlns:android="http://schemas.android.com/apk/res/android"
android: id="@id/body_frame"
android: layout_width="fill|_parent"
android: layout_height="fill_parent">

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="81dip"
android:padding="10dp"
android:text="@str ing/tv_key_vc"
android:textColor="@color/text_body_default"
android:textSize="20dip" />

<TextView
android: id="@id/tv_auth_key"
android: layout_width="fil |_parent"
android: layout_height="wrap_content"
android: layout_gravity="center_hor izontal"
android: layout_marginTop="150dip"
android:background="@android:color/transparent"
android:ems="10"
android:gravity="center"
android: imeOptions="act ionGo"
android: inputType="text"
android:maxLength="8"
android:nextFocusDown="@+id/btn_login"
android:singleLine="true"
android: text=""
android: textAppearance="?android:attr/textAppearancelLarge"
android:textColor="@color/text_body_default"
android:textSize="65dip" />
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<TextView
android: layout_width="fill_parent"
android: layout_height="1dip"

android: layout_gravity="center_horizontal"

android: layout_marginLeft="50dip"
android: layout_marginRight="50dip"
android: layout_marginTop="230dip"

android:background="@color/line_text_under"

android:visibility="invisible" />

<com.beardedhen.androidbootstrap.BootstrapProgressBar

android: id="@id/progressBar"
android: layout_width="fill_parent"
android: layout_height="12dip"

android: layout_gravity="center_horizontal"

android: layout_marginTop="240dip"
app-animated="true"
app:bootstrapBrand="warning"
app:bootstrapProgress="100"
app:striped="true" />

<LinearlLayout
android: layout_width="fill|_parent"
android: layout_height="wrap_content"
android: layout_marginTop="260dip"
android:orientation="horizontal ">

<TextView
android: layout_width="fill_parent"

android: layout_height="wrap_content"

android: layout_weight="1" />

<ImageView
android: layout_width="15dip"
android: layout_height="15dip"

android: layout_gravity="center_vertical [right"
android:background="@drawable/ico_countdown" />

<TextView
android:id="@id/tv_remainTime"

android: layout_width="wrap_content"
android: layout_height="wrap_content"
android:gravity="right|center_vertical"

android:paddingLeft="10dip"

android:textColor="@color/text_body_guide"

android:textSize="17dip" />
</LinearLayout>

<TextView
android:id="@id/tv_system_nm"
android: layout_width="wrap_content"
android: layout_height="wrap_content"
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android: layout_gravity="center_horizontal"
android: layout_marginTop="315dip"

android:text=

android:textColor="@color/text_body_default"
android:textSize="18dip" />

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_hor izontal"
android: layout_marginTop="380dip"
android: text="@string/tv_key_msg_1"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="405dip"
android:text="@string/tv_key_msg_2"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="430dip"
android:text="@string/tv_key_msg_3"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />

<LinearlLayout
android: layout_width="fil|_parent"
android: layout_height="wrap_content"
android: layout_marginTop="490dip"
android:orientation="hor izontal ">

<Button

android: id="@id/btn_update"

android: layout_width="fill_parent"

android: layout_height="@dimen/btn_height_default"
android: layout_weight="1"
android:background="@drawable/btn_default_drawable"
android:text="@str ing/btn_upd_del"
android:textColor="@color /white"

android: textSize="20dip" />

<TextView

android: layout_width="6dip"
android: layout_height="1dip"
android: layout_gravity="center_horizontal"

nurit
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android:background="@android:color/transparent" />

<Button
android:id="@id/btn_reset"
android: layout_width="fill|_parent"
android: layout_height="@dimen/btn_height_default"
android: layout_weight="1"
android:background="@drawable/btn_default_drawable"
android:enabled="false"
android:text="@string/btn_reset"
android:textColor="@color /white"
android:textSize="20dip" />

</LinearLayout>
</Framelayout>
</Scrol IView>

</Framelayout>

Z278 0lAl)

package com.baro.otp.info;

import android.Manifest;

import android.annotation.SuppressLint;
import android.content.Context;

import android.content. Intent;

import android.content.pm.PackageManager ;
import android.os.Build;

import android.os.Bundle;

import android.os.Handler;

import android.os.Message;

import android.os.Vibrator;

import android.support.v4.app.ActivityCompat;
import android.telephony.TelephonyManager ;
import android.view.View;

import android.view.View.OnClickListener;
import android.view. inputmethod. I nputMethodManager ;
import android.widget.Button;

import android.widget.TextView;

impor t com.baro.common.base.BaseActivity;

impor t com.baro.common.base.Baselnter face;

import com.baro.common.setting.SettingACT;

import com.baro.common.util.Util;

import com.baro.pam.R;

import com.barokey.barokey;

impor t com.beardedhen.androidbootstrap.BootstrapProgressBar;

import java.util.Date;
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public class OTPCreateACT extends BaseActivity implements Baselnterface, OnClickListener {

//public  class  OTPCreateACT  extends  AppCompatActivity implements  Baselnterface,
OnClickListener {

private Button btn_setting, btn_share, btn_close, btn_reset, btn_update;

private TextView tv_auth_key;

private TextView tv_remainTime;

private BootstrapProgressBar progressBar

private TextView tv_system nm;

private String intent_reg_dt = "", intent_system.nm = "", intent_login_id =
intent_cycle_time = "";

mnn
’

private String PhoneNumber = "", SerialNumber = "", AndrolD = "", MacAddr = "";
private long createdMillis, remainingSec:

private static final int MESSAGE_REFRESH_REMAINING_SECOND = 101;
private static final int SENDMESSAGE_INTERVAL = 250;

private String[] permission_|ist = { Manifest.permission. INTERNET,
Manifest.permission.ACCESS_WIF|_STATE, Manifest .permission.ACCESS_NETWORK_STATE,
Manifest.permission.READ_EXTERNAL_STORAGE, Manifest.permission.WRITE_EXTERNAL_STORAGE,
Manifest.permission.READ_PHONE_STATE, Manifest.permission.CALL_PHONE };
@0verride
public void onCreate(Bundle savedinstanceState) {
try {

super .onCreate(savedlnstanceState);
setContentView(R. layout .act_otpcreate);
checkPermission();

drawView();
getIntentData();

} catch (Exception e) {
e.printStackTrace();

T finally {
}

}

@0verride

public void onPause() {
super .onPause();

if (null !=m_handlerProc) {
m_hand|erProc. removeMessages (MESSAGE_REFRESH_REMA INING_SECOND) ;
}
}
@0verride

public void onResume() {
super .onResume() ;

if (null !'=m_handlerProc) {
m_hand|erProc.sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA [N ING_SECOND,
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SENOMESSAGE_INTERVAL ) ;

}
}
@SuppressLint ("Hardwarelds")
@0verride
public void drawview() {
try {

vibe = (Vibrator) getSystemService(Context.VIBRATOR_SERVICE);

findViewBy|d(R. id.body_frame).setOnClickListener (new OnClickListener () {
public void onClick(View v) {
[ nputMethooManager imm = (InputMethodManager )
getSystemService(Context . INPUT_METHOD_SERVICE) ;
imm.hideSoft InputFromiNindow(v.getWindowToken(), 0);
}
13K

tv_system_nm = (TextView) findViewById(R.id.tv_system_nm);
tv_system_nm.setOnClickListener (this);

tv_auth_key = (TextView) findViewByld(R.id.tv_auth key);
tv_auth_key.setFocusable(true):
tv_auth_key.setClickable(false);

progressBar = (BootstrapProgressBar) findViewByld(R.id.progressBar);
tv_remainTime = (TextView) findViewByld(R.id.tv_remainTime);

btn_setting = (Button) findViewByld(R.id.btn_setting);
btn_setting.setOnClickListener (this);

btn_share = (Button) findViewByld(R.id.btn_share);
btn_share.setOnClickListener (this);

((Button) findViewByld(R.id.btn_go_back)).setOnClickListener (this);

btn_close = (Button) findViewByld(R.id.btn_close):
btn_close.setOnClickListener (this);

btn_update = (Button) findViewByld(R.id.btn_update);
btn_update.setOnClickListener (this);

btn_reset = (Button) findViewByld(R.id.btn_reset);
btn_reset.setOnClickListener (this);

Te|lephonyManager systemService = (TelephonyManager )
getSystemService(Context . TELEPHONY_SERVICE);

assert systemService != null;

PhoneNumber = systemService.getLineiNumber();

PhoneNumber = PhoneNumber . subst r ing(PhoneNumber . length() — 10, PhoneNumber . length());

PhoneNumber = "0" + PhoneNumber ;
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} catch (SecurityException e) {
e.printStackTrace():
} catch (Exception e) {
e.printStackTrace():
} finally {
}
}

public void getlntentData() {
try {
Intent intent = getlIntent();
getDefaultIntent(intent);

if (intent.getStringExtra("reg_dt") !=null) {
intent_reg_dt = intent.getStringExtra("reg_dt").trim();
}
if (intent.getStringExtra("system_nm") != null) {
intent_system_nm = intent.getStringExtra("system_nm");
}
if (intent.getStringExtra("login_id") !=null) {
intent_login_id = intent.getStringExtra("login_id").trim();
}
if (intent.getStringExtra("cycle_time") !=null) {
intent_cycle_time = intent.getStringExtra("cycle_time").trim();
}
if ("".equals(intent_system_nm.trim())) {
tv_system_nm.setText("[ " + intent_login_id + " 1");
Yelse if (1"".equals(intent_system_nm) & (!"".equals(intent_login_id))) {
tv_system_nm.setText("[ " + intent_system_nm + " / " + intent_login_id + " 1");
3
if (1"".equals(intent_login_id) &&
(1"".equals(intent_cycle_time))) {
onAuthKey();
}else {
finish();

.equals(PhoneNumber ) 8&

}
} catch (Exception e) {
e.printStackTrace();

} finally {
I3

I3

@verride

public void onClick(View v) {
try {

switch (v.getld()) {
case R.id.btn_setting: // Setting
Intent intent = new Intent(this, SettingACT.class);
intent.setFlags(Intent.FLAG_ACTIVITY_CLEAR_WHEN_TASK_RESET):
startActivity(intent);
//finish();
break;
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case R.id.btn_share:
intent = new Intent(Intent.ACTION_SEND);
intent.addCategory(Intent.CATEGORY_DEFAULT);
intent.putExtra(Intent .EXTRA_TEXT , getString(R.string.app_share));
intent.putExtra(intent .EXTRA_TITLE, getString(R.string.app_name ));
intent.setType("text/plain");
startActivity(Intent.createChooser (intent, getString(R.string.share_text)));
//finish();
break;

case R.id.btn_go_back: // go back
finish();
break;

case R.id.btn_close: // Close
moveTaskToBack (true):
finish();
android.os.Process.kil IProcess(android.os.Process.myPid());
break;

case R.id.btn_update: // Update
intent = new Intent(OTPCreateACT.this, OTPUpdateACT.class):

intent.putExtra("reg_dt" , intent_reg_dt )
intent.putExtra("system_nm" , intent_system_nm );
intent.putExtra("login_id" , intent_login_id );

intent.putExtra("cycle_time", intent_cycle_time);
startActivity(intent);

finish();

break;

case R.id.btn_reset: // Reset
if (1"".equals(intent_login_id) && 1" equals(PhoneNumber ) 8&
(1"".equals(intent_cycle_time))) {
onAuthKey();
}else {
finish():
}
break;
3
} catch (Exception e) {
e.printStackTrace();
} finally {
}
}

public void onAuthkey() {
try {
tv_auth_key.setText("");
createdMillis = estimateCreatedMillis(intent_cycle_time);
tv_auth_key.setText (barokey.generateKEYL(intent_login_id, PhoneNumber ,

intent_cycle_time)):
m_handlerProc.sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA INING_SECOND,

SENOMESSAGE_INTERVAL ) ;
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} catch (Exception e) {
e.printStackTrace():
} finally {
}
}

private final Handler m_handlerProc = new Handler () {
@0verride
public void handleMessage(Message message) {
switch (message.what) {
case MESSAGE_REFRESH_REMAINING_SECOND:

try {
long cycleMillis = (Long.parselong(intent_cycle_time) = 1000L);
long remainingMillis = estimateRemainingMillis(intent_cycle_time,

createdMillis);
long remainingSecond = remainingMillis =0 ? (remainingMillis / 1000L) :
0,

if (O< remainingMillis) {
m_hand|erProc. sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA IN ING_SECOND,
SENDMESSAGE_INTERVAL ) ;

btn_reset.setEnabled(false);
}else {
m_hand|erProc. removeMessages (MESSAGE_REFRESH_REMA INING_SECOND) ;

btn_reset.setEnabled(true);
}
tv_remainTime.setText (remainingSecond +
getString(R.string.remain_time_suffix));

if (0 !=cycleMillis) {
progressBar .setProgress((int)  (((float) remainingMillis / (float)
cycleMillis) * 100.0F));

I3
} catch (Exception e) {

e.printStackTrace();
} finally {
3

break;

+

public long estimateCreatedMillis(String cycleSecondString) {
long remainingMillis = (barokey.getRemainingTime(cycleSecondString) = 1000L) - 200;
long cycleMillis = (Long.parselLong(cycleSecondString) * 1000L);
long currentMillis (new Date()).getTime():
long elapsedMillis = cycleMillis — remainingMillis;
long createdMillis currentMillis — elapsedMillis;

return createdMillis;
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public long estimateRemainingMillis(String cycleSecondString, long createdTime) {
long cycleMillis = (Long.parselong(cycleSecondString) * 1000L);
long currentMillis = (new Date()).getTime();
long elapsedMillis = currentMillis — createdTime;

long remainingMillis = barokey.getRemainingTime(cycleSecondString) * 1000L;
remainingMillis cycleMillis > elapsedMillis ? remainingMillis : O;
remainingMillis remainingMillis >= cycleMillis ? O : remainingMillis;

return remainingMillis;

}

public void checkPermission() {
if (Build.VERSION.SDK_INT < Build.VERSION_CODES.M)
return;

for (String permission : permission_list) {
int permssionCheck = checkCallingOrSelfPermission(permission);

if (permssionCheck = PackageManager .PERMISSION_DENIED) {
ActivityCompat.requestPermissions(this, permission_list, 0);

}
}

public void onRequestPermissionsResult(int requestCode, String[] permissions, int[]
grantResults) {
if (requestCode = 0) {
for(int ii =0; ii < grantResults.length; ii++) {
if (grantResults[ii] != PackageManager .PERMISSION_GRANTED) {
Util.MsgToast(OTPCreateACT.this, getString(R.string.msg_security_set), 0);
finish();
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swift 5.0 OIAGIASl AFROIAI)

private func makeOtplinfo() {

}

let loginid = _otp?.LOGIN_ID ?? "mc529@hanmai | .net"

let tel = _otp?.PHONE_NO ?? "01027714076"

let time = (_otp?.CYCLE_TIME ?? "30")!

let otpnum = generateKEYL(loginid, tel, time, "0", "app512")
_otpInfo.text = "[ W(_otp?.SYSTEM_NM ?? "")/W(_otp?.LOGIN_ID ?? "") ]"
let otpnumStr = String(cString: otpnum!)

let start = otpnumStr. index(otpnumStr.startIndex, offsetBy: 0)

let end = otpnumStr . index(otpnumStr.startIndex, of fsetBy: 3)

let start?2 = otpnumStr . index(otpnumStr.startIndex, offsetBy: 3)

let end2 = otpnumStr.index(otpnumStr.startIndex, offsetBy: 6)

_tfOTP. text = otpnumStr([start..<end] + " " + otpnumStr[start2..<end?]
var step = 0

self._progress.progress = 0

self._btnReset.isEnabled = false

self._btnReset .backgroundColor = uicolorFromHex(rgbValue: OxAOAAB4)
let remain = getRemainingTime(_otp?.CYCLE_TIME ?? "30")

let cycle_time = Int(self._otp!.CYCLE_TIME)

_timer = Timer.scheduledTimer (withTimelnterval: 1.0, repeats: true, block: { _timer in
let change: Float = Float(Double(remain — step — 1) / Double(cycle_time!))
print("—— W(remain),#(change) ,#(step)")

self._progress.progress = change
step += 1
self._remainTime.text = String(remain — step) + " " + "TIME". local ized
if step = remain {
self._timer?.invalidate()
self._btnReset.isEnabled = true
self._btnReset .backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
}
h

S OlIAI)
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< Baro PAM < £
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StoryboardE 2|0|&HCH. 2+ MI2HHIE Ol CHSE 2I01= developer.apple.com= & 1EHCEH.

<!—Create View Controller—>
<scene scenelD="xJv-bd-Ejb">

<objects>
<viewControl ler storyboardldentifier="CreateQTP" jd="BPh-T|-Gd5"
customClass="0TPCreateViewControl ler" customModule="Bar oPAM" customModuleProvider="target"

sceneMember [D="viewControl ler ">

<layoutGuides>
<viewControl lerLayoutGuide type="top" id="TFO-Et-51n"/>
<viewControl lerLayoutGuide type="bottom" id="rXs-zr-mnc"/>

</layoutGuides>

<view key="view" contentMode="scaleToFil|" id="Dbl-ks-whiN">
<rect key="frame" x="0.0" y="0.0" width="375" height="812"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" heightSizable="YES" />

<subviews>
<textView clipsSubviews="YES" multipleTouchEnabled="YES" contentMode="scaleToFill"
fixedFrame="YES" text="23|2 oIEI|" textAlignment="center"

translatesAutoresizingMaskIntoConstraints="N0" id="00T-0a—9fL">
<rect key="frame" x="0.0" y="125" width="375" height="40"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<color key="textColor" white="0.0" alpha="1" colorSpace="calibratedthite"/>
<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami |y="SpogaHanSans" pointSize="17"/>
<textlnputTraits key="text InputTraits" autocapitalizationType="sentences"/>
</textView>
<textField opaque="NO" clipsSubviews="YES" contentMode="scaleToFill" fixedFrame="YES"
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contentHor izontalAl ignment="left" contentVerticalAl ignment="center" text="12345678"
textAlignment="center" minimumFontSize="17" translatesAutoresizingMaskIntoConstraints="N0"
jd="y9V-i0-Xec">

<rect key="frame" x="19" y="204" width="336" height="52"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<color key="backgroundColor" white="1" alpha="1" colorSpace="cal ibratedthite"/>
<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami Iy="SpogaHanSans" pointSize="50"/>
<textlInputTraits key="textInputTraits"/>
</textField>
<button opague="N0" contentMode="scaleToFill" f ixedFrame="YES"
contentHor izontalAlignment="center" contentVerticalAlignment="center" buttonType="roundedRect"
| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="wn5-JQ-qp2">
<rect key="frame" x="23" y="683" width="160" height="43"/>
<autoresizingMask  key="autoresizingMask" widthSizable="YES" flexibleMaxX="YES"
flexibleMinY="YES" />
<fontDescription key="fontDescr iption" name="SpogaHanSans-Regular"
fami y="SpogaHanSans" pointSize="17"/>
<state key="normal" title="Update/Delete">
<color key="titleColor" white="1" alpha="1

colorSpace="cal ibratedihite" />

</state>
<connect ions>
<action selector="onEdit:" destination="BPh-TI-Gd5" eventType="touchUpInside"
jd="Lo0-gt-fdh"/>
<action  selector="onOk:" destination="BYZ-38-t0r"  eventType="touchUpInside"

jd="yal-b8-A5Q" />
</connect ions>
</button>
<button opaque="N0" contentMode="scaleToFi||" f ixedFrame="YES"
contentHor izontalAl ignment="center"  contentVerticalAlignment="center" buttonType="roundedRect"
| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="phw-d7-Zsz">
<rect key="frame" x="199" y="683" width="160" height="43"/>
<autoresizingMask  key="autoresizingMask"  flexibleMinX="YES"  widthSizable="YES"
flexibleMinY="YES"/>
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular "
fami ly="SpogaHanSans" pointSize="17"/>
<state key="normal" title="Reset">
<color key="titleColor" white="1" alpha="1" colorSpace="calibratedthite"/>

</state>
<connect ions>
<action selector="onReset:" destination="BPh-TI-Gd5" eventType="touchUplInside"

i0="2is-dP-y2P"/>
</connect ions>
</but ton>
<view contentMode="scaleToFi | |" f ixedFrame="YES"
translatesAutoresizingMaskIntoConstraints="N0" id="KTy-6U-Omm">
<rect key="frame" x="0.0" y="0.0" width="375" height="70"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />

<subviews>
<button opaque="N0" contentMode="scaleToFill" fixedFrame="YES"
contentHor izontalAl ignment="center" contentVerticalAlignment="center"

| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="5ZR-gQ-4P5">
<rect key="frame" x="283" y="34" width="31" height="31"/>
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<autoresizingMask key="autoresizingMask" flexibleMinX="YES" flexibleMaxY="YES" />
<inset key="imageEdgelnsets" minX="3" minY="3" maxX="3" maxY="3"/>
<state key="normal" image="btn_share.png"/>
<connect ions>
<action selector="onShare:
jd="rVd-IW-j3A" />
</connect ions>

destination="BPh-TI-Gd5" eventType="touchUpInside"

</button>
<putton opaque="N0" contentMode="scaleToFill" f ixedFrame="YES"
contentHor izontalAl ignment="center" contentVerticalAlignment="center"

| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="ub6-U2-2w3">

<rect key="frame" x="322" y="34" width="33" height="32"/>

<autoresizingMask key="autoresizingMask" flexibleMinX="YES" flexibleMaxY="YES"/>

<inset key="imageEdgelnsets" minX="3" minY="3" maxX="3" maxY="3"/>

<state key="normal" image="btn_setting.png"/>

<connect ions>

<action selector="onSetting:" destination="BPh-TI-Gd5"

eventType="touchUpInside" id="Qhc-bj-CHe"/>

</connect ions>

</button>
<imageView user Interact ionEnabled="NO" contentMode="scaleAspectFit"
hor izontalHuggingPrior ity="251" verticalHuggingPriority="251" f ixedFrame="YES"

image="btn_prev.png" translatesAutoresizingMaskIntoConstraints="N0" id="cZQ-Jb-luv">
<rect key="frame" x="19" y="35" width="31" height="31"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" heightSizable="YES"/>
</imageView>
<imageView user Interact ionEnabled="N0" contentMode="scaleAspectFit"
hor izontalHuggingPrior ity="251" verticalHuggingPriority="251" f ixedFrame="YES"
image="10go_barootp.png" translatesAutoresizingMaskIntoConstraints="N0" id="vWu-06-6az">
<rect key="frame" x="115" y="38" width="145" height="25"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES" />
</imageView>
</subviews>
<color key="backgroundColor" red="0.10588235294117647" green="0.56470588235294117"
blue="1" alpha="1" colorSpace="cal ibratedRGB" />
</view>
<textView clipsSubviews="YES" multipleTouchEnabled="YES" contentMode="scaleToFill"
fixedFrame="YES" editable="NO" text="SSAIZ2} LI CIEIIE LHINR. Al2ZtS TSt B Reset
=2  2&6t¢ IBIE KH A8 A otMIR." textAlignment="natural" selectable="N0"
translatesAutoresizingMaskIntoConstraints="N0" id="s4z-fe-3rj">
<rect key="frame" x="49" y="585" width="276" height="112"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMinY="YES" />
<color key="textColor" red="0.33333333333333331" green="0.33333333333333331"
blue="0.33333333333333331" alpha="1" colorSpace="cal ibratedRGB" />
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular"
fami ly="SpogaHanSans" pointSize="17"/>
<textlnputTraits key="text InputTraits" autocapitalizationType="sentences"/>
</textView>
<progressView opague="NO" contentMode="scaleToFill" verticalHuggingPriority="750"
fixedFrame="YES" progress="0.5" translatesAutoresizingMaskIntoConstraints="N0" id="eFk—ob-ugh">
<rect key="frame" x="52" y="274" width="270" height="2"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES"/>
</progressView>
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<imageView user Interact ionEnabled="N0" contentMode="scaleToFi|l"
hor izontalHuggingPriority="251" verticalHuggingPriority="251" f ixedFrame="YES"
image="ico_countdown.png" translatesAutoresizingMasklntoConstraints="N0" id="UC7-dN-216">
<rect key="frame" x="250" y="284" width="15" height="15"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES" />
</imageView>

<|abel opaque="N0" user Interact ionEnabled="N0" contentMode="1left"
hor izontalHuggingPriority="251" ver ticalHuggingPriority="251" fixedFrame="YES" text="0"
textAlignment="natural" | ineBreakMode="tai I Truncation" basel ineAdjustment="al ignBase! ines"

adjustsFontSizeToFit="N0" translatesAutoresizingMaskIntoConstraints="N0" id="c11-3a-nD8">

<rect key="frame" x="270" y="281" width="52" height="21"/>

<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES"/>

<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami Iy="SpogaHanSans" pointSize="17"/>

<color key="textColor" red="0.33333333333333331" green="0.33333333333333331"
blue="0.33333333333333331" alpha="1" colorSpace="cal ibratedRGB" />

<nil key="highlightedColor"/>

</label>

<|abel opaque="N0" user Interact ionEnabled="N0" contentMode="1left"
hor izontalHuggingPrior i ty="251" verticalHuggingPriority="251" f ixedFrame="YES"
text="[emplus/david.kscho@empluses.com]" textAlignment="center" |ineBreakMode="tailTruncation"
basel ineAdjustment="al ignBasel ines" adjustsFontSizeToFit="N0"

translatesAutoresizingMaskIntoConstraints="N0" id="FZ0-er-yGs">
<rect key="frame" x="23" y="318" width="332" height="30"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular "
fami y="SpogaHanSans" pointSize="17"/>
<nil key="highlightedColor"/>
</label>
</subviews>
<color key="backgroundColor" white="1" alpha="1" colorSpace="calibratedthite"/>
</view>
<connect ions>
<out let property="_backView" destination="cZQ-Jb-luv" id="hti-Le-Rra"/>
<outlet property="_btnReset" destination="phw-d7-Zsz" id="hVD-Q9-8Xq" />
<outlet property="_btnUpdate" destination="wn5-JQ-gp2" id="06G-9e-g0S"/>
<out let property="_otpInfo" destination="FZ0-er-yGs" id="d1r-2i-KX2"/>
<outlet property="_progress" destination="eFk-gb-ugh" id="csW-nT-cyw"/>
<outlet property="_remainTime" destination="c11-3a-nD8" id="bBH-g5-IXA"/>
<outlet property="_tfOTP" destination="y9V-i0-Xec" id="10X-6A-goi"/>
</connect ions>
</viewControl ler>
<placeholder placeholder|dentifier="IBFirstResponder" id="GRs-8z-hxZ" userlLabel="First
Responder " sceneMember |D="1 i rstResponder " />
</objects>
<point key="canvasLocation" x="2948" y="440"/>
</scene>

272 OAl)

import UIKit

class OTPCreateViewController : UlViewController {
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@IB0ut let weak var _progress: UlProgressView!
@1B0ut let weak var _remainTime: UlLabel!
@1B0ut let weak var _backView: Ul ImageView!
@1B0ut let weak var _otplInfo: UlLabel !

@I1B0ut let weak var _tfOTP: UlTextField!
@IB0ut let weak var _btnUpdate: UlButton!
@IB0ut let weak var _btnReset: UlButton!

@IBAction func onClose(_ sender: Any) {
exit(0)
}

var _timer: Timer?
var _otp: OTPEntity? = nil

override func viewDidLoad() {
super .viewDidLoad()
//chagneBackground()
initControls()
makeTappedView()
makeOtpInfo()

3

override func viewNillAppear (_ animated: Bool) {
super .viewWi | | Appear (animated)
if (Lotp?.|S_DELETE = 1) {
_otp?.IS_DELETE = 0
dismiss(animated: false, completion: nil)
3
}
override func viewDidAppear (_ animated: Bool) {
super .viewDidAppear (animated)

}

private func initControls() {
_btnUpdate.backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
_btnReset .backgroundColor = uicolorFromHex(rgbValue: 0x1BOOFF)

super .modalPresentationStyle = . ful IScreen

}

private func chagneBackground() {
// MAIN View Background Change
let background = Ul ImageView(frame: UlScreen.main.bounds)
background. image = Ul Image(named: "bg_sub.png")
self.view.insertSubview(background, at: 0)

}

private func makeTappedView() {
let tap = UlTapGestureRecognizer (target: self, action:
#selector (OTPCreateViewControl ler .backTapped))
_backView. isUser InteractionEnabled = true
_backView.addGestureRecognizer (tap)
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}

private func makeOtpinfo() {
let loginid = _otp?.LOGIN_ID ?? "mc529@hanmail .net"
let tel = _otp?.PHONE_NO ?? "01027714076"
let time = (_otp?.CYCLE_TIME ?? "30")!
let otpnum = generateKEYL(loginid, tel, time, "0", "app512")
_otpInfo.text = "[ W(_otp?.SYSTEM_NM ?? "")/W(_otp?.LOGIN_ID 2?7 "") ]"
let otpnumStr = String(cString: otpnum!)
let start = otpnumStr.index(otpnumStr.startindex, offsetBy: 0)
let end = otpnumStr. index(otpnumStr .startIndex, offsetBy: 3)
let start?2 = otpnumStr . index(otpnumStr.startIndex, offsetBy: 3)
let end2 = otpnumStr.index(otpnumStr.startindex, offsetBy: 6)

_tfOTP. text = otpnumStr[start..<end] + " " + otpnumStr[start2..<end?]
var step = 0

self._progress.progress = 0

self._btnReset.isEnabled = false

self._btnReset .backgroundColor = uicolorFromHex(rgbValue: OxAOAAB4)
let remain = getRemainingTime(_otp?.CYCLE_TIME ?? "30")

let cycle_time = Int(self._otp!.CYCLE_TIME)

_timer = Timer.scheduledTimer (withTimelnterval: 1.0, repeats: true, block: { _timer in

let change: Float = Float(Double(remain — step — 1) / Double(cycle_time!))
print("—— W(remain),#(change) ,#(step)")

self._progress.progress = change
step += 1
self._remainTime.text = String(remain — step) + " " + "TIME". local ized
if step = remain {
self._timer?.invalidate()
self._btnReset.isEnabled = true
self._btnReset .backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
}
h
3

@objc func backTapped(tabGestureRecg: UlTapGestureRecognizer) {
dismiss(animated: false, completion: nil) //

}

@IBAction func onEdit(_ sender: Any) {
switchScreen("SystemQTP", { _ = (%0
OTPInfoSaveViewControl ler).changeMode( .EDIT) .setOtp(_otp!).setParent(self) })
}

@IBAction func onReset(_ sender: Any) {
makeOtpInfo()
}

func setOtp(_ otp: OTPENntity) {
_otp = otp

as!
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print("———— #(otp.REG_DT),

h

@IBAction func onSetting(_
switchScreen("Settings")

}

@IBAction func onShare(_

}

sender :

sender :

#(otp.LOGIN_ID), W(otp.SYSTEM_NM), W(otp.CYCLE_TIME)")

Any) {

Any) {

Ofl Al

ol
—

2.3 BaroPAM =

oZeA01E 22901 Al XI2
A5 HIOIS0 AF=ZXDF 32
ZHS0 X224 OTPIH=0 2

2701 ZIEAIZHLOGIN_TIME)Z

DI—O| }\|>_9_Xl.

Zote 8%

YCLE_TIME),

(]

USER_PHONE
CYCLE_TIME
LOGIN_T IME

VARCHAR2(50)
VARCHAR2(2)
VARCHAR2(10) DEFAULT '0' ,

NOT NULL ,
DEFAULT '30'

| MA =D Lol S8 201-1D0ll AF= XL
in—the-middle attack)0il CHHIGHD| I§JO|EH
Ct.

32 2159
22 (Ma
UpdatedH Ok

an-
st

Al
s

0X

o
u—

2101108
tet &0k

AS

2

nur

Welcome 5G System

CIUESE2E QXN

<%@ page contentType="text/html;
jsp" %>

<Y%@include file="./inc_common.
<@include file="./inc_session.

charset=UTF-8" language="java" page€ncoding="UTF-8" %>

jsp" %>
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<% request .setCharacterEncoding("utf-8"); %
<% response.setContentType("text/html; charset=utf-8"); %

<%

/* */
[* Ha=H0 Y xI|G} */

/% */
int ii=0,jj=0,kk=0, Il =0; // Index

CommonLib clib = new CommonLib(); // CommonLib

LogDAO  Idao = new LogDAO(); // LogDAO

UserDAO  udao = new UserDAO(); // UserDAO

BaroDTO  bdto = new BaroDTO(); // BaroDTO

String HIML =" // HTML

String msg ="" /] msg

String value ="" // value

String result =" // Result

String login_time = ""; /] 2IFIEAIZ
boolean bauth_key = false; /] BEZ2D

/* */
/* RequestOllA CIOIEIS 20IS. */

/* */

String user_id = clib.strDefault(request.getParameter("user_id" ), "" );
String user_pw = clib.strDefault(request.getParameter("user_pw" ), "" );
String auth_key = clib.strDefaul t(request.getParameter ("auth_key"), "" );
String ip_addr = clib.strDefault(request.getParameter("ip_addr" ),
logger . info("(result_login.jsp)Starting. ..................... ");
String param = request.getServerName() + request.getRequestURI ()
+ "?remote_addr=" + request .getRemoteAddr ()
+ "&user_id=" + user_id
+ "8user_pw=" + user_pw
+ "8auth_key=" + auth_key
+ "&ip_addr=" + ip_addr
logger . info(param);
/* */
/* Begin. */
* */
try {
* */
[* AFBUEE X3, */
* */
bdto = udao.read(user_id);
/* x/
[* AL} BE2IJF EXHst B, */
/* x/
if (bdto !=null) {
* */
[* BIEHSI S2&t FL */
* */
if (user_pw.equals(bdto.getUser_pw())) {
/* */

request .getRemoteAddr ());

nurit
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/* OTPIIE L= Secure keyE AI2ots A2, */
/* */
if (bdto.getUser_phone()length() == 32) {

/* */
[* 23|g oI=3| AS. */
* */
login_time =  barokey.verifyKEYC(bdto.getUser_phone(),  bdto.getCycle_time(),
bdto.getlogin_time(), auth key):
/* */
[* Y32 OI=T| HZS(A). */
/% */
if ("fail".equals(login_time)) {
bauth_key = false:
/* */
[x L3 QI=7| HAZS(AZ2). */
* */
}else {
bauth_key = true;
}
* */
/* 2191-IDE AlEZol= &2 */
* */
}else {
. */
[+ 2701 =E Al2F Edit. */
/* */
login_time = Long.toString(barokey.get_logintime(bdto.getCycle_time()));
/% */
[+ 2021 ZSAI2H0| MEFI| B0 2 &2 */
/* */
if (Long.parselong(login_time) > Long.parseLong(bdto.getlogin_time())) {
/* %/
[* 23lg oI=3| AHS. */
/* */
bauth_key = barokey.ver i fyKEYL(bdto.getUser_id(),
bdto.getUser_phone().replace("-", ""), bdto.getCycle_time(), auth_key):
/% */
[+ 2701 ZSAI2H0| MAFD| BCF &LE 22 B2, */
/% */
}else {
bauth_key = false:
}
}
* */
[* 5| 0I=3| HE(HB). */
* */
if (bauth_key == true) {
/% */
[* RI| MY, */
/* */

session = request.getSession(true);
request .getSession().setAttribute("SES_USER_NO"

()

, bdto.getUser_no

request .getSession().setAttribute("SES_USER_NAME" , bdto.getUser_name ());

_4‘]_
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request .getSession
request .getSession

request .getSession
request .getSession

().setAttribute("SES_USER_DEPT"
().setAttribute("SES_USER_TITLE",
request .getSession().setAttribute("SES_USER EMAIL",
().setAttribute("SES_USER_PHONE",
().setAttribute("SES_ADMIN_YN"

, bdto.getUser_dept

bdto.getUser_title
bdto.getUser_emai |
bdto.getUser_phone

, bdto.getAdmin_yn ());

/% */
/x 201 X|= AI2HS Update. */
/* */
udao.updateloginTime(user_id, login_time);
HTML = bdto.getUser_no();
* */
[* L3|Z QI=3| HAS(AH). */
/* */
}else {
HTML = "KEY_ERR";
}
* */
[ BIYHSI} SR L= F2. */
* */
}else {
HTML = "PW_ERR";
}
* */
/* LogBEE insert. */
* */
bdto.set Ip_addr (ip_addr);
|dao.create(bdto):
/* */
[* AF2XF ZEDJF =6 2= E2R. */
/* */
}else {
HTML = "ID_ERR";
3
json.put ("HTML", HTML):
out.printin(json);
* */
/* Ol2IAFEE X2l(Exception). */
* */
} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();
* */
/* Finally. */
* */
} finally {
logger . info("(result_login.jsp)Ending...................... ");
I3
%>
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3. NTP(Network Time Protocol) &3

Z20l= MBI/UESRIZ ZHI0 CHEt AlE SI1SHEISAB AlZE SD13H)56Hs L 22 NTP(Network Time
Protocol )2 OI&35t04 Z2lXt HBNAM AIAECS AlIRIE ST R

3.1 Windows &3&

1. NTP&t?

Network Time Protocol (HIERIA A2t Z2E2)Q| X2 HIERD 8F2Z PHE HHI(MH, PC, S
AIZHH|, 2hate AH| S)9| AAE AIRIS SD|35t of)| I8t 720|C}.

- DE AZRMH= NP MHIE & 5= UCH
- BE ABS USENIM UDP 123 B10| U0t STt
- NTP MHH2tS] AIZ2FXH0IDF 2Ol é* 220128k 15 Al2h SI18 &Kl Z=C.
AlHl ARt 286t APFOE BHE & SIIg & = JULSE &t
- oI £XIE fotH EDIEP(SynC)Rx% olHctE SAl BHEE= 210] OfLlet, =24 akx| 2HC}
(Oll: Server#2 AL Server#l Mt 2CH AI2H0| WS BR, Server#l B2 A2t Server#2 2| AlA
BAIZIZ2 S5 & 2%, sLst A2 HIOIE1 F A2 Z, HOIE HE40 @FIF &HAHSHCEH 0[0
A2E SJlgte Al BHEEE 240 ofLlel, =24 1 X018 S0{LiJte &40ICH - & 12 &X)

2. NAEL B

NTP AIRtS HI%6H$E NHE NP AH" | NTP MHZ AIRF SIISE 2Fdk= AHE  “Slave

MHE P A ks

Server#1 10.10.101 NTP At
Server#2 10.10.10.2 Slave A{H{
Server#3 10.10.10.3 Slave A{Hj

Cene

S S

X UDP 123 UDP 123 3

s ST
Server#2 Server#l Server#3
IP: 10.10.10.2 [P: 10.10.10.1 IP: 10.10.10.3
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3. L NP AH
1) 2|2 NTP MBS A2t SD15
LHE NTP A AIAE! AI2ES CIEY! E=A(0l:time.bora.net) 22 A& SHY,

@ Al AIH
Server#1(1P:10.10.10.1)

@ AlLtzl@
LIS NTP N 2&t2 288 A
oz AXD, AF(HAKAER

0

@ =g
HAR, AZ2 NP AHE JIE=C 2 AlIZtS)|st &8 S St
* A& —> cmd = w32tm /config /syncfromflags:manual /manualpeer|ist:time.microsoft.com /update

10 OlefZ1

¥ow32tm /config /syncfromflags:manual /manualpeerlist:time.microsoft.com /update
d0| d3&cez A= HASLICH

02 2k

SHM, Windows Time AMHIASl ARGHBAIXIAER]) &0l
* A& —> cmd = w32tm /dumpreg /subkey:Parameters

H2: 0ly 20

C:W>w32tm /dumpreg /subkey:Parameters

2t 0|18 % S8 gt OlOoIE

ServiceMain REG_SZ SvchostEntry_W32Time

ServiceDl | REG_EXPAND_SZ  C:WWINDOWSWsystem32Ww32t ime.d! |

NtpServer REG_SZ time.bora.net,0x9 <- 2 NTP MHZFA
Type REG_SZ NTP <~ Q22 NTP A AFS

MIEATH, Windows Time AMHIA THAIZ
* A& —> cmd —> net stop w32tm
-> net start w32tm

H 3 olgZ2

C:#>net stop w32time
Windows Time AlHIAZS HELIC .
Windows Time MHIAS & HZ=ASLICH.

C:#>net start w32time
Windows Time AMHIAE AI&ELICEH. .
Windows Time MBIADE & AIZZIASLICEH.

UIY, Al2E SDI3H
* A& —> cmd = w32tm /resync

Ol 2t

= 4:
[AA&]

C:W>w32tm /resync

22 FEHW CAl SOIg 282 2

rr
K
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HHO| o

(=)

I
12

O AZEHUSLICH

[@F] : USEA 25 UP 123 ZED| 9td US HR LAsh £ QICt,
C:#>w32tm /resync

SJIst Hd ™S - local computer. .

AE IS8 A2 TIOIEDE 8N 9“*EDP J13toHKl R-SLICE.

2) NTP MHIA X3S 918 24 #ol

]
Dﬂ
Qj
rir
>
Jo
ro
o
Q

LIS NTP MO 215 NTP At

1) Al A H
Server#1(1P:10.10.10.1)

@ AuelL
LIS NTP AfBH 9122 288 AHIS ABIAS SHI5101 Slave MBIOIA 91Z & 4 UT= 74 S =
QIBICY,

IFO—I

MM, Windows Time AHIA RS &0l
* A& —> cmd —> sc query w32time

Hb5 0y 2

C:#>sc query w32time

SERV | CE_NAME S w32time
TYPE 20 WIN32_SHARE_PROCESS
STATE 4 RUNNING

(STOPPABLE, NOT_PAUSABLE , ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

SHEM, NTP ABIA RS &0l
* A& = cmd = netstat —-ano | findstr 123

H6: oy 20

C:#netstat —ano | findstr 123

WP  0.0.0.0:123 * 1k 1128
UbP  0.0.0.0:62123 * 1% 1428
UoP  [::]:123 *x:x 1128

4. Slave AH|

1) Slave At & 24

LIS NTP MEH(1P:10.10.10.1)E JIE2Z Slave M2 AIAE AIFS HFSEHCH AlZE XHODH HS ¥2
42 SJebt EX @#eU, =522 28et AlZts ¥=1 S)|et & = UE= st

1 Al A H
Server#2(1P:10.10.10.2)
Server#3(1P:10.10.10.3)

nurit - 45 -




BARO-KEY-001 BaroPAM

(2 MpHEE 43

~

@ Alltel2
ARE SJ13H LHAS WS NTP M (1P:10.10.10.1)2 &F5tn, SJIst &Y

o
02
ro

Ct.

AL
e
® =

HEI, LIS NTP AIH(IP:10.10.10.1) JIFE22 AIRISD |8t 832 i

* A& = cmd —> w32tm /config /syncfromflags:manual /manualpeerlist:10.10.10.1 /update

H7: 0lgZ20

C:W>w32tm /config /syncfromflags:manual /manualpeer|ist:10.10.10.1 /update

FE0| HEEHCZ 2= EASLICEH

SHM, Windows Time AHIASl ARGHBAIXIAER]) &0l
* A& > cmd = w32tm /dumpreg /subkey:Parameters

H 8 oy 2

C:¥>w32tm /dumpreg /subkey:Parameters

= % S8 gt OlOoIH

ServiceMain REG_SZ SvchostEntry_W32Time

ServiceDl | REG_EXPAND_SZ  C:WWINDOWSWsystem32Ww32t ime.dl |
NtpServer REG_SZ 10.10.10.1 <= & NTP MHFA
Type REG_SZ NTP <~ Q2 NTP Mt At

NIRRT, Windows Time AHIA THAIZ
* A& —> cmd —> net stop w32tm
-> net start w32tm

H 9 olgz21

C:¥>net stop w32time
Windows Time MHIAE

HSLICH. .
Windows Time AMHIAE &

|
B=AsLICH

o O

C:¥>net start w32time
Windows Time MHIAE AIZELICE. .
Windows Time MHIADE & AIZIEIASLICEH.

NIRRT, A2+ S0I3t
* A& —> cmd = w32tm /resync

H 10: olatZu

C:#>w32tm /resync
ZZ BEEH CAl Ss213 282 BU
YA A8z 2AFZEAUSLICE

rr

=
=)

2) NTP A2t AIZ2EXE ol

ol

S Mt (ex NTP AtH) 2 A8HEH M2 AIZEXI0IE &RISHCE

:
J

@ AS#HAMH
Server#2(1P:10.10.10.2)
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Server#3(1P:10.10.10.3)
(2t MBI S8i5H0 ol

1]
2's

UCH)

@ AUl
EX M (Master Server:10.10.10.1)2t Slave Server (10.10.10.2) A2t S8} HAS Master Server &%
otd, SJIgt HYES STt
® &g
M, Master Server E JIELZ AlI2tS)|st && 2 StCt.
* A& = cmd = w32tm /stripchart /dataonly /computer:10.10.10.1
HIWCHA M2 AI2H0] 2 XISHCHA, S| RASE ZutgtE = = UL

211 olleZEa

C:#> w32tm /stripchart /dataonly /computer:10.10.10.1

Tracking 10.10.10.1 [10.10.10.1].

The current time is 2012-04-18 2% 19:17:13 (local time).

19:17:13, +00.2676328s => Hlw &t M2 +00.2676328 =0t= Xt0IJF HCF.

19:17:15, +00.2593851s

19:17:17, +00.2589499s

19:17:19, +00.2428931s

C = EXo)| floids “Ctrl + ¢” E 2H =L
+00. xxxxxxx( == —00. xxxxxxx) = CH& NTP A2t XH0ILk= AIZ2E2HE HDIEICH
0fl) +120.2428931s —> +120 = X0} &

5. NP €& = 3018 @& % 3718 &l

H 12: Slave MH SJIst &H

NTP AHH(IP:10.10.10.1) AEHE AIAE! AI2tSZ2 HHSEIHCL,
C:W>w32tm /config /syncfromflags:manual /manualpeer|ist:10.10.10.1/update
HHO| A&z 2A=LAUSLICH

Windows Time AHIAE MOISSHCE
C:#>net stop w32time

Windows Time MBIAS HFLICH. .
Windows Time AHIASE & HEJSLICH

C:#>net start w32time
Windows Time MBIAE AIEELICE. .
Windows Time AHIADE & AIZTE|USLICH

NTP AEH(IP:10.10.10.1)2 XAt AHH 2t SII3E QA SEICH.

C:¥>w32tm /resync

22 ZEHW CAl SDI8t HH
HHO| d2NOZ AZCUSL

S

rr

=
S

£ Mo

NTP AEH(1P:10.10.10.1)2 &8 =01 A2t AI2IXI0IE &0ISHCH
C:¥>w32tm /stripchart /dataonly /computer:10.10.10.1
10.10.10.1[10.10.10.1:123] =& &

S AIZE2 2012-04-19 @= 22:47:25 2ILICH.

22:47:25, +23.2364090s

22:47:27, +22.7004942s > XSH0IXIG X019t E0HEE= AE E = UL
22:47:30, +22.1639462s
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22:47:32, +21.6430236s
C > S| s “Ctrl + ¢” 8 F2H EC).

FIEOZ AIZIS AMs2z S5 ot StE=0l, g2 s 2.
1) AIZ - AlSH - regedit (22 Winkey+R - regedit)

2) HKEY_LOCAL_MACHINEW
SYSTEMH
CurrentControlSetit
servicestt
W32T i meit
TimeProvidersit
NtpClient

3) SpecialPollInterval 0|52 Cg 2

4) 10812 UM 20210] ot =X F% 9:'1’".
60 = 60=, 600 = 10=, 3600 = 1AI2t, 86400 = 1&

2 HAHSHCE.
5) A& - A8 - cmd (22 Winkey+R - cmd)
6) Windows Time MHIA XHDIS

net stop w32time IE
net start w32time Y&

3.2 Linux &&

Z120I= Windows/ A /HIOIEHIOIA/UHIERKID I/ MEEXIN i Al2E SOISHEIIMEH Al2E SD1st)
O 2 NTP(Network Time Protocol )2 0126t REE HEUA AAES AIZS STH AIZS

MO NTP IHIIKIDF BFEAl EXIEI0 U010k ST &
tot AXIE UK LSH Redhat, Cent0S 8 Ol HES  “yum instal |
ntp” 12l= “sudo apt-get install ntp” HIOUHZ &XIctH =ICH.

[root]# rpm —ga | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath-1.10.1-1.1

ok
0x
fol
[}
i
Jor
e
ro
a
olo
[
my
ro
08
0y
=
HU
Job
o

HIAE A RE8 Al AIZZZIE0 S5 & ntp

[root]# chkconfig ntpd on
[root]# chkconfig —list | grep ntp
ntpd O:ofMl 1:6HMl 2:&4 3:8Md 4:24 5:24 6:0HAl
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chkeonfig 0ot AB S£E Al ntpd CIS 43 (4F 201 3, 5 level Ol of f(aHXI) JF & U™
SN T X 2=l U= 2435 o] o= 3, 5 0l on(E4)o=2 CSlh 22 HEWZ HAGHNOF
tCE.

rolI 0|.|'| S

[root]# chkconfig —level 3 ntpd on
[root]# chkconfig —level 5 ntpd on

LelLi2tiiA 285D U= NP Able TS 20

server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

LelLtA 2EED A= NTP AHE ntpd CI2 2HS 91§ &8 Mol "/ete/ntp.conf"0il TS &
Ol €38t

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool.ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool.ntp.org

server kr.pool.ntp.org

server time.bora.net

server time.kornet.net

HJ

ntpd 02 &&= <&t

ZU8 BIE Al NTP A& 0| M2 =IIZIJ=Al &lst = NTP HIE2
Restart &0| U._FE/\I Ct.

4 J0|
I R0t

U= [U>
OII

[root]# /etc/init.d/ntpd restart
ntpdE &2 % [ 0K ]
ntpd ()2 A= S: [ K ]

ntpd AlZt &0l2 TSl 22 802 &g = UL

[root]# ntpq
remote refid st t when poll reach delay offset jitter

static.betaidc. 106.247.248.106 3u 7 64 1 2.884 287.718 0.001

time.bora.net  .INIT. 6u - 64 0 0.000 0.000 0.000
183.110.225.61 . INIT. 6u - 64 0 0.000 0.000 0.000
LOCAL(0) .LOCL. 101 4 64 0.000 0.000 0.001

1
* ZAIE ip Ot 81 AlZES JERMR0 /U= ntp ABHE

N 3*98 ts2 9

NTPE ot
0 42 “yum install

AE
d0E Aot =elettt. gref, AXIE0 UK 28 Redhat, Cent0S 8 0laf H

lolAdE J12X 02 NTP THI|XIDF BFEAl AXIZI0f 010F 8t U =
SH P
chrony” HaEONZ &Xl5tH =L

[root@aropam ~]# rpm —ga | grep chrony
chrony-3.5-1.e18.x86_64

LeL2tUiA 2E8E 1D U= NP A= TS 20
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server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

2elLiehilA S9E D Us NTP AHE ntpd U2 EXS st 43 1ol “/ete/chrony.conf” Ol CHS

o
ot 20l 2388t

[root@aropam ~]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#pool 2.centos.pool.ntp.org iburst

server Kkr.pool.ntp.org

server time.bora.net

server time.kornet.net

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtesync

# Enable hardware timestamping on all interfaces that support it.
#hwt imestamp *

# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

# Allow NTP client access from local network.
allow 192.168.0.0/16

# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#log measurements statistics tracking

ntpd Ol2 €82 ?let 4

0

Ol 2LH BIEAI NTP £F0I M2 FOLE /Y= &0l

ro

= NTP OI=2
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Restart Z0| Bt=Al ZR0ICH ( chrony AHIA AR & 2EIA| 1= E2)

oin

[root@aropam ~]# systemct! start chronyd
[root@aropam ~]# systemct! enable chronyd

ro

FO|

i}

gdgoz

Ja
1]

ntpd A2t &0l2 OIS & &= UL

A2IS B2 = AW 2IAE / chrony.conf MU0 S8t server 2IAE)

[root@aropam ~]# chronyc sources
210 Number of sources = 2
MS Name/IP address Stratum Pol| Reach LastRx Last sample

"% ec2-54-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
- time.bora.net 2 6 377 42 +1398us[+139%8us] +/- 90ms

ARIE 20 2= AW E2)

[root@aropam ~]# chronyc tracking

Reference ID : 36B48651 (ec2-54-180-134-81.ap—nor theast—2.compute . amazonaw)
Stratum 03

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time : 0.000130027 seconds slow of NTP time
Last offset : =0.000710122 seconds

RMS of fset : 0.000583203 seconds

Freguency ©19.980 ppm fast

Residual freq : +0.142 ppm

Skew : 3.235 ppm

Root delay 1 0.013462566 seconds

Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds
Leap status . Normal
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[root@aropam ~]# timedatect| status
Local time: Sun 2020-03-22 16:08:45 KST
Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 (07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

3.3 Solaris &d&

NTP(Netw

ork
o 22 FxE

Time Protocol)= ZFEl Set0IHEL MHS AIZIS THE MBILE 22 = 21 41D
2 AaA = 2EN s)lstol=0l AtsE

1) Ml DXl S82ol A2t A (Time Server)
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(@ peer host_address [key #] [version #] [prefer]
- 22 MHI SAE FAZM NEE 22 HHE S symmetric active 2EZ2 29,

- 22 Mbls 3 A0 ZF0 S8 €4 US.

@ server host_address [kery #] [version #] [prefer] [mode #] server

- 22 MBIt conmandXI A O1S0| XI&EE &2 MBH2E T client 2E2 29,

-0l 2E0A 222 Mbls |2 HHO D=0 SD15HE & AXICH A AHs 222 Aol =215
& & gls.

® broadcast host_address [key#] [version #] [ttl #]

ZZ AWt broadcast 2E2 2HEICl= A2 NS 0] 2E0HAM 22 AHE UM XEE

broadcast/multicast F=A2| 22I0IHE R2IUH &I HQI broadcast HIAIXIE &EEHCE

- key =40 M= 2 1210l XIEE 3| HHISE AMZ0lH 2dSsteE ol &

- version outgoing NTP TH2!0ll AI2EE HE BSE XA Version D, @, @ && D

A

- prefer SAES HE8E SAEZ HA|,SI|=E <ol CHE Hlw IS8t =

2) NTP SERVER & & . (server 2E) 2

(sun>root)/etc/inet# cp ntp.server ntp.conf
(sun>root)/etc/inet# vi ntp.conf

# Either a peer or server. Replace "XType" with a value from the
# table above.

#server 127.127 .XType.0 prefer

#fudge 127.127 .XType.0 stratum O

server 127.127.1.0 —> AU 2& = S012= US.
server time.kriss.re.kr prefer

server 127.127.1.0

server gps.bora.net

server ntp.ewha.net

server time.bora.net

server time.nuri.net

server ntp2.gngidc.net

server time.kriss.re.kr

AT

fibroadcast 224.0.1.1 ttl 4 —=JI2 &3 ( UIE=UW M2 ntp MBIDF ESIHE HRL BHA)
broadcast 192.168.0.222 ttl| 4
wg!

3) NTP SERVER €. (LI0i(peer) 2E)

peer gps.bora.net key O version 3 prefer —> server 252t S server && Al peer &8,

(sun>root)/etc/inet# /etc/init.d/xntpd start
(sun>root)/etc/inet# ps —ef | grep ntp
root 479 400 0 08:40:55 pts/2  0:00 grep ntp

root 456 1 0 08:23:07 ? 0:01 /usr/lib/inet/xntpd
(sun>root)/etc/inet# ntpg —p (NTP AMHHOIA T SIAE0 2t5H &oJ)

remote refid st t when pol| reach delay offset disp
sun 0.0.0.0 6- -64 0 0.00 0.000 16000.0
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gps.bora.net  0.0.0.0 6u 48 64 0 0.00 0.000 16000.0
(e220>root ) /# snoop —d hmeO port 123
Using device /dev/hme (promiscuous mode)
192.168.0.222 = gps.bora.net NTP symmetric active (Fri Feb 24 08:35:26 2006)
gps.bora.net => 192.168.0.222 NTP server (Sat Jan 19 03:58:31 2002)

e220 = 192.168.0.222 NTP client (Fri Feb 24 08:35:46 2006)
192.168.0.222 —> €220 NTP server (Fri Feb 24 08:35:47 2006)

4) NTP Client &3

| (sun>root)/etc/inet# cp ntp.client ntp.conf

JIZ ntp.clie
OIEE 0IE

12 multicastE AFE0IH ntp SUIOIEE ==4&IGtLE. NTP 2ct0IAEDL 0148 &l
sulg Mg

nt It
4= e HAE Histotedl=s E2 01212 broadcast 2 HASHCE. (broadcast IH2!2 CHE M
Xl e Mg =C})

A
o= BHH multicast IH3!

(sun>root)/etc/inet# /etc/init.d/xntpd start
#multicastclient 224.0.1.1 — J|2&H
server 192.168.0.222

wa!

(sun>root)/etc/inet# ps —ef | grep ntp

root 479 400 0 08:40:55 pts/2  0:00 grep ntp

root 456 1 0 08:23:07 ? 0:01 /usr/lib/inet/xntpd
(sun>root)/etc/inet#
(sun>root)/etc/inet# ntpa —p

remote refid st t when poll reach delay offset disp
sun 0.0.0.0 6- -64 0 0.00 0.000 16000.0
gps.bora.net  0.0.0.0 16u 48 64 0 0.00 0.000 16000.0

remote—%jﬂ O, refid-LIHIt S8t = SAE, st-stratum 1S, t-R& = unicast, multcst,
local ( — = 2= §18), poll-= 2l Z& 2tA | reach-&E2 JIs4d dlXAH

* %EOHH A SEE THE LIEHH
+ SAEDJL SIS0l CHer =2t Jtsst HIO+OIXIE* 2K AASS LIEHEH,
==t 2lts

(_‘IIJFH

3.4 HP-UX &3&

220l MH/UESD FHIO st AlRE SIISHEIZAH Al SDI3hots 222 NTP(Network Time
45t

)
Protocol)£ 0|26t 2E HAUA AAES AlZS & AlZo2 AFE!
1) SERVER & & (Time Server)

@ /etc/ntp.conf &

$ vi /etc/ntp.conf
server 0.0.0.0(2H OFXISH = AHIP)
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® Start xntpdDeamon

$ vi /etc/rc.config.d/netdaemons
export NTPDATE_SERVER=0.0.0.0  (ntp server IP Address or hostname)
export XNTPD=1 <——————— 0S 12 B4

® XNTP DeamonAlZt

| $ /sbin/init.d/xntpd start  <—————— DeamonAl %

@ XNTP &0l

$ ntpg —crv

status=c011 sync_alarm, sync_unspec, 1 event, event_restart

system="UNIX/HPUX", leap=11, stratum=16, rootdelay=0.00, rootdispersion=0.00, peer=0,
refid=0.0.0.0,  reftime=00000000.00000000 Thu, Feb 7 2036 15:28:16.000, poll=4,
clock=c7bba289.c8740000 Fri, Mar 10 2006 16:00:25.783, phase=0.000, freg=0.00, error=0.00

* 01J|M 'reftime=' 20| 001 OF& serverOilAl sync X =8t 212, 0] £20| 1682 ZAIZH
time information2 clienttlHl & Z=HI2t=.

$ ntpg —crv

status=0544 leap_none, sync_local_proto, 4 events, event_peer/strat_chg

system="UNIX/HPUX", leap=00, stratum=4, rootdelay=0.00, rootdispersion=885.01, peer=2116,
refid=LOCAL(1), reftime=c7bba37a.1c2c2000 Fri, Mar 10 2006 16:04:26.110, poll=6,
clock=c7bba3b1.8ecdb000 Fri, Mar 10 2006 16:05:21.557, phase=0.000, freq=0.00, error=885.01

$ ntpg —p
remote refidst t when poll reach  delay offset  disp
*LOCAL(1) LOCAL(1) 31 21 64 377 0.00  0.000 10.01

52 & JI0 0 BEUHZ remoteRE20 « ZADE 4 FAHOZ SHoHs N
2) CLIENT &%

@® /etc/ntp.conflil time server®l IP &A

$ vi /etc/ntp.conf
server 0.0.0.0 {Time Server IP Address == Hostname(/etc/hosts SS&I0 UA0{0F

}

oo

@ ODI0lM F=2IE Rot=0l, clock syncronization =713t oh=0l U0 ntpdateE AIZ6t=0l BHEA|
xntpd daemonO| M USH L=},

$ ps —ef | grep xntpd
$ /sbin/init.d/xntpd stop

O

* Daemon [ ULH EZSHCH Lot SSEA &

nio

42 Kil =

ICE(Kill =9 At

0

)

:

| $ ntpdate <ip address>

® xntpdAl =

| $ vi /etc/rc.config.d/netdaemons
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AH 2k
export NTPDATE_SERVER=0.0.0.0  (ntp server IP or hostname)
export XNTPD=1 (02 12# &)
$ /sbin/init.d/xntpd start (Deamon AlZ})

@ xntpd &tQ!

| $ ntog -p

* 52 AX JICt Ol commandZ remote =0 = EAIDF MI|H HAMOZ S&G}

rr

PU N

$ ntpg —crv

status=0644 leap_none, sync_ntp, 4 events, event_peer/strat_chg

system="UNIX/HPUX", leap=00, stratum=5, rootdelay=0.18, rootdispersion=10.70, peer=46996,
refid=192.168.1.177, reftime=c7bbba2d.7bee7000 Fri, Mar 10 2006 17:41:17.484, poll=6,
clock=c7bbba3b.9a39b000 Fri, Mar 10 2006 17:41:31.602, phase=—0.234, freq=—28.50, error=0.26

xxserver J database server QI AL AIZIS T2 22MHE YO 4= USLICH WetA ntp A=A
time backward € disable ot= J1s01 QUCH —x option2 AFE6IH 0] JIs2 AMSE %= ULk

$ vi /etc/rc.config.d/netdaemons

export NTPDATE_SERVER=Ntp server IP or hosthame
export XNTPD=1

export XNTPD_ARGS=-x =>-x option I}

$ /sbin/init.d/xntpd stop

$ /sbin/init.d/xntpd start

* —x option J|SS AFEGIH AlZH0| ESA XK= ©10 AAMGI clinet® AlI2FS =clHl ot0 AltS fix &t
Al BtCh

3) RS

ogr

sbin/init.d/xntpd start &S A&GIH xntpd QI=0| ARCX 2D OIS &2 @FIF LM
"socket(AF_INET, SOCK_DGRAM, 0) failed: Too many open files

[oHZ]
xntpd(l 2L MY A X= AIAEIC| OIEHOIA =2 € U= E I Lot TN et 24
maxfiles:

xntpd —d —d —dE &lSH5IH

2=
maxfiles 60 —> 120 (double it)

LES 0l lan QIEIHIOIAE FIt ol= AR maxfilesE =240k &t
nfiles:
sar —o temp —v 1 1202 A&MGIN nfile0l =IO g0l & ;=X OIS O HLR HE nfilel] 2AJIE

=¢elCh.
16:54:03 text—szovproc—szovinod—-szov file—szov
16:54:04 N/A  N/A103/276 0 0/476 0 355/920 O

ANNANNNAN

I} maxfiles £= nfileS AF26IH M HES 2HEE= AL /sbin/init.d/xntpd startS A &86H0 xntpd O
= AIZOHOF SHCH.
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3.5 AIX &3&

T

30
o)

20 MH/UESID ZHI0 Tt AIRF SIOISHEIS MY AlZE 71346k 222 NTP(Network Time
s

= 2l
Protocol)S 0120l FE HAEUM AIAES A4S &M A2o=2 &AE 4
1) NTP &
(1 NTP(Network Time Protocol)= UDP ZLE 12381 Al=2
@ 0l ZEDJI OpenZli QX 228 NTP MH2I S)I8tE %= )
@ 8~102 AZII X = AMHF S2H0IHE 2H0ll Al2H0l SD15 2.
2) NTP At 24
@ & Timezone / Al2+ &Ql

)] Z0E0= COT =, 200213} Timezone2

o]

> &Ml TimezoneOl OEN 23 EH/A=KX =elstCh
£ 2350 UACL

$ date
Sat Mar 14 01:01:43 COT 2015

> SH=0IA LEECO R "KORST-9" TimezoneS ALESH)| MHE0 AIX £X1 Al JI2H22 28E s

[ R

"CDT" Timezone2 "KORST-9"Z HHAGHE =0l M XHIIS= a0k St

» Timezone= B1&aotL, LA
Ol= &M AIXol =& a,tOI
0| ZL0olC}.

| 2
otel HAFE 3;&% 20 F= HY E0ICH T|mezone HA

| $ chtz "KORST-9"

@ NTP Server &3

» /etc/ntp.conf LS o012 20| =& St

-HHAMZ =S Timeserver= F 0l preferg 2015.
-0t ntp.conf I AWM= EAS NTP_Server_IP S0l preferg €0 T S.
=0t SIS GHAo 2H, NTP_Server_IPE HEYHMHEZ X6+, SEHME XHD| X2l Local clock2

ol Z&Fet 210ICH

$ vi /etc/ntp.conf
F#broadcast client
server NTP_server_IP prefer #NTP Server IP as reference

server 127.127.1.0 #local clock as reference
fudge 127.127.1.0 stratum O #values for local clock
driftfile /etc/ntp.drift #where to keep drift data

tracefile /etc/ntp.trace

» xntpd daemon &0l

| $ Issrc —a | grep —i xntpd
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|Xntpd tcpip  inoperative

$ ntpa —na

remote refid st t when poll reach delay offset jitter

10.0.0.1 0.0.0.0 3u 7 64 1 2.884 287.718 0.001
127.127.1.0 127.127.0.1 Bu - 64 0 0.000 0.000 0.000

® NTP daemon Al

D13t UFAEUIA NTP Client S0IA Al2H0] T|§ =¥
optionS =LC}. (Time backward 2tX|, 2cl0|HE Al2+

$ startsrc —s xntpd —a "—x"
0513-059 The xntpd Subsystem has been started. Subsystem PID is 6946978.

@ NTP daemon &0l

» xntpd daemon =0l

$ Issrc —a | grep —i xntpd
Xntpd tcpip inoperative

» ntp M3 HE &0l

$ ntpa —na

remote refid st t when poll reach delay offset jitter
10.0.0.1 0.0.0.0 3u 7 64 1 2.88 287.718 0.001
127.127.1.0 127.127.0.1 6u - 64 0 0.000 0.000 0.000

3) NTP 22H0|91E A

® & Timezone / Al2t &0l

:M

» Timezone2 NTP Serveret SotH Ux =,

» xntpd= Server / Client2t 1000x=(16&) 04 XHOIDF LHH ¢f 0l4& SD138t ol Xl &=L
» NTP Server / Client2t Al2tS S| ldll, ClientSHHIA #smitty date HEHE Saoll 1
LIK 2ZH E&oll =CF (HEAFE2 NTP Server®t D 248 Itz == A)

F
E(

@ NTP Client &3

$ vi /etc/ntp.conf
#broadcast client
server NTP_server_IP prefer #NTP Server IP as reference

driftfile /etc/ntp.drift #where to keep drift data
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| tracefile /etc/ntp.trace

Z XG0 6h= NTP Server IPE Server &0 &
® NTP daemon AI&

D13t AU NTP Client S0IA Al2H0] T|§ =¥
optionS =L} (Time backward 2tXl, 2cl0|HE Al2+

$ startsrc —s xntpd —a "—x"
0513-059 The xntpd Subsystem has been started. Subsystem PID is 6946978.

@ NTP daemon &I

t2 =0

i
A% NTP MED} active@! AEHOIM 2

» (229 HSL Reach g0l 37701l CICH2XH =D(81D)
t= =240|
<NTP_Server_ Hostname>” HINHE =&l =H =

> B 6~10: AOIO SDISIEI0, HIZ AlI2tS &5
OlA "$ ntpdate <ip_of_NTP_Server>" L= "setclock <
Ct.

» ntoupdate B =& = xntpd daemon= I ISdH =L

=1t
—
i

4) THIISAINS NTP XISals 83

@ /etc/rc.tcpip MY £=H

start /usr/sbin/xntpd "$src_running

p AlX default && A0l= xntpd0| Xts ASHOZE HE *OI S
» /etc/rc.tepip IFLUIA xntpd@t 2= 2helol ==

_I.
ru|o
%
>
Qﬂ
kJ s0
10

\

0g
oy
=)
ogr
o
hu
1
0

5) ZAIE

xntpdZ O|25I0H A2t SI15 & & Time MH2 AIZ2tS HIREH M 2ct0|MEQ| AI2H0] HIRLCH
Time AMHS AlI2tS LAIZ BIRAH Time A SHOIA xntpdE &I Al2! Z($ stopsrc —s xntpd) &
StCH.

3.6 FreeBSD &H&

220l MH/UERD ZHI0 e AlZE SIISHEIIME AlRE SD13Hdls S22 NTP(Network Time
Protocol)S 0IE3t0I RE HEUA AIAES AIZS X A2 SFE 5= L

| floiA= JI2F 22 NTP IHIIXIDF BFEAl BXIEIH A0t °FCP & 2
d01E ot QIS 2ter, AXIE0l UK 28 "pkg instal | ntp" FE0IZ &EXI6tE =CH.

[root]# pkg install ntp

ntpd MHIASE 243} S| fIoiA=E TS 22 SENHE ALZ0H0 "/etc/re.conf" 0l S5 oHOF SHCY.

| [root]# /etc/rc.d/ntpd enabled
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SeltetiiA 23 &0 A= NP A= St L

server Kr.pool.ntp.org
server time.bora.net
server time.kornet.net

SlLietiiA 2EED A= NTP AHE ntpd Ol= 2FE RS
Ol £€38tCt.

AX Il "/ete/ntp.conf"0ll CHS I &

[root]# vi /etc/ntp.conf
#

# NTP

#

server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

ntpd 02 d&Z2 I8t 8430 Z2UH BIEA| NTP 2&0| MUZ FIOIEY=Al Eolst = NTP 422
Restart &0| BtE=Al 2 R3IC}.

[root]# /etc/rc.d/ntpd restart

ntpd not running? (check /var/run/ntpd.pid).

Starting ntpd.

ntpd A2t E012 OISl 22 H3HZ &olg = UL

[root]# ntpg -

remote refid st t when poll reach delay offset jitter
0.freebsd.pool. .POOL. ®p - 64 0 0.000 0.000 0.000
106.247.248.106 141.223.182.106 2u 7 64 1 4.412 0.544 0.000
time.bora.net 204.123.2.5 2u 7 64 1 5.206 7.741 0.000
*xsend.mx.cdnetwo 204.123.2.5 2 U 1 64 1 3.968 3.807 0.446
211.52.209.148 216.239.35.12 2 u 1 64 1 11.862 2.838 0.259
dadns.cdnetwork 204.123.2.5 2u 2 64 1 4.833 0.005 0.408
02.223.73.5 (st 106.247.248.106 3u - 64 1 5015 1.397 0.482

* HAIE ip JF &M AIRFS JIHR2LD U= ntp MBHE
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4. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

AS 1 =AIBIAF S2|0L0IE
SEEUS @ 258-87-00901

CHEOIAL : 0IBY

HEAS : 010-2771-4076( D1 =X, HAHR9)

Ol : me529@nurit.co.kr

FA L NSA 2AT ZEUZ 186, 6175 (0I=2E, 2HES)
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