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1. BaroPAM & Xl

1.1 BaroPAM &X| & =H|AI&

PAI BSS AIE5HD| QIIAIS JI=2XO2 pAM THIIXIDF BFEAl AXIEI0] QLO{0F ICH. A% =ole O

32

64

amdé4
audit_binfile.so
audit_binfile.so.1
audit_remote.so
audit_remote.so. 1
audit_syslog.so
audit_syslog.so. 1
crypt_bsdbf.so
crypt_bsdbf.so.1
crypt_bsdmds.so
crypt_bsdmds.so. 1
crypt_sha?56.so
crypt_sha?256.s0. 1
crypt_shab12.so
crypt_sha512.s0. 1
crypt_sunmd5.so
crypt_sunmds.so. 1
pam_al low.so
pam_al low.so. 1

[root] /root > Is /usr/lib/security

pam_authtok_check.so
pam_authtok_check.so. 1
pam_authtok_common
pam_authtok_get.so
pam_authtok_get.so. 1
pam_authtok_store.so
pam_authtok_store.so. 1
pam_deny .so
pam_deny.so. 1
pam_dhkeys.so
pam_dhkeys.so. 1
pam_dial_auth.so
pam_dial_auth.so.1
pam_gss_s4u
pam_gss_s4u.so
pam_gss_s4u.so. 1
pam_krb5.s0
pam_krb5.s0. 1
pam_Krb5_first
pam_krb5_keytab
pam_krb5_keytab.so

pam_krb5_keytab.so. 1
pam_krb5_migrate.so
pam_krb5_migrate.so. 1
pam_krb5_only
pam_krb5_optional
pam_|dap.so
pam_|dap.so. 1
pam_|ist.so
pam_|ist.so.1
pam_passwd_auth.so
pam_passwd_auth.so. 1
pam_rhosts_auth.so
pam_rhosts_auth.so. 1
pam_roles.so
pam_roles.so. 1
pam_sample.so
pam_sample.so. 1
pam_smbfs_login.so
pam_smbfs_login.so. 1
pam_tsol_account .so
pam_tsol_account .so. 1

pam_tty_tickets.so
pam_tty_tickets.so.1
pam_unix_account .so
pam_unix_account .so. 1
pam_unix_auth.so
pam_unix_auth.so. 1
pam_unix_cred.so
pam_unix_cred.so. 1
pam_unix_session.so
pam_unix_session.so. 1
pam_user_policy.so
pam_user_policy.so. 1
pam_zfs_key.so
pam_zfs_key.so. 1
pkcs11_kernel .so
pkcs11_kernel .so. 1
pkcs11_sof ttoken.so
pkcs11_softtoken.so. 1
pkcs11_tpm.so
pkes11_tpm.so. 1

HETAN 5610 PAM 2SS AE0H)| foldeE A2ld QD oFE S ssh, sftp AHIAE MZ6H| €
ot OpenSSH(Open Secure Shell) THIIXIDF BFEAl EXIZIH JAOOF SHCH ARl E012 UIS2 HEWE
AISHGIO] 2OISHTE, Otek AXITIH UK L™ "installp —ac -Y —d .openssh.base openss| .base
openss|.man.en_US openssh.man.en_US" EE 0= &EXI6HH SCH.
[root] /root > ssh -V or Islpp —i openssh.base.server
Sun_SSH_2.2, SSH protocols 1.5/2.0, OpenSSL 0x1000110f
BaroPMM 015 PE= LIRS L &EXIol)| RIohAl root HECZ E6t £ 22 UREE ¥ AXsH)|
A5t CIZER|(/usr/baropam) S LSt 20| MASHCH
| [root]# mkdir /usr/baropam
BaroPM R E2 [I22CE L &X|ol)| st CIRER|Q ASH D, M|, Adl)s Ctst 20| 2048t
| [root]# chmod 777 /usr /baropam
nurit “1- O)xza.
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1.2 BaroPA\M &X| 28 CI22CE
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[root] /usr/baropam > uname —a
AlX aix 1 7 OO0CEO3CD600

BaroPAM 915 2=2 root HAESCZE &%
2 0|SolH 22 22 of= gHe St 2L

o
o0
o
N
o
[w)
MO
Hu
n

2 AXloh)| {8t CIZER|(/usr/baropam)

[root] /usr/baropam > tar —xvf |ibpam_baro_auth-x.x.tar

BaroPAM O1E 2=0°| 2&t== olMIGHH baropam CIZ2E2|0 CISF 22 BaroPAM 281 250| MHSEIC).

[root] /usr/baropam > Is -al

&l 180

drwxrwxrwx 7 root root 4096 8= 23 09:59 .

drwxr—xr—x 17 root root 4096 2& 10 2017 ..

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl
-r—r—r— 1 root root 305 7& 2 14:41 .baro_auth
—rwxr=xr-x 1 root root 69149 42 6 19:12 baro_auth
drwxr-xr—=x 2 root root 4096 7& 20 2021 jilee
—rwxr-xr-x 1 root root 152649 6& 9 08:19 pam_baro_auth.so
-rw-r—r— 1 root root 221 6& 27 15:59 setauth.sh

r/lib/secur ity IXISH=XI, OHLIH Symbolic link(Z=2
2 218 e g3)z s 201 X&EoF 228 4= QUL

i
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I
ol
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i

[root] /usr/baropam > cp pam baro_auth.so /usr/|ib/security

[root] /usr/baropam > chown root:security /usr/|ib/security/pam baro_auth.so

[

[root] /usr/baropam > In -s /usr/baropam/pam baro_auth.so /usr/|ib/security/pam baro_auth.so
[root] /usr/baropam > chown root:secur ity /usr/|ib/security/pam baro_auth.so

Permission denied (publickey,keyboard-interactive).

A B BaroPAM 215 2201 AIAR0 = 280X S0 &
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[root] /usr/baropam > file pam_baro_auth.so
pam_baro_auth.so: executable (RISC System/6000) or object module not stripped

[root] /usr/baropam > ldd pam_baro_auth.so

pam_baro_auth.so needs:
/opt/freeware/lib/1ibgcc_s.a(shr.o)
Jusr/1ib/libc.a(shr.o)
Jusr/1ib/|ibpam.a(shr.o)
Jusr/1ib/libcrypto.a(libcrypto.so)

nurit -2- 0)KaA,
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/unix

Jusr/1ib/libcrypt.a(shr.o)
/usr/1ib/libmls.a(shr.o)
/usr/1ib/1ibpthreads.a(shr_xpg5.0)
Jusr/lib/libmlsenc.a(shr.o)
/usr/1ib/Iibodm.a(shr.o)
/usr/1ib/1ibpthreads.a(shr_comm.o)

IIIQ

1.3 BaroPAM &3 && I}

BaroPAM &t A& MU baro_auth T2 S AISHGHN BHEAl MASH=0l, BaroPAM 215 252| Cl
E2|Q! /usr/baropam 20l {XIot== SHCH.

a4

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —A acl_type —a
acl_filename -S secure_key —s filename

BaroPAM SZ&HE Mo 28 SE0 HEt WHE= U3t &0

= =] HXgt "I
-r | €3 2SI|9 MetE2(1~10) &F 3
R | L3 =2 2I=3|9 HISHAIZHZE, 15~600%) &4 30
~t 23| E 0IFI|29 AUSFI|(=x, 3+60=x) 30
&« | 232 QEI|9 QI=Al(appl, app256, app3s4, | apps12
app512: 24)
- | SHE4N Wao 2535t ({2 (yes or no) no
-A | 2XF CIS0IA B1E(allow) E= Hl(deny) 7= deny
-a | 2%t QIS0 A8 L= HAZ AHFO CHSH ACL T+ | /usr/baropam/.baro_acl

j 1alcHoVadpj 7b4PzBpM2D i | eBvmHFV/

l9s M8E OAELE =

ro

/usr /baropam/ .baro_auth

=2 o =
el
F0|) -s SO filenane BaroPAl BAAT IIUS MuE [IAS2IS Tas IUY(IY F2s2
444)0IC}
AE o)

[root] /usr/baropam > ./baro_auth —r 3 -R 30 -t 30 -k app512 -e no —A deny —a
/usr /baropam/.baro_ac! -S jIqglcHoVadpj7b4PzZBpM2Di |eBviHFY/ —s /usr /baropam/ .baro_auth

02
o
O

A2 Y AW Fd0 MY

rr

otok HIAOICH BaroPAM &t AX OIS 242 AX 5}
(Not root)

[root] /usr/baropam > ./baro_auth -r 3 -8 30 -t 30 -k app512 -e no -A deny —a ~/.baro_acl -S
j lalcHoVadpj 704PzBpM2D | |eBviHFV/ —s ~/.baro_auth

1) Your emergency one-time authentication keys are :

So 228 BJ|l= 23l 2EI| M40l BaroPAM S AHEE = 88 [ 248t *E UHIGHH
SSH AB10Il CHAl HAMIAGHED AFEE = U= B50] JFs8t Super 21831 0122 HEDHH B = A

nurit -a- ©)xs=A.
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ol 0

2) CHSOI LIRs 2200 HeiMs 25 'y
" Jusr /baropan/ .baro_auth’ TS AGIOIESHAIZSLIT (y/n) y
E2HHman-in-the-middle) S22 GIYE 20010t (y/n) y

(]
i)
> Ju
o
Q

el baro_authOil 88 g2 C=S0 2L,

0
=

BaroPAM &td A&

[root] /usr/baropam > cat .baro_auth

" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY jlqglcHbVadpj7b4PzBpM2Di | eBvmHFV/
" ACL_NAME /usr /baropam/.baro_acl

" ACL_TYPE deny

" DISALLOW_REUSE

33458936
19035576
15364353
54649370
84342192
BaroPAM SHHA A MOl baro_authll A& &30 UGSt LIRS CiS 20
d= &9 SXgt HIZ
AUTH_KEY ol R2AHDH)
RATE_LIMIT 232 oI=9|9 HMIEHE4=(1~10), HMIStAIZEH| 3 30
(=, 15~600x) &4,
KEY_METHOD 23E oSI|9 olsUAl(appl, app256, | app512
app384, app512: &)
CYCLE_TIME 3|2 0I=I9|9 AUSFI|(=x, 3~60x) 30
SECURE_KEY Secure key(2t0l&A I1) j lglcHoVadpj 7b4PzBpM2D i | eBvmHFV/
ACL_TYPE 2xF CIES0IA ol&(allow) = XM2l(deny) | deny
72
ACL_NAME 2xF OIS0UAN S8 = HQAE HIAO CHSt | /usr/baropam/ .baro_acl
ACL Filename(ItY HI2IAEH2 444)
DISALLOW_REUSE | &2tXH(man-in-the-middle) =223= 0IZ& | DISALLOW_REUSE
or A= "DISALLOW REUSE'S & A&t ¥R 2l
ALLOW_REUSE S| CIEFI| S22 UE A=A 219!
& £ glol, ot 8 JdRe
"ALLOW_REUSE"= & & &I},

1.4 BaroPAM &8 &3
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BaroPAM 25= &£&ob)| ?IohAl sshd L0 £&ol= 2E

[root] /usr/baropam > vi /etc/pam.conf
#
# Authentication

nurit -4~ 0)KaA,
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#

sshd auth required /usr/lib/security/pam_aix
sshd auth required /usr/lib/security/pam baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

#

# Account Management

#

sshd account required /usr/lib/security/pam aix
#

# Password Management

#

sshd password required /usr/|ib/security/pam_aix
#

# Session Management

#

sshd session required /usr/lib/security/pam aix

o
o
nx
0
E_l
e
10
02
fol
tob

Z 1 secret Ii2t0|El= BaroPAM SHE & A TI2H, encrypt Li2t0|E = BaroPAM
Z2i(yes or no)E HASHC.

grof, HIZOHC BaroPAM &8 £3 LS 22t &86tks ZS BaroPAM 2= £&0H| ?IoHA sshd I
0l €&&8ol= g2 Us 201 2 ool S=ol =0

[root] /usr/baropam > vi /etc/pam.conf

#

# Authentication

#

sshd auth required /usr/lib/security/pam_aix
sshd auth required /usr/|lib/security/pam baro_auth.so nullok secret=${HOME}/.baro_auth encrypt=no
#

# Account Management

#

sshd account required /usr/lib/security/pam aix
#

# Password Management

#

sshd password required /usr/|ib/security/pam_aix
#

# Session Management

#

sshd session required /usr/|ib/secur ity/pam aix

* "'nullok"= S =& P 2501 null gt 2SS E ots AS oIEetth= 2I0ICH

filezillaX& "Interactive process'Jt 2Jls8t T2 HES FoilAl= PAMUIA forward_pass S&S At
20ol0 25 2 ANl 32t 23l 2SI 20| 9:!348&% ot =840l QICH. Ol ZES, openssh
clientLt Windows2l RDOP(Remote Desktop Protocol), VMWare Horizon, filezilla & 25 Ol LS
ot= =540l SiCt.

[root] /usr/baropam > vi /etc/pam.conf

#%6PAM=1.0

sshd auth required /usr/lib/security/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no
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forward_passZS 0|26l &S 2/23&H(Password & verification code:)0ll 252 20| 3|E 2I=3|E ¢
e HR, A4S E HA 26t 2 g0l 0I0M L3 QSIIE 2HstH =0 oE =0 st
"paropam” O|1) L3S CISI I} "123456" OlctH "baropami23456"'2= 125tH ELICEH.

Keyboard Interactive prompt for root@1. 234.83. 169,

Password & verification code:

| U Cancel

[ ]save password

forward_passE 0IZ0tH Q152 ERZ ot= HWRE2l MUIAN 2-factor 2IE5S JtsotHl & = UL

[root] /usr/baropam > vi /etc/pam.conf

#6PAM-1.0
su auth required /usr/lib/security/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

/etc/pam conf IFL0ll BaroPAM 2SS x| At
S AMEote 20 2XF QIS (=}

$ su - root
Verification code:

e
OH

AS|
_I_?DH

]

=ES PAILZ ZE5H| 6t Sl 22 EE0 Ct.

i

[root] /usr/baropam > chsec —f /etc/security/login.cfg —s usw —a auth_type=PAM_AUTH

IR
fr

[root] /usr/baropam > vi /etc/security/login.cfg

uSw:

shells = /bin/sh,/bin/bsh,/bin/csh, /bin/ksh, /bin/tsh, /bin/ksh93
maxlogins = 32767

logintimeout = 60

maxroles = 8

auth_type = PAMLAUTH

pwd_algorithm = md5

sshd HIE2 &2 s 43 Tl "/etc/ssh/sshd_config" LISl LIE = ClSw 22 2Xt= HAHO|
T QolCY.
Ol Xt PIES HA Hl
PasswordAuthenticat ion yes no
Chal lengeResponseAuthentication no yes
or
KbdInteractiveAuthentication
UsePAM no yes

nurit -6- 0)KaA,
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sshd & 0| 22Ut BIEAl PAM 2=0| HItHE F=IIEIJA =Xl 018t = SSH Server 2| Restart & 0| BtE
Al 2 R5IC}

[root] /usr/baropam > stopsrc —g ssh or stopsrc —s sshd
[root] /usr/baropam > startsrc —g ssh or startsrc —s sshd

sshd £&0| ZLIH BIEAl PAM 2501 MHZ FIOLEU}=Al &St = ssh =S HEEoH0F St

BaroPAM 2& ALE Al 2Kt QIS0IA MU HEO CHEF ACLOI MI2IcHOF SH= B BaroPAM t8 A& Al
HIE CIHMEC0l ACL TS M4EH = MU HES CiS 20| YASICH (.baro_acl0il CHEH MM
H2AES 4= SO0 BHC.)

[root] /usr/baropam > vi .baro_acl
barokey
baropam

1.5 NTP(Network Time Protocol) &&

ROl AIZHOI S XH AlZt THE d2 23818 1S3t IHE0l TIXl &0t 238 IS L& @2
52 AlbE 2 Al2t SJI3k olloF &t

230l FSXA0 I3 Al2E SIISHEIS A AIRE SD18H) ks 222 NTP(Network Time Protocol)
S 0125101 2E HFUAH AL AZLS BT AIZO2 MFE 2 UCH
1) NTP &2

(D NTP(Network Time Protocol)= UDP ZE 1232S AlE
@ Ol ZEDJ} Open&l0f UKl LOH NTP A SIISHE &= S,
B 8~102 ALI} X & AMBI2F 20| E 2H0l AIZ2H0] S

2) NTP At 24

S)

ST Timezone / Al2+ &0l

» S TimezoneOl HEN EHEIAU=AI &IStCH oI ZUE U= COT =, S0tHI2I2t TimezonelL =
SHFE N AUCH

$ date
Sat Mar 14 01:01:43 CDT 2015

> SHR0IA LEHHOZ "KORST-9" TimezoneS ALESH| MHE0 AIX £X1 Al JI2EHL2 ZFE =
'CDT" Timezone= "KORST-9'2 HddoiE <0l AB HIISS oHOF Sttt

» Timezones HH 8P CIAl 21 '% Sl @I TimezoneOl KORSTZ HAE A= EOIE 4= ALY,
Ol= &Ml AIXH HsE 80] Ot HAE gt B0 == 212 20ICH Timezone 818 =, BIEAl IS

0l 20}

| $ chtz "KORST-9"

nurit -7- 0)KaA,
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@ NTP Server &3
» /etc/ntp.conf LS oD 20| =& EHC
~-HHAMZ =LEF Timeserver= F 0l preferg 2015.
—-0teH ntp.conf I /\*OH/dE &St NTP_Server_IP F 0l preferE 20 3.
-0t A& 2 HAlol 2H, NTP_Server_IPE FHHMEZ X0+, FEME XHD| X2l Local clock2
oAt 4F8 240(C
$ vi /etc/ntp.conf
#broadcast client
server NTP_server_|P prefer #NTP Server IP as reference
server 127.127.1.0 #local clock as reference
fudge 127.127.1.0 stratum O #values for local clock
driftfile /etc/ntp.drift #where to keep drift data
tracefile /etc/ntp.trace
» xntpd daemon EQI!
$ Issrc —a | grep —i xntpd
Xntpd tcpip inoperative
> ntp LS HE &0l
$ ntpa —na
remote refid st t when poll reach delay offset jitter
10.0.0.1 0.0.0.0 3u 7 64 1 2.884 287.718 0.001
127.127.1.0 127.127.0.1 Bu - 64 0 0.000 0.000 0.000
® NTP daemon AlZt
SJ13 WEOIA NTP Client S0IAM Al2+0] TIE =0t J2 2XI5H)| fIohAl, Daemon AIEFAl, —
option2 Z=C}. (Time backward &4Xl, 20| E AlZ2t SES XEGIH SII3H
$ startsrc —s xntpd —a "—x"
0513-059 The xntpd Subsystem has been started. Subsystem PID is 6946978
@ NTP daemon &0l
» xntpd daemon &0l
$ Issrc —a | grep —i xntpd
Xntpd tcpip inoperative
> ntp &3 HE S0l
$ ntpa —na
remote refid st t when poll reach delay offset jitter
10.0.0.1 0.0.0.0 3u 7 64 1 2.884 287.718 0.001
127.127.1.0 127.127.0.1 Bu - 64 0 0.000 0.000 0.000
nurit ~8- O)x=n.
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3) NTP 22I0|HE 74

@ &XH Timezone / Al2t &0l

» Timezone= NTP Server?t SoHH &3 =.

» xntpd= Server / Client2t 1000=(162) Ol4&F XH0IJF LFH O 0l&ak SD|3t ot K| &=L

» NTP Server / Client2t Al2tS S=D] 2IaH, Client®0l A #smitty date off 16& Ol FOI Dt

of
LKl S Z&oH ZCh (HEAEES NTP Server2t & 248 A2 &

® NTP Client &3

$ vi /etc/ntp.conf
#broadcast client
server NTP_server_IP prefer #NTP Server IP as reference

driftfile /etc/ntp.drift #where to keep drift data
tracefile /etc/ntp.trace
ZXolDXF 6k= NTP Server IPE Server &30 2

® NTP daemon AlZt

SJIst ot

Ol NTP Client S0IAM AI2H0| S22 =01)
option C

|
b. (Time backward 2K, 2210|HE Al2+

N T

=
o
=
.

$ startsrc —s xntpd —a "—x"
0513-059 The xntpd Subsystem has been started. Subsystem PID is 6946978.

@ NTP daemon &0l

> U222 H2 Reach gt0| 37701 CiCt=2H S|4t 2= &L

> 2= 6~10-— AOIO SD13tEI0, HIZ AlI2tS St TP MBIt active@! &HEHOIIA 22H0

=210|
OllA "$ ntpdate <ip_of_NTP_Server>" L= "setclock <NTP_Server_| Hostname>“ HIANHE 8ol =H =

Ct.
» ntpupdate BN =& = xntpd daemon= MI|SadH =Ct.

4) THIOISAIS NTP XHSAE 4%

@ Jetc/rc.tcpip Y £H

start /usr/sbin/xntpd "$src_running

» AlX default & A0l= xntpd0l Xis Aoz AFH0| 0]
» /etc/rc.tcpip IFAUIA xntpd2t 2ed=l 2telol =M S GHMlS

5) &Arg

xntpdE 0|E5tH Al2t

o

=

t

]

= Time MBI2 AlZtS HHPE EX SCt0IHES] Al2t

tol

Ol BHACH

nurit -9~

0)x=4.,
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BaroPAM

Time MHS Al2t2 2AIZ BIRAH Time A SHOIA xntpdE BXIAIZ! E($ stopsrc —s xntpd) & &t

Ct.

nurit

©

KSA

FEZEels
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

/etc/passwdoil BaroPAM A&t
M 2l sss iD/pwrlm  Hoziz oims|et ez
5| ID.PW,23|& 1%} 1= Yes }ol= Yes MH
g [ ¥ emsiwm T @  Tas =TS
US| 2IE7| i
i 4y e No
1 BaroPAM
H=
e 0 Al HEAPI)
A =} No {:“g
% miele
==
B TPAM agPl <
"BaroPAM"
o M) = WIS S0 2701 4] 17| A
=
No = W= =
s -QI=Z0[EE: 72 BOIAS0 HS U HEE" O (lREE
1 BaroPAM & Ch22= 3 4% -0l0IZ: OhE YAEOl H% U "BaroPANs" @i [HREE
2 BaroPAM ¢4 &l3H
3 "ol F=" HE - T o SIE AT HE Moy
27t 2IE ¢
(BaroPAM) -A|AEIH: AL HE(YUS] S8 Tts)
4 MY He 52 -Secure key: AH{0]| 220{El Secure key (LS
-MWMZET|: 3~60Z AO] R
5 HE £ = &3] Al Llos B2 32, 2s|s 0157| ux
6 Me{oll E=3l 1D, PW, L3|E 21=7|S 23fs) 222l -Secure key, MHFEI|, Us|E 2IEF|E 0|8l 27} 215 HE
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1. Y ck2=2c U o3|

—

4. M = S5

= .
=z @
H
H
4
Al

HpEE

=) S 0I2E0 >
BaroPAM Zj24

E it

"Save" HE 22|
(Secure key, 843F7|
= BaroPAM EZMH

It 21x])

2.3 AIX =221 &

%

™, "BaroPAM Setup" 3t

S=' 00N SL5I LRG0 B

HON st "eIEFII, Secure key, MHHE"S "BaroPAM" 29| "AHH AL

WA NmTa0

< %

$ cat .baro_auth e e ————
" AUTH_KEY e e —————
" RATE_LIMIT 3 30 Secure key

" KEY_METHOD app512 I T o D B

[(TCYCLE TIME 30— ~~7"=""""""""moo| Jlemooomommmmmees
" SECURE _KEY jlqicHbVqdpj7b4PzBpM2DileBYMHEV] | \j-===<mmmmmmmm e
" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192

A

1 0

]

AlX 280 22001 Al AFSXE HIE (Username)S 22456t10, ACIE Z2| "BaroPAM" MM L3/E 1S3

nurit )K=,
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MAMSH = "Verification code"Ofl 24

A A A St = P_%BISZP "Password'E /&5t = "Enter" HEZ Z&!6t
™ BaroPAM 2=0| 2152 QEGSIN 2=0] &201H A Ol =

IXel 2101 215 HEO|

[ 123483.269 - PuTTY.

(2lAppAE )

s | o]

AlXel 201 StHUIA LSEsH L3E 21SI|E BaroPAM %%E‘.%OHH OI=0 ATHGHH "Access denied.”
HIAIXIDF 2291 S0 LIEFCH. BaroPAMSl €l 2tE HAIXI= syslog(/var/log/messages) Ol
=210t

Mar 25 11:10:42 qsh-0415 sshd[27482] : pam_unix(sshd:session): session closed for user root

Mar 25 13:52:25 qsh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]

Mar 25 13:52:45 q@sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh2

Mar 25 13:52:45 qsh-0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
1648189547 ]

Mar 25 15:25:49 qgsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 qsh-0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 qgsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% &
puttyl Z<)
PUtty2 RZS [ BE Nz DRI SU5HH SHZAIM T=0, otLt A=l Z=0{0F & 240| QICt. &=

SAXMU M "connection > SSH > auth" Ol Al attempt "Keyboard-Interactive" auth(SSH2)S MHEHEH & SH
&&=5 ot =
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SR PUTTY Configuration.

. - Features - l Options controlling SSH authentication .
=~ Window
. L. Appearance ["] Bypass authentication entirely (SSH-2 only)
. Behaviour Display pre-authentication banner (SSH-2 only)
;:2;?;:" Authentication methods
Pl Cotours Attempt authentication using Pageant
B Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
:.m Authentication parameters
- Rlogin [”] Allow agent forwarding
[=-SSH . [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse... l
(- Auth
- X11
- Tunnels
-~ Bugs
- More bugs
- Serial -
About | Open || Cancel |

Putty Download & Documentation 281 At2= CFS WRLUIA &S £ QUL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i
]
Jy
e
Q

"Verification code"S 2&dlct= BIAIXIOF EAIEIS BaroPAM HOIA AAsH 23|2 0I=3)|

o

10l 4 UL,

0x
0

ot ChS1t 201 SSH 290! HIZBSE S
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£P 123483169 - PUTTY

+

BE &8z WA U2, M 22 HiSA "THI(F) > AIOIE &2lXHS)'S
gl CUA "T2EZ2(t):" S=20IA "SFTP - SH File Transfer Protocol"lt "212 &
E(L): " S=20IA "CIEHSHEIE"E HEiEH S S 20| "HA(C)" HHES S&I6H}.

= =2

%]
|
L ]
- — = OIRO i 8
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e B0 =8
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S 80 = ¢
' 8O 4 BC
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' B
R 1<} ury
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sq g
B no s
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no
B Oe 2C
20 0% ae 23 1 HOIE o ' &
% %
Q7 Ry | 5& 48 | N &3
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4GSt &0] HIZBS &= 330 LHEFHCH HIZES 42 SHHUM "AlE:" LHES =telsty,
ADIE Z0IN 448 23E QSIS "HILHS(P):" L S0 28 = "&#01(0)" HES 28!
“..‘ sl ';‘: 0 kO ';4‘« * ’l" )

P &3 0, NERTW) HETEW) 28w

[FE=sa]-

YE 1234831697 2R

S AOIE: [CwUsenswbaropame

O Mo HEE UABUNLS
Ol 123483.169

BAE: 123483169

NEBX root

AS

- —— ———————— 5 D, &
T

N S5 server authenticaon 1

| Ventfication code

ng 5% ae et

1

AndroidStudio : MU QFEX FLE

AndroidStudio. 1

AndrodStudio =

eclipie '

gradle

P2

Virtuaige:

3D Objects

AppOata

Application Data

A8 Contacts

Cooloes
B Oesiop
20 W W 36 MO @ 2715274261 HOIS AJNN FUS

HUW/EG DY Ty AREDY 3% e 2

Q7 Ry  Te a8 Te ss

QO WiE HE ve

Tef® CHS3 20] HIZPIS 92 31010 LIEHHCH HIZBS 22 SIBI0IN "AIE:" i8S =
2201 HZO e HIYHSE "HIZHS(P):" 22 &S0 LHs = "&01(0)" HES 22/6t

eSS

ok,
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O A0l
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BaroPAM

Z-EFTRIORO WL ITA S

BE2R0M) AR ) oS REW) 2E®)

[FEssa]-

SO 1234831699 23

QI Ry (N6 4N | 5% 55

£5 NOLE: | CwUsnawdaropame
Temp -
Users
All Users
9 & baropam
Oefaut
Default User
Public O MU QEF VARIAR
|| Windows Ol 123483.169
- we D (DSK3_VOLY HAE: 123483169
o= : MEX o0t
= AS
nee 27 YR ng % I-SSN-;:--t)c:------“ 71 RESE uESY ae et
android SR U
AncroidStudio Lk U Aol 239N 28
AndroidStudio oy 8
AndroidStudio oy G
e<hpe 3R 1<}
gracie oE 80
P2 Lk U
Virtualgox o% 8o
230 Objects Bk U
AppData ou 80
Application Dats Bk U
14 Contacts e 80 2019-02-15 21
Cookses Sk U
[ Deskrop e 80 2019-02-15 21 v
20 M W 36 G2, @ 37): 5274261 OIS 2NN GRS
Mo/Sh By *9 =Dy 2 s L]

Q0 g uzs ve

SFTPl 2 )

"Verification code'

ol
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File Edit View Options Tools Window Help -8 X

PO R| K& Q NERRCS -1

¥

Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.
Verification code:

22
ey + e :

i

i Changing st

i SEND: SERVI y

i RECV: SERVICmmR

i SENT : USERAUTH REQUEST [none]

i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

m | »
Connection to 1.234.83.169 established.

-~

Filename Destination

< | 10 3

For Help, press F1

A
e

()

[C}.

jo

A

SecureFX Download £ Documentation 23 Xt2= ChHS URLOIM =

g

| https://ww.vandyke.com/

Z2EXCZ, 2% S22 FIt B2 HES FIIot0 3 2S5S Esole altH2 =H0| 2 = USH,
AZ 122t &280] AFSKIS HE10 Eef AKXIE 2Xt 2152 e = &gl SEH0ICH

KSA

e
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3. BaroPAM HIA

3.1 BaroPAM &3 HA

BaroPAMO| & XI= AEHOIM BaroPAM 2=
2 O3 20l =A4(#) Mellt AdIcHH

< sshd It

BaroPAM

[root] /usr/baropam > vi /etc/pam.conf
#

# Authentication

#

#sshd auth required /usr/lib/security/pam baro_auth.so nullok secret=/usr/baropam/.baro_auth

sshd HIE20 £&8t "/etc/ssh/sshd_config" It 2 CiS &2 g 4010 StCE.
Ol X} pIES HA H|
Passwor dAuthent icat ion no yes
Chal lengeResponseAuthent ication yes no
UsePAM yes no

sshd €&0] ELHH BIEA] PAM 2501 M2 MAZJ=X

Al 2 R0lCH

E018t = SSH Server 2| Restart & 0| BtE

[root] /usr/baropam > startsrc —g ssh or startsrc —s sshd

sshd €&0] ELHEH BIEAl PAM 201 M2 HMAZJEX

]

ssh 2= MSEHOF

ro
[wl

nurit
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4. BaroPAM FAQ

8A A3 Z QSI|IF HX LOLM 2RIS BIHAl Rols B2

20l BaroPAM=2 Al2t SJIst Yale2 Z1 Win owsLF Server2| Al2t0| SoH0F &,

AKXl 0 ZF WindowsLt Server2l Al2+0] S=X| &0l

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

FQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM : Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXl : baropam & CI2EL|N .baro_acl IS éﬂé‘ (PermissionS 4442 &H)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

84 : Failed to secret file read .baro_auth

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= I &M,

AXI : Jetc/passwd LA user id xxxxx& S5.

84l : Failed to secret file read

2101 @ Secret fileOl ZIoIAl £ HRX0| LA,

XX : Secret fileS EMHEEZE &0l

84l Secret file .baro_auth must only be accessible by root

2Ol ¢ baro_auth 2| Permission0l CHE HR0| A,

AXl : .baro_auth ISl PermissionE 444 &F.

84 : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K Jf Ofl A 24,

XXl : .baro_auth IS AJ|IE &0l

84t : Could not read .baro_auth

R0l baro_auth OO0l E=HotAl 2L TIFY 2l PermissionO| 44401 Otel 3 A,

AX| ¢ .baro_auth LS| EIHHFE & WAC| PermissionES &0l

84 : Invalid file contents in .baro_auth

2ol : baro_auth Tt LIE(HA)0| 2RE FR0] LA,

XXl ¢ .baro_auth IO LIRS &0l

8lAb © Failed to create tmp secret filelerror messagel

20l - Al secret file2 MAGHK 26t BR0 &4,

XXl . Al secret file2 MAGHAl =28t 0|2 = error messageE 0!,

8 Al : Failed to open tmp secret file .baro_auth~[error messagel

2Ol o &AAl secret file@! .baro_auth~= E06HA| 28t R0 2,

AXl Al secret file@! .baro_auth~2 2Eo6HAl 28t 0| = error messagesS =0l

: Secret file .baro_auth changed while trying to use one-time authentication key
» 23ZE QIBJ|E AEote S0t HIZ2 W .baro_authdt HZEE B &4,

o
e 0x
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XX OAl 20018 AlE.

& Al : Failed to update secret file .baro_authlerror messagel

Q2! secret file2 HAGHA 2&t R0 24,

AX| : secret file2 HBGIA 28t Ol7= error messagesS &0l

84t © Invalid RATE_LIMIT option. Check .baro_auth

20l : Secret file@l .baro_auth Il LHE = RATE_LIMIT &&gi0] 22 83T U=s B 2
X MIBE 3l2=(1 < RATE_LIMIT < 100), HIB AI2H(1 < interval < 3600)2 && gts =0l

> Invalid list of timestamps in RATE_LIMIT. Check .baro_auth

: Secret file® .baro_auth 2l LHE = RATE_LIMIT S&0 UpdateE timestampsit &2RE B
SEA .

o
o 0x

AXI : Secret file@! .baro_auth TF22l RATE_LIMIT S&0 UpdateE timestampsE &0,
84 : Try to update RATE_LIMIT line.

2ol . FMNMoZ 2701 &t AR &&= HAIKL.

Xl : No action

: Too many concurrent login attempts. Please try again.

: Secret file@l .baro_auth IFZC| DISALLOW_REUSE S&(Lsle oI=3| MAd F=I| Wole otLtel
27010t Jts)0| d8E &2
20 8438 £ 23| 2SI M4 FI| LHol =2 021= T Al=st 23 2,

o
o o

X 23E BT dd | =0 232 T Alx.

: Invalid WINDOW_SIZE option in .baro_auth
: Secret file@! .baro_auth ISl LHE = WINDOW_SIZE SEZHEH AlIZtE JIZ22 EFAIZH 0|
23X d350 Us EF LA,

CDEM ARIS JIECE Y38 B3] EFAIRH(T < WINDOW_SIZE < 100)2 &3 gts =l

o
o o

P
>

o
0z

> Trying to reuse a previously used time—based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man-in—the-middle attack.
R0l 1 Secret file@! .baro_auth IFL 2| DISALLOW REUSE S& S S22t 22 (man-in-the-middle) S
Chdlst =4&.

2t 22 (man-in-the-middle)2 &8H0

r

Db & S41 AIAE AOINIA AAZE BHX

|

ot S && F0l HEO| MES JI2MHA 24,

2HEHG] LolA, SIUE & AIAE0let] & 4= As A
ZXl . No action
84 Failed to al locate memory when updating .baro_auth
201 : Secret file@! .baro_authE LOIOIE & [ HIR2| S0 AIHS HS 2,
Xl : Technical support
B4 : Can't find SECURE_KEY[error messagel
2101 Secret file@! .baro_auth ISl SECURE KEY S&O0ILF BAZH0| Q= HR0] &
Xl ¢ Secret file@! .baro_auth IF2Q| SECURE_KEY &=&0ILE &3 &H01,
& Ab : Verification code generation failed.[error messagel
ol - AJF 2SI B0 Allst 2R LM,
XX 2301 M A&,
&4t Invalid verification code
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ol U3 0IBI| ABU AIE 2 LA,
XXl 2239 W AIE.
&4 |nvalid verification code
Can not make/remove entry for session.
2101 1 Al AIAE! AI2H0] X LOFA A,
XXl : date HHEOZ MBSl AIAE!N AI2HO] C”“XI BOIGHH SclH Al2tS EFKMOL &
1. date HEO AHHS AIAE AIZIS HA(LUAI ‘jo“_ﬂ)
2. ntpIt BN A=K 2050 EFHIN 2™ ntp AlI2S A&ol= FIIE 20 =00t
oftH, d3E UKl £L2™ ntpE EHGHOL é..
SAb : Mar 12 15:37:01 baropam gdm(pam baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
2101 : Ol DEE HEZE [ AI2 IS8 AL Ol HR(S2E AIZXDL OfL HS 2hal) .
X 0 AIAE 2K 2321-100F SE2L0 JU=K| =l
SAF: Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam baro_auth.so):
[usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam_baro_auth.so
01 : /usr/baropam/pam_baro_auth.so 0| =IHEIA] LOIA A,
XXl : BaroPMM 2 IH2(pam_baro_auth.so)2l &IHGH=Xl &01510 12 BaroPAMS AX| IOl Al
SAFSHCE.
&4 : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
A0l acl file EMOHE L W permission SHEZ &4
=X
&4 : Failed to compute location of secret file
2101 © pam0il B&™ = secret fileOl WY CIREE2IN =MotAl E2 FRS 2,
AX ¢ pam0ll &8 E secret fileOl Y CI2ECIH SMGHA ZX2™ secret file2 WY CIZELI0
MAol F ot &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
84 Failed to compute location of encrypt flag
2101 : pam0il 2S3F ZciIF EMOHK L2 B 2,
XXl pamOil 2S5k Zef(yes, no)S E&-ol FOt s
ex) auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
&4 Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe
0Ol ¢ Secure keylt 22 A&E JR0 LM
XXl . 8&E Secure keyE &I,
BIHUHIA HISE Secure keyQ! Al 201,
S At : PAM: authentication thread exited unexpectedly.
*x*x g|ibc detected »** su: free(): invalid pointer: 0x00002aede020c0e2 +**
201 : BaroPAM & AA I (.baro_nurit)0l EMHoIAl L= L0 2.
XXl : BaroPAM 2t A& W (.baro_nurit)ll =IHok=Xl &0I15H0 1S ™ BaroPAMS & X IHOIA
SAFSICE
S A @ KB{0ll BaroPAM EE £ U3|E QISIIE USdt= &= (Verification code: = Password &
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BaroPAM

Verification code:)2 A2(Skip)oldd 210I0] OtE|= &AL 2+

AN E2H0H &2E80| H2H0H U= R BaroPAMS EE =0, 2102 TX| $= 4
2101 © A E2HO SRE0M /etc/pam.d/sshd E& St 21 2L BaroPAM 20| 240l EFGH0 2ast
XX CHES3F 20| /etc/pam.d/sshd E& 2 =AE BiHolH =,

BHE &)

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

encrypt=no

auth required pam_sepermit.so

auth include password-auth

account required pam_nologin.so

account include passwor d-auth

password include passwor d-auth

HE F)

auth required pam_sepermit.so

auth substack password-auth

account required pam_nologin.so

account include passwor d-auth

password include password-auth

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

encrypt=no

PAM &8 Al E8 282 4
Ct.

Control = includedt substacke
2 substack2| =& 2001 et

0|'J

oA

AIHE HEH Helg HeIXE LIEt= A2 Control0l2t &t
CIE PAM 28 2E2 2= 212 S 6HAI2H substack
HXl 2= Xelokkl &=Clk= XH0IE 0l QUL

Lt
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5. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

Ml &= Ab : F=AISIAF S2I010IE]

SE™S : 258-87-00901

CHEOIAL : 01BY

HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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