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1. BaroPAM SH= API
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BaroPAM 2t24 Shared object (| ibbarokey-x.x.x.s0)= Z&
ot=0l AFZEIC

AP 2= &9 X
barokey.h BaroPAM Header It /usr /baropam/key
| ibbarokey-x.x.x.so | BaroPAM 2& /usr /baropam/key

ZIC = [0l 22350 AI2Ese U
object (| ibbarokey-x.x.x.s0)S AtZolJ|
(/usr/baropam/key)E Library pathOl &

I I|(6dbyte) S Z2 03 LWL DEZN A0, Shared
M= BFEA] Shared object fileOl &Mdl= CIEEL]

</ o
&Aook SHC.

Linux® 2 export LD_LIBRARY_PATH=$LD_L |BRARY_PATH: /usr /baropam/key
HP-UX2l 2 export SHLIB_PATH=$SHL |B_PATH: /usr /baropam/key
AIXQl H2L  export LIBPATH=$LIBPATH: /usr/baropam/key

BaroPAMOIl CHSt header It Ol barokey.h2 CiS1t 2Ct.

#ifndef BAROKEY_INCLUDED
#define BAROKEY_INCLUDED

#include <stdlib.h>

#ifdef _cplusplus
extern "C" {
#endi f

char *baro_encrypts(const char *data);
char *baro_decrypts(const char *data);

long get_timestamps(void);

long getRemainingTime(const char *cycle_time):;

char *getSecureKeyCreate(void):

char *generateKEYL(const char *login_id, const char *phone_no, const char *cycle_time, const char
*key_method);

char xgenerateKEYP(const char *secure_key, const char *cycle_time, const char *key_method):

long verifyKEY(const char =*login_id, const char *phone_no, const char xcycle_time, const char
*key_method, const char *tkey);

long verifyKEYL(const char *login_id, const char *phone_no, const char *cycle_time, const char
*key_method, const char *tkey);

long verifyKEYP(const char #secure_key, const char xcycle_time, const char =*key_method, const
char *tkey);

#ifdef __cplusplus

}
#endi f
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@ baro_encrypts &=

— NAME
baro_encrypts

— SYNOPSIS
char *baro_encrypts(const char * data)

— DESCRIPTION
HIOIHE S=3ztol=

o

%,
data: =3t HIOIH

— RETURN VALUES
2s=tet HIOIHE BHe.

® baro_decrypts &=

- NAME
baro_decrypts

- SYNOPSIS
char *baro_decrypts(const char * data)

— DESCRIPTION

HIOIEIE 253 ot= &=,
data: 253 HIOIH

— RETURN VALUES

=353let UIOIEHE Etet.

@ OI0IE 2=53t ALE 0l

#include <errno.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include “/usr/baropam/key/barokey.h”

int main(int argc, char *argv[]) {
const char *source_data = argv(1];
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const char *encrypt_data;
const char *decrypt_data;

encrypt_data = baro_encrypts(source_data );
decrypt_data = baro_decrypts(encrypt_data);

printf("Source data = [%s]#n", source_data );
printf("encrypt data = [%s]#n", encrypt_data);
printf("decrypt data = [%s]#n", decrypt_data);

return 0;
}
2) d3|E 25| AS &

@ verifykEYL &~(2200!-IDE AlZEot= &)

- NAME
ver i fyKEYL

- SYNOPSIS

long ver i fyKEYL(const char xlogin_id, const char *phone_no, const char *cycle_time, const char

*key_method, const char *auth_key)

— DESCRIPTION

Q25 AB|E 0IF3|JF YK ASHE B

login_id: 210I-|D &=0 =8t IDE &4.
phone_no: AIEXIE ADIE & HSE =KAo &H,
cycle_time: AF2XIEZ X|&st & O M FI|(360X)E &N,
key_method: 23| OI=3|9| HZ 2HA!(appl,

auth_key: BaroPAM 20IAM MASHH =36t

pp256, app384, appbl2: )= A

g 28318 £3.

Oﬁ

oy, ]

Orof, AMISAEZ ADE Z Bis & Qg2 XZE 238 2157|129 dd FI|It
A2t O 22 238 2SI €M 23S0 AIHE == UCH BIEAl FEE 2

— RETURN VALUES

&3 AMlil= 1S Btetoti, A1 Al= 02 BHet.

@ verifyKEYP Bt4=(Secure keyE AI25t=E 3R)
— NAME

ver i fyKEYL
— SYNOPSIS

long ver i fyKEYL(const char xlogin_id, const char *phone_no, const char *cycle_time, const char

*key_method, const char *auth_key)

— DESCRIPTION

g=get 23| eISIIt el &
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secure_key: AMIEX = 9 S0i8t Secure keyE &4,

cycle_time: AFE2XH L= It= det d3|g 215I9|9 oé‘ FI1(3~60x)E
key_method: 23| QIE3|2 & 1, app256, app384, app512: )= &
auth_key: BaroPAM 20N MATIH =t U3 QB3 |E &8,

2rof, ALZAE 2 XIZ8t Secure key R 2321E 2153(2 4 It 238 21E3(2 H&I(2 UE
d 238 2SIt et 250 2IHE =+ UCH BtEAl 32E LAIAIZHOF &

— RETURN VALUES

&3 A= 1S Eteoti, &1 Al= 02 BHE.

1.3 &

Ol
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T

Sample program) verifyKEYL &z=(210I-IDE AI=Z

_O'ﬂ
i
0y
0

#include <errno.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include "/usr/baropam/key/barokey.h"

int main(int argc, char *argv[]) {

const char *login_id =argv[1]; // 223¢2I-1D

const char *phone_no = argv[2]; // &8s

const char *cycle_time = argv[3]: // M&FI|

const char *key_method = argv[4]: // QIS3| MAEtA|
char *auth_key = argv[5]; // €32 21=3]|

/] L38 2187 8B
long bauth_key = verifyKEYL(login_id, phone_no, cycle_time, key_method, auth_key):
// OI9|B O|x9| D—Ix(gl_g_)
if (bauth_key = 1) {
printf("Auth key success.fn");
/] 23g oI=d| HAS(AH)
}else {
printf("Auth key faild.#n");
}
;

Sample program) ver ifyKEYP &2=(Secure keyS AlZdl= HLR)

#include <errno.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
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#include "/usr/baropam/key/barokey.h"

int main(int argc, char *argv[]) {

const char *secure_key = argv[1]: // Secure key

const char *cycle_time = argv[2]: // M&FD|

const char *key_method = argv[3]: // QI3 MAEtAl
char *auth_key = argv[4]: // £3& Q&3]

/] L3 21BI| &BS
long bauth_key = verifyKEYP(secure_key, cycle_time, key_method, auth_key):
/] &38 o153 HAS(43)
if (bauth_key = 1) {
printf("Auth key success.fin");
/] L3 ST AS(AH)
}else {
printf("Auth key faild.f#n");
I3

—

24

| $ goc o barokeys barokeys.c —L/usr/baropam/key - Ibarokey—x.x.x

Al
=

02

)

$ ./barokeys mc529@nur it.co.kr 01027714076 20 0 app512 490661
Auth key success.

HO
oT

o

) 4

02

Al TSl €2 25 &elot

fo
rr

./barokeys: error while loading shared libraries: |ibbarokey.so: cannot open shared object file:
No such file or directory

0led B shared object fileOl =MHAIAl ZHLE shared object filedt =Mdk= CIZELIIL Library
pathOll 88T UKl LOA LMGI2Z shared object fileOl EIHHSEE &0I611]) shared object file
b ZWots CIA&E2|(/usr/baropam/key)S Library pathOll 2&aH0F SHC.

Linux®! 2 export LD_LIBRARY_PATH=$LD_L |BRARY_PATH: /usr /baropam/key
HP-UXQ! A< export SHLIB_PATH=$SHL |B_PATH: /usr /baropam/key
AIXQl A export LIBPATH=$LIBPATH: /usr /baropam/key

2) &

lon

=2 O]
S

[

Ol

710l 2= 2E A2 0ll(Tuxedo &)

I
rr
(0N

Oll) verifyKEYL &==(2102I-IDE A5}

2)

#include <stdio.h>
#include <ctype.h>
#include <atmi.h> /* TUXEDO Header File */
#include <userlog.h>  /x TUXEDO Header File */

#include "/usr/baropam/key/barokey.h"
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TOUPPER(TPSVCINFO *rgst) {
const char *login_id = "mc529@hanmail.net";
const char *phone_no = "01027714076";
const char *cycle_time = "20";
const char *key_method = "app512";
char *auth_key = rgst—>data;

long bauth_key = verifyKEYL(login_id, phone_no, cycle_time, key_method, auth_key);
sprintf(rgst—>data, "%d", bauth_key);

/* Return the transformed buffer to the requestor. =/
tpreturn(TPSUCCESS, 0, rgst—>data, OL, 0);

}

Oll) verifyKEYP &<=(Secure keyE AI25t= Z)

#include <stdio.h>
#include <ctype.h>
#include <atmi.h> /* TUXEDO Header File */
#include <userlog.h>  /x TUXEDO Header File */

#include "/usr/baropam/key/barokey.h"

TOUPPER(TPSVCINFO *rgst) {
const char *secure_key = "jlqlcHoVadpj7b4PzBpM2D i | eBvmHFY/";
const char *cycle_time = "20";
const char *key_method = "app512";
char *auth_key = rgst—>data;

long bauth_key = verifyKEYP(secure_key, cycle_time, key_method, auth_key):
sprintf(rgst—=>data, "%d", bauth_key):

/* Return the transformed buffer to the requestor. =*/
tpreturn(TPSUCCESS, 0, rgst—>data, OL, 0);

—

EZiely

| $ CFLAGS="-L/usr/baropam/key -Ibarokey—x.x.x" buildserver -v -0 simpserv —f simpserv.c —s TOUPPER |

o

Z10) Tuxedo MHIAONIA L3IE QISI|E HSots 2SR, Y Al CFLAGS SH0 L3l 459| 2
" /usr /baropam/key -lbarokey—x.x.x" &ZXadli0F &tCF.

Tuxedo A ZZ2AIA JISAl LS €2 270t 2dcte 3=

error while loading shared libraries: |ibbarokey-x.x.x.so: cannot open shared object file: No
such file or directory

0led B shared object fileOl =LAl ZHLE shared object filedt =Mdk= CIZELIIL Library
pathtl &S UKl LOIN LGS Z shared object fileOl EIMHFE &HCI5+1] shared object file
Ot ZXots CIA&E2|(/usr/baropam/key)S Library pathOll & oH0F SHC.
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Linux@! 22 export LD_LIBRARY_PATH=$LD_L |BRARY_PATH: /usr /baropam/key
HP-UXQ! 22 export SHLIB_PATH=$SHL |B_PATH: /usr /baropam/key
AIXQl B export LIBPATH=$LIBPATH: /usr/baropam/key
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3. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr
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