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BARO-PAM-005 BaroPAM
1. BaroPAM & Xl
1.1 BaroPAM &X| & =H|AI&

SIGHAS JI==OZ PAN THIIXIDE BFEAl EXIEI0 QUOI0F BICH &% &oI12 02

/usr/1ib/pam_chroot .so
/usr/1ib/pam_chroot.s0.6
/usr/1ib/pam_deny.so
/usr/1ib/pam_deny.so0.6
/usr/ib/pam_echo.so
/usr/1ib/pam_echo.so0.6
/usr/1ib/pam_exec.so
/usr/|ib/pam_exec.so0.6
/usr/lib/pam_ftpusers.so
/usr/1ib/pam_ftpusers.so.6
Jusr/1ib/pam_group.so
/usr/1ib/pam_group.so.6
/usr/1ib/pam_guest .so
/usr/lib/pam_guest.so.6
/usr/lib/pam_krb5.so
/usr/1ib/pam_krb5.s0.6

[root] /root > Is /usr/lib/pamx

/usr/1ib/pam_ksu.so
/usr/lib/pam_Kksu.so0.6
/usr/lib/pam_last|0g.so
/usr/lib/pam_lastlog.so.6
/usr/lib/pam_login_access.so

/usr/1ib/pam_radius.so
/usr/lib/pam_radius.so.6
/usr/|ib/pam_rhosts.so
/usr/|ib/pam_rhosts.so.6
/usr/1ib/pam_rootok.so

/usr/lib/pam_login_access.so0.6 /usr/lib/pam_rootok.so.6

/usr/lib/pam_nologin.so
/usr/lib/pam_nologin.so.6
/usr/lib/pam_opie.so
/usr/lib/pam_opie.so0.6
/usr/1ib/pam_opieaccess.so
/usr/1ib/pam_opieaccess.so.6
/usr/|ib/pam_passwdac.so
/usr/1ib/pam_passwdac.so.6
/usr/1ib/pam_permit.so
/usr/1ib/pam_permit.so0.6

/usr/|ib/pam_securetty.so
/usr/|ib/pam_securetty.so.6
/usr/lib/pam_self.so
/usr/lib/pam_self.s0.6
/usr/1ib/pam_ssh.so
/usr/lib/pam_ssh.so.6
/usr/1ib/pam_tacplus.so
Jusr/|ib/pam_tacplus.so.6
/usr/lib/pam_unix.so
/usr/1ib/pam_unix.so.6

20 E50610 PAM 282
Gt 0
AISHGH0] EQISHCEH. B, AXIE

AESH| FloldeE dlzld QA1

[ T o =

oro 04

LS —

o UK

OtX Bt ssh, sftp MHBIAS HIZ6H|
penSSH(Open Secure Shel ) THIIXIDF BFEAl EXIEI0] AUO0{0F SHCF. =)
"pkg install ssh" &

/\"II
gz 4

[root] /root > ssh -V

OpenSSH_7.2p2, OpenSSL 1.0.2k—freebsd 26 Jan 2017

BaroPAM 215 2&= UR2ZE & &XIoH)| fIohAM root HE2Z H&£E £ 252 URZE 2 &XI6H|
I8t CI2i&el(/usr/baropam) S CHS 1 201 M&BHCE
| [root]# mkdir /usr/baropam
BaroPAl 252 CH2ZE Y &XIGH| |8t ClA &L ASHD|, M|, Ad)=2 TS 20| S0 StCt.
| [root]# chmod —R 777 /usr/baropam
1.2 BaroPAM &Xl 28 U22E
&XIot1 ot= L= AMAE B2, HE 32E &0lot)| fIot:

H%%DM*EEJ%%HMWE%FN%
root HECZ Z=6 = S g

| [root] /usr/baropam > uname -a

nurit
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FreeBSD baropam 11.1-RELEASE-p15 FreeBSD 11.1-RELEASE-p15 #0: Thu Sep 27 06:05:25 UTC 2018
root@amdé4-bui |der .daemonology.net : /usr/obj/usr/src/sys/GENERIC amd64

BaroPMl 1= PE2 root HAECZ &8 £ DES USRS Y &EXlo)| f18F CI2ER|(/usr/baropam)
2 0|=olH BES URZE ot= gYe o2 20

[root] /usr/baropam > wget http://nuriapp.com/download/ | ibpam_baro_auth—x.x. tar

BaroPAM 215 252 22 E0t 22 &M tar M2 A== oMol e UsS 20,

[root] /usr/baropam > tar —xvf |ibpam_baro_auth—x.x.tar

BaroPAM 215 252 &== oliXIGHH baropam CI2&EC|0 TSk 22 BaroPAM 2t 20| MAEICH

[root] /usr/baropam > Is —al

24 180

drwxrwxrwx 7 root root 4096 8& 23 (09:59 .

drwxr—=xr-x 17 root root 4096 2& 10 2017 ..

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl

-r—r—r— 1 root root 305 78 2 14:41 .baro_auth

-r—r—r— 1 root root 290 63 30 12:55 .baro_curl

—rwxr=xr-x 1 root root 69149 42 6 19:12 baro_auth

—rwxr=xr-x 1 root root 65072 6& 29 16:36 baro_cur |

drwxr—=xr-x 2 root root 4096 7& 20 2021 jilee

-rwxr—xr-x 1 root root 152649 62 9 08:19 pam_baro_auth.so

—rwxr—xr-x 1 root root 116158 63 30 12:54 pam_baro_cur|.so
1
1

—TW-r—r— root  root 221 638 27 15:59 setauth.sh
—TW-r—r— root root 150 6= 29 16:29 setcurl.sh
A5t BaroPAM 215 20| AIABIN = 201X OISl 22 S HE Aot SHRISHT.

[root] /usr/baropam > file pam baro_auth.so
pam_baro_auth.so: ELF 64-bit LSB shared object, x86-64, version 1 (FreeBSD), dynamically |inked,
not stripped

[root] /usr/baropam > ldd pam baro_auth.so
pam_baro_auth.so:
libssl.s0.7 => /usr/lib/libss|.s0.7 (0x801607000)
libcrypto.so.7 => /lib/libcrypto.so.7 (0x801873000)
| ibpam.so0.5 => /usr/lib/|ibpam.so.5 (0x801c68000)
libz.s0.6 => /lib/libz.s0.6 (0x801e74000)
libc.so.7 => /lib/libc.so.7 (0x80081f000)

1.3 BaroPAM &3 && I M4

1) PAM ©1=(.baro_auth)

L
i
1o
0>
02
ol
2
e
N
z
OII

BaroPAM &t& && U= baro_auth A35h=0l, BaroPAM 215 2=2| CI2
o

oz
E2l92l Jusr/baropam 20l Xl St== StC}.

nurit “2-
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a4

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —A acl_type —a
acl_filename —S secure_key —s filename

BaroPAM SHAAH Tol & &0 IS e s 20
=4 A9 ANt HIZ
-r | 232 2ISI|9 HIEE4=(1~10) 3
R | £3=2 2I=3|9 HIStAIZH =, 15~600%) 30
-t 23| 2159|9 IEFII(x, 360x%) 30
&« | L3E QB39 oI=YAl(appl, app256, app3s4, | app512
app512: o).
- | EBHEAH 0o &S5 (8 (yes or no) no
-A | 2%} CI=0IA SlE(allow) £= M2l (deny) &Kl &EH deny
-a | 2At OIB0M dlE(allow) E= HM2l(deny)& HEN CH | /usr/baropam/.baro_acl
&F ACL I (I MI2ASH2 44)
-S| YHEA| BIHOIA HIZok= Secure key(20l&EA 3]) j lalcHbVadpj 7b4PzBpM2D i | eBvmHFV/
-s | BaroPAM EtZEAEA @IS MAME [CAELIS ZEst It | /usr/baropam/.baro_auth
OI%:I
ZF9|) -s SH9| filename= BaroPAM SHEAEN II2S MAHE (|HELIE ZEEH DY (MY E2ASH2
444)0IC}.
NE=CD]
[root] /usr/baropam > ./baro_auth —r 3 R 30 -t 30 -k app512 -e no -A deny —a
/usr /baropam/.baro_acl -S jIqlcHoVadpj7b4PzBoM2Di |eBviHFV/ —s /usr /baropam/ .baro_auth
orer - HIADICH BaroPAM &t AT S 22t d¥ol= HR oY HECZ 5610 &S Ksstt)
(Not root)
[root] /usr/baropam > ./baro_auth -r 3 -R 30 -t 30 -k app512 -e no -A deny -a ~/.baro_acl -S
j lalcHoVadpj 704PzBpM2D | |eBviHFV/ —s ~/.baro_auth
1) Your emergency one-time authentication keys are :
S22 232 2BI|= L3S 2S3| M0l BaroPAM M= AISE £ g2 [ 248 HLE UidlstHd
SSH AEHOIl CHAl HAIABH=M AFZE 4= U= B 0] Jbs8 Super 21539| 0122 KTDHN B F= A

oI 0

2) TS0l LI2= 220 UtolAdsE 25 "y'E UISHL.
"/usr/baropam/ .baro_auth" Itg A
=2+ Hman—-in-the-middle) ==

i

BaroPAM 2t& && Wl .baro_authll &8¢&t LHE2 G &0,

[root] /usr/baropam > cat .baro_auth

" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY j IglcHbVadpj7b4PzBoM2Di | eBvimHFV/
" ACL_NAME /usr/baropam/.baro_acl

" ACL_TYPE deny

nurit “3-
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" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192

BaroPAM A& A I Q! baro_authll && &=0| st HE=2 Gt 2.

g= 29 234 HIZD

AUTH_KEY IE FEXHIDE)

RATE_LIMIT L3E 2IBI|2 MEtR=(1~10), HMEStAl | 3 30
2H=, 15~600%)

KEY_METHOD 232 0IE3|o oIEEAl(appl, app256, | app512
app384, app512: ¢4)

CYCLE_TIME 3|E 0IFI|9 AUSFI|(x, 3+60=x) 30

SECURE_KEY BIEAl HIHOIA HZdt= Secure key(2t | jlalcHbVadpj704PzBpM2Di | eBvmHFV/
Ol&A 31)

ACL_TYPE 2x QIS0IAM  SiE(allow) E=  HQl | deny
(deny) &

ACL_NAME 2xF CIS0A o8 = MAE AHEOl Of | /usr/baropam/.baro_acl

8t ACL Filename(ItY HI2AEHS 444)
DISALLOW_REUSE | =2tAHman—in—the-middle) 22 OI2Y& | DISALLOW_REUSE
or A= 'DISALLOW REUSE's &EHsEH &H=
ALLOW_REUSE 238 QB39 2EFD| E(&F% EP% Al

S 2701 g £ on, f
A= "ALLOW_REUSE"= /é_'g@l:f

rE
9_
moll

2) cURL 21Z&(.baro_curl)

curl 2 HEE "client LRL" S HHOl= X222 199780 XS SAIZIRUCH. = SC0IHEI ATJHER
M MHO0I CIOIEE REdl= H2=2 BaroPAME cur |2 http/https ElH A= 15 AIOIEE SZE6HH 2l

EE QM.

BaroPAM Etd && M=
E2l9! Jusr/baropam 2 0|

bar 2SS AEolo BtEAl Mdot=0l, BaroPAM 1S 252 LI
?IX I Ot=% 8tCt.

)

baro_curl -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag -H hostname -u
auth_ur| -s filename

s &9 A Hl
-r | ¥3lE 21E7|2 HEHE!4=(1~10) 3

R | L3lE 21FI|2 MIEAIZH=E, 15~600%) 30

-t 23|E 0153|9 AUESFI|(=, 3~60%) 30

K« | €32 2EI|9 oIEAl(appl, app256, app3B4, app512: ). | app5i2

- | SAALH Mo 2535 ({2 (yes or no) no

-H | NS SAEH (uname -n) nurit.co.kr

-u | 388 WRLE SA2EY(hostname), AFEX HIHE (username), Q! | http://1.23.456.789/barop

-
c
1
_—
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BaroPAM

EEE S &

EFDl(cycle_time), £3alE 21EI|(auth key) S2I IH2tOIEIDF | am/web/result_curl.jsp

-S | BaroPAM SHEEH TS MHS C|HELE &6 Iy /usr /baropam/ .baro_cur |
Z=9|) -s SA| filename= BaroPAM SHAAN IS MHE [JAERIE E%é I e (Il g2
44)0|04, &8st MOl SAEH (hostname)0| LR &= AR BaroPAMO| AAXOZ Xts >
ASL|, SAEH (hostname) )t BHELT=E A BIEAl 8H SFO| oflE &=201 2HHalioF &t

AHZ 0ll)

[root] /usr/baropam > ./baro_curl -r 3 R 30 —t 30 -k app512 -e no H nurit.co.kr —u
http://1.23.456.789/baropam/web/resul t_cur | . jsp —s /usr/baropam/.baro_cur |

1) OIS0l U= SS0l taldes 25 "y'S A=HEH
Z2tXHman-in—the-middle) 23S Hl&t& 240D v
22 232 2157 |= ottt HE 20 CE HENE 210210 JisotHl & 2401017 vy
2s|E OIFI|2 HIst AlI2t2 30xZ XAEE oD y

BaroPAM &t A& MOl baro_curl0ff &8s LHE2 Cs &0

[root] /usr/baropam > cat .baro_curl

" AUTH_KEY

" RATE_LIMIT 3 30

" AUTH_URL http://1.23.456.789/baropam/web/result_curl.jsp
" KEY_METHOD app512

" CYCLE_TIME 30

" HOSTNAME baropam

" DISALLOW_REUSE

BaroPAM BtZ&HE Q! .baro_curlll &F =0l st L2 CSa 2
st= & AXgk HI
AUTH_KEY olE R2IHIA)
RATE_LIMIT 23E 215319 HMsetEA(1~10), HSHAIZH(E, | 3 30
15~600=%)
AUTH_URL S£8 RLE SAEH(hostname), AKX HA | http://1.23.456.789/barop
(username), 21E=ZFDl|(cycle_time), L&l Q1= | am/web/result_curl.jsp
(auth_key) S92l HictOIEIDI L&t 0 &5
KEY_METHOD 23|18 21E3|2 IS4l (appl, app256, app384, | app512
app512: 24)
CYCLE_TIME 3|2 0I=I9|9 AUESFI(=, 3~60x) 30
HOSTNAME Ml SAE™ (uname -n) nurit.co.kr
DISALLOW_REUSE | &2tKH(man-in-the-middle) 23S W& A= | DISALLOW_REUSE
or "DISALLON_REUSE"=S & &EH ¥ 23 21539
ALLOW_REUSE OIES=F)| sot2 UE A=ZAPE 2101 & £ gie
04, ook 588 JdR= "ALLOWREUSE'S &XEH

Ct.

1.4 BaroPAM &8 &3

1) PAM I
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@ 0t 25(21021-10, HIZES 0129 I} 1522 23| QB3| HE)

BaroPAM 2== &&0HJ| ?IoHAl sshd, su L0l £&&ots 282 Uit 201 & &H0 =0 =0

[root] /usr/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no

0
E_I
e
o
02
fol
o

212 secret Iiel0|El= BaroPAM SHE AN IMM2YH, encrypt Li2H0IE{= BaroPAM SHE &
Z2i(yes or no)S AHSHC.

grof, HIEOHC BaroPAM & £33 It
2

2 dots 82 BaroPAM 2== £F0o}J| PloilAl sshd It
Ol &&ot= Y G380 201 = A i

[root] /usr/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=${HOME}/.baro_auth encrypt=no
HZEDOICHBaroPAM &tH AATIIY S 22t AAGHA 210 S& CEE2|0 HEEZ BaroPAM &tH &A1Y
2 CUENH 883t L ok S BaroPAM =2 £ 36| fIohAl sshd D0 &85t 22 Oisu &
0 = &0l =oll =Ct

[root] /usr/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr /baropam/auth/.${USER}_auth
encrypt=no

* "'nullok"= SEE PAM 2=0| null 32 ¥SE st A2 5lE8HCH= 2J0ICH.

[root] /usr/baropam > vi /etc/pam.d/su

H#%PAM-1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

/etc/pam d/su I 0ll BaroPAM 2= = &t
S AMEols 20 21 IS (=Dt

$ su - root
Verification code:

Ho
o T

o) xrdpE 0188 &2 HA3E &S 6t

rr

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

forward_passE 0|25t 25 22 & (Password)0fl 232 QIS3|1E L6tH €Lt GIE S0, 23 2
Z3|0F "123456" 0l2tSH "123456" 0 212351 H SICH

nurit -6~
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@ HIZPS UAH(HILHSE A 238 ASII=2 tA)

filezilla & "Interactive process'Jt 258t T2 ]H=E=2 oI = PAMUIA forward_pass S&2
AESIH 25 A2 AN 238 2ISIIE LEGIEFE ot= = 0l 8iCH 0] B, openssh clientlLt
Windows2l ROP(Remote Desktop Protocol), Radius, filezilla S 25 0|2 2HS ol= £ 50l iCt.
[root] /usr/baropam > vi /etc/pam.d/sshd

#%PAW-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

forwardJ)as £ 0|20t &5 2= "é*(Password & verification code:)0il €3E 2ISI|E HolH L.
o= , U3|= 2I=I|DF "123456" O|ctE "123456" 0F & 6tH =L,

Keyboard Interactive prompt for root@1. 234.83. 169,

Ok
Password & verification code:

Cancel

] save password

"passwd wsername' FENHZ 0|

|2HS e L3S QIS3| ZEolM HILHSE LS 2SI dEFIIEZE NMZE2
X

filezilla M& "Interactive process'Jt EJIs8t T2 =S A= PAMOIA forward pass S&=
AIESHH 25 22 A0l 252 232 2SI|E 20| SIS o= o= 0l L 01 2, openssh
clientlt Windows2| ROP(Remote Desktop Protocol), VMWare Horizon, filezilla S 25 0|2 &S

ot= == 40l 8iCt.

[root] /usr/baropam > vi /etc/pam.d/sshd
H#%PAM-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

&4 =t (Password & verification code: )0l
84 S0l OIHA 232 CISIIE ¢
JI "123456" 0|2t "baropami23456"' S = !

uu
OH

nurit -7~
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Keyboard Interactive prompt for root@1. 234.83. 169, ok

Password & verification code:

| U Cancel

[ ]save password

ZRZ2 ot= WR=2 MBIA0 2-factor 1SS Jtsotil € = UCH.

e
0l
o

forward_passE 0|&ct™H
2) clAL oI

FIoHAl sshd, su, sudo It S0l &&dl= =2 USH 20| 2 ool

ﬂJIO
i
03
ol
S

BaroPAM 2
OH —.'_—l:f.

[root] /usr/baropam > vi /etc/pam.d/sshd

#6PAM-1.0
auth required /usr /baropam/pam_baro_cur | .so nul lok secret=/usr/baropam/.baro_cur |
encrypt=no

212 secret It2t0IE{= BaroPAM SHE&EE WY, encrypt Ii2t0IE= BaroPAM ESHEAEE IS 2455
Z2i(yes or no) HASHC.

* "'nullok"= =& PAM 2501 null gt 2S£ =ots AS olE8t= 2I0ICH

filezilla M& "Interactive process'Jt EJtsst T2 )HES oAM= PAMOIAI forward_pass S&=

AIZ26IH 25 22 A0l 259 232 2SI |E 20| LEol== ol= 4= 0l QICH 0] 2, openssh
clientlt Windows2l ROP(Remote Desktop Protocol), Radius, filezilla & 2% 0|2 LSS ol %=

SH0l SACH.

[root] /usr/baropam > vi /etc/pam.d/sshd

#%PAM-1.0
auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no
forward_passE 0|256t0 &= /24 & (Password & verification code:)0ll 252 20| 23 IS ¢
gt R, AdSE HA Lot S8 810 OlHA L3 CISIIE EstH T WE S LSt
"paropam” O|1) L3S QISI|J}t "123456" OlctH "baropam123456"'C = 2126tH & LICEH.

Keyboard Interactive prompt for root@1. 234.83. 169, ok

Password & verification code:

[ ]save password
forward_passE O|E26tH CIE2 22 ol= HWERE22 MHIAN 2-factor 1SS JisotAH & == UACH

nurit “8-
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[root] /usr/baropam > vi /etc/pam.d/su

#%PAM=1.0

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

/etc/pam d/su IOl BaroPAM 25 X &EH0 FII5HH "su" BEHZ LEAHEFO| "root"2 ASH &5

S NSt 20T 2% AB(0t 01F) Y2 MBE 4 ANN 20| 35 O FNE)

$ su - root
Password & verification code:

29

o) xrdpE OlE8t &2 HA3E E&E ol= =R

rr

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

#6PAM-1.0
auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

assword) 0l 23| 0I=3|1E 25tH =0 E S0, La= oI

forward_passE 0|26t &5 22EH(P,
S3I|JF "123456" OlctE "123456" 2 12461H =L,

sshd Ol2 &3S I8t && Q! "/etc/ssh/sshd_config" ISl WE = OsSnt 22 k= HEOI

OlAt JNE H3 HID
PasswordAuthenticat ion yes no
Chal lengeResponseAuthentication no yes
UsePAM no yes

sshd &80 ZLHH BtEAl PAM 20| HItHZ FIOIEIJ=KX &elst = SSH Server 2| Restart 0| gt&

[root] /usr/baropam > /etc/rc.d/sshd restart
erforming sanity check on sshd configuration.
Stopping sshd.

Performing sanity check on sshd configuration.
Starting sshd.

sshd €&0| ELIH BIEAl PAM 2501 HHZ FIOtUJA=RX &0IEt = ssh Ol2sS MHEE0oH0F

ro
[l

4) ACL(Access Control list) &X

BaroPAM 2& AFE Al 2X} QIS0 A
AAFS CIAMEL|IN ACL IH2Z2 M
2SS 442 SFlO0F &

[root] /usr/baropam > vi .baro_acl
barokey
baropam

nurit -9~
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5) NTP(Network Time Protocol) &&

SEXHASL AIZH0] S A2t TOHE 32 232 215712 0HE0| TIAl 20t 3|2 2SIt L& £
oz A2tS Z2H =018 o= Y-S crontablll IS 201 &&8H = crontab=S restartoldd =ICH

#Time setting

11 4 = » = [usr/bin/rdate —s time.simplexi.com; /sbin/hwclock —systohc
or

11 4 = = = /usr/bin/rdate —s time.bora.net:

2R AIZHOl &M AlZEY THE d 2218 21E712 IHE0l =X 20t L3lE QIS0 & 2
Oz FEIES ZEXE [ AIRIH(EIZE Timezone) E XFX Z2H, AFE AIHD 012 EHE L Al2tel
PSTZ LI2CH (MOMEHY JI2H0I= POT.) = Z2lZLIOF AlIt2=Z LI2LH 01232 8= HEEAIQ KST=Z T

S 20l HBH0F B

> In —sf /usr/share/zoneinfo/Asia/Seoul /etc/localtime
> date 1804191024.00

20l ZE2XHA0 CHEE Al SOISHEII A AlIZE SD18H)6He 2E 22 NTP(Network Time Protocol )
= 0I=6t: root HEONA AIAES AIZE B A2 d8E = UL

| floiA= JI2F 22 NTP IHIIXIDF BFEAl ARSI A0 SHCt & 2
d0IE 2ot =CISC. 2tef, AXIE0 JUX 28 "pkg instal | ntp" BE0E &EXIotHE =CH.

ntpd MHIAS &d3 ot RiohAE OS 22 FE0HE ALESHH "/ete/re.conf"0l S5 SHOF

e
Q

[root]# /etc/rc.d/ntpd enabled

SelLietiiA 2 &1 U= NP M= TS 20

server Kr.pool.ntp.org
server time.bora.net

LELI2UIA 285D A= NTP ABE ntpd Oi2 28

0l &€& s&tCt.

o
0
o
x
2
=l

& Il "/ete/ntp.conf"0ll CHS I &

[root]# vi /etc/ntp.conf

#

# NTP

#

server Kr.pool.ntp.org iburst
server time.bora.net iburst

iburst 882 282 88 &%

0

|0
!
=
0K
&
o
ol
rr
L
N4
o
rr
=
e
o
B
=
A
=
w
rr
I
P
0

NTP Ol=2l

00

ntpd OI2 &&= I8t E&H0| 2LIH BIEA] NTP 8&0] MZ FOIEJsX Eolst
Restart &0| BIEA] &

nurit -10-
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[root]# /etc/rc.d/ntpd restart
ntpd not running? (check /var/run/ntpd.pid).
Starting ntpd.

ntpd A2t &0l2 OIS &

o
02
oy
(=]
Hu
Jor
o
uor
1>
0
a

[root]# ntpq -
remote refid st t when poll reach delay offset jitter

0.freebsd.pool. .POOL. 16 p
106.247.248.106 141.223.182.106 2 u
time.bora.net 204.123.2.5 2 u

64 0 0.000 0.000 0.000
64 1 4.412 0.544 0.000
64 5.206 7.741 0.000

1
xsend.mx.cdnetwo 204.123.2.5 2 u 64 1 3.968 3.807 0.446
211.52.209.148 216.239.35.12 2 u 64 1 11.862 2.838 0.259
dadns.cdnetwork 204.123.2.5 2u 64 1 4.833 0.005 0.408

PN = N

92.223.73.5 (st 106.247.248.106 3 u 64 1 5015 1.397 0.482
* HAIE ipIdt &M AIS JEH21 U= ntp MBI

nurit -1 -
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

/etc/passwdof| BaroPAM A&t
M 2l s ippwrlm  Hosziz oizsieium
5 ID,PW,23|E 1%} Q1= Yes 21} ol= Yes PN
- : > ezsiem 1> m= > #s — 7 =19
US| 2IE7| i
i 4y e No
1 BaroPAM
TEAPI)
A = , . {:;
it 8 msol = oz | i
o=
T MMFT| <
"BaroPAM" Ea1 —
of Mx| MYFT|E =l 2301 A 21E7| 1M
No ) ug =t
. -gIER0[SE: 73 B0|AE0] FS W "HIER" Y oi2Es
oy Cl2 ol A
1 BaroPAM & Ch22= 3 4% -0}0I=: OhE WAEO H= 3 "BaroPAMs” ¥ Ci22=
2 BaroPAM ¢4 &l3H
3 "OlE AEr BE Mu ~AME O FIEH AUF HE Mey
2% 9IZ 9
(BaroPAM) -A|AEIH: AL HE(YUS] S8 Tts)
4 MY He 52 -Secure key: AH0]l $20{El Secure key(HHLSF)
-MWMZET|: 3~60Z AO] R
5 ME £ S I3 Al LioE 28 28, U3 0157| 44
6 Mol H=3H 1D, PW, 235|8 2157|S elels =191 -Secure key, #4F7|, U3 21=7|S OIRHH 25 215 BS

2.2 BaroP\M 2& §H

nurit
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1. Y Cie=c o M3

4. M = S5

Z > EG0|I2E0 >
BaroPAM Zj24

7. 2391(23 215)

"Save" HE 22|
(Secure key, 843F7|
= BaroPAM EZMH

Tt 1%)

2.3 FreeBSD 290! g2t

I
|0

| "AMHH B2

i)
2
x
i)
1y
ro
ro
O

™, "BaroPAM Setup" 3t )|, Secure key, AEHHZ "= "BaroPAM"

S=' 00N SL5I LRG0 B

MH B2 S8
$ cat .baro_auth
" AUTH_KEY S S 1
" RATE_LIMIT330 | JTTTTTTTTTTTTTTTT
" KEY_METHOD app512 e ——
TCYCLE TIME 30—~ ~TTTTTTTTTTTTTT ki
. SECURE_KEY jlqchbqup17b4PZBpM2DlIermHFV/

| HOSTNAME BaroPAM _____________
" DISALLOW_REUSE

33458936
19035576
15364353
54649370
84342192

Ol 23921 Al AFZXAF HIE (Username)= 2ot), ADIE =2 "BaroPAM" 0IA 23| 2l

Ol

FreeBSD &t

nurit -13-

0y




BARO-PAM-005 BaroPAM

£ MHst = "Verification code"0fl st U3|E 21SI|2t "Password'E &St = "Enter" HES
=216l BaroPAM 2E0ll 01=S QEGIH 2ZE0| 8206t FreeBSDe 21 =5

o1
o [

[ 123483.269 - PuTTY.

[=2lAppAiti )

s | o]

FreeBSD2l 2101 SIHUIM s 3| QIFI|E BaroPAM 2SS
denied." BIIAIXIDF 2201 30| =

Mar 25 11:10:42 gsh-0415 sshd[27482]: pam_unix(sshd:session): session closed for user root

Mar 25 13:52:25 qsh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]

Mar 25 13:52:45 @sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh?

Mar 25 13:52:45 qsh-0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
16481895471

Mar 25 15:25:49 qgsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 qsh-0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 qgsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% &
puttyl Z<)
PUttyZ R&S [ BE N BRI SUHH SHEAIM T=0, otLt X6l =0{0F & 240| QICt. A

SAXMU M "connection > SH = auth" Ol Al attempt "Keyboard-Interactive" auth(SSH2)S MHEHEH & SH

8% ot =0

nurit “14-
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SR PUTTY Configuration.

. - Features - l Options controlling SSH authentication .
=~ Window
. L. Appearance ["] Bypass authentication entirely (SSH-2 only)
. Behaviour Display pre-authentication banner (SSH-2 only)
;:2;?;:" Authentication methods
Pl Cotours Attempt authentication using Pageant
B Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
:.m Authentication parameters
- Rlogin [”] Allow agent forwarding
[=-SSH . [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse... l
(- Auth
- X11
- Tunnels
-~ Bugs
- More bugs
- Serial -
About | Open || Cancel |

Putty Download & Documentation 281 At2= CFS WRLUIA &S £ QUL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i
]
Jy
e
Q

"Verification code"S 2&dlct= BIAIXIOF EAIEIS BaroPAM HOIA AAsH 23|2 0I=3)|

!

10l 4 UCH,

0x
0

ot ChS1t 201 SSH 290! HIZBSE S

nurit
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£P 123483169 - PUTTY

+

BE &8z WA U2, M 22 HiSA "THI(F) > AIOIE &2lXHS)'S
gl CUA "T2EZ2(t):" S=20IA "SFTP - SH File Transfer Protocol"lt "212 &
E(L): " S=20IA "CIEHSHEIE"E HEiEH S S 20| "HA(C)" HHES S&I6H}.

= =2

%]
|
L ]
- — = OIRO i 8
sason |00 | N8RS T So= ==
p& s
2 a
= | o
s # @ 1
- | ppeuddagl |2
8 T
% B0
F &
e B0 =8
T B
S 80 = ¢
' 8O 4 BC
. BG - ol w3
' B
R 1<} ury
wo
sq g
B no s
nc -
no
B Oe 2C
20 % (=T 2= 1 HOIE = 3
% %
Q7 Ry | 5& 48 | N &3
Q% NS v

nurit ~16-




BARO-PAM-005

4GSt &0] HIZBS &= 330 LHEFHCH HIZES 42 SHHNM "AIE:" LHES =telsty,
ADIE Z0IN 448 23E QSIS "HILHS(P):" L S0 28 = "&#01(0)" HES 28!
“..‘ sl ';‘: 0 kO ';4‘« * ’l" )

P &3 0, NERTW) HETEW) 28w

[FE=sa]-

YE 1234831697 2R

S AOIE: [CwUsenswbaropame

O Mo HEE UABUNLS
Ol 123483.169

BAE: 123483169

NEBX root

AS

- —— ———————— 5 D, &
T

N S5 server authenticaon 1

| Ventfication code

ng 5% ae et

1
1
AndroadStudio 1 R0 @IS0 I8
AndroidStudio. 1
AndrodStudio =
eclipie '
gradle
P2
Virtuaige:
3D Objects
AppOata
Application Data
A8 Contacts
Cooloes
B Oesiop
20 W W 36 MO @ 2715274261 HOIS AJNN FUS
HUW/EG DY Ty AREDY 3% e 2
Q7 Ry  Te a8 Te ss
QA s uzE e
Jef® O3t 201 HIZES o= 3tH0| LIEHHCH. HIZES 22 SHHIAM "AIE:" LHES &elotl,
2001 HZO e HIYHSE "HIZHS(P):" 22 =0 LHE = "&01(0)" HES S2I5t0 AMH

eSS

nurit
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BaroPAM

- BRI OO T /Tac e

EARM) NSRS W)

HEREW)

225 .

SO 1234831699 23

E8 NOLE: | Couunwdaropame

Temp
Users
All Users
9 & baropam
Oefaut
Default User
Pudhic O MU PEF YAHUAR
Windows Ol 123483169
5 e D: (DSK3_VOLY RAE: 123483169
e & N root
A
Y 3 Py e ——————— 7| 0 T 3w Zama
2 DY RE &% |ssu-m« T~ ‘: 1 RE ST & =% 3 # 1]
|JPassword 1
androld R
ANGroKdS G0 Dy 8 1 Aol 2FIN G2
AngroidStudio EE 1
AndroidStudio n% 8G =
elipie ny 8o
gradie oy 80
P2 ow 8o
Virtualgox B R U
230 Objects SR B
AppDats SR
Application Dats B h U
X4 Contacts oy 80 2019-02-15 2%
Coolses EE
I Deskrop oy 80 2019-02-15 2% v
20 MY R 36 QUG @ 37): 5274261 ®OK AWHN FUE
MO/SE B ¢y 2a2Eng an s ¥a
QI Ry (N6 4N | 5% 55
Q0 g uzs e
o
" 1$1 1 =3 = — i [¢] St ols =Jj|= olads
Verification code"S 2 &otct= HIAIXIDH EAIEIH BaroPAM S0l MASH 232 QISIIE LSS

ol

i

>.

0l

ol &d3otd tsot

20| SFTP 201 HIZBSE U

i}

4 L.

nurit
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BaroPAM

File Edit View Options Tools Window Help -8 X
OIDAR K& Q oy e b E & 0 @ -
Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.

m |

-~

Verification code:
i RECV : NEWK1| -
i Changing st
i SEND: SERVI g
i RECV: SERVICmmR
i SENT : USERAUTH REQUEST [none]
i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

Connection to 1.234.83.169 established.

Filename Destination

< | 10

For Help, press F1

SecurefFX Download & Documentation &2& Xtg= Ch&S URLUIM &2 &= UCH
| https://ww.vandyke.com/
Z2E2NMoZ 21 S22 T BS HSS FI6l &S o152 BSole atEQl £=60] g 4 U220,
A 22 AZSI0| AFZXIS| SHEHN el QUXICH 2X}F Q1S9 MEHE2 Aol S&H0ICH
_ 19 _

nurit
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3. BaroPAM HIA

3.1 BaroPAM && HIA

BaroPAM O &X|= AEHOIA BaroPAM 2== AlE0lX| &S AL sshd Il &&sH LHIES MHole &
He S 201 =4(#) MalLh AHHIGHA =ICH
[root] /usr/baropam > vi /etc/pam.d/sshd
#4PAM-1.0
#auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
sshd GI20 2&st "/etc/ssh/sshd_config" LI LIE & CISH 22 2XE BHE0F St
Ol Xt JE HA HID
Passwor dAuthent icat ion no yes
Chal lengeResponseAuthentication yes no
UsePAM yes no

sshd &0 ZLIH BIEA] PAM 20| HItHZ MAZJ=X E018t = SSH Server 2| Restart 0| Bt=
Al 2RI}

| [root] /usr/baropam > /etc/rc.d/sshd restart

sshd £&0l ELtH BIEAl PAM 2501 MUE MAZJU=K &elst = ssh Ol=sS MEE o0t

e
[ml

i

nurit ~20-
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BaroPAM

4. BaroPAM FAQ

8A A3 Z QSI|IF HX LOLM 2RIS BIHAl Rols B2

20l BaroPAM= Al2t SJIst Yalez Z1} Win owsLF Server2| Al2t0| SoH0F &,

AKXl 0 ZF WindowsLt Server2l Al2+0] S=X| &0l

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

JQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM : Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXl : baropam & CI2EL|N .baro_acl IS éﬂé‘! (PermissionS 4442 &H)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

84 : Failed to secret file read .baro_auth

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= I &M,

AXI : Jetc/passwd LA user id xxxxx& S5.

84l : Failed to secret file read

2101 @ Secret fileOl ZIoIAl £ HRX0| LA,

XX : Secret fileS EMHEEZE &0l

84l Secret file .baro_auth must only be accessible by root

2Ol ¢ baro_auth 2| Permission0l CHE HR0| A,

AXl : .baro_auth ISl PermissionE 444 &F.

84 : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K Jf Ofl A 24,

XXl : .baro_auth IS AJ|IE &0l

84t : Could not read .baro_auth

A2l .baro_auth W0l EHSHAI LALE T Permission0| 4440t OtLl 2 LA,

AX| ¢ .baro_auth LS| EIHHFE & WAC| PermissionES &0l

84 : Invalid file contents in .baro_auth

201 © baro_auth TS| LIS(HE)0| HRE R0 2,

XXl ¢ .baro_auth IO LIRS &0l

8lAb © Failed to create tmp secret filelerror messagel

20l - Al secret file2 MAGHK 26t BR0 &4,

XXl . Al secret file2 MAGHAl =28t 0|2 = error messageE 0!,

8Al : Failed to open tmp secret file .baro_auth~[error messagel

2Ol &AAl secret file@! .baro_auth~= E06HA| 28t R0 &AM,

AXl Al secret file@! .baro_auth~2 2Eo6HAl 28t 0| = error messagesS =0l

o
e 0x

23E 2ISIIE ASot=

= =0}

— o

: Secret file .baro_auth changed while trying to use one-time authentication key
: HIY Y .baro_authdt HEE 3 &M,

_21_
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XX OAl 20018 AlE.

& Al : Failed to update secret file .baro_authlerror messagel

Q2! secret file2 HAGHA 2&t R0 24,

AX| : secret file2 HBGIA 28t Ol7= error messagesS &0l

84t © Invalid RATE_LIMIT option. Check .baro_auth

HQOI : Secret file@l .baro_auth T2l LHE = RATE_LIMIT £8320] &2 88350 U= R
X MIBE 3l2=(1 < RATE_LIMIT < 100), HIB AI2H(1 < interval < 3600)2 && gts =0l

> Invalid list of timestamps in RATE_LIMIT. Check .baro_auth

o
o 0x

: Secret fileQ! .baro_auth Il LHE = RATE_LIMIT S&0 Update= timestampsit &2
SEA .
XXl : Secret file@l .baro_auth IFL 2l RATE_LIMIT S& 0l Update= timestampsES &0l
84t : Try to update RATE_LIMIT line.
0l MMNMOZ 2701 &t AL SEC= HIAIKIL
ZXl : No action

: Too many concurrent login attempts. Please try again.

o
o o

27018 Jt5)0| H3E 3=
210 48 = 23 287 dd | Uil 221= M Alce 32 24,

X 23E BT dd | =0 232 T Alx.

o
0z

. Trying to reuse a previously used time—based code.
Retry again in 30 seconds.
Warning! This might mean, you are currently subject to a man—-in—-the-middle attack.

r

Chelst s4.
2t 22 (man-in-the-middle)2 &8H0

|

ot S && F0l HEO| MYS JI2MHA 2,

2HEHG] LolA, SIUE & AIAE0let) & 4= A= A
ZXl : No action
84 : Failed to al locate memory when updating .baro_auth
201 : Secret file@l .baro_authE LOIOIE & [ HIR2| S0 AIHS HS 2,
ZX| : Technical support
§4Ab : Can't find SECURE_KEY[error messagel
2101 1 Secret file@! .baro_auth I SFCURE_KEY S&E0ILEF &&20| Sl HKX0| &4
XXl ¢ Secret file@l .baro_auth I 2] SECURE_KEY & 0|ILE &gt &0I,
&Ab : Verification code generation failed.[error messagel
2ol - AJF 2IFI| B0 Allst 2R LM,
XX 2301 M A&,
&4t Invalid verification code
0l U3 E CIBI| BB0 s 3 LM,
XX 2301 M A&,
84t ¢ Invalid verification code

Can not make/remove entry for session.

HFAH
=2S.

e E

: Secret file@l .baro_auth IFZC| DISALLOW_REUSE S&(Lsle oI1=3| MA F=I| Wole otLtel

201 @ Secret file®! .baro_auth IOl DISALLON_REUSE S 2 =2HAH 2 (man-in-the-middle)S

Db & S&1 AIAE AOINIA AAZE HHX

nurit -22-
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201 1 MO AIAE AI2F0] SR L0FA A,
EX ¢ date HEOHZ MBS AIAEN AI2H0] =X 2015 S2IH Al2tS LHEMOtF &
1. date HEO MBS AIAE AZ2IS HE (LAl 2H)
2. ntpIt BN A=K 2050 EFHIN 2™ ntp AlI2HS A&ol= FIIE 20 =00t
otH, AN UK £SH ntpE &E™ol0F &.
SAb . Mar 12 15:37:01 baropam gdm(pam baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
2101 : Ol DEE HEZE [ A2 IS8 AL Old HR(S2E AIZXDL OfL HS 2hal) .
X 0 AIAE ZRRIXHIH 23021-100F SEE JY=K =,
SAb - Apr 3 13:06:13 kan sshd[3577]1: PAM unable to dlopen(/usr/baropam/pam baro_auth.so):
[usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam baro_auth.so
01 : /usr/baropam/pam_baro_auth.so 0| =IHEIA] LOIA A,
XXl : BaroPMM 2 IH2(pam_baro_auth.so)2l &IHGH=Xl &01510 812 BaroPAMS AX| I Ofl Al
SAFSHCE.
&4 : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
A0l acl file EMOHE L W permission SHEZ &4
=X
&4 : Failed to compute location of secret file
A0l ¢ pam0ll &&8E secret fileOl oY CIHECIH EMGHA LS ZF LM,
AX ¢ pam0ll &8 E secret fileOl oY CI2ECIH SMGHA Z2™ secret file2 WY CIZELI0
MAol FoF &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
84 Failed to compute location of encrypt flag
2101 ¢ pam0il 2S5t ZciIF EMOHK L2 SR 2,
XXl pam0il &S5k Zef(yes, no)S E&-ol FOt s
ex) auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
&4 Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe
0l : Secure keyJlt % &FE JR0 2
AX| . 8FE Secure keyE =0l
BIHOIM HISE Secure key@l Xl 201,
84 © PAM: authentication thread exited unexpectedly.
*x*x g|ibc detected »** su: free(): invalid pointer: 0x00002aede020c0e2
ROl : BaroPAM &t AX M2 (.baro_nurit)0l EIH6HA L= HR0 A,
XXl : BaroPMM & A& W (.baro_nurit)ll E&XHol=Xl &0I5HH 04954 BaroPAM2| A X| THLOlIA
SAFSICE
84 @ AB{0ll BaroPAM HE £ L3S QISIIE USdt= &= (Verification code: L= Password &
Verification code:)8 A&(Skip)at0i 20210] Qtel= SAN ErM
A EZ2MN 240 E2C0 As FL BaroPAMS e d=dl, 2201 A 2= 84
2101+ AH EEHIM E2H0M /etc/pam.d/sshd E& &t 21 2Lt BaroPAM £& 0| A0l EEGH 2aist
XXl 0 CHSDF 20l /etc/pam.d/sshd B8Ol =AE HHGIH &

B2 H)

[
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auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
auth required pam_sepermit.so
auth include password-auth
account required pam_nologin.so
account include passwor d-auth
password include passwor d-auth
HE F)
auth required pam_sepermit.so
auth substack password-auth
account required pam_nologin.so
account include passwor d-auth
password include passwor d-auth
auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
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5. About BaroPAM
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