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1. BaroPAM & X

1.1 BaroPAM &X| & =H|AIE

FlofiAsE JI2H2=2 PAM THI|XIDF BF=Al XS0 A0 BT £X| =012 TS

[root] /root > Is /usr/|ib/pamx

/usr/ib/pam_chroot .so /usr/1ib/pam_ksu.so /usr/lib/pam_radius.so
/usr/lib/pam_chroot.so0.6 /usr/lib/pam_Kksu.so0.6 /usr/lib/pam_radius.so.6
/usr/ib/pam_deny.so /usr/lib/pam_lastlog.so Jusr/lib/pam_rhosts.so
/usr/ib/pam_deny.so.6 /usr/lib/pam_lastlog.so0.6 /usr/lib/pam_rhosts.so.6
/usr/ib/pam_echo.so /usr/lib/pam_login_access.so  /usr/lib/pam_rootok.so
/usr/lib/pam_echo.so.6 /usr/lib/pam_login_access.so.6 /usr/lib/pam_rootok.so.6
/usr/1ib/pam_exec.so /usr/1ib/pam_nologin.so /usr/|ib/pam_securetty.so
/usr/1ib/pam_exec.s0.6 /usr/lib/pam_nologin.so.6 /usr/|ib/pam_securetty.so.6
/usr/lib/pam_ftpusers.so /usr/lib/pam_opie.so /usr/lib/pam_self.so
/usr/lib/pam_ftpusers.so.6 /usr/lib/pam_opie.so.6 /usr/lib/pam_self.so0.6
/usr/ib/pam_group.so /usr/lib/pam_opieaccess.so /usr/1ib/pam_ssh.so
/usr/1ib/pam_group.so.6 /usr/lib/pam_opieaccess.so.6  /usr/lib/pam_ssh.so.6
/usr/1ib/pam_guest .so /usr/|ib/pam_passwdac.so /usr/|ib/pam_tacplus.so
/usr/lib/pam_guest.so.6 /usr/|ib/pam_passwdac.so.6 /usr/lib/pam_tacplus.so.6
/usr/lib/pam_krb5.so /usr/|ib/pam_permit.so /usr/lib/pam_unix.so
/usr/lib/pam_krb5.s0.6 /usr/lib/pam_permit.so0.6 /usr/lib/pam_unix.so.6

AEBAN E5510 PAM 2= 2 AME6H| RIdidE A2IY Q10 oFMSt ssh, sftp ABIAE M35 €
St0d OpenSSH(Open Secure Shell) THIIXKIDF BFEAl EXIE0 JAO0F SICH AX| &0I2 I3 HEUHE
AISHEIO] EOISHCEH OFeF AXITI0 UKl L2S™M "pkg install ssh" HEOZ X6t SC.

[root] /root > ssh -V
OpenSSH_7.2p2, OpenSSL 1.0.2k—freebsd 26 Jan 2017

A MY E MariabB0l &&dlk= A<= MariabB ClientE BIEAl &EXIGHOF StCF.

i

PAM QIS & &

nx

[root] /root > pkg install -y mariadb1011—client
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| [root]# mkdir /usr/baropam
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| [root]# chmod 777 /usr/baropam
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[root] /usr/baropam > uname -a
FreeBSD baropam 11.1-RELEASE-p15 FreeBSD 11.1-RELEASE-p15 #0: Thu Sep 27 06:05:25 UTC 2018
root@amdé4-bui |der .daemonology.net : /usr/obj/usr/src/sys/GENERIC amd64

BaroPAM 215 2E2 root HE LR L8 = 252 U22E YL &XIoH)| 918 CIZ&ERI(/usr/baropam)

[root] /usr/baropam > wget http://nuriapp.com/download/ | ibpam baro_auth—x.x. tar

BaroPAM 215 2&°| LI22E0t 22& W tar MY Y= oMol e TS 20,

[root] /usr/baropam > tar —xvf |ibpam_baro_auth-x.x.tar

BaroPAM O1E 2=2| == GHMIGHH baropam CIEELIN CrSF 22 BaroPAM 2t 2=0| MAEC.

[root] /usr/baropam > Is -al

24 180

-r—r—r— 1 root wheel 8 Dec 28 2019 .baro_acl
-r—r—r— 1 root wheel 252 Sep 23 13:27 .baro_auth
-r—r—r— 1 root wheel 160 Sep 23 13:19 .baro_cur |
-r—r—r— 1 root wheel 287 Sep 23 13:19 .baro_sql
—rwxr=xr-x 1 root wheel 77792 Sep 23 13:17 baro_auth
—rwxr=xr-x 1 root wheel 75792 Sep 23 13:18 baro_cur |
-rwxr—=xr-x 1 root wheel 70072 Sep 23 13:18 baro_sql
drwxr—xr—-x 2 root wheel 3 Feb 22 2025 jilee

-rwxr=xr-x 1 root wheel 139272 Sep 23 13:17 pam_baro_auth.so
—rwxr—xr-x 1 root wheel 155640 Sep 23 13:18 pam_baro_cur | .so
-rwxr—xr-x 1 root wheel 177896 Sep 23 13:18 pam_baro_sql.so
drwxr—xr—-x 2 root wheel 9 Aug 17 09:10 radius
—rwxr—=xr-x 1 root wheel 203 Mar 9 2025 setauth.sh
—rwxr—=xr-x 1 root wheel 216 Jan 19 2024 setcurl.sh
-rwxr—xr-x 1 root wheel 159 Mar 8 2025 setsgl.sh
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[root] /usr/baropam > file pam baro_auth.so
pam_baro_auth.so: ELF 64-bit LSB shared object, x86-64, version 1 (FreeBSD), dynamically |inked,
for FreeBSD 13.4, with debug_info, not stripped

[root] /usr/baropam > ldd -a pam baro_auth.so
pam_baro_auth.so:
| ibpam.s0.6 => /usr/lib/|ibpam.so0.6 (0x1ch636baf000)
libssl.so.111 => /usr/lib/libss!.so.111 (0x1cb637ae4000)
libcrypto.so.111 => /lib/libcrypto.so. 111 (0x1cb639H93000)
libc.s0.7 => /lib/libc.so.7 (Ox1ch6384b1000)
libz.s0.6 => /lib/1ibz.50.6 (0x1cb638201000)
/usr/1ib/|ibpam.so.6:
libc.s0.7 => /lib/libc.so.7 (0x1ch6384b1000)
Jusr/lib/libssl.so.111:
libcrypto.so.111 => /lib/libcrypto.so. 111 (0x1cb639H93000)

nurit -2- 0)K=h.,
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libc.s0.7 => /lib/libc.so.7 (0x1ch6384b1000)
/1ib/libcrypto.so.111:
libthr.so0.3 => /lib/libthr.so.3 (0x1cb63a544000)
libc.so.7 = /lib/libc.so0.7 (0x1ch6384b1000)
/1ib/1ibz.s0.6:
libc.s0.7 => /lib/libc.so.7 (Ox1chb6384b1000)
/lib/libthr.s0.3:
libc.so.7 = /lib/libc.so0.7 (0x1ch6384b1000)
[preloaded]
[vdso] (Ox7ffffffffes0)
1.3 BaroPAM &2 && MY MA
1) PAM 1= (.baro_auth): &3 &3 H2E Filelll &3
BaroPAM &td && W22 baro_auth T2 )&= ASHGHY BHEAl MASH=0I, BaroPAM 1S 2=2| CI=
[m]

&2|92l /usr/baropam & 0f

X St=E

a4

StCt.

acl_filename —S secure_key —s filename

baro_auth —r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —-A acl_type —a

BaroPAM BtZAHE Uao A& HE CHet lee tsy 2L,
= =] HXgt "I
-r | €32 23|19 MEtE2(1~10) 3
R | €32 2SI MIEStAIZHZE, 15~600F) 30
-t A3 E 0IFI|9 2AUSFI|(=x, 3+60=x) 30
K« | 232 QB39 QI=sYAl(appl, app256, app384, | app512
app512: ).
- | SHE4N Wao 2535t ({2 (yes or no) no
-A | 2XF CI=0IM Sl2(allow) = M2l (deny) & Xl &EH deny
-a | 2X QIE0IM SiS(allow) E£= HMi2l(deny)2 HHOH CH | /usr/baropam/.baro_acl
St ACL I (T HI2IASH2 444)
-S | Bt=Al HIHOIA HIB6H= Secure key(2HOl&A 3I]) j lalcHbVadpj 7b4PzBpM2D i | eBvmHFV/
-s | BaroPAM SHE&EE IS MAHS ClHNECIE E&E Ot | /usr/baropam/.baro_auth
olgq
Z9|) -s SH2| filename= BaroPAM SHAAEH WS MMHE (|AECIE LT IIYY (Y FIRUE2
444)0|C},
A= 0ofl)
[root] /usr/baropam > ./baro_auth —r 3 -R 30 -t 30 -k app512 -e no -A deny —a
/usr /baropam/ .baro_ac! -S j|qlcHoVadpj7b4PzBpM2Di |eBvmHFY/ —s /usr /baropam/ .baro_auth
Orok - HIMOICH BaroPAM St SFIIE 22 dXole AR oflY HAECZ 610 HYS FSEH .
(Not root)

| [root] /usr/baropam > ./baro_auth -r 3 R 30 -t 30 -k app512 -e no —A deny -a ~/.baro_acl =S

KS5A
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| i lalcHoVadp; 7b4PzBoM2Di |eBviHFV/ —s ~/ .baro_auth

1) Your emergency one-time authentication keys are :

S22 23ZE 2BI|= 23|E 2SI MAI|2! BaroPAM HE MESE == SIS [ Salst BRE UHIGHY
SSH AHHOIl CHAl HAIAGH=H AFZSE &= = 80| IS8 Super 21E9] 0122 HEJH 2@ F= A
0l £Ct.

2) OIS0l U= 23S0l oldesE 25 "y'E LESHT
"/usr/baropam/.baro_auth" IS LHI0IESIAISLII (y/n) vy
S22t Hman-in-the-middle) S22 I& 24010} (y/n) vy

BaroPAM &t && W0l .baro_authtll &&st Lig2 CtS1+ ZCt.

[root] /usr/baropam > cat .baro_auth
" AUTH_KEY
" RATE_LIMIT 3 30
" KEY_METHOD app512
" CYCLE_TIME 30
" SECURE_KEY j lalcHbVadpj704PzBpM2Di | eBvmHFV/

" ACL_NAME /usr /baropam/.baro_acl
" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192
BaroPAM SHE&H THQl .baro_authS A& =20 CHst LIES CISDF 2CH.

= &3 HA "l

AUTH_KEY ol R2XHDH)

RATE_LIMIT 23| 0I=3(9 MIEHEI2=(1~10), MIBAlI | 3 30

2H(ZE, 15~600%)
KEY_METHOD 23|E 2SI ISHAl(appl, app256, | app512
app384, app512: &H)
CYCLE_TIME 3|2 0I=I9|9 AUSFI|(=, 3~60x) 30
SECURE_KEY BIEAl HIHOIA HMZ8k= Secure key(et | jlglcHoVadpj7b4PzBpM2Di |eBvmHFY/
Ol&A 31)
ACL_TYPE 2% CIS0AM olE(allow) %= HQl | deny
(deny) &
ACL_NAME 2xF OIS0 518 = MAE AHEOl Of | /usr/baropam/.baro_acl
St ACL Filename(ItY HIASHS 444)

DISALLOW_REUSE | &=2tXHman—in—the-middle) =2 Ol2t& | DISALLOW_REUSE

or A= '"DISALLOW REUSE'S &&EH &H=

ALLOW_REUSE 23|= Q=39 QEFD| S22 UE Al

S 2201 & £ gieH, oter 5igE
A= "ALLON_REUSE"= & A SHCE.

2) PAM Q1=(.baro_sql): & &X HLE MariaDBol &

oll

BaroPAM &t8 && HEIt

FPH

Mot= Mariado®t H=0H)| ®Igh 8% A2 = barosgl 2 1S &S5

nurit -4~ 0)K=h.,
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AH A

BIEAl M4GH=0l, BaroPAM 15 25°2| CI&EL|Q!

)

/usr/baropam 20| AXIGIE=

StCt.

| baro_sql —H hostname -u username -p password -d dbname -P

portno -e encrypt_flag —s filename

BaroPAM SHAAH Mol & & S e s 20
=4 A9 HEgt HI:2
-H | MariaDB AlHHSl SAE 0|8 L= IP =4 nurit.co.kr
-u | MariaDB AIZXF 0I5 nurit
-0 | MariaDB AIS XIS HIZBEHS baropam
—d HAZE MariaDB OIS bar opamadb
- | MariaDB MH2 ZLE BiS 3308
- | SHHEAH Mo 2535t (S (yes or no) no
-s | BaroPAM SHA&A MYUS MAs [|HEL|S LEe I1eH /usr /baropam/ .baro_sql
ZF9|) -s SH9 filename= BaroPAM SHAAEH [IYUS MHE CJHELS EEE M2 (MY H2AE2
444)0IC}.
NE=CD]

[root] /usr/baropam > ./baro_sql -H nurit.co.kr —e no —u
Jusr /baropam/ .baro_sql

nurit -p baropams —d baropamob P 3306 —s

1) OIS0l U= 23S0l oldes 25 "y'S UESH.
"/usr/baropam/.baro_sql" LS LOIOIEBAIASLII (y/n) y
BaroPAM &td && WHAQ! .baro_sql0ll &&st L= G2t 20,
[root] /usr/baropam > cat .baro_sql
" AUTH_KEY
" HOSTNAME nurit.co.kr
" USERNAME nurit
" PASSWORD baropams
" DBNAME baropamdb
" PORTNO 3306
RATE_LIMIT 3 30
" KEY_METHOD app512
" CYCLE_TIME 30
" SECURE_KEY jlqglcHbVadpj 7b4PzBpM2Di | eBvmHFV/
" ACL_TYPE deny
" MIDDLE_TYPE DISALLOW_REUSE
" MIDDLE_TIME 58014762
" ENV_TYPE share
BaroPAM StZA& A [OH2Ql baro_sgll && =0 CHst LHIE2 G810t 2Ct.
d= &9 gt HI2D
AUTH_KEY ol PEHLDA)
HOSTNAME MariaDB MHS2 SAE 0|8 E= IP =4 nurit.co.kr
USERNAME MariaDB AtEXF OIS nurit
PASSWORD MariaDB AFZXI2| HIYLES baropam
DBNAME HAZE MariaDB OIS bar opamadb
nurit QL
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PORTNO MariaDB AIHHS| LE BiS 3308
12| LIKX= WRE2Z AIEE.

3) cURL 2= (.baro_curl)

curl o HEE "client BRL" = HEol=s A2 1997E0 IS SAlZ
M ABH0ll CIOIEIE RAESH= 2122 BaroPAME cur | 2 http/https &

E2 RQREEH.

BaroPAM &8 && A2 b =2
E2l92! Jusr/baropam 20 Xl ot=S StCt.

a4

aro_cur |

ULt = S0 EDL
o (@] % }\

| —
M

baro_curl —r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag -H hostname -u

auth_ur| -s filename

= &Y A "I

- | €3E 253|9 Hista!2=(1~10) 3

R | €32 2SI HIStAIZHZE, 15~600F) 30

-t | €32 2I53|9 QISFI|(X, 360x) 30

&« | Y32 QIS99 oI=LAl(appl, app256, app384, app512: ). | app512

- | SHEAH Mo 2535t ({2 (yes or no) no

-H | ABHS SAEH (uname -n) nurit.co.kr

-u | 38 WRLE SAEY(hostname), AF=EXF HZAE(username), Q! | http://1.23.456.789/barop

ZSFD|(cycle_time), 23l 2EI|(auth key) Sl H2t0OIEIDF | am/web/result_curl.jsp
EELN S&

-s | BaroPAM SHHEAN MUS MAHS C|AELE &S UIYUH /usr /baropam/ .baro_cur |
ZF9|) -s SH9| filename= BaroPAM EtZEA& N IS MAHE (|HELIE Z&E IIYY (MY d2As2
444)0|04, EFst MBS SAEY (hostname)0l LAl 4= FSR BaroPAMO| HAR Oz &ESCX &E2S 5
ASLl, SAEH (hostname) )t BIACE H BIEAl 83 EFHO| ollE &=20i a0k StCt.

A= 0ofl)
[root] /usr/baropam > ./baro_curl —r 3 -R 30 -t 30 -k app512 -e no -H nurit.co.kr -u
http://1.23.456.789/baropam/web/resul t_cur . jsp —s /usr/baropam/.baro_cur |
1) 20l L= 2SS0l UolAes 25 "y'E 26
2K man-in-the-middle) 322 Wfl&& 240017 v
22 232 2153|= otlel HE 20l T2 HENE 27010| JIsotH & 24e10i? y
23| 2SI Mt AIZIE 30x2 KIEE 2000 y
BaroPAM &t A& IOl .baro_cur |0l &8st LiE2 CtS1t 20,
[root] /usr/baropam > cat .baro_cur |
" AUTH_KEY
" RATE_LIMIT 3 30
" AUTH_URL http://1.23.456.789/baropam/web/resul t_cur | .jsp
" KEY_METHOD app512
" CYCLE_TIME 30
—6- KSA

nurit

©)

(FrE=sges
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" HOSTNAME baropam
" DISALLOW_REUSE

BaroPAM SHAA X 1HQ! .baro_curl 2
st &9 HI
AUTH_KEY o= REAHIDAH)
RATE_LIMIT oslg QoI=3|9 HMEtsx MISHAI2H( =,
15~600=)
AUTH_URL S=8 WRL2 SAEY(hostname), http://1.23.456.789/barop
(username), 21&3Jl(cycle_time), am/web/result_curl.jsp
(auth_key) 2| mtetolE It u°*5|01 S=
KEY_METHOD 23| QEI|2 QOISHA , app256, app3s4,
app512: o4)
CYCLE_TIME 23|E 21599 AUSFI|(=x,
HOSTNAME NS SAEH (uname -n nurit.co.kr
DISALLON_REUSE | =2tXHman-in—the-middle DI SALLOW_REUSE
or "DISALLOW_REUSE"'S &&
ALLOW_REUSE IEZFD| S0t2 U2 AIZXDt =]
O, oter 588 F2= "ALLOW_REUSE'Z2
Ct.
1.4 BaroPAM &&H &
1) PAM QIE: &H &F HPE Filelll &3
@ =J} eI=(21¢90!1-1D, HIYEs ol = = 3|8
BaroPAM 2= &3&5tJ| oAl sshd, su I &H&0l= gy off =Ct

[root] /usr/baropam > vi /etc/pam.d/sshd
#%6PAM=1.0

encrypt=no

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

Z =2 secret Il2t0|E{= BaroPAM &3 &N

Z2i(yes or no)E HHSEHCH.

o) BaroPAll & AN
ol £Xots wee OIS 2

pi O

o
0

, encrypt I2t0lE=

\J

< BaroPAM ==

0

&ob)| fIoiA sshd It

[root] /usr/baropam > vi /etc/pam.d/sshd
#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=${HOME}/.baro_auth encrypt=no

| [root] /usr/baropam > vi /etc/pam.d/sshd

nurit
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#6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/auth/.${USER}_auth
encrypt=no

* "nullok"s S&= PAM 2S0| nul| 22 2SE 235t= 22 S|26tCH= 2l0ICt.

[root] /usr/baropam > vi /etc/pam.d/su

H#%PAM-1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

/etc/pam.d/su I 0fl BaroPAM 2S= = AHCt
£ MEole R0 < 2XF IS (=0t

$ su - root
Verification code:

o) xrdp2 0128t 2 HADE =S ol 3R

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so forward pass secret=/usr/baropam/.baro_auth
encrypt=no

forward_passS 0|26l 25 & I
=310 "123456" O|ctH "123456"2t 21245t =ICH.

@ H2YHS CHAI(HILHSE Oial 232 2I=3|2 UIAl)
filezilla & "Interactive process'Jt EJIstt T2 )HES
| (=]

=
AIESHH 25 23 A}l 232 2SI|E LHGIES ot =
), u a

Windows2] ROP(Remote Desktop Protocol), Radius, filezill

[ol A= PAMUIA forward pass &2
| SiCk. Ol &<, openssh clientLt
= 0| =S ol= 4= 0l QI

o
T
HOf

m
==
S =

[root] /usr/baropam > vi /etc/pam.d/sshd

H#WPAM-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

forwardJ)as £ 0|20l &5 22 =(Password & verification code:)0ll 232 QISI|E 2HotH =LY,
OIS , 23| QISI|DF "123456" O|2tE "123456"0F 2125t =IC,

Keyboard Interactive prompt for root@1. 234.83. 169,

Password & verification code:

Ok

| U Cancel

] save password

1) HIYHSE 2| 21FI|2 UHlols AR oY HES HILHSE "passwd username’ HEHE 0|

nurit -8~ 0)K=h.,
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cl 201-102t SLotH Z&oi0F &tCt.

® MZ2 HIZBS(HYESe 238 2SI
23|12 HLHSE MH6HH HE)

Hy

—

filezilla & "Interactive process'Jt EJlsst &
AESIH 25 2 A} 252t 23E 2ISEI|E 20| 9

HA=

clientlt Windows2| RDP(Remote Desktop Protocol), izon, filezilla & 25 0|EH &S
ot= == 5101l SiCt.

[root] /usr/baropam > vi /etc/pam.d/sshd

#%PAM=1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth

encrypt=no

I:JH
OE

=912 ¢
™ "baropam123456" 2=

Z‘J(Password & verification code:)0il 2
H &i0| OIOM-I o3|

==}
=S
ol
=

Password & verification code:

Keyboard Interactive prompt for root@1. 234.83. 169,

] save password

Ok

Cancel

e

R2

o]

forward_passS 0|=26}8 Q=S

2) PAM QI5: &3 HF HEE MariaDBOl &3

@ FIt ¢IE5(22021-ID, HIYES 0l22e FIt IE2=

BaroPAM 2= & 35I| oAl sshd, su, sudo It

ol =Ct.

t= Ui

ﬂJQ

=2 MHIAN 2-factor

[root] /usr/baropam > vi /etc/pam.d/sshd
#%6PAM=1.0

encrypt=no auth=sshd

auth required /usr /baropam/pam_baro_sql .so nul lok secret=/usr/baropam/.baro_sql

&2 1Z secret LIt2t0|E{= BaroPAM SHE3 A& X Tt
Zei(yes or no), auth Ti2t0|E{= Ba
gdmpassword, |ightdm, xrdo-sesman s &3&

* "'nullok"= S =& PAM 2=0] nul | g2 &

oS
AtIA= Jetc/pam.d/sshd E& WA "nul lok" SA&

|'|JO

M
roPANE AFZ6HH

ro

| [root] /usr/baropam > vi /etc/pam.d/su

nurit

dFI1E2 ME2

PAMOIl AT forward_pass

S 420 9

o ol
\]
ton
uin Ok
02 O
RS

.
i

Hmmm

ol

152 Jtsotl

o

|-D:!/\-| Iﬁ H}%_(ﬂ %l-§§|,

[H=
=9l sshd, su, sudo,

&, Redhat 9.x Ol
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H#WPA-1.0
auth required /usr /baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql

encrypt=no auth=su

At

o

ro
ol

/etc/pam.d/su TFL 0l BaroPAM 2= = AICH =01l "su" HEUWEZ LBHHIAO| "root'E H
S AMEote R0 2K IS (Il 21E) s MEE 4= UK o0l &5 ¢ SA=L

$ su - root
Verification code:

@ HILEHS UAM(HILHSE Al 238 ASII=Z tHAl)

filezillaX& "Interactive process"Jt 2Jlsgt T2 IHEZ o= PAMUIA forward_pass SHES A
2010 25 238 A0l 232 2I57|E LSE0ESF ot= Ct
Windows2l ROP(Remote Desktop Protocol), Radius, filezi

[root] /usr/baropam > vi /etc/pam.d/sshd

H#UPAM-1.0

auth required /usr /baropam/pam_baro_sql .so forward_pass secret=/usr /baropam/.baro_sql
encrypt=no auth=sshd

i)
1y
_O'ﬂ
&)
m
[w

forward_pas E 0|20l &5 l2d&(Password & verification code:)0ll 23= QSIS
OE , L3JE 2ISI|IF "123456" 0|2t "123456" 2 U=5HH EICEH

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| P Cancel

[ ]save password

ol= &2 oleY HEQ HI2HS = "passwd username' BE = 0|

JHEFS0S 22 Desktop Linux®! HBR+= "passwd -p username' BEHZ HIYHSE HIHGHH "Password &
Verification code: "2l &dt= S0 L3S CIE3|2 U=HGIH HIYHS = 22X E=CF.

FIF

® N2 HUUS(UIRHSY Uslg USI) Fes0l UHSE P8 0B)| YEFIIER Hee
p.S|

filezillaxXi& "Interactive process'Jt SJ)Is8t T2 )¢== HAN= PAMOIA forward_pass =& t
2010 &S U3 A0 S LIS 2ISIIE 20| LHOIEE o= &= Holl SiCt. 0] B2, openssh
clientlt Windows2| ROP(Remote Desktop Protocol), Radius, filezilla S 2% 0|2 LSS ol %=
gl SACH

[root] /usr/baropam > vi /etc/pam.d/sshd
#%6PAM=1.0
auth required /usr /baropam/pam_baro_sql .so forward_pass secret=/usr/baropam/.baro_sql
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BaroPAM

| encrypt=no auth=sshd

forward_passE 0|E6t0] &5 21242 (Password & verification code: )0l 252 &
st AR ASE G 2H5ID 28 Q0| O|0A L3 CI=3|E H6HH =0},
"paropam" 0|12 L3|E QI=3|JF "123456" OlctH "baropami23466"C =2 2126t =
Keyboard Interactive prompt for rooti@1. 234.83. 169. ok
Password & verification code:
| I —— Cancel
[ ]save password
forward_passS O|206lH PI=S ERZ ol= B2 MHIAN 2-factor 2!

3) clAL 2I&

BaroPAM 2==2 & &5tH)| fIoHAl sshd, su, sudo It S0l &&dt= ¢y

off =Ct.

-

e

i

S= Jtsob

fon

g 0Iz3|E ¢
Sof, 20t
g 4 Ct

[root] /usr/baropam > vi /etc/pam.d/sshd
#%PAM=1.0

auth required
encrypt=no

/usr /baropam/pam_baro_cur | .so nul lok secret=/usr/baropam/.baro_cur |

&2 1Z secret Ut2t0IE{= BaroPAM SHEAE MY, encrypt Li2tDIEH=

Z2i(yes or no) EXSHCH.

* 'nullok'= S £= PAM 2501 nul| g2 ¥SE Yot=s XS IS8

filezilla & "Interactive process'Jt S)ts8t T2 )=
ASSIH 25 22 AN 252t 238 2IE3|E 20| ¢
clientLt Windows2l ROP(Remote Desktop Protocol), Radius, filezi
S0l SAC.

oc

LT

BaroPAM

°|0ICt.

ol

[ol A= PAMUIA forward pass &2
SHOl SACH.

Olg 8= ot =

4, openssh

[root] /usr/baropam > vi /etc/pam.d/sshd
#%PAM-1.0
auth required
encrypt=no

/usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |

forward_pass% 0|26t &S 224 =(Password & verification code: )0l 2

1) B9 810l OI0IAN €38 2USIIE &
Jb "123456" 0|2t "baropam123456' 22

=]
=/
(e]]
=

=]
e}

==
=

!

t

ol

e foh

t

ot
=
!

J

ELﬂﬁm

b

b,

0l

L

238 AS3IE &
HE S0 &=t
Ct.

nurit -1 -
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Keyboard Interactive prompt for root@1. 234.83. 169,

Password & verification code:

Ok

| U Cancel

[ ]save password

forward_passE O|E6tH 1SS 2R Z ot= HWRE2 MHIAN 2-factor Q1SS JtSotH & == UL

[root] /usr/baropam > vi /etc/pam.d/su

#UPAM-1.0

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |

encrypt=no

/etc/pam d/su I 0l BaroPAM 2ES Z AT =D16HH "su" HHEOZ ABHAHIEO| "root"2 REH Al
£ AMTole R0 2X AS(FIl 218) s M8 4 U0A Bot0| 815 O sSA=

$ su - root

Password & verification code:

Ho
o T

rr

o) xrdp2S 0128t 2 UAIE =S of

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

H#UPAM-1.0
auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no
forward_passE 0|56t &5 2232 (Password) 0l 23|E CISI|E &EstH L WE S0, 238 2l
SI|JF "123466" OlctEH "123456" 0 12451H =L,
3) sshd Hi=2°| &H &X
sshd OI2 &8 2 28t 84 WAl "fetc/ssh/sshd_config" TSl LIS & CiSW 22 o Xte= BZ0|
L QGIHC.

Ol X} & HA Hl
PasswordAuthentication yes no
Chal lengeResponseAuthentication no yes
or
KbdInteract iveAuthentication
UsePAM no yes

ELIE BtEAl PAM 2201 MHZ FILEIJ=X 2elet = SSH Server 2| Restart £&10] Bt=

[root] /usr/baropam > /etc/rc.d/sshd restart
erforming sanity check on sshd configuration.
Stopping sshd.

Performing sanity check on sshd configuration.
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| Starting sshd.

sshd €80 ELIH BF=Al PAM 2501 MHZ SO J=R &elgt = ssh UI2= MHFEE0oH0F

ro
]

4) ACL(Access Control list) &4

@ PAM QIS (8E 83 ZF2E Filelll &%) B BaroPAl 25 AL Al 2%t QIS0IA
St ACLOIl MI2IoHOF o= B < BaroPAM & &3 Al £&s&t EIE“EEI(HI ACL IIE S ddst = Melg A
£ CISt 20| YASICH (.baro_acl0fl CHEH MY H2AEIS 442 S FoHOF SHC)

[root] /usr/baropam > vi .baro_acl
barokey
baropam

@ PAM Q1E(8td 4F HEE MarialBol &3)Ql 2= Mariachl ACL £F HIOISS ArEdHOF SHCH.

HEO0l TIX 20t 23E IS0t
HAESH = crontab= restartol™ &L,

#Time setting

11 4 » = x Jusr/bin/rdate —s time.simplexi.com; /sbin/hwclock —systohc
or

11 4 = » %= [usr/bin/rdate —s time.bora.net;

ZEXE] AIZHOI B TH AlZED THS

OS2 FETS X I AR (Bt E:Ti
PSTZ LI2CH (AMHEY J12H0l= P

S 20l HBH0F St

> |n —-sf /usr/share/zoneinfo/Asia/Seoul /etc/localtime
> date 1804191024.00

ZI20l= HSXHA0 CHEE A2 SDIEHEILAB A2 SD18H)6Hs 2 o2 NTP(Network Time Protocol)
= 0|25l root HEUA AIAEIS AlZS S AlXCZ 8FE 4= QUL

| oAM= JISH2Z NP IHIIXIDF BEEAl EXIE0f Q00 BHCE. £X &el=2
d0IS AHGHH =QISHCE. 2ter, AXIE0f UK $2H "pkg instal | ntp' BE0IZ &EXIotEH =CH.

ntpd MHIAS 243} 511 RIiA= OIS 22 YEAHE ALZ5H0 "/etc/rc.conf'0il S5 GHOF SHCY.

[root]# /etc/rc.d/ntpd enabled

SelLietiiA 2E 1D U= NP M= TS 20

server kr.pool.ntp.org
server time.bora.net
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LelLitA 2EE D A= NTP AHE ntpd CI2 232 fI§ &8 Mel "/ete/ntp.conf"0ll CHS 2
0l &&stCt.

[root]# vi /etc/ntp.conf

#

# NTP

#

server Kkr.pool.ntp.org iburst
server time.bora.net iburst

iburst S22 22 8 822K =JI8 ot=dl Hele A2 A &0z s48Y.
ntpd OI2 832 I8t 80| ZLIH BIEA| NTP 8&0| MUz FIE}=X &olst = NTP 4122
Restart &0| BIE Al 2 R3ICH.

[root]# /etc/rc.d/ntpd restart

ntpd not running? (check /var/run/ntpd.pid).

Starting ntpd.

ntpd Al2t 2012 OISl 22 S8z &olg = UCH

[root]# ntpaq -p

remote refid st t when poll reach delay offset jitter
0.freebsd.pool. .POOL. B6p - 64 0 0.000 0.000 0.000
106.247.248.106 141.223.182.106 2u 7 64 1 4.412 0.544 0.000
time.bora.net 204.123.2.5 2u 7 64 1 5206 7.741 0.000
xsend.mx.cdnetwo 204.123.2.5 2 u 1 64 1 3.968 3.807 0.446
211.52.209.148 216.239.35.12 2 u 1 64 1 11.862 2.838 0.259
dadns.cdnetwork 204.123.2.5 2u 2 64 1 4833 0.006 0.408

92.223.73.5 (st 106.247.248.106 3 u 64 1 5015 1.397 0.482

* HAIE ipIt 8 A2 JEHR1) U= ntp AEHHE

nurit -4~ 0)K=h.,
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

/etc/passwdoil BaroPAM A&t
MugE 2 ses ippwalz Doz oiSsietuim
5| ID.PW,23|& 1%} 1= Yes }ol= Yes MH
g [ ¥ emsiwm T @  Tas =TS
US| 2IE7| i
i 4y e No
1 BaroPAM
H=
e 0 Al HEAPI)
& = No {:“g
= melE
s=
. TP Y wE <
B e = WIS S0 2701 4] 17| A
=
No = W= =
s -sl=z0|=E: 73 S0|AS0| B4 2 "HEE" @ heEs

1 BaroPAM & Ch22= 3 4% -0l0IZ: OhE YAEOl H% U "BaroPANs" @i [HREE

2 BaroPAM 94 A3

3 "ol A= HE -NUE O SIE U HE M

27t 2IE ¢
(BaroPAM) -A|AEIH: AL HE(YUS] S8 Tts)
4 MY He 52 -Secure key: AH{0]| 220{El Secure key (LS
-WATT|: 3~602 ARO| &I
5 X £ 25 T3] Al LI2E 82 22, Y3lS 01S7| MK
6 Me{oll E=3l 1D, PW, L3|E 21=7|S 23fs) 222l -Secure key, MHFEI|, Us|E 2IEF|E 0|8l 27} 215 HE

2.2 BaroPAM 3™

nurit

KS5A

(FrE=sges

©)
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1. Y ck2=2c U o3|

—

4. M = S5

HpEE

= .
=z @
H
H
4
Al

=) S 0I2E0 >
BaroPAM Zj24

E it

"Save" HE 22|
(Secure key, 843F7|
= BaroPAM EZMH

I 2IX])

2.3 FreeBSD 210! &

HON st "eIEFII, Secure key, MHHE"S "BaroPAM" 29| "AHH AL

WA NmTa0

< %

™, "BaroPAM Setup" 3t

S=' 00N SL5I LRG0 B

$ cat .baro_auth e ———
" AUTH_KEY I —
" RATE_LIMIT 3 30 e
" KEY_METHOD app512 I T BT R

R o T R 4 et
" SECURE _KEY ]IqIcHbVqdp]7b4PZBpNM2DIIeBYMHFV/ ) N5 == hmmmmmmm e

" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192

1 o] <

Ol

FreeBSD A0 202! Al AFZXF HI & (Username)= 225t10, ADIE Z2| "BaroPAM" HOIA 232 2l
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£ MHst = "Verification code"0fl st U3|E 21SI|2t "Password'E &St = "Enter" HES
=216l BaroPAM 2E0ll 01=S QEGIH 2ZE0| 8206t FreeBSDe 21 =5

o
ol

[ 123483.269 - PuTTY.

(2lAppAE )

s | o]

FreeBSD2l 2101 SIHUIM s 3| QIFI|E BaroPAM 2SS
denied." BIIAIXIDF 2201 30| =

Mar 25 11:10:42 gsh-0415 sshd[27482]: pam_unix(sshd:session): session closed for user root

Mar 25 13:52:25 qsh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]

Mar 25 13:52:45 @sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh?

Mar 25 13:52:45 qsh-0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
16481895471

Mar 25 15:25:49 qgsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 qsh-0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 qgsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% &
puttyl Z<)
PUttyZ R&S [ BE N BRI SUHH SHEAIM T=0, otLt X6l =0{0F & 240| QICt. A

SAXMU M "connection > SH = auth" Ol Al attempt "Keyboard-Interactive" auth(SSH2)S MHEHEH & SH

8% ot =0

nurit 17~ 0)K=h.,
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SR PUTTY Configuration.

. - Features - l Options controlling SSH authentication .
=~ Window
. L. Appearance ["] Bypass authentication entirely (SSH-2 only)
. Behaviour Display pre-authentication banner (SSH-2 only)
;:2;?;:" Authentication methods
Pl Cotours Attempt authentication using Pageant
B Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
:.m Authentication parameters
- Rlogin [”] Allow agent forwarding
[=-SSH . [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse... l
(- Auth
- X11
- Tunnels
-~ Bugs
- More bugs
- Serial -
About | Open || Cancel |

Putty Download & Documentation 281 At2= OIS WRLUIA &S £ QUL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i
]
Jy
e
Q

"Verification code"S 2&dlct= BIAIXIOF EAIEIS BaroPAM HOIA AAsH 23|2 0I=3)|

!

10l 4 UCH,

0x
0

ot ChS1t 201 SSH 290! HIZBSE S
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£P 123483169 - PUTTY

+

BE &8z WA U2, M 22 HiSA "THI(F) > AIOIE &2lXHS)'S
gl CUA "T2EZ2(t):" S=20IA "SFTP - SH File Transfer Protocol"lt "212 &
E(L): " S=20IA "CIEHSHEIE"E HEiEH S S 20| "HA(C)" HHES S&I6H}.

= =2

%]
|
L ]
- — = OIRO i 8
sason |00 | N8RS T So= ==
p& s
2 a
= | o
s # @ 1
- | ppeuddagl |2
8 T
% B0
F &
e B0 =8
T B
S 80 = ¢
' 8O 4 BC
. BG - ol w3
' B
R 1<} ury
wo
sq g
B no s
nc -
no
B Oe 2C
20 0% ae 23 1 HOIE o ' &
% %
Q7 Ry | 5& 48 | N &3
Q% NS v

nurit e et

ESELTEE
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4GSt &0] HIZBS &= 330 LHEFHCH HIZES 42 SHHNM "AIE:" LHES =telsty,
ADIE Z0IN 448 23E QSIS "HILHS(P):" L S0 28 = "&#01(0)" HES 28!
“..‘ sl ';‘: 0 kO ';4‘« * ’l" )

P &3 0, NERTW) HETEW) 28w

[FE=sa]-

YE 1234831697 2R

S AOIE: [CwUsenswbaropame

O Mo HEE UABUNLS
Ol 123483.169

BAE: 123483169

NEBX root

AS

- —— ———————— 5 D, &
T

N S5 server authenticaon 1

| Ventfication code

ng 5% ae et

1
1
AndroadStudio 1 R0 @IS0 I8
AndroidStudio. 1
AndrodStudio =
eclipie '
gradle
P2
Virtuaige:
3D Objects
AppOata
Application Data
A8 Contacts
Cooloes
B Oesiop
20 W W 36 MO @ 2715274261 HOIS AJNN FUS
HUW/EG DY Ty AREDY 3% e 2
Q7 Ry  Te a8 Te ss
QA s uzE e
Jef® O3t 201 HIZES o= 3tH0| LIEHHCH. HIZES 22 SHHIAM "AIE:" LHES &elotl,
2001 HZO e HIYHSE "HIZHS(P):" 22 =0 LHE = "&01(0)" HES S2I5t0 AMH

eSS

nurit

-20- ©

KS5A

(FrE=sges
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BaroPAM

Z-EFTRIORO WL ITA S

BE2R0M) AR ) oS REW) 2E®)

[FEssa]-

SO 1234831699 23

QI Ry (N6 4N | 5% 55

£5 NOLE: | CwUsnawdaropame
Temp -
Users
All Users
9 & baropam
Oefaut
Default User
Public O MU QEF VARIAR
|| Windows Ol 123483.169
- we D (DSK3_VOLY HAE: 123483169
o= : MEX o0t
= AS
nee 27 YR ng % I-SSN-;:--t)c:------“ 71 RESE uESY ae et
android SR U
AncroidStudio Lk U Aol 239N 28
AndroidStudio oy 8
AndroidStudio oy G
e<hpe 3R 1<}
gracie oE 80
P2 Lk U
Virtualgox o% 8o
230 Objects Bk U
AppData ou 80
Application Dats Bk U
14 Contacts e 80 2019-02-15 21
Cookses Sk U
[ Deskrop e 80 2019-02-15 21 v
20 M W 36 G2, @ 37): 5274261 OIS 2NN GRS
Mo/Sh By *9 =Dy 2 s L]

Q0 g uzs ve

SFTPl 2 )

"Verification code'

ol

i

>.

0l

£ g=otet= HAIXIOH EAITIS BaroPAM HOIA HAs 23|E 2SI

Ol &30t US 201 SFTP 291 HIZBSE 2

i
©
Jy
re
o

i}

4 L.

nurit

~21- O)x=2n.,
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File Edit View Options Tools Window Help -8 X
OIDAR K& Q oy e b E & 0 @ -
Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.

m |

-~

Verification code:
i RECV : NEWK1| -
i Changing st
i SEND: SERVI g
i RECV: SERVICmmR
i SENT : USERAUTH REQUEST [none]
i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

Connection to 1.234.83.169 established.

Filename Destination

< | 10

For Help, press F1

(FrE=sges

SecurefFX Download & Documentation &2& Xtg= Ch&S URLUIM &2 &= UCH
| https://ww.vandyke.com/
Z2E2NMoZ 21 S22 T BS HSS FI6l &S o152 BSole atEQl £=60] g 4 U220,
AE R A2S0| AFSXIS N Zef UXICH 2XF 0152 IHEHE2 At SEHOICH
oo - @ KSA

nurit




BARO-PAM-005 BaroPAM

3. BaroPAM HIA

3.1 BaroPAM && HIA

BaroPAM O &X|= AEHOIA BaroPAM 2== AlE0lX| &S AL sshd Il &&sH LHIES MHole &
He S 201 =4(#) MalLh AHHIGHA =ICH
[root] /usr/baropam > vi /etc/pam.d/sshd
#4PAM-1.0
#auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
sshd GI20 2&st "/etc/ssh/sshd_config" LI LIE & CISH 22 2XE BHE0F St
Ol Xt JE HA HID
Passwor dAuthent icat ion no yes
Chal lengeResponseAuthentication yes no
UsePAM yes no

sshd &0 ZLIH BIEA] PAM 20| HItHZ MAZJ=X E018t = SSH Server 2| Restart 0| Bt=
Al 2RI}

| [root] /usr/baropam > /etc/rc.d/sshd restart

sshd £&0l ELtH BIEAl PAM 2501 MUE MAZJU=K &elst = ssh Ol=sS MEE o0t

e
[ml

i
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4. BaroPAM FAQ

8A A3 Z QSI|IF HX LOLM 2RIS BIHAl Rols B2

20l BaroPAM= Al2t SJIst Yalez Z1} Win owsLF Server2| Al2t0| SoH0F &,

AKXl 0 ZF WindowsLt Server2l Al2+0] S=X| &0l

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

FQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM : Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXl : baropam & CI2EL|N .baro_acl IS éﬂé‘ (PermissionS 4442 &H)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

84t : Failed to secret file read .baro_auth

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= I &M,

AXI : Jetc/passwd LA user id xxxxx& S5.

84l : Failed to secret file read

2101 @ Secret fileOl ZIoIAl £ HRX0| LA,

XX : Secret fileS EMHEEZE &0l

84l Secret file .baro_auth must only be accessible by root

2Ol ¢ baro_auth 2| Permission0l CHE HR0| A,

AXl : .baro_auth ISl PermissionE 444 &F.

84 : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K Jf Ofl A 24,

XXl : .baro_auth IS AJ|IE &0l

84t : Could not read .baro_auth

R0l baro_auth OO0l E=HotAl 2L TIFY 2l PermissionO| 44401 Otel 3 A,

AX| ¢ .baro_auth LS| EIHHFE & WAC| PermissionES &0l

84 : Invalid file contents in .baro_auth

2ol : baro_auth Tt LIE(HA)0| 2RE FR0] LA,

XXl ¢ .baro_auth IO LIRS &0l

8lAb © Failed to create tmp secret filelerror messagel

20l - Al secret file2 MAGHK 26t BR0 &4,

XXl . Al secret file2 MAGHAl =28t 0|2 = error messageE 0!,

8 Al : Failed to open tmp secret file .baro_auth~[error messagel

2Ol &AAl secret file@! .baro_auth~= E06HA| 28t R0 &AM,

AXl 0 Al secret file@! .baro_auth~2 2Eo6HAl 28t 0| = error messagesS =0l

: Secret file .baro_auth changed while trying to use one-time authentication key
» 23ZE QIBJ|E AEote S0t HIZ2 W .baro_authdt HZEE B &4,

nurit ~24- 0)K=h.,

o
e 0x
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XX OAl 20018 AlE.

& Al : Failed to update secret file .baro_authlerror messagel

Q2! secret file2 HAGHA 2&t R0 24,

AX| : secret file2 HBGIA 28t Ol7= error messagesS &0l

84t © Invalid RATE_LIMIT option. Check .baro_auth

20l : Secret file@l .baro_auth Il LHE = RATE_LIMIT &&gi0] 22 83T U=s B 2
X MIBE 3l2=(1 < RATE_LIMIT < 100), HIB AI2H(1 < interval < 3600)2 && gts =0l

> Invalid list of timestamps in RATE_LIMIT. Check .baro_auth

: Secret file® .baro_auth 2l LHE = RATE_LIMIT S&0 UpdateE timestampsit &2RE B
SEA .

o
o 0x

AXI : Secret file@! .baro_auth TF22l RATE_LIMIT S&0 UpdateE timestampsE &0,
84 : Try to update RATE_LIMIT line.

2ol . FMNMoZ 2701 &t AR &&= HAIKL.

Xl : No action

: Too many concurrent login attempts. Please try again.

: Secret file@l .baro_auth IFZC| DISALLOW_REUSE S&(Lsle oI=3| MAd F=I| Wole otLtel
27010t Jts)0| d8E &2
20 8438 £ 23| 2SI M4 FI| LHol =2 021= T Al=st 23 2,

o
o o

X 23E BT dd | =0 232 T Alx.

o
0z

. Trying to reuse a previously used time—based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man-in-the-middle attack.
ROl @ Secret file@l .baro_auth IF2Q| DISALLOW_REUSE S& 2 Z2HAH 32 (man-in-the-middle)=2
Chdlst =4&.

F2HA 22 (man-in—the-middle)2 & §t0

r

Db & S&1 AIAE AOINIA AAZE HHX

|

ot S && F0l HEO| MYS JI2MHA 2,

2HEHG] LolA, SIUE & AIAE0let) & 4= A= A
ZXl : No action
84 : Failed to al locate memory when updating .baro_auth
201 : Secret file@l .baro_authE LOIOIE & [ HIR2| S0 AIHS HS 2,
ZX| : Technical support
§4Ab : Can't find SECURE_KEY[error messagel
2101 : Secret file@! .baro_auth I SFCURE_KEY S&E0ILE E&20| Sl HKX0| &4
XXl ¢ Secret file@l .baro_auth I 2] SECURE_KEY & 0|ILE &gt &0I,
&Ab : Verification code generation failed.[error messagel
2ol - AJF 2IFI| B0 Allst 2R LM,
XX 2301 M A&,
&4t Invalid verification code
0l U3 E CIBI| BB0 s 3 LM,
XX 2301 M A&,
84t ¢ Invalid verification code

Can not make/remove entry for session.
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R0l 1 A AIAE AI2H0| SEX| 2LOFAl 2544,
EX ¢ date HEOHZ MBS AIAEN AI2H0] =X 2015 S2IH Al2tS LHEMOtF &
1. date HEO MBS AIAE AZ2IS HE (LAl 2H)
2. ntpIt B0 UK Eolot BTN A2H ntp Al2I2 EF6H= FIIE 220 F=0{0¢
otH, AN UK £SH ntpE &E™ol0F &.
SAb : Mar 12 15:37:01 baropam gdm(pam baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
2101 : Ol DEE HEZE [ A2 IS8 AL Ol HR(S2E AIZXDL OfL HS 2hal) .
X 0 AIAE ZRRIXHIH 23021-100F SEE JY=K =,
SAb - Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam baro_auth.so):
[usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam baro_auth.so
01 : /usr/baropam/pam_baro_auth.so 0| =IHEIA] LOIA A,
XXl : BaroPMM 2& IH2(pam_baro_auth.so)2l &IHGH=Xl &01510 12 BaroPAMS A X| IOl Al
SAFSHCE.
&4 : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
A0l acl file EMOHE L W permission SHEZ &4
=X
&4 : Failed to compute location of secret file
A0l ¢ pam0ll &&8E secret fileOl oY CIHECIH EMGHA LS ZF LM,
AX ¢ pam0ll &8 E secret fileOl oY CI2ECIH SMGHA Z2™ secret file2 WY CIZELI0
MAol Fok &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
84t Failed to compute location of encrypt flag
2101 ¢ pam0il 2S5t ZciIF EMOHK L2 SR 2,
XXl pam0il &S5k Zef(yes, no)S E&-ol FOt s
ex) auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
&4 Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe
R0l ¢ Secure keylt 2 d&E R0 LM
XX - d&E Secure keyE =0l
BIHOIM HISE Secure key@l Xl 201,
84 © PAM: authentication thread exited unexpectedly.
*x*x g|ibc detected »** su: free(): invalid pointer: 0x00002aede020c9e? **
ROl : BaroPAM &t AX M2 (.baro_nurit)0l EIH6HA L= HR0 A,
XXl : BaroPMM & A& W (.baro_nurit)ll E&XHol=Xl &0I5HH 04954 BaroPAM2| A X| THLOlIA
SAFSICE
84 @ AB{0ll BaroPAM HE £ L3S QISIIE USdt= &= (Verification code: L= Password &
Verification code:)8 A&(Skip)at0i 20210] Qtel= SAN ErM
A EZ2MN £240] E2C0 Us H2L BaroPANS e =dl, 2921 Al 2= S84
2101+ AH ’&Elﬂoi E2H0M /etc/pam.d/sshd E& &t 21 2Lt BaroPAM £& 0| A0l EEGH 2aist
XXl 0 CHSDF 20l /etc/pam.d/sshd B8Ol =AE HHGIH &

v &)

[
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auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
auth required pam_sepermit.so
auth include password-auth
account required pam_nologin.so
account include passwor d-auth
password include passwor d-auth
HE F)
auth required pam_sepermit.so
auth substack password-auth
account required pam_nologin.so
account include passwor d-auth
password include password-auth
auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no

PAM 28 Al S8 252 d31 &IIE HEN Xlg HARE LEH= 2= ControlOlch 8t

Ct.
Control & includedt substack® CIE PAM 231 2SS =22= A2 =2 olXI8H, substack
= T [e]3 I—iOl ?’!EF

2 substack2l SZF Z0ll et LIHAI 252 Xelotl #=Ck= X013

nurit -27- 0)K=h.,
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5. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

Ml &= Ab : F=AISIAF S2I010IE]

SE™S : 258-87-00901

CHEOIAL : 01BY

HEES @ 02-2665-0119(HH29/J|=X&)

Ol Ol & : me529@nurit.co.kr
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