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1. BaroPAM XS API

1.1 8= APl AIE & ZHIAE

BaroPAMOIIAl AHS

¢} JavaE JIBICZ HEEIRUD| K20l BHEAl =4I JOK
6.x Ol&0| Xl & 2

O UK Z2H E& JIKE EXIoH0F St

JOK Xl &0l)

[root]# rpm —0a | grep java
java—1.4.2-gcj—compat—devel-1.4.2.0-40jpp. 115
java—1.7.0-openjdk—javadoc-1.7.0.131-2.6.9.0.el5_11
java—1.4.2-gcj—-compat—1.4.2.0-40jpp. 115
java—1.4.2-gcj—-compat—javadoc-1.4.2.0-40jpp. 115
bsh-javadoc-1.3.0-9jpp. 1

tzdata-java-2016j-1.el5
java—1.6.0-openjdk—devel-1.6.0.41-1.13.13.1.el5_11
java—1.7.0-openjdk-src-1.7.0.131-2.6.9.0.el5_11
java—-1.4.2-gcj—-compat-src—1.4.2.0-40jpp. 115
java—1.7.0-openjdk-1.7.0.131-2.6.9.0.el5_11
java—1.7.0-openjdk—demo-1.7.0.131-2.6.9.0.el5_11
java—1.4.2-gcj—-compat—-devel-1.4.2.0-40jpp. 115
xmlrpc—javadoc—-2.0.1-3jpp. 1

gcc-java—4.1.2-55.el5
java—1.6.0-openjdk-1.6.0.41-1.13.13.1.el5_11
java—1.7.0-openjdk—devel-1.7.0.131-2.6.9.0.e15_11

JOK &XI CIZER] &t91)

[root]# env | grep JAVA_HOME
JAVA_HOME=/usr /| ib/jvm/java—1.7.0-openjdk-1.7.0.121.x86_64

Java HH&E &H0l)

[root]# java —version

java version "1.7.0_121"

OpenJDK Runtime Environment (rhel-2.6.8.1.el5_11-x86_64 u121-b00)
OpenJDK 64-Bit Server W (build 24.121-b00, mixed mode)

1.2 BaroPAM SHS AP|
1. 279! 39

1) BaroPAM 201 3+H 0lAl)
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HI
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B XA 2291 Al Verification codelll 28 LSS QISI[2 MAHI|C BaroPAM 22| TI2e=
(https://play.google.com/store/apps/details?id=com.baro.pam)= =22 "Play AEX"LI Apple2l "App
AEN"HAM Jlsot, AXle et o] X2t S6IC.
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BaroPAM Y Ci2RE
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App Store S8
s Iy

BaroPAM ME Android 6.0 (Marshmalliw) API 23, 105 13.0 O|A0jIA] AR 7HS810f, 7RV 2E8 ZINEX| RH=C)

BaroPAM S &X|% £ BaroPAMUE LWSH0( Offyy MEASIBI0IA "RAIE CIE7]" HEE S0 OFS2IN0IM2] AHSXF B A "AUT
21, opoic), AIAHY" S BaroPAM 242 "0 MOIM JE SR NSO BUBPN IS0} Bt

MY - QHESO|E = 0L0ES] SNt AITHO] MY AIZHR} 2017} WSO "LHE BIEI"TF RX| B2 AL

ol - HERO|E == Of0jE2| LN} AIZHS HENIAM MBSHE AIZHS AR SHX] BR0PM W,

XX - QER0|EY HLE Eo| " <> "WE” <> TRE W AZ” <> "R W XHE SR CAITCE GE S - "HET
Olo|ER! BRE £ "HF" - "EW WAL - "NESR 4" - "HE"

2) 9153 &

Ol
HI

=
-

m

Ol L28F 2U3|E QIEI|S 2Ecte API= "barokey. jar'2 MBS

OHZ2IA0IAN 2201 Al HIYBS
& rokey.jar"S <IXIAIZ1HLE classpathOl "barokey. jar"

04, NodedS BAMHLl nodeE alatgt ba
Il EMok= CIPERE Eetoi A&l =3 &I

[root] /home/tomcat/lib > Is —al

total 23100

drwxrwxrwx 2 root root 4096 May 22 13:29 .

drwxr—xr—-x 13 root root 409 Aug 14 2017 ..

-rw-r—r— 1 root root 2550 Apr 23 2022 .bash_history
—rwxrwxrwx 1 root root 15240 Sep 18 2014 annotations—api.jar
-rw-r—r— 1 root root 16864 May 22 15:10 barokey.jar
-rw-r—r— 1 root root 16730 Mar 14 14:08 barokey.jar.old
—rwxrwxrwx 1 root root 54565 Sep 18 2014 catalina—ant.jar
—rwxrwxrwx 1 root root 132132 Sep 18 2014 catalina—ha.jar
—rwxrwxrwx 1 root root 237521 Sep 18 2014 catalina—tribes.jar
—rwxrwxrwx 1 root root 1243752 Sep 18 2014 catalina.jar

BIE Al HS AP "barokey.jar"0lA Al=Sot= "BAROPAM" EtZBi~Z " bash profile" 0l &&3dHOk

o
[w]

| expor t BAROPAM=/home/ tomcat /conf / .baro_nur it

i
=
e
4>
30
Hn
J
el
A
T
o

23| 0IE3| A= Al GIAFE (Exception)0] &8t A2 2101 [Iots &
(Starndard ouput) 22 AHAISH KIQIAFEES Stack traceE 2&0i HMZ8HCH.

try {
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} catch (final Exception e) {
e.printStackTrace();

} finally {

}

e
i
OB

=

(USER_PHONE), £3|= IE3| M&Z=I|(CYCLE_TIME), 21
Ct.

POII

OHZ2IAH014 21001 Al AFZ XAt
AIRH(LOGIN_TINE) Z2EES FDHoH0

r&"

USER_PHONE VARCHAR2(50) NOT NULL ,
CYCLE_TIME VARCHAR2(2)  DEFAULT '30'
LOGIN_T IME VARCHAR2(10) DEFAULT '0'

Z Q1 XEAIZIS FOlole 0|/ Y3 QS3| MA F=D| ol Sst 2 J01- 100l AF= Xt &
2 =2tK 22 (Man-in-the-middle attack)Oll CHHISID| {I&H0I04, 279!
27191 =EAI2t2 UpdatedllOF SHCH.

HAOIEH 22! Al =8t HIZB S0l L3|E OIS € SZSote T2 80 CSl 22 REE

ol
i
ol
i)

2701-1p 954 S0I510] H20l 220 =7 A= DS
boolean bauth_key = barokey.verifyKEYL(String login_id, String phone_no, String cycle_time,
auth_key);

boolean bauth_key = barokey.verifyKEYL(String login_id, String phone_no, String cycle_time, String

key_method, String auth_key):

if (bauth_key == true) {

/l BE 83

}else {
/] AZ ATH
3
o2tolH &Y HI:2
login_id Z70! gtHe| 2701-1D =0 st IDE &F.
phone_no ANSKHE ADIE & HSE ==X10F 43,
cycle_time ANEIEZ XIAEE L2 2157|9 MH FI|(30X)E &5,
key_method 238 21E719 21E YAl (appl, app256, app384, app512: &) &£F.
auth_key Z701 StHO| HIYHS st LJE CISIIE &F.
orer AFBAIEZ ADE 2 BS L Jfolgz XEs 23S QIEI(e MA =)D} 23|E 2539 MY
J|2t CIE &2 238 2SI|IF &t S0 AN &= QUCH BIEA BEE AXIAIZAO .

<%@ page contentType="text/html; charset=UTF-8" language="java" pageEncoding="UTF-8" %>
<Y@include file="./inc_common.jsp" %>

<Y@include file="./inc_session.jsp" %

<% request .setCharacterEncoding("utf-8"): %

nurit O)xee.
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<% response.setContentType("text/html; charset=utf-8"); %

<%
/* */
[* HaHA & X5 */
* */
int ii=0,jj=0,kk=0,11=0 // Index
CommonLib clib = new CommonLib(); // CommonLib
LogDAO  Idao = new LogDAO(); // LogDAO
UserDAO  udao = new UserDAO(); // UserDAO
BaroDTO  bdto = new BaroDTO(); // BaroDTO
String HIML =" // HTML
String msg =""; /] msg
String value =" // value
String result =""; // Result
String login_time = ""; /] 2CIEISAIZH
boolean bauth_key = false; /] BEZ2D
/* */
/* RequestOllAl GIOIEIZ LS (AI2RES). */
/* */
String auth_key = clib.strDefault(request.getParameter("auth_key" ), "" );
String user_email = clib.strDefault(request.getParameter ("user_email"), "" );
String auto_login = clib.strDefault(request.getParameter ("auto_login"), "N");
String ip_addr = clib.strDefault(request.getParameter ("ip_addr" ), request.getRemoteAddr()):
logger . info("(result_user.jsp)Starting...................... ");
String param = request.getServerName() + request.getRequestURI ()

+ "?remote_addr=" + request . getRemoteAddr ()

+ "&ip_addr=" + ip_addr

+ "&user_emai |=" + user_emai |

+ "8auth_key=" + auth_key

+ "8auto_login=" + auto_login

logger . info(param);

/* */
/* Begin. */
* */
try {
* */
/[* NEXNEE X3]. */
* */
bdto = udao.reads(user_email);
/* */
[* AF2XIEEI ZTHsH =L, */
/* x/
if (bdto !=null) {
* */
/* AFE2oIX Z= AIEXI! B2, */
* */
if ("N".equals(bdto.getUse_yn())) {
HTML = "USE_ERR";
/* */

nurit
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/* AH23H= AF2XIel 2. */
/* */
}else {
/* */
[+ 2791 X|E A2t Edit. */
/* */
login_time = Long.toString(barokey.get_logintime(bdto.getCycle_time()));
/* */
[+ 2021 ZEAI2H0| MEFI| BCF 2 &2 */
/* */
if (Long.parseLong(login_time) > Long.parseLong(bdto.getlLogin_time())) {
/* */
[* Q159 &E. */
/* */
bauth_key = barokey.ver i fyKEYL(user_emai |,
bdto.getCycle_time(), auth key);
* */
[* Q1= AS(HR) */
* */
if (bauth_key = true) {
/* */
[* 23| MM */
/* */

session = request.getSession(true);

request .getSession().setAttribute("SES_USER_NO"
request .getSession().setAttribute("SES_USER_NAME"
request .getSession().setAttribute("SES_USER_DEPT"
request .getSession().setAttribute("SES_USER TITLE",
request .getSession().setAttribute("SES_USER_EMAIL",
request .getSession().setAttribute("SES_USER_PHONE",
request .getSession().setAttribute("SES_ADMIN_YN"

I+ */
[x 23| M4, */
/+ %/

if ("Y".equals(auto_login)) {
Date now = new Date();
String timestamp = now.toString():
Cookie cookie = new Cookie ("SES_USER_NO", bdto.getUser_no()):
//cookie.setMaxAge(7 * 24 = 60 * 60);
cookie.setMaxAge(60+60+24x365); // R3I| KXIJ|12H-14
cookie.setPath("/");
response . addCook ie(cookie);

}
* %/
/x 2701 %= AI2HS Update */
* */
udao. updateloginTime(user_email, login_time);
HTML = bdto.getUser_no();
/% */
[x Q159 AS(A). */
/* */
}else {
HTML = "KEY_ERR";

, bdto.getUser_no

, bdto.getUser_name ())

, bdto.getUser_dept ())

bdto.getUser_title());
()
()

, bdto.getAdmin_yn

bdto.getUser_phone(),

0);

bdto.getUser_emai |
bdto.getUser_phone

0):

nurit
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}
/* */
[* 2101 RFAIZ2H0| MAFD| BCF &IILE 22 B2, */
/* */
}else {
HTML = "KEY_ERR";
}
}
/* */
/* LogBEE insert. */
/* */

bdto.setIp_addr(ip_addr);
ldao.create(bdto);

/* */
/x AEXEEI ETHolXl 2= EBL. */
/* */
}else {
HTML = "ID_ERR";
3
json.put ("HTML", HTML);
out.printin(json);
* */
/% OIQIAFE X 2l(Exception). */
* */

} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();

* */
/* Finally. x/
* */
} finally {
logger . info("(result_user.jsp)Ending...................... ");
3
%>

® Secure keyE AIEoles 3R

import com.barokey.barokey;

Z01-10 =ad 2eIote 4302 Rt ISJ| 835 2=

i
fol
1A

boolean bauth_key = barokey.ver ifyKEYP(String secure_key, String cycle_time, String tkey);
boolean bauth_key = barokey.verifyKEYP(String secure_key, String cycle_time, String key_method,
String auth key):

if (bauth_key = true) {
/] BE A2

}else {
/] A5 AT

}

nurit O)xee.
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oietolo &9 Hl
secure_key HIHUHIA K38t Secure keyE &3,
cycle_time jergz XIEst L3l 01E3(0 MM FI|(F60X)E &5
oror JolgE = XIZSH 3= QISI(Q M4 FI(It 232 21572 M2t
CE &2 232 213310t Eeth 230l AIHE = QUCH BIEAl B3E2E 2X
AlZHOF StCH.
key_method 23| 2IEI|9 215 2Al(appl, app256, app3B4, app512: H)S &F
auth_key 2701 glHHo| HIUHS | st 32 2538 &AF.
oll)

<%@ page contentType="text/html; charset=UTF-8" language="java" pageEncoding="UTF-8" %>

<Y@include file="./inc_common.jsp" %>

<Y@include file="./inc_session.jsp" %

<% request .setCharacterEncoding("utf-8"): %

<% response.setContentType("text/html: charset=utf-8"); %
<%

/* */
[* Bl & XD|5) */
/* */
int ii=0,jj=0,kk=0, Il =0; // Index
CommonLib clib = new CommonLib(): // CommonLib
LogDAO  Idao = new LogDAO(); // LogDAO
UserDAO  udao = new UserDAO(); // UserDAQO
BaroDTO  bdto = new BaroDTO(); // BaroDTO
String HIML =" // HTML
String msg =" /] msg
String value =""; // value
String result ="", // Result
String login_time = ""; /] 2CIZISAIR
boolean bauth_key = false:; // 22D
/* */
/* RequestOllAl CIOIEIE 20I2(AIRIEE). */
/* */
String auth_key = clib.strDefault(request.getParameter("auth_key" ), "" ):
String user_email = clib.strDefault(request.getParameter ("user_email"), "" );
String auto_login = clib.strDefaul t(request.getParameter ("auto_login"), "N");
String ip_addr = clib.strDefault(request.getParameter ("ip_addr" ), request.getRemoteAddr()):
logger . info("(result_user.jsp)Starting...................... ");
String param = request.getServerName() + request.getRequestURI ()

+ "?remote_addr=" + request .getRemoteAddr ()

+ "&ip_addr=" + ip_addr

+ "&user_emai |=" + user_emai |

+ "8auth_key=" + auth_key

+ "&auto_login=" + auto_login

logger . info(param);

/* */
/* Begin. */

/* */
try {

nurit
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/* */
[* AFBNEE x5, */
/* */
bdto = udao.reads(user_email);
/* */
/* A2 XHESI EXsH 2. */
/* */
if (bdto !=null) {
/* */
[* ANEGHA 2= MZXR H=2. */
/* */

if ("N".equals(bdto.getUse_yn())) {
HTML = "USE_ERR";

/* */
[*x AI2BH= A2 22, */
* */
}else {
* %/
[* 2701 =F A2t Edit. */
/* */
login_time = Long.toString(barokey.get_logintime(bdto.getCycle_time()));
* %/
[+ 2021 ZSAI2H0] MEFI| ECF 2 &2 */
* %/
if (Long.parselong(login_time) > Long.parseLong(bdto.getlLogin_time())) {
/* */
[* Q15I| &HE. */
/* */
bauth_key =~ =  barokey.verifyKEYP(bdto.getSecure_key(), bdto.getCycle_time(),
auth_key);
/* */
[* CIE3| AB(S3B). */
/* */
if (bauth_key = true) {
/* */
[x 29| MM, */
/* */

session = request.getSession(true);

request .getSession().setAttribute("SES_USER_NO" , bdto.getUser_no ());

.setAttribute("SES_USER_NAME" , bdto.getUser_name

)

(

request .getSession (
setAttribute("SES_USER_DEPT" , bdto.getUser_dept

(

(

(

(

request .getSession
request .getSession

(

(

().setAttribute
request .getSession(

(

(

)

).

).

).setAttribute("SES_USER_EMAIL", bdto.getUser_emai |
request .getSession().setAttribute("SES_USER_PHONE", bdto.getUser_phone
)

request .getSession

[ */
[x 23| MA, */
/% */

if ("Y".equals(auto_login)) {
Date now = new Date();
String timestamp = now.toString():
Cookie cookie = new Cookie ("SES_USER_NO", bdto.getUser_no());
//cookie.setMaxAge(7 * 24 = 60 * 60);

()
()
"SES_USER_TITLE", bdto.getUser_title());
()
()

.setAttribute("SES_ADMIN_YN" , bdto.getAdmin_yn ());

KSA
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cookie.setMaxAge(60+60%24x365); // F3I| | XII|12H-1E
cookie.setPath("/");
response .addCookie(cookie);

}
/* */
/* 2701 %= AI2tZ2 Update. */
/* */
udao.updateloginTime(user_email, login_time);
HTML = bdto.getUser_no();
/* */
[* Q1= AZ(AIH). */
/* */
}else {
HTML = "KEY_ERR";
}
* */
[+ 2021 ZSAI2H0] MEFI| BCF &)L 22 &R */
* */
}else {
HTML = "KEY_ERR";
}
}
* */
/* LogEEE insert. */
* */
bdto.set Ip_addr (ip_addr);
ldao.create(bdto);
. */
/* AF2XIEEDF EZMolXl 2= BL. */
* */
}else {
HTML = "ID_ERR";
}
json.put ("HTML", HTML);
out.printin(json);
* */
/* OIQIAFE X 2l(Exception). */
* */
} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();
. */
/* Finally. x/
N */
T finally {
logger . info("(result_user.jsp)Ending. ... .. ");
}
%>
2. SIER0|E Eol AR
1) 9183 M4 B2
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OHE2IAIOIAN 201 Al HIYH
H, EclipselLt Android studio

¢M src

28 gen

&\ Android 5.0.1

&) Referenced Libraries
2, assets

bin

lib
androidmarketapi-0.3 jar
@ barokey jar |
protobut-java-2.2.0 jar
SunGraph jar
L, res
1 AndroidManifest.xml
nurimarket keystore
proguard.cfg
project. properties

AAEF

OOO

l= APl= "barokey.jar' M=%
[0l "barokey.jar"'S IXIAIZA0F StCF.

IS

L2 )0 G &

import com.barokey.barokey;

String tkey = barokey.generateKEYL(String login_id, String phone_no

, String cycle_time);

metolA

&3

v}

login_id

£7¢1 stHo 2701-10 g=0 et DE &£F.

phone_no TelephonyManager

P
S,

SciA

£ 0I8ollMd &

N
=

LIS0IA 201 ADE

oL
—

€

i

k=)

cycle_time
oot

b

s

zo o

. JHeIEE X

2y sug 4
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=
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KT & G iy ... NG UE gl B3% A 23 304

< BaroKEY < 2

[ BaroPAM / mc529@hanmail.net |

REAIZH LHOI 215 712 YABIMIL

A|ZHE Z1t5H ZF Reset HHEE 29

=
510§ Q1% 7|8 XA SHMR

. 2 3

43

313 Layout GllAl)

<?xml version="1.0" encoding="utf-8"7?>

<FramelLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmIns:app="http://schemas.android.com/apk/res-auto"
android: layout_width="fil|_parent"
android: layout_height="fill_parent"
android:background="@color/bg_body_default"
android:orientation="vertical ">

<include
android:id="@id/inc_header"
layout="@layout/inc_header"
android: layout_width="fill_parent"
android: layout_height="@dimen/head_height" />

<Scrol IView
android: layout_width="match_parent"
android: layout_height="match_parent"

nurit 0)KsA.,
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android: layout_marginLeft="@dimen/body_margin_r ight_default"
android: layout_marginRight="@dimen/body_margin_r ight_default"
android: layout_marginTop="@dimen/head_height ">

<FramelLayout xmlns:android="http://schemas.android.com/apk/res/android"
android: id="@id/body_frame"
android: layout_width="fil|_parent"
android: layout_height="fil|_parent">

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="81dip"
android:padding="10dp"
android:text="@string/tv_key_vc"
android:textColor="@color/text_body_default"
android:textSize="20dip" />

<TextView
android: id="@id/tv_auth_key"
android: layout_width="fill|_parent"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="150dip"
android:background="@android:color/transparent"
android:ems="10"
android:gravity="center"
android: imeOptions="act ionGo"
android: inputType="text"
android:maxLength="8"
android:nextFocusDown="@+id/btn_login"
android:singleLine="true"
android: text=""
android: textAppearance="?android:attr/textAppearancelLarge"
android:textColor="@color/text_body_default"
android:textSize="65dip" />

<TextView
android: layout_width="fill|_parent"
android: layout_height="1dip"
android: layout_gravity="center_horizontal"
android: layout_marginLeft="50dip"
android: layout_marginRight="50dip"
android: layout_marginTop="230dip"
android:background="@color /| ine_text_under"
android:visibility="invisible" />

<com.beardedhen.androidbootstrap.BootstrapProgressBar
android: id="@+id/progressBar"
android: layout_width="fill|_parent"
android: layout_height="12dip"
android: layout_gravity="center_hor izontal"

®
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android: layout_marginTop="240dip"
app-animated="true"
app-bootstrapBrand="warning"
app-bootstrapProgress="100"
app:striped="true" />

<LinearlLayout
android: layout_width="fill_parent"
android: layout_height="wrap_content"
android: layout_marginTop="260dip"
android:orientation="horizontal ">

<TextView
android: layout_width="fill_parent"
android: layout_height="wrap_content"
android: layout_weight="1" />

<ImageView
android: layout_width="15dip"
android: layout_height="15dip"
android: layout_gravity="center_vertical [right"
android:background="@drawable/ico_countdown" />

<TextView
android:id="@id/tv_remainTime"
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android:gravity="right|center_vertical"
android:paddingLeft="10dip"
android:textColor="@color/text_body_guide"
android:textSize="17dip" />

</LinearlLayout>

<TextView
android:id="@id/tv_system_nm"
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="315dip"
android:text=""
android:textColor="@color/text_body_defaul t
android: textSize="18dip" />

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_hor izontal"
android: layout_marginTop="380dip"
android: text="@string/tv_key_msg_1"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />
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<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="405dip"
android:text="@string/tv_key_msg_2"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />

<TextView
android: layout_width="wrap_content"
android: layout_height="wrap_content"
android: layout_gravity="center_horizontal"
android: layout_marginTop="430dip"
android:text="@string/tv_key_msg_3"
android:textColor="@color/text_body_guide"
android:textSize="18dip" />

<LinearlLayout
android: layout_width="fil|_parent"
android: layout_height="wrap_content"
android: layout_marginTop="490dip"
android:orientation="horizontal ">

<Button
android: id="@id/btn_update"
android: layout_width="fill_parent"
android: layout_height="@dimen/btn_height_default"
android: layout_weight="1"
android:background="@drawable/btn_default_drawable"
android:text="@str ing/btn_upd_del"
android:textColor="@color /white"
android: textSize="20dip" />

<TextView
android: layout_width="6dip"
android: layout_height="1dip"
android: layout_gravity="center_horizontal"
android:background="@android:color/transparent" />

<Button
android:id="@id/btn_reset"
android: layout_width="fill_parent"
android: layout_height="@dimen/btn_height_default"
android: layout_weight="1"
android:background="@drawable/btn_default_drawable"
android:enabled="false"
android:text="@string/btn_reset"
android:textColor="@color /white"
android:textSize="20dip" />

</LinearLayout>
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</FramelLayout>
</Scrol IView>

</FramelLayout>

T2 oAl

package com.baro.otp.info;

import android.Manifest;

import android.annotation.SuppressLint;
import android.content.Context;

import android.content. Intent;

import android.content.pm.PackageManager ;
import android.os.Build;

import android.os.Bundle;

import android.os.Handler;

import android.os.Message;

import android.os.Vibrator;

import android.support.v4.app.ActivityCompat;
import android.telephony.TelephonyManager ;
import android.view.View;

import android.view.View.OnClickListener;
import android.view. inputmethod. InputMethodManager ;
import android.widget.Button;

import android.widget.TextView;

import com.baro.common.base.BaseActivity;

impor t com.baro.common.base.Baselnter face;

import com.baro.common.setting.SettingACT;

import com.baro.common.util.Util;

import com.baro.pam.R;

import com.barokey.barokey;

impor t com.beardedhen.androidbootstrap.BootstrapProgressBar;

import java.util.Date;

public class OTPCreateACT extends BaseActivity implements Baselnterface, OnClickListener {

//public  class  OTPCreateACT  extends  AppCompatActivity implements  Baselnterface,
OnClickListener {

private Button btn_setting, btn_share, btn_close, btn_reset, btn_update;

private TextView tv_auth_key;

private TextView tv_remainTime;

private BootstrapProgressBar progressBar

private TextView tv_system_nm;

private String intent_reg_dt = "", intent_systemnm = "", intent_login_id = "",

intent_cycle_time = "";
private String PhoneNumber = "", SerialNumber = "", AndrolD = "", MacAddr = "";

private long createdMil lis, remainingSec;
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private static final int MESSAGE_REFRESH_REMAINING_SECOND = 101;
private static final int SENDMESSAGE_INTERVAL = 250;

private String[] permission_|ist = { Manifest .permission. INTERNET,
Manifest.permission.ACCESS_WIF|_STATE, Manifest .permission.ACCESS_NETWORK_STATE,
Manifest.permission.READ_EXTERNAL_STORAGE, Manifest.permission.WRITE_EXTERNAL_STORAGE,
Mani fest.permission.READ_PHONE_STATE, Manifest.permission.CALL_PHONE };
@0verride
public void onCreate(Bundle savedinstanceState) {
try {

super .onCreate(saved|nstanceState);
setContentView(R. layout .act_otpcreate);
checkPermission();

drawView();
get IntentData();

} catch (Exception e) {
e.printStackTrace();

T finally {
}

}

@0verride

public void onPause() {
super .onPause();

if (null !'=m_handlerProc) {
m_hand|erProc. removeMessages (MESSAGE_REFRESH_REMAINING_SECOND) ;
}
}
@0verride

public void onResume() {
super .onResume() ;

if (null !=mhandlerProc) {
m_hand|erProc.sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA [N ING_SECOND,
SENDMESSAGE_INTERVAL) ;

I3
I3
@SuppressLint ("Hardwarelds")
@verride
public void drawView() {
try {

vibe = (Vibrator) getSystemService(Context.VIBRATOR_SERVICE);

findViewBy|d(R. id.body_frame).setOnClickListener (new OnClickListener () {
public void onClick(View v) {
I nputMethodManager imm = (InputMethooManager )
getSystemService(Context . INPUT_METHOD_SERVICE);
imm.hideSof t InputFromiindow(v.getWindowToken(), 0);
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}
Dk

tv_system_nm = (TextView) findViewByl|d(R.id.tv_system_nm);
tv_system_nm.setOnClickListener (this);

tv_auth_key = (TextView) findViewByl|d(R.id.tv_auth_key);
tv_auth_key.setFocusable(true);
tv_auth_key.setClickable(false);

progressBar = (BootstrapProgressBar) findViewBy|d(R.id.progressBar);
tv_remainTime = (TextView) findViewByld(R.id.tv_remainTime);

btn_setting = (Button) findViewByld(R.id.btn_setting);
btn_setting.setOnClickListener (this);

btn_share = (Button) findViewByld(R.id.btn_share);
btn_share.setOnClickListener (this);

((Button) findViewByld(R.id.btn_go_back)).setOnClickListener (this);

btn_close = (Button) findViewByld(R.id.btn_close);
btn_close.setOnClickListener (this);

btn_update = (Button) findViewByld(R.id.btn_update);
btn_update.setOnClickListener (this);

btn_reset = (Button) findViewByld(R.id.btn_reset):
btn_reset.setOnClickListener (this);

TelephonyManager systemService = (TelephonyManager )
getSystemService(Context . TELEPHONY_SERVICE) ;

assert systemService != null;

PhoneNumber = systemService.getLineiNumber();

PhoneNumber = PhoneNumber . subst r ing(PhoneNumber . length() — 10, PhoneNumber . length());

PhoneNumber = "0" + PhoneNumber ;

} catch (SecurityException e) {
e.printStackTrace();
} catch (Exception e) {
e.printStackTrace();
} finally {
}
I3

public void getlntentData() {
try {
Intent intent = getlIntent();
getDefaultIntent (intent);

if (intent.getStringExtra("reg_dt") !=null) {
intent_reg_dt = intent.getStringExtra("reg_dt").trim();
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}
if (intent.getStringExtra("system_nm") != null) {
intent_system_nm = intent.getStringExtra("system_nm");
}
if (intent.getStringExtra("login_id") !=null) {
intent_login_id = intent.getStringExtra("login_id").trim();
}
if (intent.getStringExtra("cycle_time") !=null) {
intent_cycle_time = intent.getStringExtra("cycle_time").trim();
}
if ("".equals(intent_system_nm.trim())) {
tv_system_nm.setText("[ " + intent_login_id + " 1");
}else if (1"".equals(intent_system_nm) & (!"".equals(intent_login_id))) {
tv_system_nm.setText("[ " + intent_system_nm + " / " + intent_login_id + " ]");
}
if (1"".equals(intent_login_id) &&
(1"".equals(intent_cycle_time))) {
onAuthKey();
}else {
finish();

.equals(PhoneNumber ) 8&

}
} catch (Exception e) {
e.printStackTrace();

} finally {
}

}

@0verride

public void onClick(View v) {
try {

switch (v.getld()) {
case R.id.btn_setting: // Setting
Intent intent = new Intent(this, SettingACT.class);
intent.setFlags(Intent.FLAG_ACTIVITY_CLEAR_WHEN_TASK_RESET);
startActivity(intent);
//finish();
break;

case R.id.btn_share:
intent = new Intent(Intent.ACTION_SEND);
intent.addCategory(Intent .CATEGORY_DEFAULT) ;
intent.putExtra(intent .EXTRA_TEXT , getString(R.string.app_share)):
intent.putExtra(Intent .EXTRA_TITLE, getString(R.string.app_name ));
intent.setType("text/plain");
startActivity(Intent.createChooser (intent, getString(R.string.share_text))):
//finish();
break;

case R.id.btn_go_back: // go back
finish();

break;

case R.id.btn_close: // Close
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moveTaskToBack(true);

finish();

android.os.Process.kil IProcess(android.os.Process.myPid());
break;

case R.id.btn_update: // Update
intent = new Intent(OTPCreateACT.this, OTPUpdateACT.class);

intent.putExtra("reg_dt" , intent_reg_dt )
intent.putExtra("system_nm" , intent_system_nm );
intent.putExtra("login_id" , intent_login_id );

intent.putExtra("cycle_time", intent_cycle_time);
startActivity(intent);

finish();

break;

case R.id.btn_reset: // Reset
if (1"".equals(intent_login_id) && 1" equals(PhoneNumber ) &&
(1"".equals(intent_cycle_time))) {
onAuthKey();
}else {
finish();
}
break;
}
} catch (Exception e) {
e.printStackTrace();
} finally {
}
3

public void onAuthkey() {
try {
tv_auth_key.setText("");
createdMil |is = estimateCreatedMillis(intent_cycle_time);
tv_auth_key.setText (barokey.generateKEYL(intent_login_id, PhoneNumber ,
intent_cycle_time));
m_hand!erProc.sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA N ING_SECOND,
SENDMESSAGE_INTERVAL ) ;
} catch (Exception e) {
e.printStackTrace();
} finally {
3
}

private final Handler m_handlerProc = new Handler () {
@0verride
public void handleMessage(Message message) {
switch (message.what) {
case MESSAGE_REFRESH_REMAINING_SECOND:

try {
long cycleMillis = (Long.parselong(intent_cycle_time) * 1000L);
long remainingMillis = estimateRemainingMillis(intent_cycle_time,

createdMillis);
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long remainingSecond = remainingMillis =0 ? (remainingMillis / 1000L) :

if (0< remainingMillis) {
m_hand|erProc. sendEmptyMessageDe | ayed (MESSAGE_REFRESH_REMA [N ING_SECOND,
SENDMESSAGE_INTERVAL ) ;

btn_reset.setEnabled(false);
}else {
m_handlerProc. removeMessages (MESSAGE_REFRESH_REMA INING_SECOND) ;

btn_reset.setEnabled(true);
}
tv_remainTime.setText(remainingSecond + " " +
getString(R.string.remain_time_suffix));

if (0 !=cycleMillis) {
progressBar .setProgress((int)  (((float) remainingMillis / (float)
cycleMillis) = 100.0F));

}
} catch (Exception e) {

e.printStackTrace();
} finally {
}

break;

b

public long estimateCreatedMillis(String cycleSecondString) {
long remainingMillis = (barokey.getRemainingTime(cycleSecondString) = 1000L) — 200;
long cycleMillis = (Long.parselLong(cycleSecondString) * 1000L);
long currentMillis = (new Date()).getTime();
long elapsedMillis = cycleMillis — remainingMillis;
long createdMillis = currentMillis — elapsedMillis;

return createdMillis;

}

public long estimateRemainingMillis(String cycleSecondString, long createdTime) {
long cycleMillis = (Long.parselLong(cycleSecondString) * 1000L);
long currentMillis = (new Date()).getTime();
long elapsedMillis = currentMillis — createdTime;

long remainingMillis = barokey.getRemainingTime(cycleSecondString) * 1000L;
remainingMillis = cycleMillis > elapsedMillis ? remainingMillis : O:
remainingMillis = remainingMillis >= cycleMillis ? O : remainingMillis;

return remainingMillis;

}

public void checkPermission() {
if (Build.VERSION.SDK_INT < Bui ld.VERSION_CODES.M)
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return;

for(String permission : permission_list) {
int permssionCheck = checkCallingOrSelfPermission(permission);

if (permssionCheck = PackageManager .PERMISSION_DENIED) {
ActivityCompat.requestPermissions(this, permission_list, 0);

}
}

public void onRequestPermissionsResult(int requestCode, String[] permissions, int[]
grantResults) {

if (requestCode = 0) {
for(int ii =0; ii < grantResults.length; ii++) {
if (grantResults[ii] != PackageManager .PERMISSION_GRANTED) {
Util.MsgToast (OTPCreateACT. this, getString(R.string.msg_security_set), 0);

finish();
}
}
}
}

}
3. Ol0|&=ol &E=2
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B2 £ B BaroPAM <A [H
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P Identity
> Deployment Info
> App lcons and Launch Images

¥ Frameworks, Libraries, and Embedded Content

Name

I licbaroutil.a

+

¥ Development Assets
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BaroPAM 2t&dE APl= CHSt 20 &= C
swift 5.0 0|22 ZdE ZE0ICH
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generateKEYL & ==

Qe | const char | 201 gtHCO| 270I1-|D &H=0] /st D2 ZA™oloF
*|ogin_id

o

Ct.

const char | At HSCH OIEZO0IEE WUIMt= =al, i0SOHIA AFEXSl A
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=
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=

swift 5.0 OI&0IAS ALZOIAI)

private func makeOtplinfo() {
let loginid = _otp?.LOGIN_ID ?? "mc529@hanmai | .net"
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let tel = _otp?.PHONE_NO ?? "01027714076"

let time = (_otp?.CYCLE_TIME ?? "30")!

let otpnum = generateKEYL(loginid, tel, time, "app512")

_otpInfo.text = "[ W(_otp?.SYSTEM_NM ?? "")/W(_otp?.LOGIN_ID ?? "") ]"
let otpnumStr = String(cString: otpnum!)

let start = otpnumStr. index(otpnumStr.startIndex, offsetBy: 0)

let end = otpnumStr . index(otpnumStr.startindex, offsetBy: 3)

let start?2 = otpnumStr . index(otpnumStr.startIndex, offsetBy: 3)

let end2 = otpnumStr.index(otpnumStr.startindex, offsetBy: 6)

_tfOTP. text = otpnumStr[start..<end] + " " + otpnumStr[start2..<end?]
var step =0

self._progress.progress = 0

self._btnReset.isknabled = false

self._btnReset .backgroundColor = uicolorFromHex(rgoValue: OxAOAAB4)
let remain = getRemainingTime(_otp?.CYCLE_TIME ?? "30")

let cycle_time = Int(self._otp!.CYCLE_TIME)

_timer = Timer.scheduledTimer (withTimelnterval: 1.0, repeats: true, block: { _timer in
let change: Float = Float(Double(remain — step — 1) / Double(cycle_time!))
print("—— W(remain),#(change),#(step)")

self._progress.progress = change
step += 1
self._remainTime.text = String(remain — step) + " " + "TIME". local ized
if step = remain {
self._timer?.invalidate()
self._btnReset.isEnabled = true
self._btnReset .backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
}
)
;
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YR NET

149 442

[ EMPius/idavid kscho@empluses.com |

TN

33 Layout GllAl)

StoryboardE 2|0|&HCH. 2+ MI2HHIE Ol CHSE 2I01= developer.apple.com= & 1EHCEH.

<!—Create View Controller—>
<scene scenelD="xJv-bd-Ejb">

<objects>
<viewControl ler storyboardldentifier="CreateQTP" jd="BPh-T|-Gd5"
customClass="0TPCreateViewControl ler" customModule="Bar oPAM" customModuleProvider="target"

sceneMember [D="viewControl ler ">

<layoutGuides>
<viewControl lerLayoutGuide type="top" id="TFO-Et-51n"/>
<viewControl lerLayoutGuide type="bottom" id="rXs-zr-mnc"/>

</layoutGuides>

<view key="view" contentMode="scaleToFil|" id="Dbl-ks-whiN">
<rect key="frame" x="0.0" y="0.0" width="375" height="812"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" heightSizable="YES" />

<subviews>
<textView clipsSubviews="YES" multipleTouchEnabled="YES" contentMode="scaleToFill"
fixedFrame="YES" text="23|2 oIEI|" textAlignment="center"

translatesAutoresizingMaskIntoConstraints="N0" id="00T-0a—9fL">
<rect key="frame" x="0.0" y="125" width="375" height="40"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<color key="textColor" white="0.0" alpha="1" colorSpace="calibratedthite"/>
<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami |y="SpogaHanSans" pointSize="17"/>
<textlnputTraits key="text InputTraits" autocapitalizationType="sentences"/>
</textView>
<textField opaque="NO" clipsSubviews="YES" contentMode="scaleToFill" fixedFrame="YES"
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contentHor izontalAl ignment="left" contentVerticalAl ignment="center" text="12345678"
textAlignment="center" minimumFontSize="17" translatesAutoresizingMaskIntoConstraints="N0"
jd="y9V-i0-Xec">

<rect key="frame" x="19" y="204" width="336" height="52"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<color key="backgroundColor" white="1" alpha="1" colorSpace="cal ibratedthite"/>
<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami Iy="SpogaHanSans" pointSize="50"/>
<textlInputTraits key="textInputTraits"/>
</textField>
<button opague="N0" contentMode="scaleToFill" f ixedFrame="YES"
contentHor izontalAlignment="center" contentVerticalAlignment="center" buttonType="roundedRect"
| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="wn5-JQ-qp2">
<rect key="frame" x="23" y="683" width="160" height="43"/>
<autoresizingMask  key="autoresizingMask" widthSizable="YES"  flexibleMaxX="YES"
flexibleMinY="YES" />
<fontDescription key="fontDescr iption" name="SpogaHanSans-Regular"
fami y="SpogaHanSans" pointSize="17"/>
<state key="normal" title="Update/Delete">
<color key="titleColor" white="1" alpha="1

colorSpace="cal ibratedihite" />

</state>
<connect ions>
<action selector="onEdit:" destination="BPh-TI-Gd5" eventType="touchUpInside"
jd="Lo0-gt-fdh"/>
<action  selector="onOk:" destination="BYZ-38-t0r"  eventType="touchUpInside"

jd="yal-b8-A5Q" />
</connect ions>
</button>
<button opaque="N0" contentMode="scaleToFi||" f ixedFrame="YES"
contentHor izontalAl ignment="center"  contentVerticalAlignment="center" buttonType="roundedRect"
| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="phw-d7-Zsz">
<rect key="frame" x="199" y="683" width="160" height="43"/>
<autoresizingMask  key="autoresizingMask"  flexibleMinX="YES"  widthSizable="YES"
flexibleMinY="YES"/>
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular "
fami ly="SpogaHanSans" pointSize="17"/>
<state key="normal" title="Reset">
<color key="titleColor" white="1" alpha="1" colorSpace="calibratedthite"/>

</state>
<connect ions>
<action selector="onReset:" destination="BPh-TI-Gd5" eventType="touchUpInside"

i0="2is-dP-y2P" />
</connect ions>
</but ton>
<view contentMode="scaleToFi | |" f ixedFrame="YES"
translatesAutoresizingMaskIntoConstraints="N0" id="KTy-6U-Omm">
<rect key="frame" x="0.0" y="0.0" width="375" height="70"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />

<subviews>
<button opaque="N0" contentMode="scaleToFill" fixedFrame="YES"
contentHor izontalAl ignment="center" contentVerticalAlignment="center"

| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="5ZR-gQ-4P5">
<rect key="frame" x="283" y="34" width="31" height="31"/>
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<autoresizingMask key="autoresizingMask" flexibleMinX="YES" flexibleMaxY="YES" />
<inset key="imageEdgelnsets" minX="3" minY="3" maxX="3" maxY="3"/>
<state key="normal" image="btn_share.png"/>
<connect ions>
<action selector="onShare:
jd="rVd-IW-j3A" />
</connect ions>

destination="BPh-TI-Gd5" eventType="touchUpInside"

</button>
<putton opaque="N0" contentMode="scaleToFill" f ixedFrame="YES"
contentHor izontalAl ignment="center" contentVerticalAlignment="center"

| ineBreakMode="middleTruncation" translatesAutoresizingMaskIntoConstraints="N0" id="ub6-U2-2w3">

<rect key="frame" x="322" y="34" width="33" height="32"/>

<autoresizingMask key="autoresizingMask" flexibleMinX="YES" flexibleMaxY="YES"/>

<inset key="imageEdgelnsets" minX="3" minY="3" maxX="3" maxY="3"/>

<state key="normal" image="btn_setting.png"/>

<connect ions>

<action selector="onSetting:" destination="BPh-TI-Gd5"

eventType="touchUpInside" id="Qhc-bj-CHe"/>

</connect ions>

</button>
<imageView user Interact ionEnabled="NO" contentMode="scaleAspectFit"
hor izontalHuggingPrior ity="251" verticalHuggingPriority="251" f ixedFrame="YES"

image="btn_prev.png" translatesAutoresizingMaskIntoConstraints="N0" id="cZQ-Jb-luv">
<rect key="frame" x="19" y="35" width="31" height="31"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" heightSizable="YES"/>
</imageView>
<imageView user Interact ionEnabled="N0" contentMode="scaleAspectFit"
hor izontalHuggingPrior ity="251" verticalHuggingPriority="251" f ixedFrame="YES"
image="10go_barootp.png" translatesAutoresizingMaskIntoConstraints="N0" id="vWu-06-6az">
<rect key="frame" x="115" y="38" width="145" height="25"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES" />
</imageView>
</subviews>
<color key="backgroundColor" red="0.10588235294117647" green="0.56470588235294117"
blue="1" alpha="1" colorSpace="cal ibratedRGB" />
</view>
<textView clipsSubviews="YES" multipleTouchEnabled="YES" contentMode="scaleToFill"
fixedFrame="YES" editable="NO" text="SSAIZ2} LI CIEIIE LHINR. Al2ZtS TSt B Reset
=2  2&6t¢ IBIE KH A8 A otMIR." textAlignment="natural" selectable="N0"
translatesAutoresizingMaskIntoConstraints="N0" id="s4z-fe-3rj">
<rect key="frame" x="49" y="585" width="276" height="112"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMinY="YES" />
<color key="textColor" red="0.33333333333333331" green="0.33333333333333331"
blue="0.33333333333333331" alpha="1" colorSpace="cal ibratedRGB" />
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular"
fami ly="SpogaHanSans" pointSize="17"/>
<textlnputTraits key="text InputTraits" autocapitalizationType="sentences"/>
</textView>
<progressView opague="NO" contentMode="scaleToFill" verticalHuggingPriority="750"
fixedFrame="YES" progress="0.5" translatesAutoresizingMaskIntoConstraints="N0" id="eFk—ob-ugh">
<rect key="frame" x="52" y="274" width="270" height="2"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES"/>
</progressView>
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<imageView user Interact ionEnabled="N0" contentMode="scaleToFi|l"
hor izontalHuggingPriority="251" verticalHuggingPriority="251" f ixedFrame="YES"
image="ico_countdown.png" translatesAutoresizingMasklntoConstraints="N0" id="UC7-dN-216">
<rect key="frame" x="250" y="284" width="15" height="15"/>
<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES" />
</imageView>

<|abel opaque="N0" user Interact ionEnabled="N0" contentMode="1left"
hor izontalHuggingPriority="251" ver ticalHuggingPriority="251" fixedFrame="YES" text="0"
textAlignment="natural" | ineBreakMode="tai I Truncation" basel ineAdjustment="al ignBase! ines"

adjustsFontSizeToFit="N0" translatesAutoresizingMaskIntoConstraints="N0" id="c11-3a-nD8">

<rect key="frame" x="270" y="281" width="52" height="21"/>

<autoresizingMask key="autoresizingMask" flexibleMaxX="YES" flexibleMaxY="YES"/>

<fontDescription key="fontDescr iption" name="SpogaHanSans—Regular"
fami Iy="SpogaHanSans" pointSize="17"/>

<color key="textColor" red="0.33333333333333331" green="0.33333333333333331"
blue="0.33333333333333331" alpha="1" colorSpace="cal ibratedRGB" />

<nil key="highlightedColor"/>

</label>

<|abel opaque="N0" user Interact ionEnabled="N0" contentMode="1left"
hor izontalHuggingPrior i ty="251" verticalHuggingPriority="251" f ixedFrame="YES"
text="[emplus/david.kscho@empluses.com]" textAlignment="center" |ineBreakMode="tailTruncation"
basel ineAdjustment="al ignBasel ines" adjustsFontSizeToFit="N0"

translatesAutoresizingMaskIntoConstraints="N0" id="FZ0-er-yGs">
<rect key="frame" x="23" y="318" width="332" height="30"/>
<autoresizingMask key="autoresizingMask" widthSizable="YES" flexibleMaxY="YES" />
<fontDescr iption key="fontDescr iption" name="SpogaHanSans—-Regular "
fami y="SpogaHanSans" pointSize="17"/>
<nil key="highlightedColor"/>
</label>
</subviews>
<color key="backgroundColor" white="1" alpha="1" colorSpace="calibratedthite"/>
</view>
<connect ions>
<out let property="_backView" destination="cZQ-Jb-luv" id="hti-Le-Rra"/>
<outlet property="_btnReset" destination="phw-d7-Zsz" id="hVD-Q9-8Xq" />
<outlet property="_btnUpdate" destination="wn5-JQ-gp2" id="06G-9e-g0S"/>
<out let property="_otpInfo" destination="FZ0-er-yGs" id="d1r-2i-KX2"/>
<outlet property="_progress" destination="eFk-gb-ugh" id="csW-nT-cyw"/>
<outlet property="_remainTime" destination="c11-3a-nD8" id="bBH-g5-IXA"/>
<outlet property="_tfOTP" destination="y9V-i0-Xec" id="10X-6A-goi"/>
</connect ions>
</viewControl ler>
<placeholder placeholder|dentifier="IBFirstResponder" id="GRs-8z-hxZ" userlLabel="First
Responder " sceneMember |D="1 i rstResponder " />
</objects>
<point key="canvasLocation" x="2948" y="440"/>
</scene>

272 OAl)

import UIKit

class OTPCreateViewController : UlViewController {
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@IB0ut let weak var _progress: UlProgressView!
@1B0ut let weak var _remainTime: UlLabel!
@1B0ut let weak var _backView: Ul ImageView!
@1B0ut let weak var _otplInfo: UlLabel !

@I1B0ut let weak var _tfOTP: UlTextField!
@IB0ut let weak var _btnUpdate: UlButton!
@IB0ut let weak var _btnReset: UlButton!

@IBAction func onClose(_ sender: Any) {
exit(0)
}

var _timer: Timer?
var _otp: OTPEntity? = nil

override func viewDidLoad() {
super .viewDidLoad()
//chagneBackground()
initControls()
makeTappedView()
makeOtpInfo()

3

override func viewNillAppear (_ animated: Bool) {
super .viewWi | | Appear (animated)
if (Lotp?.|S_DELETE = 1) {
_otp?.IS_DELETE = 0
dismiss(animated: false, completion: nil)
3
}
override func viewDidAppear (_ animated: Bool) {
super .viewDidAppear (animated)

}

private func initControls() {
_btnUpdate.backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
_btnReset .backgroundColor = uicolorFromHex(rgbValue: 0x1BOOFF)

super .modalPresentationStyle = . ful IScreen

}

private func chagneBackground() {
// MAIN View Background Change
let background = Ul ImageView(frame: UlScreen.main.bounds)
background. image = Ul Image(named: "bg_sub.png")
self.view.insertSubview(background, at: 0)

}

private func makeTappedView() {
let tap = UlTapGestureRecognizer (target: self, action:
#selector (OTPCreateViewControl ler .backTapped))
_backView. isUser InteractionEnabled = true
_backView.addGestureRecognizer (tap)
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}

private func makeOtpinfo() {
let loginid = _otp?.LOGIN_ID ?? "mc529@hanmail .net"
let tel = _otp?.PHONE_NO ?? "01027714076"
let time = (_otp?.CYCLE_TIME ?? "30")!
let otpnum = generateKEYL(loginid, tel, time, "app512")
_otpInfo.text = "[ W(_otp?.SYSTEM_NM ?? "")/W(_otp?.LOGIN_ID ?? "") ]"
let otpnumStr = String(cString: otpnum!)
let start = otpnumStr.index(otpnumStr.startindex, offsetBy: 0)
let end = otpnumStr. index(otpnumStr .startIndex, offsetBy: 3)
let start?2 = otpnumStr . index(otpnumStr.startIndex, offsetBy: 3)
let end2 = otpnumStr.index(otpnumStr.startindex, offsetBy: 6)

_tfOTP. text = otpnumStr[start..<end] + " " + otpnumStr[start2..<end?]
var step = 0

self._progress.progress = 0

self._btnReset.isEnabled = false

self._btnReset .backgroundColor = uicolorFromHex(rgbValue: OxAOAAB4)
let remain = getRemainingTime(_otp?.CYCLE_TIME ?? "30")

let cycle_time = Int(self._otp!.CYCLE_TIME)

_timer = Timer.scheduledTimer (withTimelnterval: 1.0, repeats: true, block: { _timer in

let change: Float = Float(Double(remain — step — 1) / Double(cycle_time!))
print("—— W(remain),#(change) ,#(step)")

self._progress.progress = change
step += 1
self._remainTime.text = String(remain — step) + " " + "TIME". local ized
if step = remain {
self._timer?.invalidate()
self._btnReset.isEnabled = true
self._btnReset .backgroundColor = uicolorFromHex(rgbValue: Ox1B90FF)
}
h
3

@objc func backTapped(tabGestureRecg: UlTapGestureRecognizer) {
dismiss(animated: false, completion: nil) //

}

@IBAction func onEdit(_ sender: Any) {
switchScreen("SystemQTP", { _ = (%0
OTPInfoSaveViewControl ler).changeMode( .EDIT) .setOtp(_otp!).setParent(self) })
}

@IBAction func onReset(_ sender: Any) {
makeOtpInfo()
}

func setOtp(_ otp: OTPENntity) {
_otp = otp

as!
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print ("————> W(otp.REG_OT), #(otp.LOGIN_ID), W(otp.SYSTEM_NM), W(otp.CYCLE_TIME)")
}

@IBAction func onSetting(_ sender: Any) {
switchScreen("Settings")

}

@IBAction func onShare(_ sender: Any) {
}
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Welcome 5G System

[

<%@ page contentType="text/html; charset=UTF-8" language="java" pageEncoding="UTF-8" %>
<Y@include file="./inc_common.jsp" %>

<Y@include file="./inc_session.jsp" %

<% request .setCharacterEncoding("utf-8"): %

<% response.setContentType("text/html; charset=utf-8"); %

<%

/* */
[* HEH Y XI5} */

[* */
int ii=0,jj=0,kk=0, Il =0; // Index

CommonLib clib = new CommonLib(); // CommonLib

LogDAO  Idao = new LogDAO(); // LogDAO

UserDAO  udao = new UserDAO(); // UserDAO

BaroDTO bdto = new BaroDTO(); // BaroDTO
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String HIML =" // HTML

String msg =""; /] msg

String value =""; // value

String result ="" // Result

String login_time = ""; /] 2R1ZIS A2t

boolean bauth_key

false;

/] BEZH

/*
/* RequestOllA OIOIHE 20,

/*

String user_id = clib.strDefault(request.getParameter("user_id" ), "" );
String user_pw = clib.strDefault(request.getParameter("user_pw" ), "" );
String auth_key = clib.strDefault(request.getParameter("auth_key"), "" );
String ip_addr = clib.strDefault(request.getParameter("ip_addr" ), request.getRemoteAddr());
logger . info("(result_login.jsp)Starting. .......coovveevn.... ")
String param = request.getServerName() + request.getRequestURI ()
+ "?remote_addr=" + request .getRemoteAddr ()
+ "&user_id=" + user_id
+ "&user_pw=" + user_pw
+ "&auth_key=" + auth_key
+ "&ip_addr=" + ip_addr
logger . info(param);
/* */
/* Begin. */
* */
try {
* */
/[* NEXNEE X3]. */
* */
bdto = udao.read(user_id);
* */
/* NIt BEJF EXst 8=, */
* */
if (bdto !=null) {
* */
[* HIYRHSII S2st B, */
* */
if (user_pw.equals(bdto.getUser_pw())) {
* */
[+ 2021 %= A2t Edit */
* */
login_time = Long.toString(barokey.get_logintime(bdto.getCycle_time()));
* */
[+ 2021 ZEBAIZ2H0| MEFI| 2O 2 &2 */
* */
if (Long.parseLong(login_time) > Long.parseLong(bdto.getlogin_time())) {
/* */
[* L3 0IBI| AS */
/* */
bauth_key = barokey.verifyKEYL(bdto.getUser_id(), bdto.getUser_phone().replace("-",

""), bdto.getCycle_time(), auth_key);
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0);

()
()
bdto.getUser_title());
()
()

()

/* */
[+ 2021 XS AI2H0] MEFI| ECF &)L 22 E2. */
/* */
}else {
bauth_key = false;
}
/* */
[* L3Z QI=7| HAS(HB). */
/* */
if (bauth_key = true) {
/* */
[* R2I| MY, */
/* */
session = request.getSession(true);
request .getSession().setAttribute("SES_USER_NO" , bdto.getUser_no
request .getSession().setAttribute("SES_USER_NAME" , bdto.getUser_name
request .getSession().setAttribute("SES_USER DEPT" , bdto.getUser_dept
request .getSession().setAttribute("SES_USER TITLE",
request .getSession().setAttribute("SES_USER_EMAIL", bdto.getUser_emai |
request .getSession().setAttribute( "SES_USER_PHONE", bdto.getUser_phone
request .getSession().setAttribute("SES_ADMIN_YN" , bdto.getAdmin_yn
/* */
/* 27921 %= A2+S Update. */
/* */
udao.updateloginTime(user_id, login_time);
HTML = bdto.getUser_no();
* %/
[* L3|Z QI=3| HAS(AH). */
* %/
}else {
HTML = "KEY_ERR";
3
/* */
[ BIYHSI} S 2= F2. */
/* */
}else {
HTML = "PW_ERR";
3
* */
/* LogREE insert. */
* */
bdto.set lp_addr (ip_addr);
|dao.create(bdto):;
* */
[* AFEXF B2t =6 2= E=2. */
* */
}else {
HTML = "ID_ERR";
}
json.put ("HTML", HTML);
out.printin(json);
/* x/
/* Ol2IAFEE XI2l(Exception). */
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[* */
} catch(Exception e) {

logger . info("Exception = [" + e + "]");

e.printStackTrace();

/* */
/* Finally. x/
/* */
} finally {

logger . info("(result_login.jsp)ENding........ccovueeunne .. ")
}
%>
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