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BARO-PAM-001 BaroPAM

1. BaroPAM & X

1.1 BaroPAM &X| & =H|AIE

I = Z PAM IHDIXIDF BFEAl EXIE K JACOF ST &EX &ol2 TS
£ AISHGI0 &QIsHCt. Bk AXIZIN UK 22 ™M Redhat, Cent0S= "dnf install *pam" 112
= "sudo apt-get install pam" &0z &XIotH =L,

0
%
x
rr
S
!
o Jd
|0

[root]# rpm —0a | grep pam
pam_smb-1.1.7-7.2.1
pam_passwdgc-1.0.2-1.2.2
pan-0.99.6.2-14.el15_11
pam_krb5-2.2.14-22.el5
pam—-deve|-0.99.6.2-14.el5_11
pam_ccreds—-3-5
pam_smb-1.1.7-7.2.1
pam_pkcs11-0.5.3-26.el5
pam-devel-0.99.6.2-14.el|5_11
pam_passwdgc—1.0.2-1.2.2
pam-0.99.6.2-14.el5_11
pam_ccreds—-3-5
pam_krb5-2.2.14-22.el5
pam_pkcs11-0.5.3-26.el5

0z

SAA B0 PAM 222 AFE0HD| Rloid= Al2ld DD oM SH ssh, sftp MHIAE MB35

OpenSSH(Open Secure Shell) THIIXIDE BFEAl EXIZIO JUOIOF SHCH. AX| &012 CISo HHEUE
4ol EOISHT. orek, AXIE 0 UK E204 Rednat, Cent0S= "dnf install *opensshx" b "dnf
stall *openssl*" 12l= "sudo apt-get install openss|" HEHZ &XI5tH =L,

> Ol

t
|

I

>3

[root]# rpm —0a | grep openssh
openssh—clients—4.3p2-82.el5
openssh-server—4.3p2-82.el5
openssh—4.3p2-82.el5

[root]# rpm —0a | grep openssl|
openss|—0.9.8e-40.el5_11
openss|101e-1.0.1e-11.el5
openss|097a-0.9.7a-12.e15_10.1
openss|—-devel-0.9.8¢e—40.el5_11
openss|—per 1-0.9.8e-40.el5_11
openss|-devel-0.9.8e-40.el5_11
openss| 101e-devel-1.0.1e-11.el5
openss|101e-static-1.0.1e-11.el5
openss|—0.9.8e—40.el5_11

openss| 101e—devel-1.0.1e-11.el5
openss| 101e-static-1.0.1e-11.el5
openss| 101e—per-1.0.1e-11.el5
openss|097a-0.9.7a-12.e15_10.1
openss| 101e-1.0.1e-11.el5
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[root]# ssh -V
OpenSSH_4.3p2, OpenSSL 0.9.8e—fips-rhel5 01 Jul 2008

Redhat, Cent0S2! &S "Selinux"= "Security Enhanced Linux"2l 2fXt&2 JI22| 2ISABL H= FOHL
t’&*’éﬁ&“é MBot=dl, UR HoY LHX 245 ZI US B Bo2HE 243 A BaroPAMO| otgl

20| 2 (Failed to open tmp secret file "/usr/baropam/.baro_auth~" [Permission denied])&tCt. 1
EH/d A0H51H 2201 HIZAS SHSELINUX=enforcing — disabled)StCt.

:

rr

[root] /etc > vi /etc/sysconfig/sel inux

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing — SELinux security policy is enforced.

# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.

SELINUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted — Only targeted network daemons are protected.
# strict — Full SELinux protection.

SEL INUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes

SETLOCALDEFS-0
2 Mg DX 22H MRE S oioF A0l =t
ctolf B3 WES HEotL] 2= B2 UsS2 HEUHE &4

MEE S otk &0 S 8= HOIE0
et =0

[

Ol
AL

| [root] /etc > /usr/sbin/setenforce 0

PAM 215 = &t8 &8 HZE MariabBl &&dk= E<= MariadB ClientE Bt=Al &XIGHOF StCF.
[root] /etc > dnf -y install mariadb = Redhat HIEZ
[root] /etc > sudo apt -y install mariado—<lient = 12|
BaroPAM O15 2==2 UI22E &L &AXIoH)| 2IoHAl root HAEC=Z E5st £ 22 U222 Y &XI6H)]
st CI2&ER|(/usr /baropam)S CHS1F 20| AHASHCH
| [root]# mkdir /usr/baropam
BaroPMM RES [I22E & &X|ol)| st CIA&ER|Q] HEHSID|, M|, Adl)S LSt 20| S04t

| [root]# chmod 777 /usr/baropam

1.2 BaroPA\M &X| 28 C22CE

&XI5tD ot= Linux AIAEIS] XA CHst 0
root HELZ =6 = Sl 22 E0E &

| [root] /usr/baropam > uname —a

nurit -2- 0)KaA,




BARO-PAM-001 BaroPAM

Linux baropam 3.10.0-862.el17.x86_64 #1 SMP Fri Apr 20 16:44:24 UTC 2018 x86_64 x86_64 x86_64
GNU/Linux

BaroPMM OI= PE2 root HECZ S & RES HR2E & AXI6H)| |8 CIZE2I(/usr /baropam)
Z 0|sol 22 UR2E o= g2 Usy &0,

[root] /usr/baropam > wget http://nuriapp.com/download/ | ibpam_baro_auth—x.x. tar

BaroPAM 215 252 22 E0t 22 &M tar M2 A== oMol e UsS 20,

[root] /usr/baropam > tar —xvf |ibpam_baro_auth—x.x.tar

BaroPAM €15 252 &== oHMIGHH baropam CIFEC|0 TS 22 BaroPAM 2ted 2501 e &L

[root] /usr/baropam > Is —al

24 180

drwxrwxrwx 7 root root 4096 8& 23 (09:59 .

drwxr—xr—-x 17 root root 4096 2& 10 2017 ..

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl
-r—r—r— 1 root root 305 78 2 14:41 .baro_auth
-r—r—r— 1 root root 290 63 30 12:55 .baro_curl
-r—r—r— 1 root root 287 2& 28 12:19 .baro_sql
—rwxr=xr-x 1 root root 69149 42 6 19:12 baro_auth
—rwxr=xr-x 1 root root 65072 6& 29 16:36 baro_cur |
—rwxr=xr-x 1 root root 57074 2& 28 12:18 baro_sql
drwxr-xr-x 2 root root 4096 7& 20 2021 jilee
—rwxr=xr-x 1 root root 152649 6= 9 08:19 pam_baro_auth.so
—rwxr=xr-x 1 root root 116158 6& 30 12:54 pam_baro_cur|.so
—TWXr=xr-=x 1 root root 170863 2& 28 12:18 pam_baro_sql.so
-rw—r—r— 1 root root 221 6& 27 15:59 setauth.sh
-rw-r—r— 1 root root 150 6& 29 16:29 setcurl.sh
-rw-r—r— 1 root root 180 2& 28 12:19 setsql.sh

LB BaroPAM 215 2=01 AIAE0N = 20X S &

10
02
0y
Q
i
s
0g
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(=]
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o
o
Q

[root] /usr/baropam > file pam baro_auth.so
pam_baro_auth.so: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically |inked,
Bui IdID[sha1]=d2d7b4f fe8b1a25f6al1685ch7addec9d787163b5, not stripped

[root] /usr/baropam > ldd pam baro_auth.so
| inux-vdso.so.1 => (0x00007f fe7f503000)
| ibpam.s0.0 => /usr/1ib64/|ibpam.so.0 (0x00007f23a3318000)
libssl.so0.10 => /usr/1ib64/1ibss!.so.10 (0x00007f23a30a6000)
libcrypto.so.10 => /usr/|ib64/libcrypto.so.10 (0x00007f23a2¢45000)
libdl.s0.2 => /usr/lib64/1ibdl.so0.2 (0x00007f23a2a41000)
libz.s0.1 = /usr/1ib64/1ibz.so.1 (0x00007f23a2820000)
libc.s0.6 => /usr/lib64/1ibc.s0.6 (0x00007f23a245¢000)
libaudit.so.1 = /usr/lib64/1ibaudit.so.1 (0x00007f23a2235000)
| ibgssapi_krb5.s0.2 => /usr/|ib64/|ibgssapi_krb5.s0.2 (0x00007f23a1fe8000)
libkrb5.50.3 => /usr/|ib64/1ibkrb5.s0.3 (0x00007f23a1d00000)
| ibcom_err.s0.2 => /usr/|ib64/|ibcom_err.so.2 (0x00007f23alafc000)
| ibkberypto.so.3 => /usr/|1ib64/1ibk5crypto.so.3 (0x0000723a18c9000)
/1ib64/ |d=1inux—x86-64.50.2 (0x00007f23a372f000)

nurit -3- 0)KaA,
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| ibcap—ng.s0.0 => /usr/|ib64/|ibcap—ng.so.0 (0x00007f23a16¢3000)

| ibkrb5suppor t.s0.0 => /usr/|ib64/ 1 ibkrb5support.so.0 (0x00007f23a14b5000)
libkeyutils.so.1 = /usr/lib64/|ibkeyutils.so.1 (0x00007f23a1201000)
libresolv.so.2 => /usr/lib64/1ibresolv.so.2 (0x00007f23a1098000)
libpthread.so.0 => /usr/|ib64/!ibpthread.so.0 (0x00007f23a0e7c000)
libselinux.so.1 => /usr/lib64/libselinux.so.1 (0x00007f23a0c55000)
libpcre.so.1 => /usr/|ib64/!ibpcre.so.1 (0x0000723a09f3000)

1.3 BaroPAM &3 &3 MY MA
1) PAM Q1= (.baro_auth): 82 &3 HEE Filell] 83

BaroPAM &t A& IS baro_auth T2 1S ASHGI BIEAl MAHGH=0I, BaroPAM 215 2F2| C|&
&2|9! Jusr/baropam 20l {Xl ot== StCh.

BA)

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —A acl_type —a
acl_filename -S secure_key —s filename

ﬂj>~

BaroPAM BB &Y LIES €8 sS40 et ts2 Usit 0

S8 &3 ANt Hl:
-r | €32 =39 HIsts!2=(1~10) 3
R | €32 2SI|9 HIStAIZH =, 5~600+) 30
~t 23| 21EI|9| EFII(x, =) 30
-« | 232 Q53|98 oIEd HA!(apm app256, app384, | app512
app512)
- | BHEAHE IOl 253 012 (yes or no) no
-A | 2XF CIS0IA 12 (allow) E= M2 (deny)&HK| (dEH deny
-a | 2} QIS0IA Si=(allow) = M2l(deny)& HEO CH | /usr/baropam/.baro_acl
SHACL m(me H2AS 444)
-S | BIEAl HIHOIA MI&6H= Secure key(2H0I&A I]) j lalcHoVadpj 704PzBpM2D i | eBvmHFY/
-s | BaroPAM SHA&EA MYS MAMsH C|2AEIS EES It | /usr/baropam/.baro_auth
oy
F9]) -s SH2| filename= BaroPAM SHEAEN LS MHE (|HELS LS INYY(IIY 2RSS
444)0|Ct,
A= 0fl)

[root] /usr/baropam > ./baro_auth =r 3 -R 30 -t 30 -k app512 -e no -A deny -a
/usr /baropam/ .baro_ac| =S jlalcHoVadp]704PzZBoM2Di |eBviHFY/ —s /usr /baropam/.baro_auth

grer, AHIZOIC BaroPAM &8 E2F LS 202 2€80ots 2 e HE2=2 8560 AgS

(Not root)

£l
02
o
Q

[root] /usr/baropam > ./baro_auth -r 3 R 30 -t 30 -k app512 -e no -A deny -a ~/.baro_acl -S
j lqlcHoVadpj 704PzBpM2D i | eBviHFV/ —s ~/.baro_auth

1) Your emergency one-time authentication keys are :

nurit -4~ 0)KaA,
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22 232 2B3|= L3lg 2IE3| MAIIQl BaroPAM M2 AIERE & g8 [ 248 HLRE H8I5HH
SSH AMEHOIl CHAl HAHIAGHED AFE2E 4= U= B=0| JHsSt Super 13| 0122 HEDH O S= 2
0l &£Ct.

2) OIS0l LI2= 220 HolAdsE 25 "y'E UL,

"/usr/baropam/.baro_auth" IS LHI0IESIAISLII (y/n) vy
S22t man-in-the-middle) 22E lgfg AQ10} (y/n) v
BaroPAM &td && Wt Ol .baro_authtll &&st Lig2 CtS1+ ZCt.

[root] /usr/baropam > cat .baro_auth
" AUTH_KEY
" RATE_LIMIT 3 30
" KEY_METHOD app512
" CYCLE_TIME 30
" SECURE_KEY j lalcHbVadpj 704PzBpM2Di | eBvmHFV/

" ACL_NAME /usr/baropam/.baro_acl
" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192
BaroPAM StAAA T2l baro authll && =0 OISt We2 O3S 20

= &9 g HI
AUTH_KEY ol PEXHDA)
RATE_LIMIT 23| 0I=3(9 MEHEI2=(1~10), MIBAlI | 3 30
2H =, 15~600=x)
KEY_METHOD 23|E 2SI ISHAl(appl, app256, | app512
app384, app512)
CYCLE_TIME 3|2 0I=I9|9 AUSFI(=, 3~60x) 30
SECURE_KEY BIEAl HIHOIA HIZol= Secure key(2t | jlalcHbVadpj704PzBpM2Di |eBvmHFY/
Ol&dA 31)
ACL_TYPE 2x QI=0IM  Si=(allow) F=  HQl | deny
(deny) &
ACL_NAME 2%t IS0 318 = MAE AHEO Of | /usr/baropam/.baro_acl
St ACL Filename(ItY HI2ASHS 444)
DISALLOW_REUSE | =2tXHman—in—the-middle) =2 0l2t& | DISALLOW_REUSE
or A= '"DISALLOW REUSE'S &&EH &H=
ALLOW_REUSE 235 2EI|2 AUSFI| S22 CIE At
A0 2701 & £ glol, ot olsE
A= "ALLON_REUSE"= & A SHCE.
2) PAM 215 (.baro_sql): &3 &3 HEE MariaDB0l &3
BaroPAM %% A3 It =Mok= Mariadb2t HSoH)| fst 8% 2= baro sql nz)gs AN
BIS Al MAS=0l, BaroPAM 1= 2=2| CI2ER|Q! Jusr/baropam 20 IXISI=S SHC.
&4)

nurit -5- 0)KaA,
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BaroPAM

| baro_sql —H hostname -u username -p password -d doname -P portno -e encrypt_flag —s filename |

BaroPAM SHEA A el 8d &0 Uist Lie:2 Oy &L
=4 &89 &gt HI1D
-H | MariaDB MHS SAE 0|8 L= IP =4 nurit.co.kr
-u | MariaDB AFZ Xt 0|2 nurit
-p | MariaDB AIS XIS HIZBHS baropam
—d HAZE MariaDB OIS bar opamadb
-P | MariaDB MHQ ZLE BiS 3308
- | SHEAH Mo 2535 ({2 (yes or no) no
-S | BaroPAM EtEA&H TS MAME C|HELIE HEEH IHYH /usr /baropam/ .baro_sql
ZF9|) -s &2 filename= BaroPAM EHEAH IS MHE CIHELSE EEE IH (MY RS2
444)0IC}.
A2 0l

/usr /baropam/ .baro_sql

[root] /usr/baropam > ./baro_sql -H nurit.co.kr —e no —u nurit —p baropams —d baropamdo —P 3306 —s

1) TS0l L= 230l UolAde= 25 "y'S =6t

"/usr/baropam/.baro_sql" IS LOIOIESAIASLIDF (y/n) y
BaroPAM &t8 && WHAQ! .baro_sql0ll &&st L= G2k &0
[root] /usr/baropam > cat .baro_sql
" AUTH_KEY
" HOSTNAME nurit.co.kr
" USERNAME nur it
" PASSWORD baropams
" DBNAME baropamdb
" PORTNO 3306
" RATE_LIMIT 3 30
" KEY_METHOD app512
" CYCLE_TIME 30
" SECURE_KEY j lalcHbVadpj704PzBpM2Di | eBvmHFV/
" ACL_TYPE deny
" MIDDLE_TYPE DISALLOW_REUSE
" MIDDLE_TIME 58014762
" ENV_TYPE share
BaroPAM SHE&HE WHQ! .baro sqll &8 &=0 Ut Lig=2 G340 ZCt.

d= &9 At HID

AUTH_KEY ol PEXHLNA)
HOSTNAME MariaDB MHS SAE 0|18 L= IP =4 nurit.co.kr
USERNAME MariaDB AFE X 018 nurit
PASSWORD MariaDB AFS XIS HIZHS baropam
DBNAME HAZE MariabB OIS baropamdb
PORTNO MariaDB MHS ZE BiS 3308

2 LIHXE LIRE22Z AIEE.
nurit -6 Oz
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3) cURL 2!=(.baro_curl)

curl o EEE "client LRL" & HHESl= X222 199780l S SAIEIRUCH = Se0IHEI ATHER
M MHO0I CIOIEE REdh= 22 BaroPAME cur |2 http/https ZIH U= 1S AIOIES SE6HH 2l

E2 QEEH.

BaroPAM &t& &8 M2 baro_curl =22
E2l92! Jusr/baropam 20 Xl ot=S StCt.

a4

baro_curl -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag -H hostname -u
auth_ur| -s filename

>.

BaroPAM SZ&HE Mo 28 SE0 HEt WHE= TSt 20

Il

= &Y A "I

-r | €3l 23|19 MEtE!2(1~10) 3

R | €32 2SI HIStAIZHZE, 15~600F) 30

~t 23| E 0IFI|9 AUSFI|(=x, 3+60=x) 30

K | L3 2I=3|9) ol=gtAl(appl, app256, app384, app512). app512

- | SHE4N Wo 2535t ({2 (yes or no) no

-H | ABHS SAEH (uname -n) nurit.co.kr

-u | 38 WRLE SAEY(hostname), AF=EXF H&E(username), Q! | http://1.23.456.789/barop
SFD|(cycle_time), 23l 2SI |(auth key) S W2tOIEIDF | am/web/result_curl.jsp
LN S5

-s | BaroPAM SHHEAN MUS MAHS C|AERE &S TIYUH /usr /baropam/ .baro_cur |

ZF9|) -s SH9 filename= BaroPAM EZEAX @IS M4
444)0|104, HREH N2l SAEH (hostna

FCEERIE ZEst Iy (IY daAst2
| = %
QOL|, SAEH (hostname) )t HAL= AL Bt&

=
= &% BaroPAMOl BaE2
2 482 oie =01 erEaH0F ST

[

R
z N

AHZ 0ll)

[root] /usr/baropam > ./baro_curl =r 3 -R 30 -t 30 -k app512 -e no —H nurit.co.kr —u
http://1.23.456.789/baropam/web/resul t_cur | . jsp —s /usr/baropam/.baro_cur |

1) OIS0l LI2E 280l UchAd= 25 "y'S L6t
" Jusr/baropam/ .baro_cur |" LS AGIOIESIAIASULI (y/n) y
S2HH(man-in-the-middle) 222 Igg 2AQ10} (y/n) vy

i

BaroPAM

rto

43 43 W2l baro_curl0ll &8s s LS 2C.

[root] /usr/baropam > cat .baro_cur |

" AUTH_KEY

" RATE_LIMIT 3 30

" AUTH_URL http://1.23.456.789/baropam/web/resul t_curl.jsp
" KEY_METHOD app512

" CYCLE_TIME 30

" HOSTNAME baropam

" DISALLOW_REUSE

BaroPAM A& A MOl baro_curl2l &8 =0 Cist LIES CISF 2 L.

O_L

nurit -7- 0)KaA,
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et &9 gt HI2D
AUTH_KEY o= REAHIDAH)
RATE_LIMIT 23 Q1EI|2l HMEtE4=(1~10), HISFAIZH=E, | 3 30
15~600=)
AUTH_URL SEE WRLE SAEH(hostname), ALEXF HE | http://1.23.456.789/barop
(username), 21=ZDl(cycle_time), L3|E& Q1S3 | am/web/result_curl.jsp
(auth_key) S9| I2t0IEID} ZEEH S5
KEY_METHOD 238 2153|9 elEAl(appl, app256, app384, | app512
app512)
CYCLE_TIME 23| 2157|9 IEFII(x, 360x%) 30
HOSTNAME A SAEH (uname -n) nurit.co.kr
DISALLOW_REUSE | =2tXHman—in—the-middle) 222 &g ZH2= | DISALLOW_REUSE
or "DISALLOW_REUSE"= &&EH 2 43l 21=3|9
ALLOW_REUSE IEFI| Sot2 e AMERDF 2101 g = gl
H, oref 5188 HR= "ALLOWREUSE'sS & & &t
Ct.
1.4 BaroPAM &&H &
1) PAM 0I5 83 & HY iledll &3
® It 21&(22¢2!1-10, Hi S 0|29 ) oIE0=z 2dg|g 2153| HEg)
BaroPAM RS2 &&ot)| foilAl sshd, su, sudo It S0l E&ot=s WS CFS 20| = ATy 1
ol =C}.
[root] /usr/baropam > vi /etc/pam.d/sshd
H#WPAM-1.0
auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
&2 1Z secret Ut2t0IE{= BaroPAM SHEAE IIYH, encrypt Lict0|E = BaroPAM SZ A& E ol LS3)

Z2i(yes or no)S AHSEHI.

oter - HIEOICH BaroPAM &t &I 2 22 886l= 2 BaroPAM 2= &&61)| fIoHA sshd IHY
0l &&3dl= g2 CiS 201 & Aol =Hol =C.

[root] /usr/baropam > vi /etc/pam.d/sshd

HUPAM-1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=${HOME}/.baro_auth encrypt=no

HEOICH BaroPAN 2t AXMIYS 22 AF6HA &0 EX CIREL|0 HEEZ BaroPAM &2 AF Y
S U2 ZX™olX o= 22 BaroPMM 2SS &A&o6H)| RolAl sshd M0 &6 gEe OS2
0l = AEHO =dal =Ct

[root] /usr/baropam > vi /etc/pam.d/sshd

1 #%PAN-1.0

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/auth/.${USER} _auth
encrypt=no

nurit -8- 0)KaA,
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* "nullok"= S&E PAM 2=0| nul| gtel &S E o= 212 3ISstCh= 20ICH &, Redhat 9.x 0Ol
AtHIA= Jetc/pam.d/sshd E&0IA "nul lok" SAS KIR6HK &=Lt

[root] /usr/baropam > vi /etc/pam.d/su

#6PAM-1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

/etc/pam.d/su IF 0l BaroPAM 2= & AICHY =010l "su" HEOHEZ LEHHIAEO| "root"2 St AL
S AMEole R0 2K QIS(FIF 21E) s MNEE 4= AU BOH0| &5 O SA=IC.

$ su - root

Verification code:

Desktop Linux & d< QUI 210! 3HHOIA BaroPAME2 At=ot 2K+ Gt
ol = A0 Y=ol =Ct.

rr
oy

0ll) Debian, Ubuntu, SUSE, fedora LinuxP! &=L

[root] /usr/baropam > vi /etc/pam.d/gdmpassword or gdm-autologin

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

gdm-password, gdm-autologin £&0| ZLIH BIE Al PAM 250] MUZ FIOICI/Y=X EQ216H = gdn-
password2| Restart X0l BHEAl 2 R0IC}.

[root] /usr/baropam > systemct| restart gdm-password

4% CFSF 2001 2921 AN BaroPAM2l 2381E 21E3|2! "Verification code:"E &6t= 3HHO|
LIEFCE.

nurit -9- 0)KaA,
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@ baropam

Verification code:

0ll) SH2LI2I0S, 20S, Mint Linux@! B

[root] /usr/baropam > vi /etc/pam.d/|ightdm or loghtdmautologin

#UPAM-1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

lightdm, lightdmautologin £&0| ZLIH BIEA| PAM 2=0| MU =IO A=K &I Z |ightdne
Restart &0| BtE Al Z R3ICH.

[root] /usr/baropam > systemct| restart |ightdm

4% CFSF 2001 291 3HHM| BaroPAM2l 2381E 21E3|2! "Verification code:"E &H6t= 3HHO|
LIEFHCE.

nurit )K=,




BARO-PAM-001 BaroPAM

baropam @ Ekrkr104 13320

baropam

BT

1) LSS 22 Desktop Linux@! ZR= "passwd -p username' BEUHE HILHSE HIHHH
"Verification code:"2| &&dt= SHHO| 23|E 2IE3|0t UHFH H|LHS = SK| L=

0l) xrdpE 0188t ¥ HA3S B2 ot E2

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

#%6PAM=1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

forward_passE 0|&56t0{ &5 21242 (Password) Ol
=301 "123456" Ol "123456" 2 12451H =L,

@ HIZLHS UAH(HILHSE Al L3 ASII=2 tAl)

f| lezillaXxl& "Interactive process'Jt EJtstt T2 )HES oA = PAMUIAL forward_pass S&EESE Al
2010 ¢S U A0l 32 2SIIE LE0IEE o= g0l SACH. Ol &<, openssh clientlLt

la S 25 OIEH =S o= & =0l 8lCH.

WindostJ ROP(Remote Desktop Protocol), Radius, filezi

[root] /usr/baropam > vi /etc/pam.d/sshd

#4PAM-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

ﬂJIIlI

forward_passZE 0|26t &S 224 =H(Password & verification code:)0ll £3lE QISI|E 2HotH =LY,




BARO-PAM-001 BaroPAM

Ol

U
un

O, 23|18 2IS7(0t "123456" OlctH "123466"CF =6t =Lt

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| P Cancel

[ ]save password

ol= B2 oY HEQ HIZHSE= "passwd username” BEHEZ 0|

JHEIS0S 22 Desktop Linux®! ZR= "passwd -p username" &

o2 HIYHSE MIHoHH "Password &
Verification code: "2 /25| H

FIF

® NM=Z2 "2
23 E HILPSE -5

filezillaxXi& "Interactive process'Jt 2tsst T2 == PIoHA= PAMUIAI forward_pass S&= At
2510 &S 2 A0 252 UF2 2IFI|E 20| LHEGIEE ol 2= Holl SICH. 0l B, openssh
clientlt Windows2l ROP(Remote Desktop Protocol), Radius, filezilla & 2% 0|2 LSS ol %=

0l SACH

[root] /usr/baropam > vi /etc/pam.d/sshd

#HPAM=1.0
auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no
forward_passE 0I=20l0{ &S 222 (Password & verification code:)0l 252t 20| 23E 21572 &
2t L, S E HA ot S8 20| OlHA L3S CISIIE LE6tH . WE =0, &SIt
"paropam” O|1) L3|E QISI|J}F "123456" 0lctH "baropami23456"'C 2 26tH =Lt

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| S S Cancel

[ ]save password
forward_passE OIZ0tH 2152 ZR= ot= RS MBIAN 2-factor OS2 JtsotH & = UCH

2) PAN Q15 8F HF FEE MariadBOl &3

@ FIt 2I5(27021-D, HILES 0/2Q FII Q5= A3 B3| HE)

nur t - 12- ©)xs=A.
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[root] /usr/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr /baropam/pam_baro_sqgl .so nul lok secret=/usr/baropam/.baro_sql
encrypt=no auth=sshd

212 secret IH2t0IE{= BaroPAM SHEAE A MY, encryp |El= BaroPAM SHE&H IIC| &S}
=2 (yes or no), auth Ii2tOIE = BaroPAME AF26H0 @1=ol= 291 sshd, su, sudo, login, radiusd,
gdmpassword, |ightdm, xrdp—sesman S=2 &&SHC.

—
=
e
O
(]

* "'nullok"= S = PAM 20| nul | g2 S E &dk= A2 oIE6HCh= 20ICH. &, Redhat 9.x 0l
AMOIAE /etc/pam.d/sshd £H WA "nullok" SES XIRotX L=LCt.

[root] /usr/baropam > vi /etc/pam.d/su

H#UPAM-1.0

auth required /usr /baropam/pam_baro_sqgl.so nullok secret=/usr/baropam/.baro_sql
encrypt=no auth=su

/etc/pam d/su It 0l BaroPAM 2&= = A0 FII6HH "su" O Z LBHHIFOI "root"2 #HEH &S
g ANote ZR0IE 2xt AS(FIt 2IF) Y=He

$ su - root
Verification code:

Desktop Linux ©! &< GUI 2101 FHOIA BaroPAMS AF26I 10X} 6l 3 A&ole HEeS O3S &
0 =l A0l =6l =Ct.

0ll) Debian, Uobuntu, SUSE, fedora Linux@! AL

[root] /usr/baropam > vi /etc/pam.d/gdmpassword or gdm-autologin

H#%PAM-1.0

auth required /usr /baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql

encrypt=no auth=gdm-password

gdmpassword, gdmautologin £& 0| ZLIH BIEA| PAM 20| M2 FIIEIUJ=R] &olst = gdm-
password2| Restart 20| BI=Al E 60

[root] /usr/baropam > systemct| restart gdmpassword

4% CHs 201 290! 3HHN BaroPAM2l £31E 2ISI|C! "Verification code:"E &EH6t= 3HHO|

LIEFCE.
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@ baropam

Verification code:

0ll) SH2LI2I0S, 20S, Mint Linux@! B

[root] /usr/baropam > vi /etc/pam.d/lightam or loghtdmautologin

#%PAM=1.0
auth required /usr /baropam/pam_baro_sqgl.so nullok secret=/usr/baropam/.baro_sql

encrypt=no auth=Ilightdm

lightdm, lightdmautologin £&0| ZLIH BIEA| PAM 2=0| MU =IO A=K &I Z |ightdne
Restart &0| BtE Al Z R3ICH.

[root] /usr/baropam > systemct| restart |ightdm

4% CFSF 2001 2921 3HHM| BaroPAM2l 2381E 21E3II2! "Verification code:"E &6t= 3HHO|
LIEFHCE.

nurit )K=,




BARO-PAM-001

baropam

baropam

BT

BaroPAM

@ Ekrkr104 13320

1) LSS 22 Desktop Linux@! ZR= "passwd -p username' BEUHE HILHSE HIHHH
"Verification code:"2| &&dt= SHHO| 23|E 2IE3|0t UHFH H|LHS = SK| L=
o) xrdp2 0128t 2 UADE B5S ol 3R

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman
#%PAV-1.0

auth required
encrypt=no auth=xrdp-sesman

/usr /baropam/pam_baro_sql .so forward pass secret=/usr /baropam/.baro_sql

forward_passE 0|26t &S 2 2= (Password) 0l 23|1E CISI|1E 26tH =L HE S0, L3= 2
=I1JF "123456" O|ctH "123456" 2t 21245t =L},

@ H2YHS CHAI(HILHSE Oial 232 2132 UIAl)

f| lezillaxl& "Interactive process'Jt 2J0ts8t T2 )H#HES fIoHA= PAMUHIA forward_pass S&= Al
2510 &S 2 A0l 232 2SIIE UEEGIEE 6l= 4= 0l SICH 0] 2, openssh clientLt
Windows2l ROP(Remote Desktop Protocol), Radius, filezilla S 25 Ol &S dl= &= 0l SICH.

[root] /usr/baropam > vi /etc/pam.d/sshd
#%PAM-1.0

auth required
encrypt=no auth=sshd

/usr /baropam/pam_baro_sql .so forward_pass secre

t=/usr /baropam/ .baro_sql

[e]]

Ooled
=

forward_passE 0|6t &5 2123 = (Password & verification code:) Ol

ol

—

&l

[u

ﬂJIIlI

38 5ot =

=Fl

_15_

nurit
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Ol

U
un

O, 23|18 2IS7(0t "123456" OlctH "123466"CF =6t =Lt

Keyboard Interactive prompt for rooti@1. 234.83. 169.

Password & verification code:

0K

| P Cancel

[ ]save password

ol= B2 oY HEQ HIZHSE= "passwd username” BEHEZ 0|

JHEIS0S 22 Desktop Linux®! ZR= "passwd -p username" &

o2 HIYHSE MIHoHH "Password &
Verification code: "2 /25| H

FIF
2
2
ne
lon
00
o
Ol
W
]
11
J@
ol
e oy

® NM=Z2 "2
23 E HILPSE -5

filezillaX& "Interactive process'Jt 2Jls8t Tz 1H== loiA= PAMUIA forward pass &2 At
26l 2S 2 A0 2SS 232 QSIIE 20| YHGIEE o= 4= Holl 8Tt 0] #SL, openssh
clientLt Windows2l ROP(Remote Desktop Protocol), Radius, filezilla & 2% 0l =S ol= %=
SHoll SACH.

[root] /usr/baropam > vi /etc/pam.d/sshd

#HPAM=1.0

auth required /usr /baropam/pam_baro_sql .so forward_pass secret=/usr/baropam/.baro_sql

encrypt=no auth=sshd

forward_passE 0|&0t0] 25 2= (Password & verification code:)0ll 252 20| 23=2 2AS5I|IE &
2t L, S E HA ot S8 20| OlHA L3S CISIIE LE6tH . WE =0, &SIt
"paropam” O|1) L3|E QISI|J}F "123456" 0lctH "baropami23456"'C 2 26tH =Lt

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| I —— Cancel

[ ]save password
forward_passE OIZ0tH 2152 ZR= ot= RS MBIAN 2-factor OS2 JtsotH & = UCH

3) cURL 2I5

BaroPAM 2= &&GHI| ?IGHA sshd, su, sudo I S0l &&ol= Y2 OSH 201 = oH 2
of =Ct.

nurit - 16- ©)xs=A.
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[root] /usr/baropam > vi /etc/pam.d/sshd
HPAW-1.0
auth required /usr /baropam/pam_baro_cur I .so nul lok secret=/usr/baropam/.baro_cur |

encrypt=no

212 secret LIt2t0|E{= BaroPAM SHE3 AN MY, encrypt LictD|IE = BaroPAM SE & E [HQ 4S5}
Z2i(yes or no)S AHSHC.

* "nullok"= S&= PAM 20| nul| gtQl 2SS 2Hol= S olEstCi= 20ICH. &, Redhat 9.x Ol
At0IM = /etc/pam.d/sshd SAUAM "nullok" S&= XI>6HK =L

filezillaX& "Interactive process'Jt 2Jls8t T2 =2 o= PAMUIA forward pass &2 At
200 25 2 A0l 252t L2 CISI|E 20| YSHJNES dt= 4= ol 8Lt 0l B, openssh
clientLt Windows2l ROP(Remote Desktop Protocol), Radius, filezilla & 25 0l &S ol= 4=
SHoll SACH.

[root] /usr/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

forward_passE 0|E6t0 &5 /2= (Password & verification code:) 0l
e HP, ASE O Lol B 10| 0I0A LIE 2ISI|1E 2
I

=
"paropam” O|] L3|Z QIEI|J} "123456" OlctEH "baropami23456"'C = 126HH

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| P Cancel

[ ]save password

forward_passS 0|206lH PI=S ZQRZ ol= US| MUIAN 2-factor 2IES JlsolHl & 4= UCH.

[root] /usr/baropam > vi /etc/pam.d/su

#%PAM-1.0

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |

encrypt=no

/etc/pam d/su I 0fl BaroPMM 2S= = AT =II6tH "su" HEOHEZ LEBAHAEO| "root"E A&t A
£ MEole R0 2 QIS (Il 21E) s MNEES 4= JANA BEOH0| &5 ¢ A=t

$ su - root

Password & verification code:

rr
0y

Desktop Linux &I A< GUI 21191 SHOIA BaroPAMS AFZ6H DX 6F
Ol = A0 Y=ol =Ct.

0ll) Debian, Uobuntu, SUSE, fedora Linux@! AL

nurit -17- 0)KaA,
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[root] /usr/baropam > vi /etc/pam.d/gdmpassword or gdmautologin

#%PAM=1.0

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

gdmpassword, gdmautologin £&0| ZULHH BIE Al PAM 2F0] MUZ FOIEAU=K &0IsH = gdm-
password2| Restart &0l BtEAl 2 R0tCH

[root] /usr/baropam > systemct| restart gdmpassword

0ll) SH2LIZI0S, 20S, Mint Linux@! AL

[root] /usr/baropam > vi /etc/pam.d/lightam or loghtdmautologin

#6PAM-1.0
auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

lightdm, lightdmautologin £&0| ZLIH BIEA| PAM 250 MU =IO A=K &0I5H £ |ightdne
Restart &0| BtE=Al 2 R3IC}.

[root] /usr/baropam > systemct| restart |ightdm

0l) xrdpS 0188t A UIA3IE X8 o= 3R

[root] /usr/baropam > vi /etc/pam.d/xrdp—sesman

#%PAM=1.0
auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no

238 2157

i

g=otH =l g =01, 2328 2

fou

forward_passE 0|25t0{ &= /2= (Password) Ol
SI|JF "123466" OlctEH "123456" 0 12451H =L,

3) sshd Ci22 &3 &3

sshd Ol= &3S <let £&& IWQ! "/etc/ssh/sshd_config" ISl WE & s 2= Xt
Z R0tCH

rr
g
ox
(=)

Ol Xt J|E HA HI
Passwor dAuthent icat ion yes No
Redhat 9.x Ol&f yes
Chal lengeResponseAuthentication
or no yes
KbdInteractiveAuthentication
UsePAM no yes

orer ANS 224 8021 H2 "AuthenticationMethods publ ickey,keyboard-interactive" 1AL 12 H
St

ZLIH BIEA] PAM 20| MUZ FIOIEJA=X 2016t = SSH Server 2| Restart & 0| BH&
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[root] /usr/baropam > service sshd restart or systemct| restart sshd
sshd 2 EX =: [ K ]
sshd (8)8 A& &: [ K ]

Ubuntu, Debian or Linux Mint, Fedora:

| $ systemct| restart ssh

OroF, Ubuntu, Mint2l Z ssh MJIS = 850 DX W 2ot 4F2 2H 01D 20 G &
2 BEUHE MSot! Yats 2= o Mlotl MHIISaHoF et

$ sudo ufw disable
$ sudo service ufw restart

CentOS or RHEL:

| $ service sshd restart or systemct!| restart sshd

4) ACL(Access Control list) &&

@ PAM Q1B (&3 £F F2E Filelll £3)Q! 3= BaroPAl 25 AL Al 2t QIS0
St ACLONl XI2IoHOF ol= 2 BaroPAM && && Al & CI=&Ee|0l ACL II Al
£ CISt 20| YASICH (.baro_acl0fl CHE MY H2AEIS 4442 S FGHOF EHCL.)

[root] /usr/baropam > vi .baro_acl
barokey
baropam

@ PAN QIE(8HE A3 BEE MariaDBOl £3)Q! 2= Mariadb2l ACL £F HIOISS AHZ0HOF EHCEH

5) NTP(Network Time Protocol) &3

BaroPAM2 AlZt SJIat SA0122 MBS A

FOI S A2t OHE ZR L€3IZ QSI10t M2 LXIGH
HOLA A0l 20012 Rots ZSRIH Ee U

AL
e

OI
molI =

20l 2SI THEE AlZE SOISHEILMH AlE SD15H) ot &
0 =

185101 RE HHNA AL AIZES BT A2AC2 87

O
==
o

©2 NTP(Network Time Protocol)
UCH.

f=}
A
e

e e

| M= JI2XE2SZ NTP THIIXIDF BtEAl AXIZI0 QJAOI0F SHCH. AX| &0l CHsol ¥
HOS ASGI0 BOISH}. UJQF, X0 UK £OH Redhat, Cent0S 8 Olot HEZ "yum install ntp"
J1%l= "sudo apt-get install ntp" &0 & &XIotH EICH.

[root]# rpm —ga | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath-1.10.1-1.1

E AW 28 Al AIFZZ080 S5 & ntp 2dst 6F &ol2 UsSh &

ro
02
o
Q
Hu
Jov
e

pd AlHIA
= UCH.

n = =

[root]# chkconfig ntpd on
[root ]# chkconfig —list | grep ntp
ntpd O:oHMl 1:oHMl 2:24 3:84d 4.24 5:84 6:0fAl
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chkeonfig O8I0 A S€ Al ntpd HI2 &4A3E 8 &0l 3, 5 level Ol of f(GHAI) JF T JYSH Xt
£ Mgt EX =0 Is 2435 ol folAd=s 3, 50l on(EA4)O=Z LIS 22 HEWH2 HAHGHOE
St}

[root]# chkconfig —level 3 ntpd on

[root]# chkconfig —level 5 ntpd on

LelLetiA SgE 10 Us NP AHeE O3S 20

server kr.pool.ntp.org

server time.bora.net

eltetilA 28510 A= NTP ABE ntpd OI2 4™S 2 &8 ol "/ete/ntp.conf"0ll IS 2

Ol €38t

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool.ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool.ntp.org

server kr.pool.ntp.org iburst minpol| 7 maxpol| 10

server time.bora.net iburst minpoll 7 maxpoll 10

iburst g2 43

0
0o
P

8 2832=M SJ1at ot Zele AlZtE & S0

rr

SEY.

minpol | 2t maxpol | S&E NTP A& 0IA NTP MHOI Al H2E @&SH= =I[(Pol ling Interval)2l =4
2 x| 2tHE HESl= SEOIC.

Ol gtE2 = 219 AlZH0] OtLlet, 29 ASHIZ2Z Hatel= Xl gt0ICt,

AR 22 2HA(F) = 25

minpol | (X 2 2t) SE2 NP 22101 FNTP MHOI AlIZE HEE QEGH= I RS X4 24
£ O|0|StCH.

J|Egte Ustxoz oz AAC N UCH 25 = 64X, = 64E0ICt 8 H&4 QEEIE 2|0|CH

HF Hels LEEC=Z 3 (8X) MIMRE &F JtsotH, 220 et 318 R0t Us = Ut
maxpol | (ZICH 22 2t) SEE NTP 22t0/HEIL NTP A Al BE2E A6 Jt& 2! 20 28

J|=2e UtNo2 1022 ARG UCH 20 = 1024%, = 1024=0iC+ 3+ A QEEHS 0|0|5HCY.
AR H= ABROR {7 (2 36.4A12H) DK A II=5HH, 230 M2t 512 YA OE £ UCH.

NTP= AIAES 2210 IRTI} 20N 2 2+

=0tX
s =0ICt. BHHZ 22l XDt
= Slat AEHE 2l=oted ) 8t
ACH

nurit -20- ©)xs=A.

Z2! 2tAS X s (maxpol | 2401 It )
HAAHLE SHEMNAIH 22 2tHS S0 (minpol | 201l JIDFI XA
ol & =

a2 NP SJ|8te] Redlt &




BaroPAM

BARO-PAM-001

= NTP OlI=&

ntpd 02 882 I8t &F0| Z2LIH SIS A NTP 230] MZ FIOE /A=K Solst
Restart &0| Bt Al 2 R0IC}.
[root]# /etc/init.d/ntpd restart
ntpdE &2 &: [ K ]
ntpd (2)E AME S: [ K ]
ntpd A2t E012 IS 22 H3HZ =oIg &~ UL
[root]# ntpa —p
remote refid st t when pol| reach delay offset jitter
*121.174.142.82 220.73.142.66 3 u 791 1024 377 9.333 —4.250 0.428
t+time.bora.net 58.224.35.2 3u 654 1024 367 2.926 -27.295 24.481
183.110.225.61 . INIT. B6u -1024 0 0.000 0.000 0.000
LOCAL(0) .LOCL. 101 39 64 377 0.000 0.000 0.001
* ZAIE ip JF &M AIZF2 JIA21D U= ntp MHE
StCH &X &ol2 Us2 ¥

NTPE AtZoID| QoA E J12& 22 NTP THIIXIDF BIEAl EXIZI0! ACOF
BOUE A =OISHCH, 2FF XTI UK Z2H Rednhat, Cent0S 8 04 HEE "dnf install
chrony" H&OMZ &XI6tH SICH

[root@aropam ~]# rpm —ga | grep chrony
chrony-3.5-1.e18.x86_64

SeltetiiA 2E &0 A= NP A= CHSat L0

server kr.pool.ntp.org
server time.bora.net

elLietiiA 89& 10 U= NP AHE ntpd HI2 882 fIst &3 Il "/ete/chrony.conf"0l CHS 1t
20| 8&&sStCt.

[root@aropam ~]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (http://www.pool.ntp.org/join.html)

#pool 2.centos.pool.ntp.org iburst
server kr.pool.ntp.org iburst minpol| 7 maxpoll 10

server time.bora.net iburst minpol!| 7 maxpoll 10

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.

makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).

rtcsync
# Enable hardware timestamping on all interfaces that support it.

KSA

FEZEels
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#hwt imestamp *

# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

# Allow NTP client access from local network.
allow 192.168.0.0/16

# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#1og measurements statistics tracking

ntpd Ol 282 8 €80 UE BIEAI NTP 2801 M2 F=Ite

Xl Eolst = NTP =22
Restart 0| Bt Al ZQR6ICH. (chrony AMBIA AIZ & REIA| 1S )

[root@aropam ~]# sudo systemct!| enable chronyd
[root@aropam ~]# sudo systemct| restart chronyd

FO|

i}

e

ntpd A2t &el2 TSt & = UL

fo

g0z

Jor

Al2ES BHOIRE= AW 2IAE / chrony.conf M0l SE8t server 2|AE)

[root@aropam ~]# chronyc sources
210 Number of sources = 2
MS Name/IP address Stratum Pol| Reach LastRx Last sample

“x ec2-54-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
"~ time.bora.net 2 6 377 42 +1398us[+139%8us] +/- 90ms

AREE 20 2= AW &)

[root@aropam ~]# chronyc tracking

Reference ID  : 36B48651 (ec2-54-180-134-81.ap—nor theast—2.compute . amazonaw)
Stratum 03

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time - 0.000130027 seconds slow of NTP time
Last offset : =0.000710122 seconds

RMS of fset - 0.000583203 seconds

Frequency 2 19.980 ppm fast

Residual freq : +0.142 ppm

Skew : 3.235 ppm




3
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Root delay © 0.013462566 seconds
Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds
Leap status : Normal
AIZH AE & S| S A8 #0l)
[root@aropam ~]# timedatect| status
Local time: Sun 2020-03-22 16:08:45 KST
Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

0)x=4.,

nurit
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

/etc/passwdoil BaroPAM A&t
M 2l sss iD/pwrlm  Hoziz oims|et ez
5| ID.PW,23|& 1%} 1= Yes }ol= Yes MH
g [ ¥ emsiwm T @  Tas =TS
US| 2IE7| i
i 4y e No
1 BaroPAM
H=
e 0 Al HEAPI)
A =} No {:“g
% miele
==
B TPAM agPl <
"BaroPAM"
o M) = WIS S0 2701 4] 17| A
=
No = W= =
s -QI=Z0[EE: 72 BOIAS0 HS U HEE" O (lREE
1 BaroPAM & Ch22= 3 4% -0l0IZ: OhE YAEOl H% U "BaroPANs" @i [HREE
2 BaroPAM ¢4 &l3H
3 "ol F=" HE - T o SIE AT HE Moy
27t 2IE ¢
(BaroPAM) -A|AEIH: AL HE(YUS] S8 Tts)
4 MY He 52 -Secure key: AH{0]| 220{El Secure key (LS
-MWMZET|: 3~60Z AO] R
5 HE £ = &3] Al Llos B2 32, 2s|s 0157| ux
6 Me{oll E=3l 1D, PW, L3|E 21=7|S 23fs) 222l -Secure key, MHFEI|, Us|E 2IEF|E 0|8l 27} 215 HE

2.2 BaroPAM 3™

nurit
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1. Y oh2EC U &3]

—

4. M = S5

HpEE

= .
£ @
H
H
4
Al

=) S 0I2E0 >
BaroPAM Zj24

E it

"Save" HE 22|
(Secure key, 843F7|
= BaroPAM EZMH

It 21x])

2.3 Linux 270! gt

HON st "eIEFII, Secure key, MHHE"S "BaroPAM" 29| "AHH AL

WA NmTa0

< %

™, "BaroPAM Setup" 3t

S=' 00N SL5I LRG0 B

$ cat .baro_auth e e ————
" AUTH_KEY A e —————
" RATE_LIMIT 3 30

" KEY_METHOD 3225_1_2 ________________________ KI:quchqupj?dezBpMQDiIermHFW

" CYCLE_TIME 30

" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192

1 o] <

Linux/Unix 220 2221 Al AF=2XF HI& (Username)= &6t0, ADIE E2| "BaroPAM" UM L3

nurit )K=,
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OIEJ|E MAMSH = "Verification code:"0l MASH 23|E 2I1EI|2t "Password"E &St £ "Enter” H
E2 Z2/61H BaroPAM 20 2IES QAESIH AS0l 8206t Linux/Unixll 210! 215 H| Hge
Ct

[*=2lAppAiti )

Linux/Unix2l 2021 StHUIM st 23| CISI|E BaroPAM 2EZ2SUHAM QIS0 A TIHGHH "Access
denied." GIAIXIOF 2001 SHHO| LIEFCH. BaroPAMR| O1E 1t 2t3dst 2+E HIAIXIE= syslogOll E2ICH

Mar 25 11:10:42 qsh-0415 sshd[27482] : pam_unix(sshd:session): session closed for user root

Mar 25 13:52:25 qsh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]

Mar 25 13:52:45 q@sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh2

Mar 25 13:52:45 qsh-0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
1648189547 ]

Mar 25 15:25:49 gsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 qsh-0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 qgsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% 2
putty@l ZL)
PuttyZ E&8 [l 2 &% & S2o6tH HF=AIH D=0, otlt 836 =0{0F & 240] JUCH. &3

AU M "connection > SSH = auth" Ol Al attempt "Keyboard-Interactive" auth(SSH2)S MHEHEH & SH
&2 otH &0t

nurit - 26 - )K=,
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SR PUTTY Configuration.

. - Features - l Options controlling SSH authentication .
=~ Window
. L. Appearance ["] Bypass authentication entirely (SSH-2 only)
. Behaviour Display pre-authentication banner (SSH-2 only)
;:2;?;:" Authentication methods
Pl Cotours Attempt authentication using Pageant
B Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
:.m Authentication parameters
- Rlogin [”] Allow agent forwarding
[=-SSH . [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse... l
(- Auth
- X11
- Tunnels
-~ Bugs
- More bugs
- Serial -
About | Open || Cancel |

Putty Download & Documentation 281 At2= CFS WRLUIA &S £ QUL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i
]
Jy
e
Q

"Verification code:"E &otet= HIAIKIDE ZAIEH BaroPAM HOIAl MASH 232 0I=T)|

!

10l 4 UCH,

0x
0

ot ChS1t 201 SSH 290! HIZBSE S

nurit - 27 - )K=,
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£P 123483169 - PUTTY

+

BE &8z WA U2, M 22 HiSA "THI(F) > AIOIE &2lXHS)'S
gl CUA "T2EZ2(t):" S=20IA "SFTP - SH File Transfer Protocol"lt "212 &
E(L): " S=20IA "CIEHSHEIE"E HEiEH S S 20| "HA(C)" HHES S&I6H}.

= =2

%]
|
L ]
- — = OIRO i 8
sason |00 | N8RS T So= ==
p& s
2 a
= | o
s # @ 1
- | ppeuddagl |2
8 T
% B0
F &
e B0 =8
T B
S 80 = ¢
' 8O 4 BC
. BG - ol w3
' B
R 1<} ury
wo
sq g
B no s
nc -
no
B Oe 2C
20 0% ae 23 1 HOIE o ' &
% %
Q7 Ry | 5& 48 | N &3
Q% NS v

nurit e b
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4GSt &0] HIZBS &= 330 LHEFHCH HIZES 42 SHHNM "AIE:" LHES =telsty,
ADIE Z0IN 448 23E QSIS "HILHS(P):" L S0 28 = "&#01(0)" HES 28!
“..‘ sl ';‘: 0 kO ';4‘« * ’l" )

P &3 0, NERTW) HETEW) 28w

[FE=sa]-

YE 1234831697 2R

S AOIE: [CwUsenswbaropame

O Mo HEE UABUNLS
Ol 123483.169

BAE: 123483169

NEBX root

AS

- —— ———————— 5 D, &
T

N S5 server authenticaon 1

| Ventfication code

ng 5% ae et

1

AndroidStudio : MU QFEX FLE

AndroidStudio. 1

AndrodStudio =

eclipie '

gradle

P2

Virtuaige:

3D Objects

AppOata

Application Data

A8 Contacts

Cooloes
B Oesiop
20 W W 36 MO @ 2715274261 HOIS AJNN FUS

HUW/EG DY Ty AREDY 3% e 2

Q7 Ry  Te a8 Te ss

QO WiE HE ve

Tef® CHS3 20] HIZPIS 92 31010 LIEHHCH HIZBS 22 SIBI0IN "AIE:" i8S =
2001 HZO e HIYHSE "HIZHS(P):" 2 &S0 LHs = "&01(0)" HES 22/6t

eSS

ok,

ol
O A0l

nurit
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Z-|ATTTSIORO %L I FAS
BE2R0M) AR ) oS REW) 2E®) BEXJQ |~

SO 1234831699 23

£5 NOLE: | CwUsnawdaropame
Temp -
Users
All Users
9 & baropam
Oefaut
Default User
Public O MU QEF VARIAR
|| Windows Ol 123483.169
- we D (DSK3_VOLY HAE: 123483169
o= : MEX o0t
= AS
nee 27 YR ng % I-SSN-;:--t)c:------“ 71 RESE uESY ae et
android SR U
AncroidStudio Lk U Aol 239N 28
AndroidStudio oy 8
AndroidStudio oy G
e<hpe 3R 1<}
gracie oE 80
P2 Lk U
Virtualgox o% 8o
230 Objects Bk U
AppData ou 80
Application Dats Bk U
14 Contacts e 80 2019-02-15 21
Cookses Sk U
[ Deskrop e 80 2019-02-15 21 v
20 M W 36 G2, @ 37): 5274261 OIS 2NN GRS
Mo/Sh By *9 =Dy 2 s L]

QI Ry (N6 4N | 5% 55

SFTPl 2 )

£ 2=olet= HIAIXIOF EAIZIS BaroPAM &0IIA A4

re
e
toi
0
ro
Ol
N
I
e
v
re
o

"Verification code:'

>.

ol

i

Ol &30t TS 2101 SFTP 200! HIZHSE 2= & 4 ULt

0l

KSA

e
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File Edit View Options Tools Window Help -8 X

PO R| K& Q NERRCS -1

¥

Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.
Verification code:

22
ey + e :

i

i Changing st

i SEND: SERVI y

i RECV: SERVICmmR

i SENT : USERAUTH REQUEST [none]

i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

m | »
Connection to 1.234.83.169 established.

-~

Filename Destination

< | 10 3

For Help, press F1

A
e

()

[C}.

jo

A

SecureFX Download £ Documentation 23 Xt2= ChHS URLOIM =

g

| https://ww.vandyke.com/

Z2EXCZ, 2% S22 FIt B2 HES FIIot0 3 2S5S Esole altH2 =H0| 2 = USH,
AZ 122t &280] AFSKIS HE10 Eef AKXIE 2Xt 2152 e = &gl SEH0ICH

KSA

e

nurit -3t -
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3. BaroPAM HIA

3.1 BaroPAM & HMIAH

mo
on
2
iz
0
ro
=
010
o

BaroPAMO| & X|=l AEHUIAl BaroPAM =2 AFE0HK 22 8 sshd, su, sudo I+
MioHols 2Ee US 20| =4 (#) M2l AXoHH =

[root] /usr/baropam > vi /etc/pam.d/sshd

#4PAM-1.0
#auth required Jusr /baropam/pam_baro_auth.so nul lok secret=/usr /baropam/.baro_auth
encrypt=no
sshd 20 &&&t "/etc/ssh/sshd_config" IIYCl LIS & CISW 22 CIXIE BAHGHOF SHCF.
Ol X} JE HA HI3
PasswordAuthentication no yes
Chal lengeResponseAuthentication yes no
UsePAM yes no

sshd &&0| Z2UH BIEAl PAM 2F0| HIHE HAHZIU =K 018t = SSH Server 2| Restart 0| BtE
Al 2RI}

[root] /usr/baropam > service sshd restart
sshd 2 &X =: [ K ]
sshd (S)E AME =: [ K ]

Ubuntu, Debian or Linux Mint:

| $ service ssh restart

Fedora:

| $ systemct| restart sshd

CentOS or RHEL:

| § service sshd restart
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4. BaroPAM FAQ

SA: 232 AEI|DF AKX FOIA 2QIS 6HKl Rotes B

Ol 1 BaroPAM2 A2t SJ13F &Aooz Z 1 WindowsLt Server2l Al2H0] S26H0F &

ARl 0 ZF WindowsLt Server 2| Al2+0] S=X] &01.

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

FQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM: Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXI : baropam £ CI2IE2|0| .baro_acl IS MA . (PermissionsS 4442 &)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

SA : Failed to secret file read .baro_auth

01 : Secret fileOl =MGHA 22 HR0 &A1,

AXl ¢ Secret fileQl EZMHEE &0l

84t : Secret file .baro_auth must only be accessible by root

01 ¢ baro_auth IF 2l Permission0] CHE HR0| A,

Xl ¢ .baro_auth 2| PermissionE 4442 &4,

84t : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K JF Ofl A 24,

AX| ¢ .baro_auth Q| ADIE &0l

84t : Could not read .baro_auth

2101 © paro_auth 0| =XHOHAl 2 HLF TFL Q| Permission0l 4440t Ol A 2hA,

AX ¢ .baro_auth LS| EMHHFE & WA2| PermissionES &0l

84 : Invalid file contents in .baro_auth

2ol : baro_auth Tt LIE(HA)0| 2RE FR0]| LA,

XXl : .baro_auth IO LIE2E &0l

&Ab : Failed to create tmp secret filelerror messagel

20l o Al secret file2 MAGHK 26t B0 &4,

XXl YAl secret file=S MAHGIHK 28t 0|3= error messageE &0l

: Failed to open tmp secret file .baro_auth~[error //Aessage]
© 1. Redhat, Cent0SQ! B SELINUXE HIZAESIGHAl 20F ECH2MIZ Al 2
2. YAl secret file @l .baro_auth~2 2EGIX %&F 20| A,
. "/etc/sysconfig/selinux"OIAl SELINUXE BI&-A 3HSEL INUX= enforcmg — disabled)

o
e 0z

A
i

[root] /etc > vi /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing — SELinux security policy is enforced.
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# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.

SELINUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted — Only targeted network daemons are protected.

# strict — Full SELinux protection.

SEL INUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes

SETLOCALDEFS=0
HIZ XSS ©X AOM MPLS oHoF HE0| S0 WRYS 61K 2T X =2 H0ILo
Sl BIZE HBS NE0lD AS P2 089 YP0IS Ao =0

| [root] /etc > /usr/sbin/setenforce 0

2. YAl secret file@l .baro_auth~2 2E06IXl 28t 0|3 = error messageES =0,

84t : Secret file .baro_auth changed while trying to use one-time authentication key

2ol 2A3|E OIEIIE AIEct= SO Hl2 I .baro_authdt HEE Z3 2,

XXl OAlI 2301 A=,

& Al : Failed to update secret file .baro_authlerror messagel

20Ol secret file2 HAGHK & HR0| &,

AX| : secret file2 HEGIA 28t Ol7= error messagesS &0l

&4t ¢ Invalid RATE_LIMIT option. Check .baro_auth

20l : Secret file@l .baro_auth Il LHE &= RATE_LIMIT 8&gi0] &2 8T U=s B LM
ZX| : MBS 314(1 < RATE_LIMIT < 100), MIBF AI2H(1 < interval < 3600)2 && gt &0l

: Invalid list of timestamps in RATE_LIMIT. Check .baro_auth
- Secret file@! .baro_auth Q| LIS = RATE_LIMIT S&0 UpdateE timestampsit HRE HS
SEA

o o
© 0z
N

XXl : Secret file@! .baro_auth IF22| RATE_LIMIT S& 0l UpdateE timestampsE &0,
&4t Try to update RATE_LIMIT line.

210l HAMOZ 270! &t AR 2G| = HIAIKL.

ZAXl : No action

: Too many concurrent login attempts. Please try again.

: Secret file@l .baro_auth IF2S| DISALLOW_REUSE S& (L3l o1=3| MAd F=I| Wole otLtel
Z70I0t Jts)0| dEE &=
201 42 £ 232 257 MA FI| LHol 22001 T Al=st 2 2,

D 23E oIBI| MY FI| =0l 292 T AlE.

o
e 0

v
p

o
0z

: Trying to reuse a previously used time—-based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man-in—the-middle attack.

Ol : Secret fileQ! .baro_auth IFLS| DISALLOW_REUSE SE2 =2t 22 (man-in-the-middle)S
Chdlst =4.

Z2tK 2 (man-in-the-middle)2 &8t0| = MM F SA& AIAE! AOIHA AAZE HYX
ot) S K& S0l HEo| MYZ II2MNMHA LM,

2t oA, SUE &  AIAEOICtD &

o
)

nurit - 34 - 0)KaA,
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el
>

B O r b O R B o g
Hoex Ao X

P o
2oz

o
0z

B4 o
o

o
0z

B {0
> ro

o
0z

°_|O|_|

[l

FA

o
>

Al

. BCI0IHE AIAEIO Jetc/ssh/ ssh_configOll ServerAlivelntervalS Z&0IHLE A

: No action

: Failed to allocate memory when updating .baro_auth
: Secret file® .baro_authE LHIOIE & [ HR2 EE0| AINs H 2,
: Technical support

: Can't find SECURE_KEY[error messagel
: Secret file®l .baro_auth IF29| SECURE KEY S&E0ILE E& 20|
: Secret file® .baro_auth IF22| SECURE_KEY S&EOILI &3t &0l

: Verification code generation failed.[error messagel
C 23E 0BT B30 s 3R LM,

D200 T AL

> Invalid verification code
D 23E oIBI| 230 st &4

D220 TH AlE.

o
32 2.

: Invalid verification code

Can not make/remove entry for session.

DSl AIAES AI2HOl SEXT 40MA 2.
: date BEUHZ MBS AIAE AIZ2H0] SE=XI 201GHH S2lB AlIZtS HHFHMOF &

1. date HEO MHS AIAE AIRIS BA(YAI E‘!fﬂ)
2. ntp2t EZE0 U=X 2016t dFHEH 2 ntp AlZtS £€38ots FIIE 20 F00¢
otH, 28&0 UK H2H ntpE EFHOF §..

: Mar 12 15:37:01 baropam gdam(pam_baro_auth)[1215]: [1D 128276 auth.error] No user name

available when checking verification code

D OIE DES HEY I AL JESE ALZADE Ot BR(ESE AEXDL Ot 2 2H).
DOAIAED 2RI 2301-100F SEEN U= =Hel.

* Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam baro_auth.so):

/usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam_baro_auth.so

. /usr/baropam/pam_baro_auth.so I 0| =IHotKl LOFAl 2y,

2. A X|= pam_baro_auth.so 20| 0S HEDF SEX| LOFAl 2y,

1. BaroPAM 2= I} (pam_baro_auth.so)2 Z=Mot=Xl &0I15t0 120 BaroPAM2l & X| IFLOIA
SAFSHCE.

2. 0S HES &0I8t = 0S HEU L= BaroPAM 28 CFR2 =0t MAXIGHOF &

o X
ng
% 0

> mm_log_handler: write: Broken pipe

mm_request_send: write: Broken pipe

Ol - 0|HE & = LHOI MEHOll keepalive HIAIXIE ELHOSH= Bl

-
ABIDE UL @l S5 AEf 2 ¢HS &S 4= QUL ZS2H0IME (ServerAlivelnterval) s
AHB (ClientAlivelnterval )& HIOIE & 4= QL.

H
/etc/ssh/sshd_configOll ClientAlivelnterval2 A& 4 UCH. LTIt Al LM5IH 2HHS
Z040F StC.
ServerAlivelnterval => AHZ2E OI2E HIOIEHEEX 28 ¥, ssh (1) 255 =
Mg s Sl HAMKIE BU AHe S22 QES=E Al =1t 2
= 2 SFEH D122 00130l MIAIKIDF MHZ MEE X
USS LIEHHLCE 0] SA2 ZTZEE HE 2012 EZ=ICY,
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ClientAlivelnterval => 22I0|HEZLH 028 HIOIEHE2X R06tH, sshd (8)= 22H0IHE=R
2H S22 QG| ol 253 = HEE Soll HAIXIE ZUCH
J123E2 00ICH Ol DIAIXIE 22I0IMEN MSEHX| 2SS LIEHHTE.
0l SES ZZ2E= HAE 208t HZ=ICH

To update your server(and restart your sshd) => MHE HUI0IESI D (sshdE CHAl Al&tot2A )
echo "ClientAlivelnterval 60" | sudo tee —a /etc/ssh/sshd_config

Or client-side: => Or client-side:
echo "ServerAlivelnterval 60" > ~/.ssh/config

ClientAlivelnterval: 22t0IHE AO0IRJU=AXl &QI5t= 2t
ClientAliveCountMax: 22I0IHE S& QT 8% KXol 8%
0IE =0{, ClientAlivelnterval=15, ClientAliveCountMax=3 O|H 45=

XA |
=07 wEo

o

S Al : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
A0l acl file EMHE L W permission SHEZ &4
XXl Bl acl IFYE .baro_acl IS 444 RSO 2 MAHE!
84 : Failed to compute location of secret file
A0l pamll &&= secret fileOl oY CIEEC|0 SOt LS S LM,
AX ¢ pam0il &8 E secret fileOl oY CI2ECIH SMGHA ZX2™ secret file2 WY CIZELI0
MAoH =0k &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
84 Failed to compute location of encrypt flag
2101 pam0ll 2S3 ZEH0F EMoHA U2 B 2,
ZXI : pam0il 2S5t Zci(yes, no)S AEH FOF &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
&4t HamoniKR 0S &X| & ssh &=%0| ot&l &
A0l & HamoniKR 0S8 23tEi0] AFE JUNHA LA
ZAX| : HamoniKR 0S2| 23t90| &8 offHIst = ufwE MI|SdtH &.
> sudo ufw disable
> sudo service ufw restart
S & Grooroom 0S THEE & Screen saver0il &E8t BaroPAM Ol SHAIE= &4t
201 Grooroom 0S= MSESHH Screen saver 2F 2edE A™IAQ! [ightdnOl =G0 A
XX 1 @5 WEel "/usr/share/debian-system-adjustments/pam.d/ l ightdm" It 0il BaroPAMS & & oHH
=
84 : Oct 14 10:09:43 baropam sshd[18075]: PAM unable to dlopen(/usr /baropam/pam baro_auth.so):
[usr /baropam/pam_baro_auth.so: undefined symbol: cur |_easy_setopt
2101 & I £021 cURL(Client for URLs) &&H 2t0IE242I0F =HOIK| L0hAl 244,
XXl : Redhat, CentOS= "yum install curl" 2l= "sudo apt-get install curl" HENHZ AX]|
&4 : Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe
0Ol : Secure keylt & E8E ZR0 2
AX| - AFE Secure keyE =0l

HIHUHIA HISS Secure keyQ! Xl 201,




BARO-PAM-001 BaroPAM

o
>

At : PAM: authentication thread exited unexpectedly.
*xx | ibc detected *** su: free(): invalid pointer: 0x000022ede020c9e?2 ***

2101 : BaroPAM &t A& MY (.baro_nurit)0l =IHolXl Z= FAK0| &M,
Xl : BaroPMM &t A I (.baro_nurit)l =XHotk=Xl &0I15HH 0*904 BaroPAM2| & X| IF Ol A
= AtSHCE.
A JHEE0SOl 2E0SUHIA HIYHSE A8 £ = 1010 &IHSHH Z1010] Otel= SlAh 2had,
Jul 8 09:31:51 gooroom |ightdm: pam_unix(!lightdm—greeter:session): session closed for user
| ightam
Jul 8 09:31:51 gooroom |ightdm: pam_unix(lightdm:session): session opened for user
baropam(uid=1000) by (uid=0)
Jul 8 09:31:51 gooroom systemd-logind[446]: Removed session ci.
Jul 8 09:31:51 gooroom systemd-logind[446]: New session 4 of user baropam.
Jul 8 09:31:51 gooroom |ightdm: gkr—pam: gnome—keyr ing—daemon started properly and
unlocked keyring
Jul 8 09:31:51 gooroom systemd-logind[446]: Removed session 4.
Jul 8 09:31:52 gooroom |ightdm: pam_unix(|ightdm—greeter:session): session opened for user
lightdm(uid=104) by (uid=0)
Jul 8 09:31:52 gooroom systemd-logind[446]: New session c2 of user |ightdm.
Ol 245 S E HAG A 2,
AX - HASKE EZEHA 8Xtel OlAte] Ast HIZHSZ HE
SAab 0 JHEHE0SC! 2E0S0IA BaroPAMS HESH F 2010 AIldHs SA M,
20l ¢ ightdmOll BaroPAMS & &S [ W2t0IE = nullokE AT 2,
XXl lightamOll BaroPAMS A& [ Iiet0IE = nullokE forward_passZ HA

I
e

SlAb : No supported authentication methods available (server sent publickey,gssapt—keyex,gssapt—
with-mic)

2101 : Interactive modeS KIRolXl 2. (/etc/pam.d/sshd €& Al nullokES &&6HAl 1

forward_pass2 &&ol0F &)

XXI . "/etc/ssh/sshd_config" IFLOIAl "PasswordAuthentication yes'2 2 = sshd restart

FB_

&b o Linux MOl BaroPAM HE £ 23|18 0IFI|E Hd=
& Verification code: )= A& (Skip)old 21210| otgl
M E2H0 £24&0] EEL0 U= B BaroPAUS &

S(Verification code: = Password
SIAF SHAY

=0, 201 ZX| 2= Sat
(=]

St
1=}

=

[
d=
=S

2ol A H2HO £280A /etc/pam.d/sshd A& EH 21 2L BaroPAM £&0| 0l AAGHH st
AXI . ChHS13 20| /etc/pam.d/sshd B8l =AE B1H5IH &,

BE H)

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

encrypt=no

auth required pam_sepermit.so

auth include password-auth

account required pam_nologin.so

account include passwor d-auth

password include passwor d-auth

Hy 2)

auth required pam_sepermit.so

auth substack password-auth

account required pam_nologin.so

account include passwor d-auth

password include passwor d-auth

nurit -7 - 0)KaA,
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auth required
encrypt=no

PAI 3 Al ST 259

Ct.

I==pNJ Ddﬂ

2 substackl =&

-

HOII (Chek LI K

/usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

ControlOl2t &t

nurit

0)x=4.,
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5. MySQL/MariaDB &X &«

0x

=

5.1 MariaDB & Xl

[root@localhost ~]# dnf —y install mariado—server

MariaDB £X HH0| ¥z EUH S &

ro

HBNHE AI=ZSHH MariaDBE JIsAIZIC.

[root@localhost ~]# systemct| start mariadb |

MariaDB2t &M MBEl= AJEEES A MariadB 22 SHES JH&GH| fI8t & JHXl SHE Ll
OF &t

[root@localhost ~]# mysql_secure_installation |

Upio] TETED HAICID], HIZHEE LFs S 22= X

Enter current password for root (enter for none): Enter

CS2= M root HIZBSE A AQIX| &0Qlotl) e HIZHSE £FEH.

Setting the root password ensures that nobody can log into the MariaOB
root user without the proper authorisation.
Set root password? [Y/n] y
New password: baropam
Re—enter new password: baropam
Password updated successful ly!
Reloading privilege tables..
. Success!

=222 0|0 Xl= ZSZE0 ol Enter 2I1E =2018F ot =L

1o

g AMEXE NS

Remove anonymous users? [Y/n] y
. Success!

root 201 AL A{EGHAl L=Ct.

Disallow root login remotely? [Y/n] y
. Success!

HAE CIOIEHIOIAS KIS

Remove test database and access to it? [Y/n] y
- Dropping test database...

. Success!
— Removing privileges on test database...
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. Success!

st HIOIZ Al 2 E8HCY.

Reload privilege tables now? [Y/n] y
. Success!
Cleaning up...

5.2 MariaDB 4

oh

t CHS CIOIEIHIOIASH HIZB S 2

:

S FreeRADIUSOl CHEF CIOIEIHIOIA R CIOIEHIOIA AFSAIE M
A

AEEHE AIENE ddsttt.

o)

Database: baropamdb
User: nurit
Password: baropams

AEXI2H H
JI=Z20{0F

2HSE ote U=z BiE &= AKX gt= HEOH BIRAY LIS =8 20l F2E

b

ro

root= MySQL/MariaDB 250 MM AGHH AlEFSHCH.

[root@aropam /]# mysal —uroot —p

Enter password: baropam

Welcome to the MySQL monitor. Commands end with ; or Q.
Your MySQL connection id is 10

Server version: 8.0.26 Source distribution

Copyright (c¢) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or 'Wh' for help. Type 'Wc' to clear the current input statement.

=
SN

02

Gt GIOIEHIOIA & ALEXIE M4

o

Ct.

Mar iaDB [(none)]> CREATE DATABASE baropamdb;

MariaDB [(none)]> CREATE USER 'nurit'@'localhost' IDENTIFIED BY 'baropams';
MariaDB [(none)]> GRANT ALL ON baropamdo.* TO 'nurit'@' localhost';

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> use baropamdb

CHS2Z RADIUS MySQL AJ|0HE MZ &= CIOIEBIOIAZ A BT

#
# Table structure for table 'TB_BARQO_HOST'
#

nurit ~40 - 0)KaA,
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CREATE TABLE IF NOT EXISTS TB_BARO_HOST (
HOSTNAME VARCHAR(30) NOT NULL default '',
RATE_CNT VARCHAR(2)  NOT NULL default '5',

RATE_SEC VARCHAR(3)  NOT NULL default '30',
RATE_TIME VARCHAR(110) NULL default "',

KEY_METHOD VARCHAR( NOT NULL default 'app512',

( NOT NULL default '60',

(32) NOT NULL default 'jlalcHbVadpj7o4PzBpM2Di |eBvmHFV/ ",

(

)
CYCLE_TIME VARCHAR(2)
2
) NOT NULL default 'deny',
4
)
)

SECURE_KEY ~ VARCHAR
ACL_TYPE VARCHAR
MIDDLE_TYPE ~ VARCHAR(
MIDDLE_TIME ~ VARCHAR(8
ENV_TYPE VARCHAR(8
PRIMARY KEY (HOSTNAME)

) ENGINE = INNODB;

1
6
2
3
5
1

) NOT NULL default 'DISALLON_REUSE',
NULL default '',
NOT NULL default 'share',

#
# Table structure for table 'TB_HOST_EOTA'
#

CREATE TABLE IF NOT EXISTS TB_HOST_EOTA (
HOSTNAME VARCHAR(30) NOT NULL default '',
EMERGENCY_KEY VARCHAR(8)  NOT NULL default '',
PRIMARY KEY (HOSTNAME,EMERGENCY_KEY)

) ENGINE = INNODB;

#
# Table structure for table 'TB_BARO_ACL'
#

CREATE TABLE IF NOT EXISTS TB_BARO_ACL (
HOSTNAME VARCHAR(30) NOT NULL default '',
USERNAME VARCHAR(40) NOT NULL default '',
PRIMARY KEY (HOSTNAME,USERNAME)

) ENGINE = INNODB;

#
# Table structure for table 'TB_BARO_USER'
#

CREATE TABLE IF NOT EXISTS TB_BARO_USER (

HOSTNAME VARCHAR(30) NOT NULL default ',

USERNAME VARCHAR(40) NOT NULL default ',

RATE_CNT VARCHAR(2) ~ NOT NULL default '5',

RATE_SEC VARCHAR(3)  NOT NULL default '30',
RATE_TIME VARCHAR(110) NULL default "',

(

(

(

(

KEY_METHOD VARCHAR
CYCLE_TIME VARCHAR
SECURE_KEY VARCHAR

) NOT NULL default 'app512',

) NOT NULL default '60',

2) NOT NULL default 'jlqglcHbVadoj7b4PzBoM2Di |eBvmHFY/ ",
ACL_TYPE VARCHAR(5)  NOT NULL default 'deny',

MIODLE_TYPE  VARCHAR(14) NOT NULL default 'DISALLON_REUSE',

MIODLE_TIME  VARCHAR(8) NULL default "',

PRIMARY KEY (HOSTNAME , USERNAME)

2
3
1
6
2
3
5
1

nurit -1~
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) ENGINE = INNODB;

#

# Table structure for table 'TB_USER_EOTA'
#

CREATE TABLE IF NOT EXISTS TB_USER_EOTA (

HOSTNAME VARCHAR(30) NOT NULL default '',
USERNAME VARCHAR(40) NOT NULL default '',
EMERGENCY_KEY VARCHAR(8)  NOT NULL default ',

PRIMARY KEY (HOSTNAME ,USERNAME, EMERGENCY_KEY)
) ENGINE = INNODB;

#
# Table structure for table 'TB_BARO_LOG'
#

CREATE TABLE IF NOT EXISTS TB_BARO_LOG (
AUTH_DTTM VARCHAR( 10

USERNAME VARCHAR(40

PRIMARY KEY (AUTH_DTTM, HOSTNAME, USERNAME)
) ENGINE = INNODB;

) NOT NULL default '',
HOSTNANE VARCHAR(30) NOT NULL default '',
) NOT NULL default '',
REMOTE_IP VARCHAR(30) NULL default '',
AUTH_MSG VARCHAR(200) NOT NULL default '',

&) AJ|0r HE

1. Mt 2% OrAE (TB_BARO_HOST)

NO =8 HEE Type | 20| | 25 | Key H|
1 |B~EH HOSTNAME VAR | 30 Y PK |MH 2 SAEH(uname -n)
2 |HFtEl RATE CNT VAR | 2 Y 215719 ®MTH=l4=(1~10)
3 |MBt7(ZE RATE_SEC VAR | 3 Y 215712 MTHAIZHZE, 15~600%)
4 | HoEAIZE RATE_TIME VAR | 110 | N I5712] MTtA[JHUHEE S Z ALE)
2I=5719| 2IEE A (app1, app256, app384,
5 |olEEk KEY_METHOD VAR | 6 Y =° =& S %(appl, app PP
app512)
6 |2IEF7 CYCLE TIME VAR | 2 Y 215712 QEF7|(=, 3~60%)
7 |Secure?| SECURE_KEY VAR | 32 Y HIE 0| M HS3t= Secure key (BFo| M A 7]
25 2IE0AM HE(allow) E= M 2l(deny) +
8 |ACLT&2 ACL_TYPE VAR | 5 Y ~ (deny)
E 7 man-in-the-middle) 3 4& &2t &4
2L "DISALLOW REUSE"S 4&st 22 ¢
9 | BB HEO 2 MIDDLE_TYPE VAR | 14 Y 2|8 579 2IEF7| S22 CHE AFEA}
k2ol g 4 glon peksisg A=
ALLOW REUSE"S 4H
TS AS Yol Z20] A 2R
10 |E7HAFZ Zghol A7t MIDDLE_TIME VAR | 8 | N = = = (7
2 M)
N ;E}?#A-lx—l HyHE Do share OH_H A|—R a
11 |BEdy e ENV TYPE VAR | 8 Y S=T S=S Swl ~5
x|, MR Eusername) 2 S HSHA| 72

nurit ~42-

O)k=4.
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2. Mt 233l
31

£8¢57| OtAE (TB_HOST_EOTA)
=1
=2

NO 3 AaEY Type | 20| | 25 | Key H|1
1 |=A~EY HOSTNAME VAR | 30 Y | PKFK|MH2 =~ EH(uname -n)
2157 Md7|2l BaroPAM WS AFSE =
2 |25Y387] EMERGENCY_KEY VAR | 8 Y PK |8l M 240 H2E5 UhHISH0 SSH AMH O
CHAl M| ~BH=0| AFE
3. ACL &% OFAE (TB_BARO_ACL)
NO =3 FEE Type | 20| | % | Key H| 1
1 |Z~EH HOSTNAME VAR | 30 Y | PKFK | AMH 2 = A EH(uname -n)
2 |AEAEANE USERNAME VAR | 40 Y PK |AB{O] 2015t Al
4. A (MExhE €7d O0tAE (TB_BARO_USER)
NO =3 dEd Type | 20| | E% | Key H|Z
1 |EAEH HOSTNAME VAR | 30 | ¥ |PKFK|MHE ZAEBuname -n)
2 |AFEAERhE USERNAME VAR | 40 | Y PK |AMHE{O| 21015 AE
3 |Hztzls RATE_CNT VAR | 2 Y 215719 mMB=l4(1~10)
4 |Motz|Zt RATE_SEC VAR | 3 Y 215719 MITHAIZH =, 15~600X)
5 |MIBEAIZE RATE_TIME VAR | 110 | N 215719 MtAIZHUREE o2 ALR)
[ KEY_METHOD VAR | 6 Y AS719] 2SS Happ1. app256, app3s4,
app512)
7 [215F7 CYCLE_TIME VAR | 2 Y 215719 ASF7I(E, 3~60E)
Secure?| SECURE_KEY VAR | 32 Y HiC of| A M Z5h= Secure key(EH’\*"A Z1)
9 |acLr= ACL_TYPE VAR | 5 | v Jolxoﬂﬁ G Bfallow) = M2(deny) 7
Z7HHman-in-the-middle) 322 ofig 4
25 "DISALLOW REUSE"E HH3 H2 A
10 B A0 2 MIDDLE_TYPE VAR | 14 Y 2|8 2157|129 AEF7| S0 CHE ALEXL
b=200 g = glon tofded 42
"ALLOW REUSE"S 273
11 |SUA3HL0AIZE MIDDLE_TIME VAR | 8 | N ETTTHE 2012 R0 AsUeH2
5. A AERHE S22E ST OtAE (TB_USER_EOTA)
NO =8 HEE Type | 20| | 5 | Key H|Z
1 |Z~EF HOSTNAME VAR | 30 Y | PKFK | MH 2 = A EH(uname -n)
2 |AEAEAhE USERNAME VAR | 40 Y | PKFK|AMB{ 0] 23215H= AE
157| M2 BaroPAM WS AtE2E
3 |22Y3287 EMERGENCY_KEY VAR | 8 Y PK |Ble W 243 A2 E OfH|5HH ssH MH{of
CRA| M| ABH=| AHE:
6. ¢I5 21 OrAF (TB_BARO_LOG)
NO st=2H AaEY Type | 20| | 25 | Key H| 1
1 |2IZAIZH AUTH DTTM VAR | 10 | Y PK |SHECI EEAIL
2 |Z2EE HOSTNAME VAR | 30 Y | PKFK | MH 2 =2 EH(uname -n)
3 [AFEAHY USERNAME VAR | 40 Y | PKFK|AMB{0] 23015H= AE
4 |QEHAIR AUTH_MSG VAR | 200 | Y
nurit e )k

FEZEels
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6. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr
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CHEOIAL : 01BY

HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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