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1. BaroPAM & X

1.1 BaroPAM &X| & =H|AIE

Mac 0S X= OHSO0IA 2= 2HKY CPU OF21EIXd (arm64), 10N 2H= CPU OFIEIMQl X862 P ETH=
Cl, CtS2 S80iE & &olt &elsttt.

o
[

&) OHS0AM SHE 2HF CPU OFIIEIM Q! arme4Q! B

[root] /root > uname —a
Darwin igoun—ui-MacBookAir.local 22.3.0 Darwin Kernel Version 22.3.0: Mon Jan 30 20:39:35 PST
2023; root :xnu-8792.81.3~2/RELEASE_ARMG4_T8103 armb4

&) CIUIA 2HE CPU ORI 1B QI X862l B

[root] /root > uname —a
Darwin lamp_macos1 22.3.0 Darwin Kernel Version 22.3.0: Mon Jan 30 20:42:11 PST 2023; root:xnu—
8792.81.3~2/RELEASE_X86_64 x86_64

KA 5010 PAM 2= AFR206H| flolME AlIZ1A U0 oFMEH ssh, sftp AMHIAS HIZo| S
OpenSSH(Open Secure Shell) THIIXIDF BFEAl XTI A0{0F SHCE. AX| &ol2 29 "AENWE
FOf EHOISHEE, otk AX|IC0 UK L2 "prew install openssh" 2t "brew install openssl'S &
&

[root] /root > ssh -V
OpenSSH_9.0p1, LibreSSL 3.3.6

PAM 015 & &3 &8 HYEE MarialB0l &&dk= 2= MariadB ClientS BF=Al EXIGHOE

]
a

| [ohs] /Users/dns > brew install mariadb

SS U2 Y &EXloh)| fIoHAl root HIFE(LEH HASZ 2701 &t = "sudo -i" HH
S| = CIR2CE 2 X6 st Cla&Ee|(/usr/local /baropam)E CE1 &

| [root]# mkdir /usr/local/baropam

BaroPAl 252 U22E Y AXIGH| A8 CIAER|Q] ATHSIDI, MD|, AE)S TS 20| FHEH.

| [root]# chmod 777 /usr/local /baropam

1.2 BaroPAM £X| 28 (22

1N

BaroPMl 21 DS root HECR B & PES 22T U M5 98 C2Ee)
(/usr/local /baropam) 2 01S5t0 228 UR2E 5

| [root] /usr/local /baropam > wget http://nur iapp.com/down|oad/ | ibpam_baro_auth-x.x. tar

nurit -1~ 0)KaA,
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[root] /usr/local/baropam > tar —xvf |ibpam_baro_auth—x.x.tar

BaroPAM €15 252 &== oHMIGHH baropam CIFEC|0 S 22 BaroPAM 2ted 2501 e =L

[root] /usr/local/baropam > |s —al

2l 180

drwxrwxrwx 7 root root 4096 8& 23 (09:59 .

drwxr—xr-x 17 root root 4096 2& 10 2017 ..

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl
-r—r—r— 1 root root 305 78 2 14:41 .baro_auth
-r—r—r— 1 root root 290 6& 30 12:55 .baro_cur|
-r—r—r— 1 root root 287 2& 28 12:19 .baro_sql
—rwxr=xr-x 1 root root 69149 42 6 19:12 baro_auth
—rwxr—xr-x 1 root root 65072 6& 29 16:36 baro_cur |
—rwxr=xr-x 1 root root 57074 2& 28 12:18 baro_sql
drwxr—=xr-x 2 root root 4096 7& 20 2021 jilee

—rwxr=xr-x 1 root root 152649 6= 9 08:19 pam_baro_auth.so
—rwxr=xr-x 1 root root 116158 6& 30 12:54 pam_baro_cur|.so
—rwxr=xr-x 1 root root 170863 2& 28 12:18 pam_baro_sql .so
-rw-r—r— 1 root root 221 63 27 15:59 setauth.sh
-rw-r—r— 1 root root 150 63 29 16:29 setcurl.sh
-rw-r—r— 1 root root 180 2& 28 12:19 setsql.sh

&) 0HS0IAM 2= 28t CPU OB IEIX Q! arm64Q! Z<

[root] /usr/local/baropam > file pam_baro_auth.so
pam_baro_auth.so: Mach-0 64-bit dynamically linked shared |ibrary armé4

[root] /usr/local/baropam > otool -L pam_baro_auth.so
pam_baro_auth.so:
pam_baro_auth.so (compatibility version 0.0.0, current version 0.0.0)
/usr/1ib/1ibpam.2.dylib (compatibility version 3.0.0, current version 3.0.0)
/opt/homebrew/opt /openss|@1.1/1ib/1ibssl.1.1.dylib (compatibility version 1.1.0, current
version 1.1.0)
/opt/homebrew/opt /openss1@1.1/1ib/1ibcrypto.1.1.dylib  (compatibility  version  1.1.0,
current version 1.1.0)
/usr/1ib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1319.0.0)
Jusr/lib/libz.1.dylib (compatibility version 1.0.0, current version 1.2.11)

o

1) CIEOA BHE CPU OBIEIR QI X862 B

[root] /usr/local/baropam > file pam_baro auth.so
pam_baro_auth.so.0: Mach-0 64-bit dynamically |inked shared library x86_64

[root] /usr/local/baropam > otool L pam_baro_auth.so
pam_baro_auth.so0.0:
pam_baro_auth.so (compatibility version 0.0.0, current version 0.0.0)
Jusr/1ib/1ibpam.2.dylib (compatibility version 3.0.0, current version 3.0.0)
/usr/local /opt/openss|@1.1/1ib/libssl.1.1.dylib (compatibility version 1.1.0, current
version 1.1.0)

nurit -2- 0)KaA,
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/usr/local /opt/openss|@1.1/1ib/libcrypto.1.1.dylib (compatibility version 1.1.0, current
version 1.1.0)

/usr/lib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1319.0.0)

Jusr/lib/1ibz.1.dylib (compatibility version 1.0.0, current version 1.2.11)

1.3 BaroPAM &3 £3 MY MM
1) PAM QI1=(.baro_auth): &2 &3 HEE Filell] €3

BaroPAM &t A& IS baro_auth ZZ 12 AIHGI BIEAl MAHGH=0I, BaroPAM 215 2=2| Cl&
&212! Jusr/local /baropam &0l {I Xl 6t=5= SHC}.

a4

baro_auth —r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —-A acl_type —a
acl_filename -S secure_key —s filename

BaroPAM SHE&E Iteel 48 &0 st LiE= CtESut & L.
=2 o3 ANt HlD
-r 23| E 0IEI|2 MSHE2=(1~10) 3
-R 23| Q1=3|9| MIBAIZH =, 15~600=x) 30
-t | €3g 21539 CESFI|(=x, 360x) 30
-« | €38 QB39 oI=YAl(appl, app256, app3s4, | app512
app512).
- | SHE4N Wo 2535 ({2 (yes or no) no
-A | 2XF CI=0IA Si2(allow) = M2l (deny)SHX| dEH deny
-a | 2xt OIZS0IA S1E(allow) = HMl(deny)E HEO CH | /usr/local /baropam/.baro_acl
St ACL IYE(IHY MRS 444)

j lalcHoVadpj 7b4PzBpM2D i | eBvmHFV /

-S| YFEA] HIHOIAM HIZdl= Secure key(20l&A 3|
-s | BaroPAM EHAEA WIS MAMst (|HERS ZE
ol

)
St T+ | /usr/local/baropam/.baro_auth

=9[) -s SH9 filename= BaroPAll SHALEE IIYS MAE (|AELE ZEE IIYHE (MY H2HEE
444)0ILC}.
ALS Ofl)

[root] /usr/local/baropam > ./baro_auth -r 3 -R 30 =t 30 -k app512 -e no -A deny -a
/usr/local /baropam/.bara_acl -S jlqlcHoVadpj7b4PzBoM2Di |eBvmHFV/ —s /usr/local /baropam/.baro_auth

2 g HECZ =00 AsS M-S

rr

010, HFOICHBaroPAl &1 SFIAS 242t A5}
(Not root)

[root] /usr/local/baropam > ./baro_auth -r 3 8 30 -t 30 -k app512 -e no -A deny —a ~/.baro_acl -S
j lalcHoVadpj 704PzBpM2D | |eBviHFV/ -s ~/.baro_auth

1) Your emergency one-time authentication keys are :

So 228 BJ|l= L3l 2EI| M40l BaroPAM S AMHEE = 88 [ 248t *LE UHIGHH
SSH AMB10l CHAl RAMIAGHEC AFEE = %E &=0| Jhsgt Super 21571 0122 DIt HO = A

oI E0h

nurit -a- ©)xs=A.
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2) LSS0l Ltes S0 oA 2% "y'E A&
"/usr/local /baropam/.baro_auth" LS AGIOIESIAIASLID (y/n) y
=2 Hman-in-the-middle) 2ZE Mg 21010t (y/n) y

BaroPAM &t AA IOl .baro_authOll &&&H LIE2 CIS1 20,

[root] /usr/local/baropam > cat .baro_auth
" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY jlqglcHbVadpj 7b4PzBpM2Di | eBvmHFV/
" ACL_NAME /usr/local/baropam/.baro_acl

" ACL_TYPE deny

" DISALLOW_REUSE

33458936

19035576

15364353

54649370

84342192

ol

BaroPAM EtAAH Q! baro_authl &3 &30 st 2 OsSE &0

r

= &9 SleslF) HI
AUTH_KEY ols REIHIDE)
RATE_LIMIT O'QQ 0I=3|9| HMiets!Z=(1~10), AIBtAIZE | 3 30
(=, 15~600=x) &4,
KEY_METHOD o3| 01=3|9 oI gtAl(appl, app?256, | app512
app384, app512)
CYCLE_TIME 23| 21F3|9| EFII(=, 360x%) 30
SECURE_KEY Secure key(2tOl&A I1) j lglcHoVadp j 7b4PzBpM2D i | eBvmHFV/
ACL_TYPE 2%t CIS0IA olE(allow) = XMI2l(deny) | deny
2=
ACL_NAME 2% CIS0IM 318 L= NAS AHIEO TSt | /usr/local /baropam/.baro_acl
ACL Filename(II}Y E2REHS 444)
DISALLOW_REUSE | =2tXHman—in—the-middle) 22Z 0I24&" | DISALLOW_REUSE
or 22= "DISALLOW REUSE'S &XsH B2 0l
ALLOW_REUSE SI| CIEFD| sot2 UIE A2 2101
& £ gloM, o J[EsE FRE
"ALLOW_REUSE"= & & SHH
2) PAM Q1=(.baro_sql): &8 &3 HLE MariabB0ol &3
BaroPAM &t A& AHEII EMSt= Mariado2t HS3dH)| #IsH 8% A2 = baro_sgl Z2 1S A6

BIE Al MAGH=0l, BaroPAM 1= 29| CI2&ER|Q! Jusr/local /baropam 20 fAXIGIEZ &tCF.

a4

| baro_sql —H hostname -u username -p password -d doname -P portno -e encrypt_flag —s filename

o

s

ro

BaroPAM EZ&E Welol &8 S8 U St &Ct.

nurit -4~ 0)KaA,
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=8 &9 S3gt HI
-H | MariaDB M2 SAE 0|8 E£= IP T4 nurit.co.kr

-U | MariaDB AFS AL 015 nurit

-» | MariaDB AtZ2XIC| HIYHS baropam

-d | HZE MarialB 012 baropamdob

P | MariaDB MH2l ZE B15 3308

- | BHEAE OOl 253 0{F(yes or no) no

(
-s | BaroPAM EtALEA [MIYUS MME C|AEL] St It /usr/local /baropam/ .baro_sql

i
H
gon
g
=]
I

0

ZF9|) -s SHE9 filename= BaroPAM EHAAEX [IYUS MHE CJHERS EEs I H(IIY 2RSS
444)OIEL
A2 0ll)

[root] /usr/local/baropam > ./baro_sql -H nurit.co.kr —e no -u nurit —p baropams —d baropamdb P
3306 —s /usr/local /baropam/.baro_sql

1) OIS0l Lies 230l talde 2% 'y"

"/usr/local /baropam/.baro_sql" IS A

BaroPAM 2t& A& WAl .baro_sql il &8st LIE2 CI81t 2C.

[root] /usr/local/baropam > cat .baro_sql
" AUTH_KEY

HOSTNAME nurit.co.kr

USERNAME nurit

PASSWORD baropams

DBNAME bar opamdb

PORTNO 3306

RATE_LIMIT 3 30

KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j IalcHoVadpj 7b4PzBoM2Di | eBvmHFV/
ACL_TYPE deny

MIDDLE_TYPE DISALLOW_REUSE

MIDDLE_T IME 58014762

ENV_TYPE share

BaroPAM 22 & & IHAQl .baro_sql && &=0 (i s G0t 20
2= &9 S HI1

AUTH_KEY 0IZ PEXH(DE)
HOSTNAME MarlaDB ANBe SAE 0|8 E£= IP =4 nurit.co.kr
USERNAME MariaDB AFEXt OIS nurit
PASSWORD MariaDB AtEXt2| HIYHS baropam
DBNAME A& MarialB Ol baropamdob
PORTNO MariaDB AltHS| ZE BiS 3308

2 UHHA= LIRE2=Z AIEE.

3) cURL @I=(.baro_curl)

curl 2 HEEZ "client LRL" S HHGl= X222 199780 S SAIEIRUCH = Sc0IHEI ATHER

nurit -5~ ©)xs=A.
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M MB{OI CIOIEIE 285k 222 BaroPAI2 curl 2 http/https SI01 U= 915 AIES SE5101
=2 QHs.

Al
=

Ct.

BaroPAM 2t3 &8 T2 baro_curl Z=_14
&2]Ql Jusr/local /baropam 20l Xl ot==

0%

ok o

a4

ot0d Bt=Al Mdot=0, BaroPAM 1S 2=2| LI

baro_curl -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag -H hostname -u
auth_ur| -s filename

BaroPAM BtZ&E IS €3 &0 et s2 Usit €0

= &9 AXgt Hi
-1 | €32 2153|129 HIstE 4=(1~10) 3
R | €32 2SI MIEStAIZHZE, 15~600F) 30
~t 23| E 0IFI|2 ASFI|(=x, 3+60=x) 30
Kk | L3z 2I=3|9| oI=.Al(appl, app256, app384, app512) | app512
- | SHEAN Wo 2535t ({2 (yes or no) no
H | ABiS SAES (uname -n) nurit.co.kr
-u | 38 RLE SAEY (hostname), AFSXF HI&E (username), | http://1.23.456.789/baropam/w
OIEFD|(cycle_time), 232 CI=3|(auth_key) S2 1tet | eb/result_curl.jsp
OIEDF Z8telo &=
-S| BaroPAM & A TS MAMS (CHERE E&et IHY | /usr/local /baropam/ .baro_cur |
Z9|) -s SH2| filename= BaroPAM SHAA A UIS MME [|AECIE HLEE IIYY (MY FIAUER
44)0|04, EF&H MBSl SAEH (hostname)0l LAl &= A2 BaroPAMO| HAIXOZ RESCX| LS 4=
UASLl, SAEH (hostname) )t BHETE H BIEAl 83 EHO| ollY &=20i a0k StCt.
A= 0fl)
[root] /usr/local/baropam > ./baro_curl —r 3 - 30 -t 30 -k app512 -e no —H nurit.co.kr —u
http://1.23.456.789/baropam/web/resul t_cur | . jsp —s /usr/local /baropam/.baro_cur |
1) OIS0l U2Es SS0l Uohde 25 "y'S 6.
2K man-in-the-middle) 322 Wfl&& 240017 v
22 L3Z 2153|= otLiel HE 20 CHE HEW X 21010] JtsotH & 240D? y
232 0I=I|9 ME AltS 0EZ X-E 2017 y
BaroPAM &t8 && WOl .baro_cur |0l &8st Lig2 CtS1t &ZCt.
[root] /usr/local/baropam > cat .baro_curl
" AUTH_KEY
" RATE_LIMIT 3 30
" AUTH_URL http://1.23.456.789/baropam/web/resul t_cur | .jsp
" KEY_METHOD app512
" CYCLE_TIME 30
" HOSTNAME baropam
" DISALLOW_REUSE
BaroPAM EtZEA X WQl baro_cur |2 A& =0 et WSS TS 2L
s &9 St HIZ
AUTH_KEY ol R2AHLH)

nurit -6- 0)KaA,
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RATE_LIMIT 23 015319 MsetE2(1~10), HMBHAIZH(=E, | 3 30
15~600=x)
AUTH_URL SES WRLE SAEY(hostname), AF=2XF HE | http://1.23.456.789/barop
(username), 21&3=Jl(cycle_time), '§| O1E3| | am/web/result_curl.jsp
(auth_key) S92l m2t0lEIF ZEEH =
KEY_METHOD 23| 0I=3|9 oI=8tAl(appl, 800256, app384, | app512
app512)
CYCLE_TIME 3|E 0IEI|9 ASFI|(=x, 3+60=x) 30
HOSTNAME NS SAEH (uname -n) nurit.co.kr
DISALLOW_REUSE | &2tXHman-in-the-middle) =222 W& ZHR= | DISALLOW_REUSE
or "DISALLON_REUSE"2 & &EH 832 238 21539
ALLOW_REUSE OIE=xD| SO & MEXF 21001 & £ gle
M, Ot 5IEE ZR= "ALLOWREUSE'2 & &st
Ct.

1.4 BaroPAM &2 A A

0

1) PAM Q15: 83 43 F2E Filelll &3

HH
Q

BaroPAM 2= &&0H)| ?IoHAl sshd L0l €&6l= Y2 US0 201 = &0l S0l

[root] /usr/local/baropam > vi /etc/pam.d/sshd

H#%BPAM-1.0

auth required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local /baropam/.baro_auth
encrypt=no

* 'nullok"= S == PAM 2F0! null g2 2SS E =€ots AS olEett= 2l0ICH

o
0y
0
E_l
@
02
fol
ol

&2 10Z secret LIt2t0IE{= BaroPAM SHEAE IHH, encrypt Ltct0|IE = BaroPAM
Z2i(yes or no)E HHSEHCH.

grof, HIEOICt BaroPAM &8 £3 LS 212 £86tks S BaroPAM 2= Z&0H| ?IoHA sshd I
0l €&ol= g2 UsS0 201 = ool S =0

[root] /usr/local/baropam > vi /etc/pam.d/sshd
#HPAM=1.0
auth required /usr/local/baropam/pam_baro_auth.so nullok secret=${HOME}/.baro_auth encrypt=no

HEO0MC BaroPAM &8 23S 202y 280K @10 SE CHEEC 0l HEEX BaroPAM &8 £3 It
£ O2J £Z06t10A ot B2 BaroPAM 2E= £&6| FloiAl sshd W0l €&ots 22 UsSh 2
Ol = o=t0ll B=ol =Ch.

[root] /usr/local/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr/local /baropam/pam_baro_auth.so nul lok
secret=/usr/local /baropam/auth/ .${USER}_auth encrypt=no

filezilla M& "Interactive process'Jt EJts8t T2 1 ES AciA= PAMOIA forward_pass S&S
AIZ6IH 25 22 A0 252t 232 2153|2 20| %E%PE% ol= 2= SH0il QICH. Ol HX, openssh
clientlt Windows2l ROP(Remote Desktop Protocol), VMWare Horizon, filezilla S 25 0|2 &S

nurit -7- 0)KaA,
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[root] /usr/local/baropam > vi /etc/pam.d/sshd

#%6PAM=1.0

auth required /usr/local/baropam/pam_baro_auth.so forward_pass
secret=/usr/local /baropam/.baro_auth encrypt=no

forward_passE O0I=6t0d &S 223 EH (Password & verification code:)0ll &2S2 20| 23|E CISI|E ¢
He AR, ASE HA UGt B 0] 0I0M 23E QSIIE d=™stH =0 WE =0, &3t
"paropam”" O|) 3|2 QI=I|D} "123456" OlctEH "paropami23456"' 2 226t =0

Keyboard Interactive prompt for rooti@1. 234.83. 169. ok

Password & verification code:

| P Cancel

[ ]save password

forward_passE O|26IH 2152 2RI o= SR 22 MUIAN 2-factor 2IE= JisolH & %= UCH.

[root] /usr/local/baropam > vi /etc/pam.d/su

H#PAM-1.0

auth  required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local/baropam/.baro_auth
encrypt=no

/etc/pam.d/su IF 0l BaroPAM 2 &= & A
£ AMEolse 0= 2XF 2l b

$ su - root
Verification code:

Mac 0S X2l GUI 21921 3tEH0IAl BaroPAMS AtEot At of

g=oll =C.

rr
OH

_L
0%
g'j
rr
0L
118
ro
[w]
00
[
my
o
ﬂ
07
0Q
2

[root] /usr/local/baropam > vi /etc/pam.d/ screensaver, authotization

#4WPAM-1.0

auth required /usr/local /baropam/pam_baro_auth.so use_first_pass forward_pass nullok
secret=/usr/local /baropam/.baro_auth encrypt=no

Mac 0S X2 GUI 212! StHOIA YSE M U5t ) S 10| 0l0M 3|8 CISIIE
OE S0, L3It "baropam” 01) L3I 2SI It "569858" 02+ "baropam569858"' 2= 2

g

nurit -8- 0)KaA,
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Screen Saver

“
-

BaroPAM TEST BaroPAM TEST

gl

© (=

®

A8 ug

o) xrdpS 0188t A HIA3IE X8 ole 3R

[root] /usr/local/baropam > vi /etc/pam.d/xrdp—sesman

H#PAM-1.0

auth required /usr/local/baropam/pam_baro_auth.so forward_pass
secret=/usr/local /baropam/.baro_auth encrypt=no

forward_passE 0|25l & 22 (Password) 0l 23 CIEI|E olH =L g 0, 3= 2l
ZI|0F "123456" OlctH "123456"0F 212461 =L,

2) PAM 15 &8 8 28 MariaDB0l &3

BaroPAMl 2= A F51J| oM sshd MM E&ols &S CHSDF 20| = AChl =6l =Ch

[root] /usr/local/baropam > vi /etc/pam.d/sshd

#HPAM=1.0

auth required /usr/local/baropam/pam_baro_sql.so nul lok secret=/usr/local/baropam/.baro_sql
encrypt=no auth=sshd

* 'nullok'= S &= PAM 201 nul| g2 S E Ydl= XS oIZstti= 2010

12 secret Itct0IE{= BaroPAM SHE A& A MY, encrypt L2t0IEl= BaroPAM SHEAE Mol 253}
ZciiO(yes or no), auth T2lOIEf= BaroPAME AME6H0 91&6H= 229! sshd, su, sudo, screensaver,
Xrdp—sesman S & &stHCt.

PIoHA= PAMOIIAl forward_pass S4&=
2 5l= 4= 810l QICH. 01 2, openssh
izon, filezilla S 25 0|2 S

filezilla & "Interactive process'Jt 2Jts8t T2 ]S
ANEoI 25 2 A}l 252 23E 2SI |E 20| 25
clientLt Windows2l RDOP(Remote Desktop Protocol), VMWare Ho
8'.& A I:II-O.“ 04|:|.

[root] /usr/local/baropam > vi /etc/pam.d/sshd

H#UPAM-1.0

auth required /usr/local/baropam/pam_baro_sql.so forward_pass
secret=/usr/local /baropam/.baro_sqgl encrypt=no auth=sshd

forward_passE 0|26t &S 2l23&H(Password & verification code:)0ll 252 20| £€3E 2I=3|1E ¢
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s AR, ASE HA 5D 2U Q0| 0I0M L3 QISII1E 2=Hs6HH =0 g S0, &30t
"paropam" O|) 23| QI=I|J} "123456" OlctH "baropami234h6'C 2 2A5IH =IC}

Keyboard Interactive prompt for rooti@1. 234.83. 169.

Password & verification code:

| P Cancel

[ ]save password

forward_passE O|E6tH 1SS ZRZ ot= HWRE2 MHIAN 2-factor Q1SS JtSotH & == UL

[root] /usr/local/baropam > vi /etc/pam.d/su

#PAV-1.0

auth  required  /usr/local/baropam/pam_baro_sql.so nullok secret=/usr/local/baropam/.baro_sql
encrypt=no auth=su

/etc/pam.d/su IHLOll BaroPAM 2= Z &H0 FItotH "su' E0Z LEAIEHOl "root"2 e &5
£ ANTots ZR0< 27 AS(FIH 215)S HEZ = UMM 20| &5 O S

$ su - root
Verification code:

Mac 0S X2l GUI 21921 SHHOIAl BaroPAMS AtEot AL of

=l =C.

rr

432 £Fol= gYe U3 201 = &40l

[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authotization

#%PAM-1.0

auth required /usr/local /baropam/pam_baro_sql.so use_first_pass forward pass nullok
secret=/usr/local /baropam/.baro_sql encrypt=no auth=screensaver

Mac 0S X2 GUI 290! tH0IA 2SS SN Yot S g0l 0I0A L3E 2IS3IE LH6HH =L,
OIE S0, 2SIt "baropam” 0111 L3S 2IE3(Jt "569858" OlctS "baropamb69858" 2= 26HH =ICH

210l 3fH Screen Saver

-
-

BaroPAM TEST BaroPAM TEST

gl
© N

®

A8 Hg

KSA

e
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BaroPAM

0l) xrdpZ 0128 A2 HIATS B=S ot

[root] /usr/local/baropam > vi /etc/pam.d/xrdp—sesman

#WPAM-1.0

auth required /usr/local/baropam/pam_baro_sql.so forward_pass

secret=/usr/local /baropam/.baro_sgl encrypt=no auth=xrdp—sesman

forward_passE 0|E6I0 &5 2242 (Password) 0f
=I|0}F "123456" Olct™ "123456"0F 2251H =0

3) cURL 213

BaroPAM == & 3E5tH)| oAl sshd, su, sudo IHE

off =Ct.

i

11
Ju
ol

2
i
i
uin

b

e
ton
ol
e

#PAM-1.0

encrypt=no

[root] /usr/local/baropam > vi /etc/pam.d/sshd

auth required /usr/local/baropam/pam_baro_curl.so nullok secret=/usr/local/baropam/.baro_cur |

&2 secret It2t0|E{= BaroPAM S22 & A Mt

Z2i(yes or no) EXSHCH.

* "'nullok'= S&E PAM 2201 null g2 23S

filezilla & "Interactive process'Jt EJts
Aol 25 22 A} 252 L3= QIS |2 &
clientlt Windows2| ROP(Remote Desktop Protocol),

0l 8L

w

& encrypt It2t0IE{= BaroPAM

£ olEsHCt= 2I0ICH

oAM= PAMUIA forward_pass
S0l QiCH. Ol

S5 01

0

o282

=0 =

openssh

S

#WPAM-1.0

[root] /usr/local/baropam > vi /etc/pam.d/sshd

auth required /usr/local/baropam/pam_baro_cur|.so forward_pass
secret=/usr/local /baropam/.baro_cur | encrypt=no

forward_passE 0|&56t0{ &5 /2= (Password & verification code:) 0l
o]

=
S R, &SE UM Y=ot B9 80l 0I0IA €&
[e]
=2

IS|E QIS0 "123456" 0lctS "paropami23456" 22 &

N

"baropam” Ol

Jlg

Keyboard Interactive prompt for rooti@1. 234.83. 169.

Password & verification code:

[ ]save password

Cancel

forward_passE O|26tH CI=SS LRZ 5t= HEE9 AMHIA0 2-factor

&2 Jksobll

| [root] /usr/local /baropam > vi /etc/pam.d/su

nurit

KSA

FEZEels
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#%PAM-1.0
auth required /usr/local /baropam/pam_baro_cur | .so forward_pass
secret=/usr/local /baropam/.baro_cur | encrypt=no

At

o

FItotH "su" HE0Z LBHAIEOl "root" 2 P
£ NEots ZR0I< 27 AS(FI} 218) S HEE & UMM 0| &5 O &

ro
ol

$ su - root
Password & verification code:

Mac 0S X2l GUI 21921 3tHOIA BaroPAMS AtEot At of

5ol =C.

rr

22 d48ot= Y2 Us 201 & &Z0l

[root] /usr/local/baropam > vi /etc/pam.d/ screensaver, authotization

#%PAV-1.0

auth required /usr/local /baropam/pam_baro_cur|.so  use_first_pass forward_pass nullok
secret=/usr/local /baropam/.baro_cur| encrypt=no

0l) xrdpE 0188t A HAIE XS Gl &R

[root] /usr/local/baropam > vi /etc/pam.d/xrdp—sesman

H#UPAM-1.0

auth required /usr/local/baropam/pam_baro_cur|.so forward_pass
secret=/usr/local/baropam/.baro_cur | encrypt=no

238 B3|

11
e
Je
ol
2
il
O
=
11
in
=
e
ton
00
e

forward_passE O0|&56t0 &5 21242 (Password) Ol
=I|0F "123456" OlctH "123456"CF 12618 =ICH.

3) sshd Ci22l &d &3

4N

sshd OI2 &S st &8 Q! "Jete/ssh/sshd_config" Mol LI & LIS &
L RolCt.

rlo
e
paa
rr
g
ox
(=)

Ol Xt & HA Hl
Passwor dAuthent icat ion yes no
Chal lengeResponseAuthent ication no yes
or
KbdInteract iveAuthentication
UsePAM no yes

fon

FO|

i}

ZUHE BIEAl PAM 201 MUZ =IO JEX

]

= SSH Server 2| Restart &0| Bt&

J

[root] /usr/local/baropam > launchct!| stop com.openssh.sshd
[root] /usr/local/baropam > launchct| start com.openssh.sshd

sshd &0 ZLIH BIEAl PAM 2=0] HMUE FIOtE/U=X &0l = ssh UI2S MEEGHOF o (Al
AHAE > bt > B/ > JAFZQ > A 227901 on, TS MBI H2E 5180t= 28 €3

SHOF BtCH.)
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| @ < 3% Q
ZFE 0|F: Davidel MacBook Pro (2)
28 YEQ ol Y= HFEZ CHS0 s AHSXI] HREO HTE - AUS: HE
David-MacBook-Pro.local
B
i o M2 #H=a0: 4
i &3 28 ol YREfol YHoR 29151249, 'ssh davidcho@192.168.0.30'2(8) YAsHIAIL.
L LS
L ZeE| 3%
L 27 =70l
i o e CIS AlgAle] B2E 518 O BE AEA
% #2 Apple O[HIE CHS AL8XfEh
d olEfdl 2%
f Bluetooth 29 2! Administrators
t ECES
I
I
i =
c
; ?
4) ACL(Access Control list) &3
1) PAM QIS(8HH &3 ’éEE FileOf &&)0! B BaroPAM 2 AL Al 2Xt QIS0IA HM<2UE AHF
S ACLOl X2l oliOF ot= &< BaroPAM 28 A& Al H&&t Ela“EEIOﬂ ACL IS M4st = Mg A
d2 G330t 20| L=ttt (.baro_acIOH Cist I H2RsEHE 442 B FoH0F SiCt.)

[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

2) PAM QIS(&8tH && MEE MariaDB0l £H)Q! HAR= Mariachll ACL &3 HIOIEE AFZollOF SHCL.

5) NTP(Network Time Protocol) &3

BaroPAIS Al2t SJ13} 2HAI0I22 Ab1S] AI2+0]
20} o

20t A0l 21212 Rot=

20l= X*F.‘_I}&Oﬂ CHEH AlZF
0

M
=KX

OF NTP IHIIXIDF BHEAl & XIEI0] AU OF

eISI10t M2 2LXIGHAI

StCt.

X UK 22X "brew install ntp" o=z &

[root]# brew install ntp

LelLietiA 2YE 10 JUes NP AHeE TS 20

server kr.pool.ntp.org

server time.bora.net

server time.kornet.net

nurit 0)K=A.,
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LelLetd 2EE D A= NTP AHE ntpd CI2 232 I8 &8 Mel "/ete/ntp.conf"0ll CHS &2
Ol £€38tCt.

[root]# vi /etc/ntp.conf

#

# NTP

#

server Kkr.pool.ntp.org iburst
server time.bora.net iburst

iburst 882 282 S8 dE22ZM SIIst ol=ll Zele Al B =04

1A
rr

ol

=
= [== N

B

ntpd Ol €82 <8
Restart &&0| UJEAI

)
(@]

Ja
ro
o

= NP Ol=2&

El ﬂli

| SLIE BFEAINTP €801 HMUZ FOtE»U=AX
Ct.

g
IJ(_DLI,

I
ol

[root]# sudo launchct! stop ntpd
[root]# sudo launchct! start ntpd

ntpd A2t E012 ISl 22 H3HZ &olg = UL

[root]# ntpq -

remote refid st t when poll reach delay offset jitter
0.freebsd.pool. .POOL. ®p - 64 0 0.000 0.000 0.000
106.247.248.106 141.223.182.106 2u 7 64 1 4.412 0.544 0.000
time.bora.net 204.123.2.5 2u 7 64 1 5.206 7.741 0.000
*xsend.mx.cdnetwo 204.123.2.5 2 U 1 64 1 3.968 3.807 0.446
211.52.209.148 216.239.35.12 2 u 1 64 1 11.862 2.838 0.259
dadns.cdnetwork 204.123.2.5 2u 2 64 1 4833 0.0056 0.408

92.223.73.5 (st 106.247.248.106 3 u 64 1 5015 1.397 0.482
* HAIE ip JF &M AIRS JIHR2LD UsE ntp MBHE

nurit - 14~ 0)KaA,
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

/etc/passwdoil BaroPAM A&t
M 2l sss iD/pwrlm  Hoziz oims|et ez
5| ID.PW,23|& 1%} 1= Yes }ol= Yes MH
g [ ¥ emsiwm T @  Tas =TS
US| 2IE7| i
i 4y e No
1 BaroPAM
H=
e 0 Al HEAPI)
A =} No {:“g
% miele
==
B TPAM agPl <
"BaroPAM"
o M) = WIS S0 2701 4] 17| A
=
No = W= =
s -QI=Z0[EE: 72 BOIAS0 HS U HEE" O (lREE
1 BaroPAM & Ch22= 3 4% -0l0IZ: OhE YAEOl H% U "BaroPANs" @i [HREE
2 BaroPAM ¢4 &l3H
3 "ol F=" HE - T o SIE AT HE Moy
27t 2IE ¢
(BaroPAM) -A|AEIH: AL HE(YUS] S8 Tts)
4 MY He 52 -Secure key: AH{0]| 220{El Secure key (LS
-MWMZET|: 3~60Z AO] R
5 HE £ = &3] Al Llos B2 32, 2s|s 0157| ux
6 Me{oll E=3l 1D, PW, L3|E 21=7|S 23fs) 222l -Secure key, MHFEI|, Us|E 2IEF|E 0|8l 27} 215 HE

2.2 BaroPAM 3™

nurit

KSA

©

FEZEels
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BaroPAM

1. YCie=c o M|

Z)> Ego|2E0 >
BaroPAM Zj24

7. 2391(23 215)

4. M = S5

HpEE

= .
£ @
H
H
4
Al

"Save" HIE 22|
(Secure key, 448F7|
= BaroPAM &Z4&H

It 21x])

2.3 Mac 0S X =1¢! &

™, "BaroPAM Setup" 3t

S&" a0 SLobH &0

2
=)

$ cat .baro_auth
" AUTH_KEY
" RATE_LIMIT 3 30

" ACL_TYPE deny
" DISALLOW_REUSE
33458936

]|, Secure key, AHZ"S "BaroPAM" 42| "AMH AL

oRN=TI0

< o

MY e S

19035576
15364353
54649370
84342192
I (m] <
nurit 0)K=A,
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1) GUI 239! ¥ Screen Saver 3tH

Mac 0S X2l GUI =191 3™ = Screen Saver SHUIM YSE HA LS5t B8 10| O|HA ALDE
Z°| BaroPAM UM L3E CIBI|E MAHSH = L3R CIBI|E LEoHH L GIE S, LSt
"paropam" O|) L3 CI=3|J}t "569858" OlctH "baropamb69858" @2 25tH =Lt

Screen Saver

-

BaroPAM TEST BaroPAM TEST

ey

EHE0 2301 Al AFSXF HIA (Username)S 2ot], AOLE Z2| "BaroPAM" HOIIA L3|E 2l
=l *o”/éé = "Verification code:"0ll A&t A3|E QIEI|2t "Password"E 228 = "Enter" HE
ot& Ba | o

roPAM 220 215S Q&SI #3501 836tH Mac 0S X2l 2191 eIs 0| A=

213686 -

< Baro PAM

[+2lappAin |

Mac 0S X2 210! stHUA et 23S 2SI E BaroPAM SSZ2 =0
L|

d 1SN AIHGHH "Access
denied." BIIAIXIDF 2201 SHHO| LIEFHCH. BaroPAMS| Q1S 2tedsH 2= HIAIKI= sy

logOll =2ICH.

(/)

Mar 25 11:10:42 gsh-0415 sshd[27482]: pam_unix(sshd:session): session closed for user root
Mar 25 13:52:25 @sh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]
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Mar 25 13:52:45 q@sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh?

Mar 25 13:52:45 qsh—0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
1648189547

Mar 25  15:25:49 gsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 gsh—0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 gsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% €

putty®l Z<)

PuttyZ E£8 [ 25 = AN SSHI HFAIH =0, otL A&-oH =0{0F & 210] QUL &
AH0IA "connection > SSH = auth"OI Al attempt "Keyboard-Interactive" auth(SSH2)E MHEiSH £ SSH

8% ot =0

'PUTTY Configuration
i ‘- Features all Options controlling SSH authentication
3 : A N R N L e LR
Appearance [] Bypass authentication entirely (SSH-2 only) i
... Behaviour [¥] Display pre-authentication banner (SSH-2 only) .
;:22?;:” Authentication methods |
P LColous [¥] Attempt authentication using Pageant
[_, Connection [ Attempt TIS or CryptoCard auth (SSH-1)
--Data (V] Attempt "keyboard-interactive" auth (SSH-2)
:":nxyet Authentication parameters
- Rlogin ["] Allow agent forwarding
= SSH = [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse.. | ||
[+ Auth
- X1
- Tunnels
- Bugs
- More bugs
- Serial -
About [ Open J [ Cancel J

Putty Download & Documentation 2ted Xig2= G WRLUHIA &= = UL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i

Ooled
=/

ro

"Verification code:"E &otct= HIAIKIDF EAIZIC! BaroPAM HUIAN MASH L3|E 2IST| Ct.

TS

— o

\d

ot Ch321 2001 SSH 210! HIZHSE 2

o

= UL
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BaroPAM

&P 123483169 - PUTTY

FileZillaZ &8 M B8 &= B&0 G2, At 2% HisHA "IHZ(F) > AIOIE &22|XHS)"E
MERGIO] LBt & SIHOIA "Z2E2(t):" ES0A "SFTP - SSH File Transfer Protocol "t "2 12 &
g(L): " ES0A "CIEHHEIE"E Hdeist & S 20| "¢HA(C)" HES 2=IsH.
LA
i o
a® 5

‘ :; Emm—) -

: ' BT [ = o

ock % 8O
2'.:_,._ SRR E ‘!A - " |ezanazs

nurit

KSA

FEZEels
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BaroPAM

el OsS1 20 HIZ2Bs 24 ot
A0LE Z0iIA ddet L3l8 2ISIIE

Ol LIEtEICE. HIZBIS S SHHUA "AlE:" WES &0el6t,
"HIZBIS(P):" 2 &0 LHE = "&#Q1(0)" HES 26

ENEIORO KL TAC S

NERSWV) HEREW)

[FEssa)-

1234831699 23

Q7 Ay [T a8 | Ne 53

S5 AOIE: [CwUsenwoaropame v
I & Temp &
Users
All Users
# & baropam
Oefault
Default User
Public Of Mue SRS AARUAR.
. Windows OlF 123483169
3 e D (DSK3_VOLY BAE: 123483169
$ —i NEBX oot
- AE
ETT 37 Y 8% u® $% l_ss-:;::mzr:; ______ :-'w LT RE  nESE ae e
| Venfication code:
android = 1
AndroidStudio - I oo
AndrodStudio = 1
AndrokdStudio = =
echpse =%
Fose %
PR o%
Virtualox =%
P 3D Objcts =s
AppData 2%
Application Data ]
(I8 Contacts =
Cooldes 2%
[ Desitop o% v
20 e R 36 NG @ 375274261 MO8 TRRX G
MR DY Ty ARE DY 37 s« *a

QO wNE HE v
4™ G231 20| HIZS 2 330l LIEHHCH HIZES 2 SHHA "AlE:" WEs =
2001 HZO e LS E "HIZHS(P):" 2 =20 L6 = "&#01(0)" HES 2

SESC]INS

eloty)

&I5H0] ﬂIﬂOﬂ

nurit

©

KSA

e
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Z-|ATTTSIORO %L I FAS
BE2R0M) AR ) oS REW) 2E®) BEXJQ |~

SO 1234831699 23

£5 NOLE: | CwUsnawdaropame
Temp -
Users
All Users
9 & baropam
Oefaut
Default User
Public O MU QEF VARIAR
|| Windows Ol 123483.169
- we D (DSK3_VOLY HAE: 123483169
o= : MEX o0t
= AS
nee 27 YR ng % I-SSN-;:--t)c:------“ 71 RESE uESY ae et
android SR U
AncroidStudio Lk U Aol 239N 28
AndroidStudio oy 8
AndroidStudio oy G
e<hpe 3R 1<}
gracie oE 80
P2 Lk U
Virtualgox o% 8o
230 Objects Bk U
AppData ou 80
Application Dats Bk U
14 Contacts e 80 2019-02-15 21
Cookses Sk U
[ Deskrop e 80 2019-02-15 21 v
20 M W 36 G2, @ 37): 5274261 OIS 2NN GRS
Mo/Sh By *9 =Dy 2 s L]

QI Ry (N6 4N | 5% 55

SFTPl 2 )

£ 2=olet= HIAIXIOF EAIZIS BaroPAM &0IIA A4

re
e
toi
0
ro
Ol
N
I
e
v
re
o

"Verification code:'

>.

ol

i

Ol &30t TS 2101 SFTP 200! HIZHSE 2= & 4 ULt

0l

KSA

e

nurit
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File Edit View Options Tools Window Help -8 X

PO R| K& Q NERRCS -1

¥

Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.
Verification code:

22
ey + e :

i

i Changing st

i SEND: SERVI y

i RECV: SERVICmmR

i SENT : USERAUTH REQUEST [none]

i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

m | »
Connection to 1.234.83.169 established.

-~

Filename Destination

< | 10 3

For Help, press F1

A
e

()

[C}.

jo

A

SecureFX Download £ Documentation 23 Xt2= ChHS URLOIM =

g

| https://ww.vandyke.com/

Z2EXCZ, 2% S22 FIt B2 HES FIIot0 3 2S5S Esole altH2 =H0| 2 = USH,
AZ 122t &280] AFSKIS HE10 Eef AKXIE 2Xt 2152 e = &gl SEH0ICH

KSA

e

nurit
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3. BaroPAM HIA

3.1 BaroPAM && HIA

BaroPAMO|- £ X|=l &EHOIlA BaroPAM 2SS AIE0lAl = Z< sshd 0 £&st LIES Mol 2E
2 ChSt 201 =4(#) Melut AfMoHH =0

[root] /usr/local/baropam > vi /etc/pam.d/sshd
#4PAM-1.0
#auth required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local/baropam/.baro_auth

sshd GI20 2&st "/etc/ssh/sshd_config" LI LIE & CISH 22 2XE BHE0F St
Ol X} JE HA Hl
Passwor dAuthent icat ion no yes
Chal lengeResponseAuthentication yes no
UsePAM yes no

sshd &0 ZLIH BIEA] PAM 20| HItHEZ MAZ}=X E018t = SSH Server 2| Restart 0| Bt=
Al 2RI}

[root] /usr/local/baropam > launchct!| stop com.openssh.sshd
[root] /usr/local/baropam > launchct!| start com.openssh.sshd




BARO-PAM-007 BaroPAM

4. BaroPAM FAQ

8A A3 Z QSI|IF HX LOLM 2RIS BIHAl Rols B2

20l BaroPAM=2 Al2t SJIst Yalez Z1} Win owsLF Server2| Al2t0| SoH0F &,

AKXl 0 ZF WindowsLt Server2l Al2+0] S=X| &0l

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

FQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM : Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXl : baropam & CI2EL|N .baro_acl IS éﬂé‘ (PermissionS 4442 &H)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

84 : Failed to secret file read .baro_auth

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= I &M,

AXI : Jetc/passwd LA user id xxxxx& S5.

84l : Failed to secret file read

2101 @ Secret fileOl ZIoIAl £ HRX0| LA,

XX : Secret fileS EMHEEZE &0l

84l Secret file .baro_auth must only be accessible by root

2Ol ¢ baro_auth 2| Permission0l CHE HR0| A,

AXl : .baro_auth ISl PermissionE 444 &F.

84 : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K JF Ofl A 24,

XXl : .baro_auth IS AJ|IE &0l

84t : Could not read .baro_auth

R0l baro_auth OO0l E=HotAl 2L TIFY 2l PermissionO| 44401 Otel 3 A,

AX| ¢ .baro_auth LS| EIHHFE & WAC| PermissionES &0l

84 : Invalid file contents in .baro_auth

2ol : baro_auth Tt LIE(HA)0| 2RE FR0]| LA,

XXl ¢ .baro_auth IO LIRS &0l

8lAb © Failed to create tmp secret filelerror messagel

20l - Al secret file2 MAGHK 26t BR0 &4,

XXl . Al secret file2 MAGHAl =28t 0|2 = error messageE 0!,

8 Al : Failed to open tmp secret file .baro_auth~[error messagel

2Ol &AAl secret file@! .baro_auth~= E06HA| 28t R0 &AM,

AXl Al secret file@! .baro_auth~2 2Eo6HAl 28t 0| = error messagesS =0l

: Secret file .baro_auth changed while trying to use one-time authentication key
» 23ZE QIBJ|E AEote S0t HIZ2 W .baro_authdt HZEE B &4,

nurit -24 - 0)KaA,

o
e 0x
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XX OAl 20018 AlE.

& Al : Failed to update secret file .baro_authlerror messagel

Q2! secret file2 HAGHA 2&t R0 24,

AX| : secret file2 HBGIA 28t Ol7= error messagesS &0l

84t © Invalid RATE_LIMIT option. Check .baro_auth

20l : Secret file@l .baro_auth Il LHE = RATE_LIMIT &&gi0] 22 83T U=s B 2
X MIBE 3l2=(1 < RATE_LIMIT < 100), HIB AI2H(1 < interval < 3600)2 && gts =0l

> Invalid list of timestamps in RATE_LIMIT. Check .baro_auth

: Secret file® .baro_auth 2l LHE = RATE_LIMIT S&0 UpdateE timestampsit &2RE B
SEA .

o
o 0x

AXI : Secret file@! .baro_auth TF22l RATE_LIMIT S&0 UpdateE timestampsE &0,
84 : Try to update RATE_LIMIT line.

2ol . FMNMoZ 2701 &t AR &&= HAIKL.

Xl : No action

: Too many concurrent login attempts. Please try again.

: Secret file@l .baro_auth IFZC| DISALLOW_REUSE S&(Lsle o1=3| MA F=I| Wole otLtel
27010t Jts)0| d8E &2
20 8438 £ 23| 2SI M4 FI| LHol =2 021= T Al=st 23 2,

o
o o

X 23E BT dd | =0 232 T Alx.

: Invalid WINDOW_SIZE option in .baro_auth
: Secret file@! .baro_auth ISl LHE = WINDOW_SIZE SEZHEH AlIZtE JIZ22 EFAIZH 0|
23X d350 Us EF LA,

CDEM AIRIS JIECE 238 B3] EFAIRHT < WINDOW_SIZE < 100)2 &3 gts =l

o
o o

P
>

o
0z

> Trying to reuse a previously used time—based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man-in—the-middle attack.
R0l 1 Secret file@! .baro_auth IFL 2| DISALLOW REUSE S& S 2t 22 (man-in-the-middle) S
Chdlst =4&.

2t 22 (man-in-the-middle)2 &8H0

r

Db & S41 AIAE AOINIA AAZE BHX

|

ot S && F0l HEO| MES JI2MHA 24,

2HEHG] LolA, SIUE & AIAE0let] & 4= As A
ZXl . No action
84 Failed to al locate memory when updating .baro_auth
201 : Secret file@! .baro_authE LOIOIE & [ HIR2| S0 AIHS HS 2,
Xl : Technical support
B4 : Can't find SECURE_KEY[error messagel
2101 Secret file@! .baro_auth ISl SECURE KEY S&O0ILF BAZH0| Q= HR0] &
Xl ¢ Secret file@! .baro_auth IF22| SECURE_KEY =& 0ILE &3 &H01,
& Ab : Verification code generation failed.[error messagel
ol - AJF 2SI B0 Allst 2R LM,
XX 2301 M A&,
&4t Invalid verification code
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Aol g 2SI A0 Alist 2 LM
XXl 209 W AIE
&4 |nvalid verification code
Can not make/remove entry for session.
0l ¢ MBSl AIAE AIZH0] SEX| 2O0FAl 2Ad,
AX ¢ date HEHEZ MHS AAE AI2E0l =X 2015H0H SclXH AIZt2 LHKHO0F &
1. date HEON A2 AAE AIZIS HA(UAl 2HH)
2. ntpdt EHE0 U=K SOIGtH &8 T AV2H ntp AlZE &&dt= F=IIE =0 =00t
otH, E3EN UK HZ2H ntpE HHolO0F &.
SlAb : Mar 12 15:37:01 baropam gdm(pam baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
201 . 0I5 DEE HESE [ AME JIsst AR OlY ARK(SEE ARSI Ofd H 2hal),
AX o AIAE ZRIXIH 2201-100F SEE J=X] &0l

o

r

SAF: Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/local/baropam/pam_baro_auth.so):
/usr/local /baropam/pam_baro_auth.so: cannot open shared object file: No such file or

directory

Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/local/baropam/pam baro_auth.so

01 : Jusr/local /baropam/pam_baro_auth.so I 0| =RHGIAl LOA A,

XXl : BaroPAM 2E IH (pam_baro_auth.so)2l ZMot=Xl 2016+ O™ BaroPAM2 AX| IFOllA
S ASHCE.

S Al : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"

2ol acl file EMHE & It permission S=XE &4

XX

8At : Failed to compute location of secret file

0l : pam0ll E&E secret fileOl Y CI2ECINH SMGHA LS F LM,

AXl ¢ pam0ll @& E secret fileOl AHE CIZELIN =IHOIAl £X2™ secret file= HE CIZIELI0

MM =0k &
ex) auth required /usr/local/baropam/pam_baro_auth.so nul ok
secret=/usr/local /baropam/.baro_auth
encrypt=no

84 Failed to compute location of encrypt flag
O & pam0Oll &3t EHIF =IHoHA LS HP &M,
Xl pam0fl 253t Zchd(yes, no)S EFo FOF &
ex) auth required /usr/local/baropam/pam_baro_auth.so nul lok
secret=/usr/local /baropam/.baro_auth
encrypt=no

o rae

FA

o
0:

4t : Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe

Q2! : Secure keylt &2 E8E ZR0 2
AX - AFE Secure keyE =0l
BN HISE Secure key@lX| EH0L,
S At : PAM: authentication thread exited unexpectedly.
**xx g| ibc detected *** su: free(): invalid pointer: 0x00002aede020c0e2 ***
2101 : BaroPAM &2 A& I (.baro_nurit)0l EMoHK L= AR0H A,
XXl : BaroPAM A &X I (.baro_nurit)ll =IHol=Xl &Ql6t0d 2198 BaroPAMSl & X I OIA
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SASHCE.
&4 © su: pam_start: system error
2101 : Mac 0S X= OHEWIAM HE 2HIY CPU O 1 X (arme4), CIELOIA CHE CPU O |EN M QI X862 2
CPU O8I 2t CHE BaroPAM 2= & XIoHAl &HAHS
AX ¢ "uname —a" BEUHS SN 0S H2E =016t 10 = BaroPAM =2 M&EX| oHoF &
S A : ABI0ll BaroPAM HE £ U3|E QISIIE US6t= &=(Verification code: L= Password &

Verification code:)2 A2 (Skip)dt 2010] OtEl= A M
A EZ2HH £280| #8500 JUs 2 BaroPAM2 &2 =0, 210! TX $= S
D AH E2H0 E2&E0IM /etc/pam.d/sshd A&EH 21 ECF BaroPAM £ &0| 0l E&6H0 ZAst
| © CHSF 20| /etc/pam.d/sshd E&O| =AE BHAHGIH &.

B M)

O

auth required /usr/local/baropam/pam_baro_auth.so nullok
secret=/usr/local /baropam/.baro_auth encrypt=no

e

B o

>

auth required pam_sepermit.so
auth include password-auth
account required pam_nologin.so
account include passwor d-auth
password include passwor d—auth
BHE F)

auth required pam_sepermit.so
auth substack password-auth
account required pam_nologin.so
account include passwor d-auth
password include passwor d—auth

auth required /usr/local/baropam/pam_baro_auth.so nullok
secret=/usr/local /baropam/.baro_auth encrypt=no

PAM E&& Al &3 22| 421 AIHE HEH XMelg HIXIZE LIEtW= 212 ControlOlet &t
Ct.

Control = includelt substacke CIE PAM 2ted 22 2= A2 =Y GHXILH substack
2 substackll S&F ZH0l et LIHAI 282 Meldolkl Z=Ck= XH0I1E0l UL,

nurit -27 - 0)KaA,
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5. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

Ml &= Ab : F=AISIAF S2I010IE]

SE™S : 258-87-00901

CHEOIAL : 01BY

HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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