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1. Mattermost

11 &
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HIAOICH CSHHISF IS st LI MECZ EHE0 AUCH R 1 AMME s 0I0|32AZE

Il
BlXol QE A4 [HOHOICY.

VEE0 A= A HIEHSE SHC! BaroPAl £FH2| 238 2SI 2 HHRE O 0182 UsH

HS CHe 233 28R,
-HIZeS 22Xy B8 =22R.
-HIZESE JI9g 2R 8lS.
-AELH 22 REHOE 210 =SIts
-Hlgts =2 # SEEsS 2Jts
-2etRM s 2198 2ts
-S4 AT oA,
-H2s 24 2 2 S0l HE =)Ist =228
-23ld b= Y €2 sHEe NE.

1.2 Matermost ®+4 &&

1) Mattermost AltH
IP: 192.168.56.1
0S: Ubuntu 22.04.3 LTS x86_64
Mattermost: Version 9.5.2

2) DB At
IP: 192.168.56.2
0S: Ubuntu 22.04.3 LTS x86_64
DB: Postgresgl 14.11 (Ubuntu 14.11-Oubuntu0.22.04.1)
Java: openjdk version 11.0.22
WAS: apache-tomcat-9.0.85
BaroPAM: Version 1.0
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2. Postgresql &3

2.1 @343 e B4

rn
%
1
i
]

1) CIOIEHIOIAR Mattermost &4 AMHHOI CIHE AHE Al=2ol= ES PostgreSQLO| &= 2

A
e

# — Connection Settings -

#|isten_addresses = '192.168.56.2' # what IP address(es) to listen on;
| isten_addresses = '’ # what |IP address(es) to listen on;
# comma—separated |ist of addresses;
# defaults to 'localhost'; use 'x' for all
# (change requires restart)

port = 5432 # (change requires restart)

2) Mattermost ABHIF GIOIEIHIOIALL SAIE 4= JUEZS pg_hba.conf IHAS =&

root@mattermostdo:~# vi /etc/postgresql/14/main/pg_hba.conf

# Database administrative login by Unix domain socket
local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

#local all all peer

local all all trust

# IPv4 local connections:

host all all 127.0.0.1/32 scram-sha—256
# IPv6 local connections:

#host  all all ::1/128 scram-sha-256
host  all all 2:1/128 trust

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 scram-sha—256
host replication all 1:1/128 scram-sha—256

host all all 192.168.56.1/32 md5

2.2 NiEX €8

1) postgres Linux AF2XH HECSR X&t
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| root@mattermostdb:~# sudo —iu postgres

2) PostgreSQL CHSHE HHDIES AIZ

root@mat termostdb:~# sudo —u postgres psal

could not change directory to "/root": Permission denied
psal (14.11 (Ubuntu 14.11-Oubuntu0.22.04.1))

Type "help" for help.

3) &M MdE OIoIHHI0IA &l

postgres=# SELECT datname FROM pg_database;
datname

postgres

templatel

templateO

KMat terDB

(4 rows)

4) KMatterDB GIIOIEIHIOIA &=

postgres=# Wc KMatterDB
You are now connected to database "KMatterDB" as user "postgres".

LO|

fuiid

5) AHBXH EE

s

KMat terDB=# SELECT Username FROM Users;
username

KMat terDB=# Wq

6) baropamdb GIOIEIHIOIAS MM

root@mattermostdo:~# sudo —u postgres psql

could not change directory to "/root": Permission denied
psal (14.11 (Ubuntu 14.11-Oubuntu0.22.04.1))

Type "help" for help.

postgres=# CREATE DATABASE baropamdo WITH ENCODING 'UTF8' LC_COLLATE='en_US.UTF-8'
LC_CTYPE="en_US.UTF-8' TEMPLATE=template0;
CREATE DATABASE

7) baropamdb GIOIEIHIOIA AFZXF 'nurit' S M4

postgres=# CREATE USER nurit WITH PASSWORD 'baropam';
CREATE ROLE

nurit O)xee.
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8) baropamdb GIOIEAHIOIANI CHEF AF2 X HAIA HEHE 20

postgres=# GRANT ALL PRIVILEGES ON DATABASE baropamdb to nurit;
GRANT

9) baropamdb GIOIEIHIOIA &=

postgres=# Wc baropamdb
You are now connected to database "baropamdb" as user "postgres”.

10) nurit AFSXHO CHEF AJ(0F HAHIA HEHE 20

postgres=# GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO nurit;
GRANT

1=

HEtS R0otA %Y U3l €2 FIH Lg.

| org.postgresal.util.PSQLException: ERROR: permission denied for table tb_secure_key

11) Secure key HIOIS M4

baropamdo=# CREATE TABLE IF NOT EXISTS TB_SECURE_KEY (
USERNAME  varchar (64) NOT NULL,
SECURE_KEY varchar (32) NOT NULL,
CYCLE_TIME varchar (2) DEFAULT '30',
LOGIN_TIME varchar (10) DEFAULT '0',
PRIMARY KEY (USERNAME)
);
CREATE TABLE

&)

USERNAME: Z1Q1-1D

SECURE_KEY: JHQIEZ S0{= 20t J|

CYCLE_TIME: 23| 21E3| MA FDI((3-60=)

LOGIN_TIME: 21021 XSAIRISZ 23|E 21| M4 FI| Lol ALZ XL
o

r&"

Hok 27901 JhsotAHl Migtet
TAlE & Z2tXF 22 (Man-in-the-middle attack)0ll CHEIGH| {6t AI=E

11) Secure key HIOIS0| HAES 8 &=

baropamdb=# INSERT INTO TB_SECURE_KEY (USERNAME, SECURE_KEY ) VALUES
('me529', ' j 1qlcHoVadpj 7b4PzBpM2Di |eBviHFV/ ' ) ;
(1 row)

baropamdo=# SELECT * FROM TB_SECURE_KEY WHERE USERNAME = 'mc529';
username | secure_key | cycle_time | login_time

mch529 | jlglcHbVadpj7b4PzBpM2Di |eBvmHFY/ | 30 | O
(1 row)

nurit 0)KsA.,
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3. Tomcat(WAS) & A

3.1 Java &X

Tomcat 95 AtEol

A Java SE 8 O|A0| AIAEIN EXIS JUCOF SHCr RHE SHEL QE AA 1H
M2l OpendOK 112 & X

tCH.

rolI

1) openjok-11-jok & Xl

root@mattermostdo:~# sudo apt install openjdk—11—jdk

2) AXI= Java Bi&E &0l

root@mattermostdb:~# java —version

openjdk version "11.0.22" 2024-01-16

OpenJDK Runtime Environment (build 11.0.2247-post-Ubuntu—-Oubuntu22?2.04.1)

OpenJOK 64-Bit Server W (build 11.0.2247-post-Ubuntu—Oubuntu222.04.1, mixed mode, sharing)

3.2 Tomcat & Xl

Apache Tomcat2 @E AA & A & Java ASES HHIOILHOICH. Java 218+ &l ARO| =
S P=ols Ol JHE 20| AI2C= A€ = oILIOICH. Tomcat2 JHE 1D Al=Z6lD| #120{ 2& 8 OH
MERHIE 2= UCH.

Im
)

0

1) Tomcat AF2A+ MM
Tomcat AlHIAE AlsHsl & C|AER| /opt/tomcatS AFZGIH M AIAE AlZXIQF DES MASHC.

root@attermostdb:~# sudo useradd -m -U —d /opt/tomcat -s /bin/false tomcat

2) AXIE Tomcat 28 CIRZE

root@mattermostdo:~# wget https://downloads.apache.org/tomcat/tomcat-9/v9.0.85/bin/apache-tomcat-
9.0.85.tar.gz

3) LI2RE 2+2 Tomcat MY 2+= SR

root@mattermostdo:~# sudo tar —-xf apache-tomcat-9.0.85.tar.gz -C /opt/tomcat/

root@mattermostdb:~# |s /opt/tomcat
apache-tomcat-9.0.85

4) Tomcat Xl CIAEZ| ASAHS AL 2 IS Tomcate 2 HA

| root@mattermostdb:~# sudo chown —R tomcat: /opt/tomcat

2y

[l

5) Tomcat2l bin CIRER| LI Y= & ATJSEQ &

02
o

£
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| root@mattermostdb:~# sudo sh —c 'chmod +x /opt/tomcat /apache-tomcat—9.0.85/bin/*.sh’

6) SystemD St I A4
H AJEIEZ AIZ6I0 Tomcat AIHHE AIZGHD =XIcte el MHIAZ AMEEE 4 F

ro
Q

root@mattermostdb:~# vi /etc/systemd/system/tomcat.service
# /etc/systemd/system/tomcat .service

[Unit]
Description=Tomcat 9 servlet container
After=network.target

[Service]
Type=forking

User=tomcat
Group=tomcat

Environment="JAVA_HOME=/usr /1 ib/jvm/java—11-openjdk-amd64"
Environment="JAVA_OPTS=-Djava.security.egd=file:///dev/urandom -Djava.awt .headless=true"

Environment="CATALINA_BASE=/opt/tomcat/apache-tomcat-9.0.85"
Environment="CATAL INA_HOME=/opt/tomcat/apache-tomcat-9.0.85"
Environment="CATAL INA_PID=/opt/tomcat/apache-tomcat-9.0.85/temp/tomcat .pid"
Environment="CATAL INA_OPTS=-Xms512M —Xmx1024M —server —XX:+UseParallel|GC"

ExecStar t=/opt/tomcat /apache-tomcat-9.0.85/bin/star tup.sh
ExecStop=/opt/tomcat/apache-tomcat-9.0.85/bin/shutdown.sh

[Install]
WantedBy=mult i-user . target

7) MHIA 2EE CI20 SAl 2

root@mattermostdb:~# sudo systemct| daemon-reload

8) Tomcat AMHIASE ALEGIES ZFGID AIE

root@mattermostdo:~# sudo systemct| enable —now tomcat
Created symlink /etc/systemd/system/multi-user.target.wants/tomcat.service —
/etc/systemd/system/tomcat . service.

9) Tomcat AlHIA ALEHE &H0I

root@mattermostdb:~# sudo systemct| status tomcat
@ tomcat.service — Tomcat 9 servlet container
Loaded: loaded (/etc/systemd/system/tomcat.service: enabled; vendor preset: enabled)
Active: active (running) since Sun 2024-04-21 00:57:54 UTC; 17s ago
Process: 308391 ExecStar t=/opt/tomcat/apache-tomcat-9.0.85/bin/startup.sh (code=exite>
Main PID: 308398 (java)
Tasks: 29 (limit: 4477)
Memory: 119.6M
CPU: 2.169s

nurit O)xee.
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CGroup: /system.slice/tomcat.service
L—308398 /usr/lib/jvm/java—11-openjdk-amdé4/bin/java -Djava.util.logging.con>

Apr 21 00:57:54 mattermostdb systemd[1]: Starting Tomcat 9 servlet container...
Apr 21 00:57:54 mattermostdb startup.sh[308391]: Tomcat started.
Apr 21 00:57:54 mattermostdb systemd[1]: Started Tomcat 9 servlet container.

&)

root@mat termostdb:~# sudo systemct!| start tomcat =>MBIA AIE
root@mat termostdb:~# sudo systemct| stop tomcat =DAHIA BE=
root@mat termostdb:~# sudo systemct!| restart tomcat = AMUIA IHAIZE
root@mattermostdo:~# sudo systemct| status tomcat = AfH|A AEH

10) Wateg 2y
g

}\-IHDP geleoz Bah) 2 HIERD A2UM TomcatOll HAHAGHAH ZE 80802 Z 00k SHCF.
root@at termostdo:~# sudo ufw allow 8080/tcp

Rules updated

Rules updated (v6)

3.3 BaroPAM 2& Bt

Mattermost 22! Al HIZHSE BaroPAMS] 23IE 2SI |2 UAIS LJE CISI|E BEote BE2

=
Tomcat J|Bt ot SETEE PAEH.

1) & etol=ee

root@mattermostdb:/opt/tomcat/apache-tomcat-9.0.85/ 1 ib#
barokey. jar

json.jar

json—lib—=2.4.jar

json-simple-1.1.1.jar

logdj—-1.2.17.jar

postgresql—42.7.3. jar

2) Logdj =4 £33

root@attermostdb:/opt/tomcat/apache-tomcat-9.0.85/webapps/RO0T/WEB-INF/classes# vi
logdj.properties

# A sample logdj configuration file

# Create two appenders, one called stdout and the other called rolling
log4j.rootLogger=INFO, stdout, rolling

log4j . logger . JspLogger=DEBUG

# Configure the stdout appender to go to the console
log4j .appender .stdout=org.apache. |og4] .ConsoleAppender

# Configure the stdout appender to use the PatternLayout
log4j .appender .stdout . layout=org.apache. log4] .Pat ternLayout

nurit O)xee.
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# Pattern to output the caller's filename and |ine number
log4] .appender .stdout . layout .ConversionPattern=%5p [%t] (%F:%L)— %m%n

# Configure the rolling appender to be a RollingFileAppender
log4j .appender .rol | ing=org.apache. logdj .Rol | ingFi |leAppender

# Configure the name of the logout for the rolling appender
log4j .appender .rol ling.File=/opt/tomcat/apache-tomcat—9.0.85/logs/output . log

# Set up the maximum size of the rolling log file
log4j .appender .rol | ing.MaxFileSize=10MB
#log4j .appender .rol ling.DatePattern="."yyyy-Mi-dd

# Keep one backup file of the rolling appender
log4j .appender .rol | ing.MaxBackup | ndex=1

# Configure the layout pattern and conversion pattern for the rolling appender
log4j.appender.rolling. layout=org.apache. log4j .PatternlLayout
log4j .appender .rol ling. layout .ConversionPat tern=%a{ABSOLUTE} — %p %c — %m%n

3) &

SCP>-_ O|§9| A

— o

Ol

—
=

ton

root@mattermostdb:/opt/tomcat /apache-tomcat-9.0.85/webapps/RO0T/baropam# vi result_baropam.jsp
result_baropam. jsp

<%@ page contentType="text/html; charset=UTF-8" language="java" pageEncoding="UTF-8" %>

<%0 page import="org.apache.log4j .*"%>

<%0 page import="java.text.*"%>

<%0 page import="java.util.*"%>

<%@ page import="java.sql.Connection"%>

<%@ page import="java.sqgl.DriverManager "%
<%@ page import="java.sqgl.ResultSet"%>

<%0 page import="java.sql .PreparedStatement"%>

<%@ page import="org.json.JSONObject"%>

<%@ page import="org.json.simple.*"%>

<%@ page import="com.barokey.*"%>

<% request .setCharacterEncoding("utf-8"): %

<% response.setContentType("text/html; charset=utf-8"); %

<%!

private Logger logger = Logger .getLogger ("JsplLogger");

%>

<%

[* */
[* Bl & XI|5) */

/* */
int ii=0,jj=0,kk=0, Il =0; // Index

String jdoc_driver = "org.postgresql.Driver"; // JOBC Driverd

"jdbc:postgresql://localhost :5432/baropamdb” ;
"SELECT USERNAME, SECURE_KEY, CYCLE_TIME, LOGIN_TIME FROM TB_SECURE_KEY

String jdbc_url
String select_stmt
WHERE USERNAME = ?";

nurit O)xee.
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String update_stmt = "UPDATE TB_SECURE_KEY SET LOGIN_TIME = ? WHERE USERNAME = ?";
String secure_key =""; // Secure key
String cycle_time = "30"; /] ME=FI|
long  login_time = 0; /] =& 22701 AlZt
long curr_time = 0; /] S A2
String result = "Fail"; // Result
boolean bota_key = false; /] Q159 H=
/% */
/* RequestOllA GIOIEIZ 2ois (200 HE). */
/* */
String username = request.getParameter ("username");
String password = request.getParameter ("password"):
logger . info("(result_baropam.jsp)Starting. ..................... "),
String param = request.getServerName() + request.getRequestURI ()
+ "?remote_addr=" + request .getRemoteAddr ()
+ "&username=" + username
+ "&password=" + password
logger . info(param);
/* */
/* Begin. */
* */
try {
* */
/* JOBC & L HA */
* */

Class. forName(jdbc_driver).newlnstance();

Connection conn = DriverManager .getConnection(jdoc_url, "nurit", "baropam");

PreparedStatement pstmt = conn.prepareStatement(select_stmt);

pstmt.setString(+ii, username);

/* */
/[* AFE2Xt B8 X3, */
/* */
ResultSet rs = pstmt.executeQuery();
while(rs.next()){
username = rs.getString("USERNAME" );
secure_key = rs.getString("SECURE_KEY");
cycle_time = rs.getString("CYCLE_TIME");
login_time = rs.getLong ("LOGIN_TIME");
logger . info("username = [" + username + "]");
logger . info("secure_key = [" + secure_key + "1");
logger . info("cycle_time = [" + cycle_time + "]1");
logger . info("login_time = [" + login_time + "1");
}
* */
/* AF2XF 2D EXiols 2. */
/* x/

if (1"".equals(username) && !"".equals(secure_key) && !"".equals(cycle_time)) {

_9_

nurit
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/* */
/= STH AI2F Edit. */
/* */
curr_time = barokey.get_logintime(cycle_time);
logger . info("curr_time = [" + curr_time + "]1");
/* */
[+ 2701 FEAIZ2H0] &I 20 2 B2 */
/* */
if (curr_time > login_time) {
* */
[* Q1B BE */
/* */
bota_key = barokey.ver i fyKEY(username, secure_key, cycle_time, password);
* */
[* Q1= HAE(HEB) */
* %/
if (bota_key = true) {
/* */
[+ ZZE 270! A2t Update. */
/* */
try {
conn.setAutoCommit (false);
pstmt = conn.prepareStatement (update_stmt);
pstmt.setString(1, Long.toString(curr_time));
pstmt.setString(2, username );
if (pstmt.executeUpdate() > 0) {
conn.commit ()
}else {
conn.rol Iback()
}
} catch (java.sqgl.SQLException e) {
logger . info("SQL = [" + update_stmt + "]");
logger . info("SQLException = [" + e + "]");
e.printStackTrace();
} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();
3
result = "0K";
}
3
/* */
[* AF2XF ZEDJF =6 2= E2R. */
/* x/
}else {
logger . info("no data found. username = [" + username + "]");
}
* */
/* Ol AFSE X 2I(SQLException). */
* */

} catch (java.sql.SQLException e) {
logger.info("SQL = [" + select_stmt + "]");

nurit - 10~
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logger . info("SQLException = [" + e + "]");
e.printStackTrace();

result = "Fail";
[* */
/* OI2IAFE X 2l(Exception). */
/* */

} catch(Exception e) {
logger . info("Exception = [" + e + "]");
e.printStackTrace();

result = "Fail";
/% */
/* Finally. «/
/* */
} finally {

logger . info("Result = [" + result + "]");

JSONObject jsons = new JSONObject();

jsons.put ("Body", result);

out.printin(jsons);

logger . info("json = [" + jsons + "]1");

logger . info("(resul t_baropam.jsp)Ending...................... ")

%>

nurit O)xee.
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4. Mattermost &4

4.1 Mattermost BtH

1) Mattermost &84 I}

s

o

Mattermost AIHE BiOIL2| LS L8t = cﬂc;'% '‘mattermost” BiOILC| IS sftp E= 0I1E6HN
CHEelZ2 &5

AP At "/opt/mattermost/bin"

Mattermost MHHE HIOIH2| TH2 0| =Mol= Cl2ER|(/opt/mattermost /bin) 0l CHS It
SHC}.

=

22 W0l &M

mattermost = J|Z& gloldel o
mattermost.org = JIZ& HiO|H2| IHY
mattermost.ota => BaroPAMO| =% Hi0|Hel I

2) HIYHS =4 X&4=(8 > 6) HE

root@mattermost:/# vi /opt/mattermost/config/config.json
"PasswordSettings": {

"MinimumLength": 6,

"Lowercase": false,

"Number ": false,

"Uopercase": false,

"Symbol": false,

"EnableforgotLink": true

2) MattermostOil BaroPAM 2t&d &t 84X

BtHHS &9 x[prel
ACL_TYPE J|E HIUHSE AFRE 24X, BaroPAM2| 23|12 21E3|2 HAMIE 212 XX
(al low/deny)
ACL_NAME allow(3l2)S Heist 2 ACLLNAVE Ol XIZS IHY LHOI S5t Username_
BaroPAM2| 23|12 QIBI|E AME6tD] E=MolAl L= Username JIE HIZHS
AZol0oF &
deny(MI2)S AEHE 2 ACL_NAVE Off XIS T LHOIl =M oh= Usernames Dl
= HIZHSE AIZ0t] EMoHAl 22 Username= BaroPAM2| 23|E CISI|E At
20640 &
BAROPAMADDR HIYHSE HAISt BaroPAM2| 23|& IEIIE ZSot)| fot S=6k= Tomeat
URL HEEE &£8&
root@mattermost:/# vi /lib/systemd/system/mattermost.service
[Unit]
Description=Mattermost
KSA
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After=network.target

[Service]

Type=notify

ExecStar t=/opt/mattermost/bin/mat termost
TimeoutStar tSec=3600

Ki | IMod=mixed

Restar t=always

RestartSec=10
WorkingDirectory=/opt/mat termost
User=mattermost

Group=mat termost

Limi tNOF ILE=49152

Environment="ACL_TYPE=deny"
Environment="ACL_NAME=/opt/mattermost/bin/.baro_ac|"
Environment="BAROPAMADDR=http://192. 168.56.2/:8080"

[Install]
WantedBy=mult i-user .target

3) MHIA EFES U220 SAl £

root@mattermost:/# sudo systemct! daemon-reload

4) Mattermost AHIAZS AI2GIEE AF5D AR

root@mattermost:/# sudo systemct| enable —now mattermost

5) Mattermost MHIA AEHE &tol

root@mattermost:/# sudo systemct| status mattermost
@® mattermost.service — Mattermost
Loaded: loaded (/!ib/systemd/system/mattermost.service; enabled; vendor pr>
Active: active (running) since Tue 2024-04-09 00:47:36 UTC; 1 week 5 days >
Main PID: 137847 (mattermost)
Tasks: 65 (limit: 4477)
Memory: 372.2M
CPU: 1h 2min 17.784s
CGroup: /system.slice/mattermost.service
137847 /opt/mattermost/bin/mattermost
137861 plugins/jira/server/dist/plugin-| inux-amd64
137888 plugins/com.mattermost .nps/server /dist/plugin-| inux-amd64
137896 plugins/playbooks/server /dist/plugin—I inux—amd64
F—137904 plugins/com.mattermost.cal Is/server/dist/plugin-|inux—-amd>
L—339221 plugins/com.mattermost .badges/server /dist/plugin-I inux-am>

Apr 21 01:58:01 mattermost mattermost[137847]: {"timestamp":"2024-04-21 01:58:0>
Apr 21 01:58:31 mattermost mattermost[137847]: {"timestamp":"2024-04-21 01:58:3>
Apr 21 02:02:30 mattermost mattermost[137847]: {"timestamp":"2024-04-21 02:02:3>
Apr 21 02:13:30 mattermost mattermost[137847]: {"timestamp":"2024-04-21 02:13:3>
Apr 21 02:24:30 mattermost mattermost[137847]: {"timestamp":"2024-04-21 02:24:3>
Apr 21 02:30:31 mattermost mattermost[137847]: {"timestamp":"2024-04-21 02:30:3>

nurit O)xee.
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Apr 21 02:35:31 mattermost mattermost[137847]: {"timestamp": "2024-04-21 02:35:3>
Apr 21 02:46:31 mattermost mattermost[137847]: {"timestamp":"2024-04-21 02:46:3>

&)

root@mattermost:/# sudo systemct! start mattermost =>AHIA AIZ
root@mattermost:/# sudo systemct| stop mattermost > AHIA S=
root@nattermost:/# sudo systemct!| restart mattermost = AHIA THAIZ
root@nattermost:/# sudo systemct| status mattermost = AH|A AMEH

4.2 Mattermost 219!

ted

tol

1) 2190l

Mattermost 229! StHMAM 20219 UsernamesS ! BaroPAM HOIlAl AASH 25|12 21E3((613045)

=
£ Password 21 at=0| ¢S = "log in" HE

rulo Jy

Login to
your 0 =u
account | - —

&I BaroPAM 281t Secure key HIOIZS0 AF=El= Secure keyE S2oHH Secure key=
"] 1qlcHbVodpj 7b4PzBoM2D1 |eBvmHFY/", &3|1& QIEI| MAFI|= "30"'x=2 BHIAD US.

2) Mattermost AltH 21 &0l

root@mattermost:/opt/mattermost/logs# tail —f mattermost.log

{"timestamp": "2024-04-21 04:12:22.408
Z","level":"error","msg" : "ComparePasswords

,"'cal ler

:"users/baropam.go:27"}

{"timestamp": "2024-04-21 04:12:22.409 Z","level":"error", "msg": "Get
W'http://192.168.56.2/:8080/baropam/resul t_baropam. j sp?passwor d=6130468username=mc529" : dial tcp
192.168.56.2:80: connect: connection refused","caller": "users/baropam.go:50" }

3) Tomcat Al 21 &0l

nurit O)xee.
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root@mattermostdb:/opt/tomcat/apache-tomcat-9.0.85/logs# tail —f catalina.out
INFO [http—nio-8080-exec—5] (result_005fbaropam_jsp.java:185)-

(result_baropam.jsp)Starting...............

INFO [http—nio—8080-exec-5] (result_005fbaropam_jsp.java:191)-
192.168.56.2/baropam/resul t_baropam. jsp?remote_addr=192. 168.56. 1&user name=mc5298passwor d=613046
java:214)- username = [mc529]
java:215)- secure_key =

INFO [http—-nio-8080-exec—5] (result_005fbaropam_jsp.
1 (result_005fbaropam_jsp.

INFO [http—nio—8080-exec—5
[j lglcHoVadpj 704PzBpM2D i | eBvmHFV/ |
INFO [http-nio-8080-exec-5
INFO [http—nio-8080-exec—5
INFO [http—nio-8080-exec—5
INFO [http—nio-8080-exec—5
INFO [http—nio—-8080-exec—5
INFO [http-nio-8080-exec-5

— — — —
e e e

(result_005fbaropam_jsp.
(result_005fbaropam_jsp.
(result_005fbaropam_jsp.
(result_005fbaropam_jsp.
(result_005fbaropam_jsp.
(result_005fbaropam_jsp.
(result_baropam.jsp)Ending.................

java:216
java:217
java:228
java:290
java:2%4
java:295

)_
)_
)_
)_
)_
)_

cycle_time = [30]
login_time = [0]
curr_time = [57122437]
Result = [(K]

json = [{"Body":"0K"}]

oteF Postgresal GIOIEIHIOIAS] Secure key HIOISUH AFS XD S

username = [username]" UIAIXIDl SZEEIC},

250 UK Z2H "no data found.

nurit
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5. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr
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HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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