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1. OpenVPNO|2+?

JFAFAFAIGEH(VPN, Virtual Private Network)e= BE0| Al ME9F QI0|E 25 J|=0 J|8tst HHY 2l
LI2EZ(SAAY)S ol=dl AEH2US HASIOZ2M, NS Hlgoez °U1E| E(L'%’!(WAN)

ing)
= =g £ A= UERD 2483 Q0|8

CED

OpenVPNOI 2+ OpenVPN Technologies, Inc.MIAl HI&f
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HU

TCP2t WOP Z2EES

2
£ 0/30f VPN &= =
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SSLOILt TLSE OlEotH W3S F=3stob)| 20l R=8t CA LSAIF 2ottt TE, 201 A2g =
U= CAZ 0IZoHAl 0t HE 0= SMIt gUI 20 2 JHe! OIEX=2 OpenSSLt 22 T2 18
£ 0180l Xt QISE AIEHE OIZcH VPN MHE Mot T Sttt

L2TPLE PPTPIL 25 = RO = OpenVPNE HZE Jts4&0| =L

CI2F 23150l S 220l CF 2= OHSclA0lE ZatH0l2tH 0l giCt. 5ol elHY S0 H=
Hel S=1 Ol EME 201301 0101 ==UCH. Ol SB0A OVPNS MeHAH cipherE AES-256-CFBZ &
HOtHLE, SSL = SSH HE (stunnel S)2 2ME =LE, XOR IHXIE MO1LE, Obfsproxy S2 fI¥S #
= ZRJIt ULk

OpenVPN MHHE F=otHLE A B85 M MOICH XX ovpn?! OpenVPN &8 M2 91 =0 =
Aot=0l, 28 W2 Ao 22101 ED L2 XIS & X= 2001 siZa &= 9l

2210/0IEE HHHOZ ASHE 20IS & U0 BEZ OISHS EXoH LOHE SHEHCY,

OpenVPN AHHE 22/2EAA(GPL) 2! OpenVPN Community Editionzt, &GUIZ
S OpenVPN Access Server2| 258/t RULE.

ro

FIt JIsg€ O M3Bot=

OpenVPN Community Edition2 J|E2XHO2 UEO| AAKZ (UIE NIZ0IA LS8 HOHERRIN A E
IIUBHS 0I2HA MEHE R=ol0F 8HCH BHXIBH QIHYINM & 2HES A0EX &S 4 D, DDWRT

P 20 A
ot 22 HAE EAI HEE ctEA &0 AEME! wrapperE BHS0 UIAMAM A 2F5S & =
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SHH, OpenVPN 2ct0IPEE CHEZ0 .0 01&)) 2t i0SOIA AEE ==
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2. OpenVPN & X &3

no

2.1 OpenVPN & Xl

Cent0S 7/8 EAH0IA OpenVPNE PHGH= 212 =2HE "HALECH . 248 OpenVPNI easy-rsall
S0IHCH.

1. EPEL MEAE M8t Os HIIXE £X

Ol=¢2 OpenVPN IIIXIE &XIot= O 2R8 2= SS4 0 SN MSeHCh.
| [root]# yum -y install epel-release
2. Nt BE IP =45 2D
OpenVPN MHE HEE [ FESIE2Z MHS S& IP =4S &&= A0 SLWOHCH

[root]# curl ifconfig.me
173.82.115.6

3. OpenVPN &X AJEHEE T

o
Hy
Iy
_O'ﬂ
ki
i
>
fin
02
0w
1o
1>
02
o
[

| [root]# wget https://raw.gi thubusercontent .com/Angr istan/openvpn-instal | /master /openvpn-instal l.sh |

4. OpenVPN X ATEHEN & A& &4

| [root]# chmod +x openvpn-install.sh

5. OpenVPN &X| ASEHE Al

| [root]# ./openvpn-instal | .sh |

6. 2N MHS B8 IP F=AE HM3dteks HIAIXIDE HAIEC O 20l= J12 ZE BHS(1194) L AS
& Z2ES(P/TCP) 1 22 JI& SHE AlZdt= 2401 EL

nurit 0)KsA.,
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T 2ot 0ISA 220l AHBEHE BEE T+Q! easy-RSA WIIXIE AHESHH 2ct0IIE +4

ol

10. A3EEI
=L 0lzd2 2ci0I2E PCel 2= EciE0| MHE HEE S = JHa CIHHI0IAOIC.

OpenVPN AIHHE &2Fot SC0|HE 4 P S M4AotH BHE CIEHO0IA tun00] M4
b ol

nurit ~4- KSA,
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11. OpenVPN AMHHE AIEGID AIEHE &0l

2.2 Linux 22l0|HE 24

1. EPEL clZXI&Eel & OpenVPN AZERIN IHIIKIE &X

$ sudo yum -y install epel-release
$ sudo yum -y install openvpn

2. Lt AXIEH scp S AEGHH ASE=X HAE

| $ sudo scp - tecmint@173.82.115.6: /home/ tecmint/tecmintO1.ovpn .

nurit -5~ KSA,
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[tecmint@centos-8 ~]%

[tecmint@centos-8 ~]1% sudo scp -r tecmint@l73.82.115.6:/home/tecmint/tecmint@l.ovpn
The authenticity of host '173.82.115.6 (173.82.115.6)' can't be established.

ECDSA key fingerprint is SHA256:X1uCvDbp8s0ZHvBiMJIH5K+GKoI3p0ielz+tZ9bStDGY.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '173.82.115.6' (ECDSA) to the list of known hosts.
tecmint@173.82.115.6's password:

tecmint@l.ovpn 100% 2770 8.9KB/s 00:00
[tecmint@centos-8 ~]$

[tecmint@centos-8 ~]$

3. 2ct0I¢E IOl Linux AIAEIN TH22EXS OIX TS B@dS AFE0HK VPN MBI0 CHEE HZS
ZJlete &= UCH
| $ sudo openvpn —config tecmint01.ovpn

OtcHoll U= At Hi=zst E== = = UL

tecmint@centos-8:~

File Edit View Search Terminal Help

eer-id 0,cipher AES-128-GCM'

Thu Oct :18: OPTIONS IMPORT: timers and/or timeouts modified

Thu Oct :18: OPTIONS IMPORT: --ifconfig/up options modified

Thu Oct :18: OPTIONS IMPORT: route options modified

Thu Oct :18: OPTIONS IMPORT: route-related options modified

Thu Oct :18: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modifie
d

Thu Oct :18: OPTIONS IMPORT: peer-id set

Thu Oct :18: OPTIONS IMPORT: adjusting link_mtu to 1624

Thu Oct :18: OPTIONS IMPORT: data channel crypto options modified

Thu Oct :18: Outgoing Data Channel: Cipher 'AES-128-GCM' initialized with 12
8 bit key

Thu Oct 22 :18: Incoming Data Channel: Cipher 'AES-128-GCM' initialized with 12
8 bit key

Thu Oct 22 :18: ROUTE_GATEWAY 192.168.2.1/255.255.255.0 IFACE=enp®s3 HWADDR=08:
00:27:c0:b6:8c

Thu Oct :18: TUN/TAP device tun® opened

Thu Oct :18: TUN/TAP TX queue length set to 100

Thu Oct :18: /sbin/ip link set dev tun® up mtu 1500

Thu Oct :18: /sbin/ip addr add dev tun® 10.8.0.2/24 broadcast 10.8.0.255

Thu Oct :18: /sbin/ip route add 173.82.115.6/32 via 192.168.2.1

Thu Oct :18: /sbin/ip route add 0.0.0.0/1 via 10.8.0.1

Thu Oct :18: /sbin/ip route add 128.0.0.0/1 via 10.8.0.1

Thu Oct :18: Initialization Sequence Completed

4. M ctE HIOISO0| T/ VPN A2t HZ0] dF&CH CHAl Jhad QIHHIOIA BE IHHIO0IA
tun00| 2ct0IHE AIAEI0 MAEICE

mh

QA A Biet 20l OID*9 SSL EHEE Soll 2= EHEHE OpenVPN AHHEZ OHEGHH EHEE ot 2IH
MIOI&OIEP. CIEHIOIAE WPN AEHOII 2ol SHE2=2 P =401 =0 2AICHAIT OpenVPN Al H 0l A
S0l E Linux /\IﬁE“OH 10.8.0.22] IP =AE EE3ULE.

A

| $ ifconfig

nurit O)xee.
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lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid O0xlO<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 729 bytes 286315 (279.6 KiB)
RX errors © dropped 0 overruns 0 frame O
TX packets 729 bytes 286315 (279.6 KiB)
TX errors © dropped 0 overruns O carrier 8 collisions ©

ftunB: flags=4305<UP,POINTOPOINT, RUNNING,NOARP,MULTICAST> mtu 1500
inet 10.8.0.2 netmask 255.255.255.0 destination 10.8.0.2
inet6 fe80::54ef:36ef:4ele:1bff prefixlen 64 scopeid 8x20<link>
unspec 60-60-00-00-00-6P-00-00-06-00-00-00-80-00-00-00 txqueuelen 106 (UNSPEC)
RX packets 1328 bytes 1753387 (1.6 MiB)
RX errors © dropped 0 overruns 0 frame 0
TX packets 897 bytes 61120 (59.6 KiB)
TX errors 0 dropped 0 overruns O carrier 8 collisions @

[tecmint@centos-8 ~1$ [

o
o

5. OpenVPN AHHOIl HEZAR=X &2lohI| 2o SIH IPE

| $ ourl ifconfig.me

[tecmint@centos-8 ~]%

[tecmint@centos-8 ~]% curl ifconfig.me

173.82.115.6[tecmint@centos-8 ~]$%

[tecmint@centos-8 ~]%

[tecmint@centos-8 ~]%

[tecmint@centos-8 ~]$% dig +short myip.opendns.com @resolverl.opendns.com
173.82.115.6

[tecmint@centos-8 ~]%

[tecmint@centos-8 ~]$%

El0| VPNS 2 IPE HEotd A M2 OpenVPN AHO HZEEN JUSS SOIRLE. L=
1) Google 24 "What's my IP"E AISHEId SIH IPJF OpenVPN MHS| P2 HAZI/U=

&« [CAEA ® & https://www.

google.com/search?q=What+is+my+IP &ie=utf-8&oe=utf-8&client=firefox-b-ab

Google Whatis my IP X | Q

Q Al Q maps B news [ videos [ Images i More Settings ~ Tools

About 2,080,000,000 results (0.46 seconds)

What's my IP :

173.82.115.6

Your public IP address

> Learn more about IP addresses

Z ) OpenVPNOIlAl 2Kt Q1=

2 BaroPAM1} HASot= 282 PAM @IS 1 Radius 215 & JHKIE K|
dl, 0l EMUM PAM 21T S ' 4

=) ¢}
CHR0, Radius@!EE "BaroPAMIIOI=(RADIUS).doc" 2ME E X6t L

nurit O)xee.
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3. BaroPAM &£X & &H

BaroPANEZRH 2 HIZE EHAE(Zero Trust) E0F DEZ HEIIAIS] HOE 243512 2
0I=)0| st Crerst 2A MM OHZ2IA0IEN =L =& 2412 E28 4
0I= 2=(PAM, Pluggable Authentication Module) A2 J|BICZ ol &

2E &Y s £RE0ICH

—_o 2T -

I VR (T SR [
4 i ‘ ' '
| 847242 | ‘ Application server :
‘ (IS, NodelS, WAS)
— e ‘ BaroPAM
o= HEQE l{ BaroBLE
ok (Agent)
CP(Credenval Prownder) / (dll, jar, so)
PAM(Pluggable Authenticaton Module)
(Windows, 71 #0OS, Linux/Unix) :
1
l ------- ¥
IHA

(Windows, A2 ZE0OS, Linux/Unix)

3.1 BaroPAM &X| & =H|ALE

PAM BEE AIRGHD| RoHAE JI2XEOZ PAN THII KD BIEAl ARSI A0{0F EHCH &X| E012 TS
O HHONE AlsHoI0] SQISHEF, Bref AXITI0 UK ZOH Redhat, Cent0SE "dnf -y install *pam+"
_12/= "sudo apt—ge | pam" HBFHZ &XIGHH =ICH,

,_..
7]

4
=3

[root]# rpm —ga | grep pam
pam_smb—1.1.7-7.2.1
pam_passwdgc—1.0.2-1.2.2
pam-0.99.6.2-14.e15_11
pam_krb5-2.2.14-22.el5
pam—-deve|-0.99.6.2-14.el5_11
pam_ccreds—3-5
pam_smb—1.1.7-7.2.1
pam_pkcs11-0.5.3-26.el5
pamdevel-0.99.6.2-14.e15_11
pam_passwdgc—1.0.2-1.2.2
pam-0.99.6.2-14.el5_11
pam_ccreds—-3-5
pam_krb5-2.2.14-22.el5
pam_pkcs11-0.5.3-26.el5

Redhat, Cent0SQ! A< "Selinux"= "Security Enhanced Linux"2l %XIZ JI29| elsAECH S FHOoL
HotMIMS HZot=Ol, U FHOL LIDK 243 D S AR Eot2H=2 26 A BaroPAMO| OtEl=
220 2 (Failed to open tmp secret file "/usr/baropam/.baro_auth~" [Permission denied])&Ct. 1
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chAl 2HBtetH CHE 20| HIZA SHSELINUX=enforcing — disabled)StC}.
[root] /etc > vi /etc/sysconfig/sel inux
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing — SELinux security policy is enforced.
# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.
SELINUX=disabled
# SELINUXTYPE= type of policy in use. Possible values are:
# targeted — Only targeted network daemons are protected.
# strict — Full SELinux protection.
SELINUXTYPE=targeted
# SETLOCALDEFS= Check local definition changes
SETLOCALDEFS-0
Hi2 22 X £2H MEE S oloF H=0] =,
MHEEZ2 ot 210 S E5E HOIE0 stoll HEE WSS HE06t) A2 B3R U332 S8 E A
ot =0
| [root] /etc > /usr/sbin/setenforce 0
Cent0S 7/8 QIAEAN IPv4 ME0| 436D {6t ChHSah 201 8 &G,

[root] /etc > vi /etc/sysct!.conf
net.ipv4.ip_forward=1

BaroPAM O15 2==2 UI22E &L &AXIoH)| 2IoHAl root HAEC=Z E5st £ 2E2 U2 Y AXI6H)]
I8t CI2NER|(/usr/baropam)S CHSF 20| AMASHCH
| [root]# mkdir /usr/baropam |
BaroPAM RS2 [I22E & &X|ol)| st CIRER|Q AEHD|, M|, Ad)s CHSt 20 S04t
| [root]# chmod 777 /usr /baropam |
3.2 BaroPAM &€Xl 2= U2ES
BaroPM OI= RE2 root HECZ &6t £ PES UR2E Y &EXloh)| 218 CI2&ER2|(/usr/baropam)
2 0|=0l 282 UIR2E ol 22 Cisit 20

| [root] /usr/baropam > wget http://nur iapp.com/download/ | ibpam baro_auth—x.x. tar |

BaroPAM 215 R&2| (RIS 22 & tar IS =S dHNcHs Yy U3 20

| [root] /usr/baropam > tar —xvf |ibpam baro_auth-x.x.tar |
BaroPAM 215 2&2| &== ol MIGHH baropam CIEEC|0 CHSt 22 BaroPAM 234 2=0| MAEICE
nurit "o O

IR LT
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[root] /usr/baropam > |s —al

24 180

drwxrwxrwx 7 root root 4096 82 23 09:59 .

drwxr—xr—-x 17 root root 4096 2& 10 2017 ..

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl
-r—r—r— 1 root root 305 78 2 14:41 .baro_auth
-r—r—r— 1 root root 290 63 30 12:55 .baro_curl
—rwxr—xr-x 1 root root 69149 4E 6 19:12 baro_auth
—rwxr=xr-x 1 root root 65072 6& 29 16:36 baro_cur |
drwxr—xr-x 2 root root 4096 7& 20 2021 jilee
—rwxr—xr-x 1 root root 152649 63 9 08:19 pam_baro_auth.so
—rwxr—xr-x 1 root root 116158 6& 30 12:54 pam_baro_cur|.so
-rw-r—r— 1 root root 150 6& 29 16:29 setcurl.sh
-rw-r—r— 1 root root 221 6& 27 15:59 setenv.sh

BaroPAM &t A& IS baro_auth Z2 S A BIEAl MA

€29 Jusr/baropam 20l {XIot== &tCI.

ot=0l, BaroPAM 215 2F2| Ol

0)‘
0x

)

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —-A acl_type —a
acl_filename -S secure_key —s filename

>.

BaroPAM EHZ&E W2l 28 S8 tet HE=2 Ust &0

ﬂJ

=48 &9 HXgt =] o]
-1 | €3lE 21EI|9 HEHE2=(1~10) 3

- 23|12 2SI HIBHAIZH =, 15~600F) 30

-t | 23l= 2157|9 IEFI|(x, 3~60=%) 30

K« | €32 QIE3|9 QIEYAl(appl, app256, app384, | app512

Qo
o
°©

(&)

N

(yes or no) no

= H2l(deny)&X| KlEH deny
= H2l(deny)& HZEO CH | /usr/baropam/.baro_acl

|

(9]
=
@
=2
x
=
I
Ql
rr
w
&

o]

c

ldA I)E ALZ3dH | 01012341234

-s | BaroPAM EHHEAEA IS MAHE C|HEC|IS EEst It | /usr/baropam/.baro_auth

£y

ZF9|) -s S8 filename= BaroPMM ESZALH IMYLS MY
444)01LC}.

FORECIS 26 ned((me 22

uor
ok
rlo

[root] /usr/baropam > ./baro_auth -r 3 -R 30 =t 30 -k app512 -e no -A deny -a ~/.baro_acl =S
01012341234 -s /usr /baropam/.baro_auth

1) Your emergency one-time authentication keys are :

) r
== 238 215J|l= L3 2SI MHDIQ! BaroPAM 2 AISE & S22 [l E2&st BRE UiHI6HH

nurit O)xee.
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SSH AMB10l CHAl HAIAGHED AFEE = U= 50| IS8t Super 21831 0122 HEDHH B = A
ol E0h

2) CI20l LI2E 220l UoldsE 25 "y"E S},
"/usr/baropam/ .baro_auth" It2 b A

P
=2t Hman-in-the-middle) 2

BaroPAM 2t& && W0l .baro_authll &8st LHE2 O 0.

[root] /usr/baropam > cat .baro_auth
" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY 01012341234

" ACL_NAME /usr /baropam/.baro_acl
" ACL_TYPE deny

" DISALLOW_REUSE

33458936

19035576

15364353

54649370

84342192

BaroPAM SHA A MAQ! baro authe A& &S0 Uit LIE=2 OIS 2.

=S &9 St a] o]
AUTH_KEY ol R2AHDAH)
RATE_LIMIT 23|g B3Il MetEA(1~10),  MStAIZH=E, | 330
15~600% )
KEY_METHOD 23 QEIIe IEUAl(appl, app256, app384, | app512
app512)
CYCLE_TIME 3|2 =39 ASFI|(=x, 3~60x%) 30
SECURE_KEY HIHOIA HZ58H= Secure key(2H0lEA I1)E ARZdl | 01012341234
Of 3t=0l, OpenVPN SH 4t MRIP%‘ ZHS2 A,
ACL_TYPE 2%t CIEUIA SlE(allow) = M2l (deny) &2 deny
ACL_NAME 2xb OIB0AM ol = MAE HAHO CHS ACL | /usr/baropam/.baro_acl
Filename(It HI2AEIR 444)
DISALLOW_REUSE | &=2tXHman-in-the-middle) &322 0OIYE AAR= | DISALLOW_REUSE
or "DISALLON_REUSE"S & AT H 23 21539 2l
ALLOW_REUSE SF)| S22 CHE A=At EJO.J g £ glen
ater 5128 2= "ALLOWREUSE"S A& SHEE

BaroPAM 2= A= Al 2XF QISUHIA HIUE HEO0 CHst AC
SFEH CI2E2|0fl ACL(Access Control List) MYS MAst & HIOI"* HES Ct=D 20| &
(.baro_aclOll CHEH IIY 2RSS 442 HEHGHOF BHCH.)

[root] /usr/baropam > vi .baro_acl
barokey
baropam

nurit O)xee.
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3.4 NTP(Network Time Protocol) &&

BaroPAM2 Al2t SDI3H EAI0IEEZ AHS
2LOLA ABHOI 20012 Rots BRIt %‘é‘% =

20l E2XHAH0 CHEE AIRE SIISHEIJ M AlIZE SD15H
OIZ5t] root HIEUIA AIAES AIZIE B A2 23S = AEP.

| RliM= JI2XE2Z NTP THIIXIDF BtEAl EXIZI QJAOI0F SHCH. AX| &0l2 CHsel ¥
SHE &lHOH &eIstCE. DJC%E AXEH UX LOH Redhat, Cent0S 8 Olot HEES "yum install ntp"
J12|= "sudo apt-get install ntp" H&E M= &XIotH EICt.

[root]# rpm —ga | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath-1.10.1-1.1

ntpd AHIASE MBI 28 Al AIZZZ2 S0 S5 & ntp 243 (R &2 UGS €

g =+ UL

Mo
02
o0
=)
Hy
o
o

[root]# chkconfig ntpd on
[root]# chkconfig —list | grep ntp
ntpd O:oHMl 1:oiMl 2:84d 384 4.24 5:84d 6:0iAl

chkconfig 0|26t AH S2€Al ntpd HI2 43 2 &0l 3, 5 level 0fl of f(GHHI)
= SAICA L=C s 245kl faiAdE 3, 50 on(E4)o=2 CSt 22 HIEW2 HAWMNOF &t
Ct.

[root]# chkconfig —level 3 ntpd on
[root]# chkconfig —level 5 ntpd on

SelLietiiA 2EE 1D U= NP Mbls TS 20

server kr.pool.ntp.org
server time.bora.net

LelLietd 2SE D A= NTP AHE ntpd CIE 2HE 98 &8 WQ! "/ete/ntp.conf"0il TS &

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool.ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool.ntp.org

server Kkr.pool.ntp.org iburst

server time.bora.net iburst

iburst S22 232 58 2322 SJIs ot=ll Zele Al2ts A =03 .

rr

=2
=

[ﬁ

ald

ntpd OI2 &2 <&t
Restart &0| BIEA|

| 2L BIEAINTP £F0| M2 FOtE/Y=X &eIst = NTP Ol
tCt.

Ve Nz
FO 0
or o

nurit O)xee.
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[root]# /etc/init.d/ntpd restart
ntpdE ZE2 =: [ K |
ntod ()8 A& S: [ K ]

ntpd A2t &0l2 OIS 22 02 &#elg = UL

[root]# ntpq
remote refid st t when pol| reach delay offset jitter

static.betaidc. 106.247.248.106 3u 7 64 1 2.884 287.718 0.001

time.bora.net  .INIT. 6u - 64 0 0.000 0.000 0.000
183.110.225.61 . INIT. 6u - 64 0 0.000 0.000 0.000
LOCAL(0) .LOCL. 101 4 64 0.000 0.000 0.001

1
* HAIE ip O EXH AIIS JHHLD U= ntp MBHE

HME JI2E2Z NTP IHIIXIDF BFEAl XIS QAOO0F 8HCH, &X] &012 sS9 ¥
b COreE AXIE UK L2H Redhat, Cent0S 8 014 HES "yum install
chrony" &0 & &XI5tH =

A

[root]# rpm —ga | grep chrony
chrony-3.5-1.e18.x86_64

SelLietiiA 2EE 1D U= NP Mbls TS 20

server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

_|
o
[
o
2
_>|:
)
02
n
N
$Q
rir
=
—
o
x
==
]
>
3
o
o
o
i
0
o
ﬁ
o
i
0
=

F2lol " /etc/chrony.conf" Ol CHSt

[root]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#pool 2.centos.pool.ntp.org iburst

server kr.pool.ntp.org iburst

server time.bora.net iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtcsync

# Enable hardware timestamping on all interfaces that support it.
#hwt imestamp *

nurit O)xee.
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# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

# Allow NTP client access from local network.
allow 192.168.0.0/16

# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#1og measurements statistics tracking

ntpd Gl &8s ?g €80

S NTP dI=2
Restart &0| BtEAl 220

(
o

L8 EIEAINTP 2801 M2 FIHER

| x| stolst
tCt. (chrony AHIA AR LU SEIA| 1S )

[root ]# sudo systemct!| enable chronyd
[root]# sudo systemct| restart chronyd

ro

FO|

fuid

it}

ntpd A2t E012 IS 22 "EH2

Jon

= UCH.

Al2ES BHOIRE= A 2IAE / chrony.conf M0l SE8t server 2|AE)

[root ]# chronyc sources
210 Number of sources = 2
MS Name/IP address Stratum Pol |l Reach LastRx Last sample

"x ec2-54-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
"~ time.bora.net 2 6 377 42 +1398us[+139%8us] +/- 90ms

ARIE 20l2E= AW F2)

[root]# chronyc tracking

Reference ID : 36B48651 (ec2-54-180-134-81.ap—nor theast—2.compute. amazonaw)
Stratum : 3

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time : 0.000130027 seconds slow of NTP time
Last of fset : =0.000710122 seconds

RMS of fset - 0.000583203 seconds

Frequency ©19.980 ppm fast

Residual freq : +0.142 ppm

Skew © 3.235 ppm

Root delay © 0.013462566 seconds

Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds

nurit O)xee.




BARO-PAM-021 BaroPAM

| Leap status - Normal

AlZE &EH & D15t S 2 =01)
t

[root]# timedatect| status
Local time: Sun 2020-03-22 16:08:45 KST
Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active

RTC in local TZ: no

nurit O)xee.
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4. OpenVPN MHE 2t BaroPAM #4&

OpenVPN ME{2} BaroPAMS rMol= BRI LS 22 SIHA &-0] UL
HEATHZ OpenVPN AIHS| PAMDF IS
2 s

SHMZ OpenVPNZ FreeRADIUS

4.1 OpenVPN2} FreeRADIUS =
S SXI5I0 JIE PIM 0152 Il & & USE
n 7—5:;5)

OpenVPNt FreeRADIUS =2 "radiusplugin_v2.1a_betald"
2 Zg00 2SS AXIoH0F 80 (RADIUS 281 AFEE2 "BaroPAM J+OI=(RADIUS)

[root]# cd /usr/local/src/
[root]# wget http://wwv.nongnu.org/radiusplugin/radiusplugin_v2.1a_betal.tar.gz
[root]# yum install |ibgcrypt*
[root]# tar xvzf radiusplugin_v2.1a_betal.tar.gz
[root]# cd radiusplugin_v2.1a_betal/
[root]# yum -y install gcc
[root]# yum -y install gcc—cH
[root [# make
[root]# cp radiusplugin.cnf /etc/openvon/
[root]# cp radiusplugin.so /etc/openvpn/
[ ]

root ]# cd /etc/openvpn
"radiusplugin.cnf" 0l RADIUS A HH

Sciel 289 8 £3 gl
&otH 2 &aH0F StCt.

4
2 sharedsecret= =

[root]# vi /etc/openvpn/radiusplugin.cnf
# The NAS identifier which is sent to the RADIUS server

NAS-Ident i f ier=OpenVpn
# The service type which is sent to the RADIUS server

Service-Type=5
# The framed protocol which is sent to the RADIUS server

Framed—-Protocol=1
# The NAS port type which is sent to the RADIUS server

NAS-Por t-Type=5
# The NAS IP address which is sent to the RADIUS server

NAS-1P-Address=127.0.0. 1

# Path to the OpenVPN configfile. The plugin searches there for
(searches for the path)
(searches for the file, version must be 1)

# client—config—dir PATH
# status FILE

# client—cert-not-required (if the option is used or not)
# username—-as—common-name (if the option is used or not)

OpenVPNConf ig=/etc/openvpn/server .conf

nurit
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# Support for topology option in OpenVPN 2.1

# |f you don't specify anything, option "net30" (default in OpenVPN) is used.

# You can only use one of the options at the same time.

# |f you use topology option "subnet", fill in the right netmask, e.g. from OpenVPN option "—
server NETWORK NETMASK"

subnet=255.255.255.0

# If you use topology option "p2p", fill in the right network, e.g. from OpenVPN option "—server
NETWORK NETMASK"

# p2p=10.8.0.1

# Allows the plugin to overwrite the client config in client config file directory,
# default is true
overwr iteccfiles=true

# Allows the plugin to use auth control files if OpenVPN (>= 2.1 rc8) provides them.
# default is false
# useauthcontrol file=false

# Only the accouting functionality is used, if no user name to forwarded to the plugin, the
common name of certificate is used

# as user name for radius accounting.

# default is false

# accountingonly=false

# |f the accounting is non essential, nonfatalaccounting can be set to true.

# If set to true all errors during the accounting procedure are ignored, which can be

# - radius accounting can fail

# - FramedRouted (if configured) maybe not configured correctly

# — errors during vendor specific attributes script execution are ignored

# But if set to true the performance is increased because OpenVPN does not block during the
account ing procedure.

# default is false

nonfatalaccounting=false

# Path to a script for vendor specific attributes.
# Leave it out if you don't use an own script.
# vsascript=/root/workspace/radiusplugin_v2.0.5_beta/vsascript.pl

# Path to the pipe for communication with the vsascript.
# Leave it out if you don't use an own script.
# vsanamedpipe=/tmp/vsapipe

# A radius server definition, there could be more than one.

# The priority of the server depends on the order in this file. The first one has the highest

priority.

server

{
# The UDP port for radius accounting.
acctpor t=1813

nurit O)xee.
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# The UDP port for radius authentication.

authpor t=1812

# The name or ip address of the radius server.
# name=192.168.0. 153

name=127.0.0.1

# How many times should the plugin send the if there is no response?

retry=1

# How long should the plugin wait for a response?
wait=1

# The shared secret.

sharedsecret=baropam

4.2 OpenVPN AH 24

OpenVPN2 JIZ= PAM 215 ZAI0IA RADILS 252 27191 &

KAIXE F=otettle B2 Mot 2= OpenVPN A 1 0ICH

1
0
i

0
]
e
8]
I
e

o

[root]# vi /etc/openvpn/server .conf
port 51194

proto tcp

dev tun

user nobody

group nobody

persist-key

persist-tun

keepalive 10 120

topology subnet

server 10.99.0.0 255.255.255.0
ifconfig—pool—-persist ipp.txt

push "dhcp-option DNS 192.168.33.10"
push "dhcp-option DNS 192.168.33.1"
push "route 10.99.0.0 255.255.255.0"
push "route 192.168.33.0 255.255.255.0"
push "redirect—-gateway def1 bypass—dhcp"
dh none

ecdh—curve prime256v1

tIs—crypt tls—crypt.key

crl-verify crl.pem

ca ca.crt

cert server_h84bYsnVsqSFo8h7.crt

key server_h84bYsnVsaSFo8h7 .key
auth SHA256

cipher AES-128-GCM

ncp—ciphers AES—128-GCM

tIs—server

tIs—version-min 1.2

tIs—cipher TLS-ECDHE-ECDSA-WITH-AES-128-GCM-SHA256
client-config-dir /etc/openvpn/ccd
status /var/log/openvpn/status. log

nurit - 18-
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verb 3

#PAM

user name—as-—common-name

auth-nocache

#olugin /usr/1ib64/openvpn/plugins/openvpn-plugin-auth-pam.so login

#olugin /usr/1ib64/openvpn/plugins/openvpn—plugin-auth—-pam.so "openvpn login USERNAME password
PASSWORD pin OTP"

plugin /etc/openvpn/radiusplugin.so /etc/openvpn/radiusplugin.cnf

Ol 2AS TCP LE 119401 A openvon AHIS AMABITH JI=3t2 UPS ALRSHS 200IXIBH A1ZIE 2 gf
S UIEAI0NMN TP O B RSSICHs A2 2UCH

-

o

+ )

[root@vpntest ~]# ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.33.50 netmask 255.255.255.0 broadcast 192.168.33.255
inet6 fe80::250:56ff:fe8b:8828 prefixlen 64 scopeid 0x20<|ink>
ether 00:50:56:80:88:28 txqueuelen 1000 (Ethernet)
RX packets 2144 bytes 221198 (216.0 KiB)
RX errors O dropped O overruns O frame O
TX packets 1118 bytes 640315 (625.3 KiB)
TX errors O dropped O overruns O carrier O collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 6 bytes 651 (651.0 B)
RX errors O dropped O overruns O frame O
TX packets 6 bytes 651 (651.0 B)
TX errors O dropped O overruns O carrier O collisions 0

tun0: flags=4305<UP,POINTOPOINT,RUNNING,NOARP ,MULT ICAST> mtu 1500
inet 10.99.0.1 netmask 255.255.255.0 destination 10.99.0.1
inet6 feB0::4747:2667:1522:¢8bb prefixlen 64 scopeid 0x20<Iink>
unspec 00-00—-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 100 (UNSPEC)
RX packets 30 bytes 3735 (3.6 KiB)
RX errors O dropped O overruns O frame O
TX packets 38 bytes 7539 (7.3 KiB)
TX errors O dropped O overruns O carrier O collisions 0

virbrO: flags=4099<UP,BROADCAST ,MULT ICAST> mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192.168.122.255
ether 52:54:00:1e:bf:88 txqueuelen 1000 (Ethernet)
RX packets O bytes 0 (0.0 B)
RX errors O dropped O overruns O frame O
TX packets 0 bytes 0 (0.0 B)
TX errors O dropped O overruns O carrier O collisions 0

nurit O)xee.
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4.3 BaroPAM 4

oy
09
nx
0
=
e

rwn

212t £&0ob)| (ot BaroPAM

\’—‘I

0_>L e

ISPS
=2o
P?E*OIA

OpenVPN S& &t AFZXHE HIZOLC BaroPAM &

F
M CIZ2Ee|(/usr/baropam/openvpn) S CHS H

rol mlo

]

[root ]# mkdir /usr/baropam/openvpn |

BaroPMM &8 A NME CIZE2|(/usr/baropam/openvpn) 2l AEHD|, MI|)S LIS 20| L0IStC.

—

[root]# chmod R 755 /usr/baropam/openvpn |

1) OpenVPN M PAM S0l HL

OpenVPN E4AF AFZXHE HIAOICH BaroPAM &t AX IS 22t AXGl= HR BaroPAl 2= AHGH|
IHA Jetc/pam.d/login I M E&ot=s 22 OIS 201 = ACSHl 6] =0

[root] /usr/baropam > vi /etc/pam.d/login

#%6PAM=1.0

auth required /usr/baropam/pam baro_auth.so forward_pass

secret=/usr /baropam/openvpn/ .${USER}_auth encrypt=no

&2 secret LIt2t0IE{= BaroPAM SHZ&E IY, encrypt Lict0IE = BaroPAM StE&E THQl S35t
Zcii0(yes or no)E &ASHCE.

forward_passE 0|256t0 &5 22 & (Password: )0l 252 200 23| 2IEI|E s AL, A5E ¢
AN a5l 2o 20| 0I0Al 23l QIE3|E HslH =L S S0 2SI} "paropam” 0|10 23S
O1=3(J}F "123456" O|2tH "baropami23456"C = 21256tH =ICH.

forward_passE 0|&206tH 2152 222 o= HWEE2 MUIAN 2-factor 2IS2 JIsotH & %= UL
2) FreeRADIUS S0l A2

OpenVPN S84t AISXHE HEOICH BaroPAM &t 23t s 22 28
PIoHAl /etc/pam.d/radiusd It 0l £&ot=s Y2 ChSH 201 2l &

[root] /usr/baropam > vi /etc/pam.d/radiusd

H#UPAM-1.0

auth required /usr/baropam/pam_baro_auth.so forward pass
secret=/usr /baropam/openvpn/ . ${USER}_auth encrypt=no

&2 secret LIt2t0IE{= BaroPAM SHEA&E MY, encrypt Lict0|IE = BaroPAM SHE & A ol S35}
Z2i(yes or no)S &EHEHI.

forward_passZS O0I=206l0{ &S 223 & (Password: )0ll &4S2 20| 23| 015315 g AL, dsE ¢
AN ladsl) 28 Q0] OI0Al 23l QIE3|E 6N =L S S0 2SIt "baropan” 0/ 232
OI1=2(J}F "123456" O|2tH "baropam123456"C 2 21256tH =L},

forward_passE O|Z20tH CIEE2 Z2RZ o= WERE2 MUIAN 2-factor Q1SS JtsotH & == UL

nurit O)xee.
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5. OpenVPN &% HIAE

5.1 &l ALEX M4

o

OpenVPN &It AFZXHE MATH)| I5H0 OpenVPN X1 ATSEHES AEMGIH &l AISAHE HEEHC.

[root]# ./openvpn-install.sh
Welcome to OpenVPN-install!
The git repository is available at: https://github.com/angristan/openvpn-instal |

It looks |ike OpenVPN is already installed.

What do you want to do?
) Add a new user
2) Revoke existing user
) Remove OpenVPN
4) Exit
Select an option [1-4]: 1

Al AIZAE MAHoHH ALE A & CI2Ee|0l Openvpn client connectE 0120t &ES5A 2REH
profile®@! "Client name.ovpn" WL 0| H&=Ch.

UW

5.2 BaroPAM &t &&F MY MM

AtZXel 201 M2 (Z2QI1-1D0, Zg) 2H &l AQZEZE AlSisH)| 216t BaroPAM S2 ClEER
(/usr /baropam/openvpn) 2 O|S6H0 AISHSH}

o

1D) & ASE A

= =2

02
>
e
i
i
e
i
£
10
4
Hr
fo
0
2
°
2
8
0
Hy
=
_?_
o
[m

#!/bin/sh

export LANG=C

ENV_HOME=/usr /baropam/radius;
ACC_HOME=/home/$1

userdel -rf $1
rm ${ENV_HOME}/.$1_auth

useradd —-d ${ACC_HOME} -m —s /bin/bash $1
echo "$1:$2" | chpasswd

#ico ${ENV_HOME}/ .baro_auth ${ENV_HOME}/.$1_auth

sed —i "s/01012341234/$3/g" ${ENV_HOME}/.$1_auth

nurit O)xee.
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(22021-1D0) 9| BaroPAMS] &t AX TS MAGH= &l A2 E(setuser.sh) A8 Al Ii2H0|
2

[root]# sh setuser.sh nurit !@aropam# 01027714076

2) AFZXHZIQ!-10)2 HIYHSE A= &l AJRE - setpasswd.sh

#!/bin/sh
export LANG=C

echo "$1:$2" | chpasswd

AZIHZ10I-1D)9 H|YHS
$1 : 2701-1D
$2 . BiAS H|UHS

i
K
0y
ol
rr
i

A2 E(setpasswd.sh) A8 Al I2t0IEl= CHSF 2ZCF.

[root]# sh setpasswd.sh nurit !@Baropam#

3) AIZXHZ2290!-1D)9 EHSE HYole &l AR E - setphone.sh

#!/bin/sh

export LANG=C
ENV_HOME=/usr /baropam/openvpn;

sed —i "s/$2/$3/9" ${ENV_HOME}/.$1_auth

t= 2l ATEE(setphone.sh) &S Al

[o]]]

F2OIA B

L
=l

AZXHZI0I-1D)2 ZHSE BaroPAMS &H &X
Itet0le e ChSa 20,

$1: 270110
$2 : HIAN EHiS
$3 : HAS BHS

[root]# sh setphone.sh nurit 01012341234 01027714076

111

HHol

rr

4) AF2XHR2OQ2!-1D)el HIYBS 2 EHS 2l A3JE - chgpasswd.sh

#!/bin/sh
export LANG=C
echo "$1:$2" | chpasswd

sed —i "s/$3/$4/9" ${ENV_HOME}/.$1_auth

AEXHZ201-10)2 HIYHS 2 BaroPAMSl &t & MYUNM ZHSE HHol=e &l ADEE
(setpasswd.sh) &84 Al TH2t0IEf= CH=2F 2.
$1 : 27921~

nurit O)xee.
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$2 ¢ WY glUHS
$3 : AN =5
$4 : BiYs =ois

[root]# sh chgpasswd.sh nurit !@aropam# 01012341234 01027714076

2l

5) AF2XHZIOPCI-ID)E MRIGt= & AIZE - deluser.sh

rr

#!/bin/sh

export LANG=C
ENV_HOME=/usr /baropam/openvpn;
ACC_HOME=/home/$1

userdel -rf $1
Wrm ${ENV_HOME}/.$1_auth

EXH2102-10)E AtHctes & A8 E(deluser.sh) A& Al M2t0IH= CHS+ 2C.
$1 D AHE 2e-1D

[root]# sh deluser.sh nurit

5.3 OpenVPM &% HIAE

OpenVPN 2Ct0INE RHUAM AR, €5, S DEE S=Ch AHEX= "baropam'0l1] HIZ S =
OIA S22 HEE0 AZSX0 H&5E HI2ES 2 S22 E0 BaroPAM 215 =S It d8E =
Ue OI= E30ICH [MetA 2SIt "baropam' 0112, BaroPAM H0IIA A4AIEH OI= DEQI "183436" 0l2HEH

tilc”tﬂg TEIZEN "baropam183436"'= =otH EICh.
DE 210 SHIEH &SotH CS 20| EAISCH

1) Linux &30l A3

[root ]# openvpn —config /home/baropam/baropam.ovpn

Thu Dec 21 09:01:10 2023 Unrecognized option or missing or extra parameter(s) in
/home/bar opam/baropam.ovpn: 18: block-outside-dns (2.4.12)

Thu Dec 21 09:01:10 2023 OpenVPN 2.4.12 x86_64-rednat—Iinux—gnu [SSL (OpenSSL)] [LZ0] [LZ4]
[EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023

Thu Dec 21 09:01:10 2023 library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZ0 2.08

Enter Auth Username: baropam

Enter Auth Password: xx#xx*

Thu Dec 21 09:01:35 2023 Outgoing Control Channel Encryption: Cipher 'AES-256-CTR' initialized
with 256 bit key

Thu Dec 21 09:01:35 2023 Qutgoing Control Channel Encryption: Using 256 bit message hash 'SHA256'
for HMAC authentication

Thu Dec 21 09:01:35 2023 Incoming Control Channel Encryption: Cipher 'AES-256-CTR' initialized
with 256 bit key

Thu Dec 21 09:01:35 2023 Incoming Control Channel Encryption: Using 256 bit message hash 'SHA256'
for HMAC authentication

Thu Dec 21 09:01:35 2023 TCP/UDP:  Preserving recently used remote address:

nurit O)xee.
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[AF_INET]61.98.51.141:51194

Thu Dec 21 09:01:35 2023 Socket Buffers: R=[87380->87380] S=[16384—>16384]

Thu Dec 21 09:01:35 2023 Attempting to establish TCP connection with [AF_INET]61.98.51.141:51194
[nonblock]

Thu Dec 21 09:01:36 2023 TCP connection established with [AF_INET]61.98.51.141:51194

Thu Dec 21 09:01:36 2023 TCP_CLIENT link local: (not bound)

Thu Dec 21 09:01:36 2023 TCP_CLIENT link remote: [AF_INET]61.98.51.141:51194

Thu Dec 21 09:01:36 2023 TLS: Initial packet from [AF_INET]61.98.51.141:51194, sid=08897d04
ef24990c

Thu Dec 21 09:01:36 2023 VERIFY OK: depth=1, CN=cn_PCzyQ4Y6veNJ1p4]

Thu Dec 21 09:01:36 2023 VERIFY KU OK

Thu Dec 21 09:01:36 2023 Validating certificate extended key usage

Thu Dec 21 09:01:36 2023 ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS
Web Server Authentication

Thu Dec 21 09:01:36 2023 VERIFY EKU OK

Thu Dec 21 09:01:36 2023 VERIFY X509NAME OK: CN=server_h84bYsnVsaSFo8h7

Thu Dec 21 09:01:36 2023 VERIFY OK: depth=0, CN=server_h84bYsnVsqSFo8h7

Thu Dec 21 09:01:36 2023 Control Channel: TLSv1.3, cipher TLSv1.3 TLS_AES_256_GCM_SHA384, 256 bit
EC, curve: prime256v1

Thu Dec 21 09:01:36 2023 [server_h84bYsnVsaSFo8h7] Peer  Connection Initiated with
[AF_INET]61.98.51.141:51194

Thu Dec 21 09:01:37 2023 SENT CONTROL [server_h84bYsnVsgSFosh7]: 'PUSH REQUEST' (status=1)

Thu Dec 21 09:01:37 2023 PUSH: Received control message: 'PUSH_REPLY,dhcp-option ONS
192.168.33.10,dhcp—option ONS 192.168.33.1,route 10.99.0.0 255.255.255.0,route 192.168.33.0
255.255.255.0,redirect-gateway defl bypass—-dhcp,route—gateway 10.99.0.1,topology subnet,ping
10,ping-restart 120, ifconfig 10.99.0.3 255.255.255.0,peer—id 0,cipher AES-128-GCM'

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: timers and/or timeouts modified

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: —ifconfig/up options modified

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: route options modified

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: route-related options modified

Thu Dec 21 09:01:37 2023 OPTIONS [MPORT: —ip-win32 and/or —dhcp-option options modified

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: peer—id set

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: adjusting link_mtu to 1626

Thu Dec 21 09:01:37 2023 OPTIONS IMPORT: data channel crypto options modified

Thu Dec 21 09:01:37 2023 Outgoing Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key
Thu Dec 21 09:01:37 2023 Incoming Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key
Thu Dec 21 09:01:37 2023 ROUTE_GATEWAY 192.168.33.1/255.255.255.0 |FACE=ens33
HWADDR=00:50:56:8b:88:28

Thu Dec 21 09:01:37 2023 TUN/TAP device tuni opened

Thu Dec 21 09:01:37 2023 TUN/TAP TX queue length set to 100

Thu Dec 21 09:01:37 2023 /sbin/ip link set dev tunl up mtu 1500

Thu Dec 21 09:01:37 2023 /sbin/ip addr add dev tuni 10.99.0.3/24 broadcast 10.99.0.255

Thu Dec 21 09:01:37 2023 /sbin/ip route add 61.98.51.141/32 via 192.168.33.1

Thu Dec 21 09:01:37 2023 /sbin/ip route add 0.0.0.0/1 via 10.99.0.1
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7. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr
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