BaroPAM JFO| = (Oracle)

=\
L= N OO 0
1 EXEOINAL PrOCEBAUINE ..ot ettt seeeeeeee e ese s s e e eeesesseeese e s e s aesse s s ssessaesensesesessenseesenesessaneanens 1
1.1 EXTOINA] PrOCEAUI B 7 oottt et st se s et se e ee st se s esessese et sessenessesesseseaeeesseesssseesseesesneaes 1
I = B L . OSSO 1
1.3 C R E (1 1DDAIOKEY . S0) et eeeeeesee e sesee e ses e ae s ses s ee et ae s ee st ees s es et ees e as et eeseesnene 1
2. BATOPAM A2 Kl oo eeseeese v es e seeessesss e es e sseesseessessesseessaesseessessensseessaessessesseessaessassnssessasssesseees 6
2.1 BATOPAM THR oot e e et e et e et s et s ts e s et e e s et en e ee et se e et seeeesatas et s et et anessantesansnsansesansessnensaesesaees 6
2.2 BarOPAM RIS CIRUIER] A oo eeeeees e eeeeseessesseesessesesssssesessesssessessessessssssessassassens 7
2.3 BAlrOPAM E RIS R E LR R oot eeeee e eeeseesess e s st eeen st et eessseetaeeessesnsenentaseanaens 8
2.4 BATOPAM 2T X oottt ettt ettt ettt sttt e e ene s en et ee e e s aeaesane et aneesnneesneeannees 8
2. 5 ROLE B0 ettt ettt ettt ettt ettt et e st e et ar e 13
2.6 AL AL A A A BBl 0 ettt ettt ettt e st e e s an e enene 13
2.7 2R I A ettt ettt ettt ettt ettt e et 14
2.8 NTP(NETWOTK Time ProOtOCOI) AT ..o eeeeee s ess s ess s s ess s eses s sss s s s aes e eessens 15

3. ADOUL BATOPAM ..ottt s st bbbttt ettt 20




BARO-PAM-014 BaroPAM

1. External Procedure

1.1 External Proceduregt?
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(@ Shared SQL ArealilAl ollE 222 ParsingdtH Al External ProcedureS 210 NETS8 Listenerfil A Al
X SQLO| External ProcedureS S&3OLI Aol Eetd RS

) Listener= CHAl extProc Z2MAE MAGIHA O/SHl = External Proceduredt = DLL,
Procedure Name, ParameterE & HZ=LH.

@ extProcZ O/SOl Y= DLL IS &O0tA O/S2 HI22l0ll Loadold AEY2 Function? 212 X
2IstCh.

® XMel= ZUZE SQLO returndl =C.
® Session0| E2&|H extprocE NH=S22 E==CH
1) C 2= library M4

2SS Oracle WOl 2XF 2I=(FDF 215)=2 BaroPAM Library(libbarokey_verifykeyp) 2 CHS1F 20| 242t
C}.
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> salplus baropam/baropam

SQL*Plus: Release 11.2.0.1.0 Production on 3 98 12 14:13:40 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production

With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE LIBRARY libbarokey_verifykeyp AS '/usr/baropam/key/libbarokey.so' ;
2 /
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Library created.

SQL> commit;

Commit complete.

Z7) Library M4 = "ORA-01031: insufficient privileges' @F I &4i5t= AL librarys MAdl= HA
(baropam) 0l library 244 2SH0| LAl 2ASHCE 0121 AL Oracle sysdbaZ &8 S librarys M4
o= HAO library Md2stEs L0oH0F SHCH

| SQL> create library to baropam ;

2) 2 Q1= 43 Stored Function AA 2 &0l

Oracle0fl salplusZ &8t §l TO_VERIFYKEYP(2XF 1= &) LIS 20| MA L S0IstC),

project:icam /usr/baropam> salplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on 3t 9& 12 14:16:06 2017

Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE FUNCTION TO_VERIFYKEYP (secure_key VARCHAR2, cycle_time
VARCHAR?2, corr_time VARCHAR?2, key_method VARCHAR?) return VARCHAR2
as external
language C
library libbarokey_verifykeyp
name "generateKEYP"
parameters (secure_key STRING, cycle_time STRING, key_method STRING);
2 3 4 5 6 7/

Function created.
SQL> commit;

Commit complete.

>.

i

CtS 20| e & =eIstth

TiberoOll tsalZ2 &8 F TO_VERIFYKEYP(2X} 215 &)

SQL> CREATE OR REPLACE FUNCTION TO_VERIFYKEYP (secure_key VARCHAR?, cycle_time
VARCHAR?, corr_time VARCHAR2, key_method VARCHAR?) return VARCHAR?
as language C
library libbarokey_verifykeyp
name "generateKEYP"
parameters (secure_key STRING, cycle_time STRING, key_method STRING);
2 3 4 5 6 7/

Function created.
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SQL> commit;

Commit complete.

3) listener 4

C 2E28 M%éDI M0l 8l= Shared Library0ll CHst 22 ZLEGIEE listenerS AGHOF SHCF
EXTPROC_ 4 H-E HEG6IH a=3dk=0l, Oracle HEN =202l CtS2 20| listener.ora It
OIO“ /\-|I-|0|»[:|.

o

D
—
(/)
o

SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = PLSExtProc)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
(PROGRAM = extproc)
(ENVS="EXTPROC_DLLS=ANY")
)
(SID_DESC =
(SID_NAME = ODB)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
)
)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))
(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
)
)

ADR_BASE_LISTENER = /oracle/app/oracle

4) tnsnames.ora 4

C 252 AEotd| &0l listener.ors M Q| AATH Key, SID2F S26t gt22 Oracle HAEW 21021 &
EXTPROC_CONNECTION_DATAZ Ci21t 20| tnsnames.ora LN & X StCE.
ODB =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = ODB)
)
)

EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(HOST = project)(KEY = EXTPROC1521))
(CONNECT_DATA = (SID = PLSExtProc))
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D) |

tnsnames.ora LS H&SH = BIEA| Oracle HEW 212! = listenerE MI|s ollOF

ro
Q

> Isnrctl start | stop | status

5) 2Xt Q1= &H~(TO_VERIFYKEYP) HIAE

> salplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on 3t 9& 12 14:16:06 2017

Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> SELECT TO_VERIFYKEYP('jlglcHbVadpj7b4PzBpM2DileBvmHFV/', '30', 'app512') FROM DUAL;
TO_ENCRYPTS('jlglcHbVadpj7b4PzBpM2DileBvmHFV/', '30', 'app512')

454015
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2. BaroPAM & X

2.1 BaroPAM iR
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3) 2XF CIE(F:D} 218)0| 22&= &

4, MHE 27|
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&, AJ|0t HIOIES Es06tI| fIohA 12
Ct.

e A

&) Oracle0ll AFRXOF HE3HH €I GHLS
)

OIBH AFZGHES JIE ROLES &&olJLE THAISHT

HIZBHS(Time-based One-time Password) R4S 2= 2
H AJI0HAEX S0l HQg 4= e 015)8 &AEHEt. 0|
pR=lny
| <laoH)

Jlst 4J02] VPD(Virtual Private Database) S MA

MI&E0I Z22H0IHER} Oracle A AHOIO MA=ICH

VPD(Virtual Private Database)= MA= M&S| H2E 0/E20+0d RLS(Row Level Security: AFSXIE 2

22 H0IEE X3lotHetE X3 4= U= ZES HI0IES Rowdl 2 20 otk=E H)E JHsoHH STt
Database Vault OptionE AFZSHH GIOIE2t OHECIHIOIE0 HHMAS = U= AR, AlZF Y HAE MO
OF0] DHEF UBHMOI HOot QIEQI oo FOI 2 AIZXZ22E HIXLIAS 258 2= QL. H2IXE HIZ
St LIS AFZXl 2H0ll st 2SS MZEO2 M Database Vault= @Yo A4S & =4 U Il &
2 8BS Q7 AES £=5t= O 20| Tle 2EE ole EH =HOZ2 ARSI
Z  Database Vault Option Ol YSB D= AJ|0I HE BEsol=s I MHASCH
OracleZ BaroPAMZ2 AF=E [ 20t0F & 2Xl= CiSu 2Ct.
1) TWOFACTOR IH2|X

2XF Q1B 2AHE RE AAS H8GH=0 AF=TIH PUBLICOH SHE.
2) TWOFACTOR_ADMIN IH2|X|

2%t Q1B 2HE DE A 2| HUS £ol=0 AFS. DBAGIZH LO{oH0F &
3) ENABLE_ROLE =2 AIN

2XF CIEC| B HEtE ArEZok=0l AF=SEI0 PUBLICOHI S0 E.
2.2 BaroPAM & Xl ClEEL MA
BaroPAM 21& 2==2 22 L AXIoH)| fIoHA root HECLZ E58t = 22 U228 2 &XIoH|
I8t CI2NE2|(/usr/baropam) S CHSIF 20| AMASEHCH

| [root]# mkdir /usr/baropam
—_ 7 —_

nurit




BARO-PAM-014 BaroPAM

BaroPAM 25 [I22E L AXISH)| fIsH CIAER|Q] AEHSADI, M|, AEH)sS (IS 20| SIS

[root]# chmod —R 777 /usr/baropam |

2.3 BaroPAM EX|& 28 USEE

OracleZ BaroPAM 1= 2 root HIEO=Z &8 £ PES US2E 2 X6 |t Cl2Ee]
(/usr/baropam) 2 0|=6H0d E%% CI22E ol= g2 Usak 20,

[root] /usr/baropam > wget http://nuriapp.com/download/ | ibpam_baro_ora-x.x. tar |

Oracle& BaroPAM 215 22| 2250t 22 EH tar IS &=E offMlote 2

ro

Ctst &Ct.

[root] /usr/baropam > tar —xvf |ibpambaro_ora-x.x.tar |

Oracle= BaroPMM 1= 2&2| 2&== dllMIoHH baropam CIZ2E2|0 CISH 22 Oracle2 BaroPAM 2
L=0] MAEICH

[root] /usr/baropam > Is —al

total 384

drwxr—=xr—x 5 root root 78 Jan 6 10:18 .

drwxrwxrwx. 8 root root 4096 Jan 6 10:17 ..

drwxr—xr-x 2 root root 25 Mar 18 2020 jilee

drwxr—xr-x 2 root root 286 Oct 23 15:05 key

-rw-r—r— 1 root root 389120 Jan 6 10:18 |ibpam_baro_ora-8.1.1-x64.tar
drwxr—=xr—x 3 root root 36 Jan 6 10:15 ora

2.4 BaroPAM 25 &X

OracleZE BaroPAMS &XI5H)| fIoHAE= oracle HESCZ &E&8H = OracleE
= CI®&E2|(/usr/baropan/ora) 2 O|S8t £ CIS1 242 HHEUE A6

[oracle] /usr/baropam/ora > sqlplus /nolog
SQL*Plus: Release 11.2.0.1.0 Production on Sat Jan 2 10:21:23 2021
Copyright (c) 1982, 2009, Oracle. All rights reserved.

SQL> @INSTALL

Schema Name for 2-Factor [TOTP]: TOTP

String to connect as SYS [/ as sysdbal: / as sysdba
Connected.

DB Vault Users script skipped — Database Vault not enabled.
Connected.

User created.

Connected.
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User privs granted.

Connected.

User objs create.

BaroPAM create.

twofactor internal create.

twofactor admin create.

twofactor create.

enable role.

grant synonym.

Objects created.

Policies created.

Connected.

DB Vault Realms script skipped — Database Vault not enabled.

=> SCRIPT EXECUTED SUCCESSFULLY! <=

Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

[oracle] /usr/baropam/ora >

"SCRIPT EXECUTED SUCCESSFULLY!" GIAIXIDOH HAIEIH X2 &X| HY0| M= AEf0ICH &R &Y
= 2SI LMIH AX| &H0| SHECCH

1. TWOFACTOR DH3IXI

&= TWOFACTOR I3IXl= 2= 0B ALEXHUIH SR OIEI010F OtH, AFZADEF 2XF Q152 £&otl) ISE
= JAEE 8. O 0lR0E 27 2152 E5kes dgs gdate = UL,

1) SETUP(SECUREKEY IN VARCHAR2, CYCLE_TIME IN VARCHAR2, KEY_METHOD IN VARCHAR2);

S 270018t AISXHE £80ot 238 2SI|E d4ob| figt &= ddols &=, 01H2 7L

oHOF Gt= & B SHAHICH A-ESGH| M0l SERVEROUTPUTS &4 St

_—

DHOHE == &Y SAgt Hl
SECURE_KEY BIEAl HIGOIA MIZot= Secure key(2H0l | jlglcHbVadpj7b4PzBpM2Di | eBvmHFV/
A I)
CYCLE_TIME 2U3[E 0I1F3|9 2ASFI|(F, 360x%) 30
KEY_METHOD d3g oIls3lel QIEAl(appl, app256, | app512
app384, app512: )
A= oll)

SQL> set serveroutput on
SQL> exec twofactor .setup('j |qlcHoVadpj 704PzBoM2Di leBvmHFV/ ', '30", 'app512');

PL/SQL procedure successful ly completed.

SQL>

2) VALIDATE(PCODE IN VARCHAR2);

A=} SETUPOISH BaroPAM HOlIAM AAdEH 23]
AH= BaroPAM &S %HFEHI /\“‘*0”004 NS =
(@)
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OHoHEH =~ = g8&! ]!

M

PCODE BaroPAM HOIIA ai&sH 23|18 QI3

>.

O

AE o) - BS &

SQL> set serveroutput on
SQL> exec twofactor .val idate(988208);

PL/SQL procedure successful ly completed.

o>

ALZ Oll) - 35 A

0l

SQL> set serveroutput on
SQL> exec twofactor .val idate(123456);
BEGIN twofactor.validate(123456); END;

*

ERROR at line 1:

ORA-20000: Code not valid.

ORA-06512: at "TOTP.TWOFACTOR_ADMIN", line 89
ORA-06512: at "TOTP.TWOFACTOR", line 35
0RA-06512: at line 1

Q>

3) AUTHENT |CATE(PCODE IN VARCHAR2)

MZ 270! & ottt 2

re
ok
H
J
)
Ol
Qﬂ
rr
oo

4

0l Y= Fe= gdstotal, 2483t

ORI = &3

x
0
&

s] ]

PCODE BaroPAM HOIIN Mdst 238 1S3

>.

0B

Atgoll) - s 4

SQL> set serveroutput on
SQL> exec twofactor .authenticate(691199)

PL/SQL procedure successful ly completed.

SQL>

AHZ Ofl) - el

0l

21

SQL> set serveroutput on
SQL> exec twofactor .authenticate(499775);
BEGIN twofactor.authenticate(499775); END;

*

ERROR at line 1:
ORA-20000: Code not valid.
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ORA-06512: at "TOTP.TWOFACTOR_ADMIN", Tine 108
ORA-06512: at "TOTP.TWOFACTOR", line 40
ORA-06512: at line 1

o>

4) DECONFIG (PCODE IN VARCHAR2 DEFALLT NULL);

AN 2%} 0l

d8= oIS 714

io
]

|26t Eeloks

ol

FA
T .

OHIoHEH =~ =
o

nx

0
&

=] ]

on (M

PCODE BaroPAM HOlIAl MMt 23| E 2B

SQL> set serveroutput on
SQL> exec twofactor .deconfig(308068);

PL/SQL procedure successful ly completed.

Q>

5) REMEMBER(PCODE IN VARCHAR2);

O O
e
oy
1
m
00
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]
Hy
L
0
0
I'\)I
o

£ 0y
]
A=
12
ol
rr
o
e
o
>.
N
o
o
:>_:
e

>.

0B

Atgoll) - s 4

SQL> set serveroutput on
SQL> exec twofactor . remember (241575);

PL/SQL procedure successful ly completed.

SQL>

4>z
0
rin
o
fol
oo
re
Ol
2
]
0=
0x
ol
N
0
re
n
m
(]
(e
L
II'I‘l
ey
m
=
Q
(]
—
II'I'l
=
=
m
(]
o
e
I:D
-
=
m
=
m
|—<
2
o
o
0z
HT
Il
ne
rr
0o

SQL> set serveroutput on

SQL> exec twofactor .getsecurekey();

Secure key: jlqglcHoVadpj7b4PzBpM2Di |eBvmHFV/-30-0-app512
PL/SQL procedure successful ly completed.

SQL>
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7) FORGET();
AETH HZE 2RE J|olE oE AAE Feloke g
ALE oil)

SQL> set serveroutput on
SQL> exec twofactor . forget();

PL/SQL procedure successful ly completed.

SaL>

2. ENABLE_ROLE ZZAIA

ENABLE_ROLE ZZAIM= 2t QISC2 B3

r
il
o
Mo
=
P
=2
x
nfor
0x
ton
Qﬂ
rr
@
>
00
[Nl
(=
-
[
(o8]
[
S
=4
r
@
Ot

ENABLE_ROLE (ROLE_NAME IN VARCHAR2);

"SET ROLE"S &&lot O B2 MEE 2SE JEE ARE Jiset 98 S50l =0t 2doti™ 2
it IES EHOtOF BHCH.

ORI == &3 23! a] !
ROLE_NAME NEUA gdalotdls 25 S 018

AHZ Ofl) - Role R0 &3(2%t QIEE H&Et 3R)

SQL> set serveroutput on
SQL> exec enable_role('APPOBJACCESS');

PL/SQL procedure successful ly completed.

Q>

At Oll) - Role 204 AIH(2Xt 21E5S HEGH 2 ZR)

SQL> set serveroutput on
SQL> exec enable_role('APPOBJACCESS');
BEGIN enable_role('APPOBJACCESS'); END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 19
ORA-06512: at line 1

SQL>
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2.5 ROLE 2O
JANOR DS0| HXTUSH, H B SR 2%} 21502 258 RILES CHSIH 20 RAG0F S

[oracle] /home/oracle/OraTOTP > sqglplus / as sysdoa

SQL*Plus: Release 11.2.0.1.0 Production on Sat Jan 2 10:22:53 2021

Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options
SQL> CREATE ROLE APPOBJACCESS IDENTIFIED USING TOTP.ENABLE_ROLE;

Role created.

Q>

_>'|_|
e
Ol
o
>
0
[o]]
9
40
re
>
0
bl
0%
0z
b=
kS
rov
o
I
2
%
S
re

Ct. ALEXL 0101 EMHE BF= ALEXE

SQL> CREATE USER USER1 IDENTIFIED BY "User1";

User created.

SQL> GRANT CREATE SESSION TO USERT;

Grant succeeded.

SQL> GRANT APPOBJACCESS TO USER1;

Grant succeeded.

SQL>

A20| HETO USERI0I ROHEIACH dgtE HEo6t gdatol 22Xt

SQL> conn User 1/User 1
Connected.
SQL> select * from session_roles;

no rows selected
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SQL> set role APPOBJACCESS;

set role APPOBJACCESS

ERROR at line 1:

O0RA-28201: Not enough privileges to enable application role 'APPOBJACCESS'

SQL> exec enable_role('APPOBJACCESS');
BEGIN enable_role('APPOBJACCESS'); END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 19
ORA-06512: at line 1

SaL>

2.7 27t 215 NS

SAICIAITL set HHES Solf S E4ate o= QICt SHIE 2HYE enable_role ZZAINE ALESH=
20IXISH AFZB XS &M CISoHOF BT Ol AFSXb= OFA 2%t IE0] RELlX EUAE2 dFoi 220

SQL> set serveroutput on
SQL> exec twofactor .setup('j |qlcHbVadpj704PzBoM2Di leBvHFV/ ', '30", 'app512');

PL/SQL procedure successful ly completed.

Q>

SETUP ZXtE &gt # 24t 150 FHHez ASHEX fads UsS 201 SAH0F &ttt

SQL> exec twofactor .val idate(682286);
PL/SQL procedure successful ly completed.

SQL>

2% C1E2| HAE= Sofl OlM M MEE Bl = #="oli0F & 2 &0l eIsEH ] o

o
Mo
ffor
0%
to
o
O

SQL> select = from session_roles;

no rows selected

SQL> exec twofactor .authenticate(390564);
PL/SQL procedure successful ly completed.

SQL> exec enable_role('APPOBJACCESS');
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PL/SQL procedure successful ly completed.

SQL> select * from session_roles;

ROLE

APPOBJACCESS

o>

HEIRO 2, 2%t QIS AAE CE 7 & S0t }\FBIPOI FXNE QoIS RFY = A2 st
AMAE HOIE, 1P, 2208 2 0S AHEAZRH ME 2101 & [HOHCH CHAl 2188 BRIt QUL

SQL> conn User 1/User 1

Connected.

SQL> exec enable_role('APPOBJACCESS'):
BEGIN enable_role('APPOBJACCESS'); END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 14
ORA-06512: at line 1

SQL> exec twofactor.authenticate(388648);
PL/SQL procedure successful ly completed.
SQL> exec enable_role('APPOBJACCESS');
PL/SQL procedure successful ly completed.
SQL> exec twofactor . remember (471508);
PL/SQL procedure successful ly completed.
SQL> conn User 1/User 1

Connected.

SQL> exec enable_role('APPOBJACCESS');

PL/SQL procedure successful ly completed.

SQL>

2.8 NTP(Network Time Protocol) &&

Z20= Windows/AH/GIOIEIHIOIA /W ERIT EHBI/MEEXIN TS Al SIISHEIIME AlZE S IiP)
ol= YO Z NTP(Network Time Protocol)2 0126t root HEUA AAES] A4S ST AIZHCZE A
dgh £ UL

NTPE ALEdH)| RIHA= JI=2H 22 NTP IHI XD BHEAl EXIEI0] JUOCI0F St &XI

o
o
rno
o
ol
10
02
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2101 = |8H5;cﬁ SIOIBHCEH Ok AX|CI UK 22X Redhat, Cent0S 8 0I5+ HHEES "yum install ntp"
Q= "sudo apt-get install ntp" BENHZ &XlotH =T

ﬂJl

rl

[root]# rpm —0a | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath—1.10.1-1.1

ntpd HHIAS AHH S8 Al ART2O20I SS L ntp 243 O 2012 (1S 22 Y02 =0l
2 4 UCH

[root]# chkconfig ntpd on
[root]# chkconfig —list | grep ntp

ntpd O:oHMl 1:oHHl 2:&4 3:84 424 5:84 6:04A

chkconfig 0125t A SEAl ntpd GI2 435 048 201 3, 5 level Ol of f(SHA) JF T JASH Xt
= S4HsID X =0t s 24506H0] oAM= 3, 500 on(E4)o=2 LS 22 HHEZ BHAGMHOF 8t
Ct.

[root ]# chkconfig —level 3 ntpd on
[root]# chkconfig —level 5 ntpd on

LelLietoid 2S5 1 A= NP A= TSt ZL0

server Kkr.pool.ntp.org
server time.bora.net
server time.kornet.net

elLietolA 29510 U= NTP AHE ntpd Ol= 282 A8 &3 W el "/ete/ntp.conf"0l CHEL 2
0l £88tlh.

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool .ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool .ntp.org

server kr.pool.ntp.org iburst

server time.bora.net iburst

server time.kornet.net iburst

iburst S22 2E2 58 222 M S)Ist o=l Zel= AlZte B 20F= s83.

ntpd OIE2 &&= I8 430 2LIH BHEAl NTP 230] MUz SIS/l 2016 = NTP 4122
Restart &H0| Bt= Al E R0ICH.

[root]# /etc/init.d/ntpd restart
npdE &2 =: [ K ]
ntpd ()2 AIE S [ K ]

ntpd Al2H E012 OIS 22 302

rlo
Jo
ro
e
I
$9
]

| [root]# ntpg
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remote refid st t when poll reach delay offset jitter

static.betaidc. 106.247.248.106 3u 7 64 1 2.884 287.718 0.001

time.bora.net  .INIT. Bu - 64 0 0.000 0.000 0.000

183.110.225.61 . INIT. Bu - 64 0 0.000 0.000 0.000

LOCAL(0) .LOCL. 10 1 4 64 1 0.000 0.000 0.001

* ZAIE ip JF &l AlIZI2 JIH21] U= ntp AHE
NTPE AFESH| ®IoHM= JI2& 22 NTP THI|KIDOF BHEAl XIS UAHOF Sttt &Xl &2 082l ¥
NS ASG HOISHCH. e AXITI UK L2H Rednat, Cent0S 8 014 HHES "yum install
chrony" ¥&0i2 AXlotH =0

[root@aropam ~]# rpm —ga | grep chrony

chrony-3.5-1.e18.x86_64

L2lLetiA 29510 U= NTP A= G381 2CF.

server Kkr.pool.ntp.org

server time.bora.net

server time.kornet.net

eILiZHolA 2EE 10 A= NP AHE ntpd Ol2 882 st A& Tl "/etc/chrony.conf" 0l CHS1t
20| &8st

[root@aropam ~]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#pool 2.centos.pool.ntp.org iburst

server kr.pool.ntp.org iburst

server time.bora.net iburst

server time.kornet.net iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtcsync

# Enable hardware timestamping on all interfaces that support it.
#hwt imestamp *

# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

# Allow NTP client access from local network.
allow 192.168.0.0/16
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# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#log measurements statistics tracking

ntpd Ol 28 28 €30
v

0| ZLIH BIEA| NTP &&0] M2 =0
Restart &20| BIEA| 2R0 =

| Xl Eolst & NTP =2
tCt. (chrony AHIA AR 2 2EIA| 1S )

[root@aropam ~]# sudo systemct| enable chronyd
[root@aropam ~]# sudo systemct!| restart chronyd

ntpd AlZt &012 LIS &2 FE0HZ &0l

Jton
!

& L.

ro

AIRES BHOIR= AHH 2IAE / chrony.conf TIH0 S28t server 2IAE)

[root@aropam ~]# chronyc sources
210 Number of sources = 2
MS Name/|P address Stratum Pol| Reach LastRx Last sample

"x ec?2-H4-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
A~ time.bora.net 2 6 377 42 +1398us[+1398us] +/- 90ms

ARIS BHOF @= MB BE)

[root@aropam ~]# chronyc tracking

Reference D : 36B48651 (ec?-54-180-134-81.ap—nor theast—2. compute . amazonaw)
Stratum 03

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time - 0.000130027 seconds slow of NTP time
Last offset : —0.000710122 seconds

RMS of fset - 0.000583203 seconds

Frequency ©19.980 ppm fast

Residual freq : 40.142 ppm

Skew 1 3.235 ppm

Root delay 0 0.013462566 seconds

Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds
Leap status > Normal

0

AIZE &R & SO

F

on
0

=
o

o

FOI)

iy

tol

bl

[root@aropam ~]# timedatect| status
Local time: Sun 2020-03-22 16:08:45 KST
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Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no
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3. About BaroPAM
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