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1. External Procedure

1.1 External Proceduregt?

&S =AHAMS OracleilM HZol=s JIsL22 206l %2 FRI Y=, 018 ZFL CUF JAVA
22 Aoz e Jls2 &4H8 = Oracle HiAE LICHOIEE EHA oY Z2UE 2OH =L
MES JERE £ Jedl, 2He6] LotAiH CAHOLE VB, JAVA 2] AHE AFZotH SQLOIA P& dh|
HEHLE &6t S P8E T SQLOIA SEolAl A2t S LsH

1.2 &8 & A

External ProceduresS A&t 2= AEOZ= Javall Co M &&40| 2£=06ICt BtH External
Procedure2 At22 2 YMgl= SHE2 Session0l S &KX 22X extProc= OracletIM HIZ2IE 22l
ol Y40] OtLl2t O/SYE0|D] Mo et S=2 [HOICH olE Session0] ZE2 &K L9 Z)HA| 4t

I
Obg ol =01 XIEAQ! HiZ22lof &0 QU El01 O/S2l BI2el Fobot ez +=840il 8iCt

JeiA, O/S2 HIZ2IE zlItEt =2 =~ U= LY Ut 20
@ Session2| =E HMIEtGt0 O/S2 BIZ2l SHHIXIE HAHUX RES RFEHC

@ O/SUHIA extProcE MAS 24 = 2= ProcessE KillgtCh ProcessE KillolHet: 98 THMA g

oz 2 2He 2dEX g=C0h

@ OHECIAHOIANA SE R6HH External ProcedureE S&0h= Function@ AF2E MIHGHLD, A2 22
= SessionE =010 W22l 2otE Z ASoHH Stlt.

1.3 C @ =(|ibbarokey.so)

C 2= Java 21 &2l External ProcedureE AtEst= 2101 B1O1S X2 External Procedurell S2
=ANe Osu 20 P
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; Shared

'ORACLE ‘ ‘NETS ‘ | External

Extarnal

Mrocedure

@ AMEZEXPDF SQLUIA External ProcedureOllAl 48t FunctionS DBl LAES stCh.

(2 Shared SQL ArealllAl S 2&S Parsingot8 A External ProcedureS 210 NETS ListenerOllAl AF2
X SQLO| External ProcedureE &3 L| iAol Zetl QESHC

() Listener= CHAl extProc Z2AHIAZE MAGIHA O/SOl QU= External Proceduredt 2= DLL,
Procedure Name, ParameterE & 4L

@ extProcE O/SOl Y= DLL LS FH0IA O/S2l HI22l0l Loadstd REEBI2 Function® Z21UE X
2| StCh.

® Xel=l Z2E SQLO returnol =CF.
® Session0| E2EH extprockE ASCZ E=S=ICH
1) C 2& library M

D2 EE Oracle LHOIl 2X}F QI=(FIt 21E)2 BaroPAM Library(libbarokey_verifykeyp)S CHS1F 20 282+
C}.

0z O
0 H
r&"

—

> sqlplus baropam/baropam

SQL*Plus: Release 11.2.0.1.0 Production on &t 98 12 14:13:40 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production

With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE LIBRARY libbarokey_verifykeyp AS '/usr/baropam/key/libbarokey.so' ;
2/

nurit 0)KsA.,
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Library created.

SQL> commit;

Commit complete.

&) Library M4 & "ORA-01031: insufficient privileges" 2FJt &Mol= AL libraryE MAdok= HA
(baropam) il library M4 RS0 A 2AMSHCE 08 BR Oracle sysdbaZ &8t CHS librarysS M4
ot= HEO library MAHASHES L2000k StCE

i

| SQL> create library to baropam ;

2) 2X 1= 2t Stored Function Md & &0|

Oracle0ll sglplus® & =8 F TO_VERIFYKEYP(2X} QIS &) L[St 20| MA & S0ISH}.

project:icam /usr/baropam> saglplus baropam/baropam
SQL*Plus: Release 11.2.0.1.0 Production on &t 9& 12 14:16:06 2017

Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE OR REPLACE FUNCTION TO_VERIFYKEYP (secure_key VARCHAR?Z, cycle_time
VARCHAR?, corr_time VARCHAR2, key_method VARCHAR?2) return VARCHAR?2
as external
language C
library libbarokey_verifykeyp
name "generateKEYP"
parameters (secure_key STRING, cycle_time STRING, key_method STRING);
2 3 4 5 6 7/

Function created.
SQL> commit;

Commit complete.

TiberoOil tsal2 &8 §I TO_VERIFYKEYP(2XL QI1F &S TS 210 M4 L SoI5HH.

SQL> CREATE OR REPLACE FUNCTION TO_VERIFYKEYP (secure_key VARCHAR?Z, cycle_time
VARCHAR?, corr_time VARCHAR?2, key_method VARCHAR?) return VARCHAR?2
as language C
library libbarokey_verifykeyp
name "generateKEYP"
parameters (secure_key STRING, cycle_time STRING, key_method STRING);
2 3 4 5 6 7/

Function created.

nurit O)xee.
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SQL> commit;

Commit complete.

3) listener 4

MOl 3k= Shared Library0Oll CiSt =2 & ZL&H6}
A

| & T = listenerE *&0HOF StCh.
XTPROC_DLLS &t Y2 AHoIH s=&ohk=0l, Oracle AIEN 219!

= 3 20| listener.ora It

SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = PLSExtProc)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
(PROGRAM = extproc)
(ENVS="EXTPROC_DLLS=ANY")
)
(SID_DESC =
(SID_NAME = ODB)
(ORACLE_HOME = /oracle/app/oracle/product/11.2.0)
)
)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))
(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
)
)

ADR_BASE_LISTENER = /oracle/app/oracle

4) tnsnames.ora &

C 22 AFEa6lJ| &l listener.ors Q| A& Key, SID2F S28 gt2Z Oracle HEW 219 =
EXTPROC_CONNECTION_DATAS CtS1t &0| tnsnames.ora L0l & A SHC

=

ODB =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = project)(PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = ODB)
)
)

EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(HOST = project)(KEY = EXTPROC1521))
(CONNECT_DATA = (SID = PLSExtProc))

nurit 0)KsA.,
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B

tnsnames.ora IIYS &St & BIEA| Oracle HAW 239! = listeners M2 IS allOf

ro
]

> Isnrctl start | stop | status

5) 2t 215 &<~(TO_VERIFYKEYP) HIAE

> sqlplus baropam/baropam

SQL*Plus: Release 11.2.0.1.0 Production on 3t 9& 12 14:16:06 2017
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> SELECT TO_VERIFYKEYP('jlalcHbVadpj7b4PzBpM2DileBvmHFV/', ‘30", 'app512') FROM DUAL;

TO_ENCRYPTS('jlalcHbVadpj7b4PzBpM2DileBvmHFV/', '30', 'app512')

454015

nurit O)xee.
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2. BaroPAM & X

2.1 BaroPAM JHE
OracleE BaroPAME AlZ2t EJIQP BtAlO| Q3|2 H|LUHS(Time-based One-time Password)2 AFZ XD}
Oracle Database LHEUIA 20| Alsist 4= US [ 2K QIS (FII 2E5)s =2 Bots Uslole &
2H0ICt.

NE=: [
~HIOIEHIOIA AFRAIE I8t =IOt ot HS2 FII6HH AFZ2AF 252 2otE 23,

=TI AD|0F HIUBISE 2HGIH B QLEREN e MAIAIL HISHE HLE HAIATIX| L2,
-10gR20IIAl =& 12cDHK] 2 Oracle Database H&E (SE & EE)UIA HIAEE.

PCl DSS 2+ Atef 8.3

A, 2elX, M3Atol ojst HERIZS & §500= Multifactor 2152 HESHH.

It= Hefel 2ot
g8t =4 GoIeH 2

_|.
0|

(@]
ican Express, JOB S T2 =228 A= = FJAIOIA

Z 1) PCl DSS(Payment Card Industry Data Security Standard)= &2, g, &2
Mgl JHoIEE ESE ol K= L It= ZH MA Zest 2ot Aet2

O HEOZ Visa, Master Card, Discover, Amer

2SO=F E 0| JIE2 MAHRECZE 1 HFMAS QIFE0L 851 e B0 BEFQ.

A2XIDF DBMSH HZ5I o) 80| HIEASIE D, 0|2 EAM3lol= SUSH SIS BaroPAM ¢HE Al
ol MA= 2HI2 232 PIEI|E 2ASoH0F &0t DBAE S==2J10F 2Xt QIE(FI} eI=)s )| &l of
o SAS0| ZREHK A Hog 4= UL
OracleE BaroPAMZ2 S7LIE 2 MEE &= UAEE & L AF=Z0| 0 ST
32 QISI|E USE 4 Q= 228 T2 0| QIHHIOIAD Qs FR0 22 T2 Az XY =
oz 2010l AFEE = Hetdl ol 2XF QIS (5} 2IE)S AFE6HAl 2010k St =8t LR Oracle &
Z2HA0 FEE = 4 A2 J|= AEH(DBA, RESOURCE S)NIA EAstolKl &= 2101 JH& £C0 0l
gt dEts 12 0|22=2 2ot eAstol=E 2101 I ME6lct.
2. 54
—stat S2st S2 T2 3 ZEEUM HZote 2 7Y SO Oracle 8 BaroPAM 2 AZ2I6HES

QAEE . M2k CIoIEHI0IAE HEGl s26H fIXINA HZbk= <

BaroPMl ¢S HES BAGIH 2% QIE(FI} 1F) 74 R4S WTHE & ACH

1) 232 53| MAHI|Q BaroPAM Y(tEZ20|=2 E= OI0IEEZ)E AXISHC.

2) GIOIEHIOI A0l Oracle® BaroPAMES & XIEHCH.

nurit
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3) 2x QIE(FI} QIE)0| &A= = S0P AIZoIT= J|E ROLES ZHAoto{LE CHAISHCH.

4, MM MF

OracleE BaroPANR Al2t SD|35F &fAlol gl HIYHS (Time—based One-time Password) RAEE 2= 2
E K & HIol2E2 ERot)| ol otLte] Al AJIOHAX =0 Zolg & = 012)2 ZrdsiCt. 0

H
ANEX=E 87110 B2 =715 AISE =+ 80U &0

ddt= 2Mle OS2

-1JHe] M2& A2|0H:
3JH2] WIIXI2E 2 i
Rl 2t
1H2 EelA

3002l HIOI=SH 11 HI<kut M40l

_

-2 ie B8 S201(A2101 0I5

-10He ARMAE (2t 2IE M)

g matll 2ch)

s, AJ|0F HIoIE2S B556HD| KHA 1002l J1s Dt 4902 VPD(Virtual Private Database) MEHS M A
StCY.

Z1) OracleOll AL XDF E6HH ElH oHLECl MIE0| 22H0IHEQ Oracle M AHOI0 MA=ICH.
VPD(Virtual Private Database)= MAE AN&2 MEE 0I26H0 RLS(Row Level Security: AISXIEZ
22 HO0IE2 Z3oliets X3l8 4= U= HES HI0IE2 RawEZ E0ol= A)E JHsoHH St
Database Vault OptionE AFZSHH OIOIE2F OHES2IHOIE N BAHIASE =~ U= AtE, Al S HAE MK
St JHA UBHEOl B0t 20l OOl LHE AIRXIZEH HIRLIAZ BS8 4= QUL 2A2IKE HIF
St LIS AFEXE 240l 9E 228 M8 02 M Database VaulteE =49l Ast 7y =4 2 ol &
2 8BS QF AMSE E=6t= O £20| Tls 26 02 EXl £HO2 ARSI

Z, Database Vault Option Ol /U2

OracleE BaroPAME2 AISE [

1) TWOFACTOR THZIXI

2AF Q1B 2EeE 2=

[ el iy e R w—

2) TWOFACTOR_AOMIN IH3|X]
2Xt Q1B 2AHE D=
3) ENABLE_ROLE ZZAIX

Xt Q1E2 B dEgs

§ &

ALE

2.2 BaroPAM & X Cf

BaroPAM O1= 2EE IRR2E

P8t CI2 &2 (/usr/baropam)

=

H 2 AJ|0t BHE EScts 9T MAEICH

OF & M= S 20,

= ot=0l AFSEI PUBLICHI F0HS.

2te| AUS AoH=0l ALZ. DBAOIRH S OIGHOF .

| [root]# mkdir /usr/baropam

nurit
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BaroPAl RE2 U2EE Y AXIGH| RS CIAECQ ATHADI, XD, AEH)S (IS 201 SHEHC.

[root ]# chmod 777 /usr/baropam

2.3 BaroPAM €X& 25 U22C

OracleE BaroPAM 15 2=2 root AECZ =8 = 22 UH2E2& Y &X|oH| fIgt Cl=Ee|
(/usr/baropam) 2 0|=6t0 2E2 (I2RC o= 22 CiSt 20t

[root] /usr/baropam > wget http://nuriapp.com/download/ | ibpam_baro_ora—x.x.tar

IH

OracleE BaroPAM 21E 2 =2 (ISt &A= CH tar Mol &= A5t

rr

[=13=3]
==

ro

CtSt &Ct.

il
ol

[root] /usr/baropam > tar —=xvf |ibpam baro_ora-x.x.tar

OracleE BaroPAM 21E 2 =2 =2 ollMIoHH baropam CIZ2E2INl CiS 22 OracleE BaroPAM 2+&
20| MHEIC

[root] /usr/baropam > Is —al

total 384

drwxr—-xr-x 5 root root 78 Jan 6 10:18 .

drwxrwxrwx. 8 root root 4096 Jan 6 10:17 ..

drwxr—=xr-x 2 root root 25 Mar 18 2020 jilee

drwxr—=xr—-x 2 root root 286 Oct 23 15:05 key

-rw-r—r— 1 root root 389120 Jan 6 10:18 |ibpam_baro_ora—8.1.1-x64.tar
drwxr—xr—-x 3 root root 36 Jan 6 10:15 ora

2.4 BaroPAM 28 &1

OracleE BaroPAM= & XIoH)| fIGHAl= oracle HELZ &S = Oracle® BaroPAM 215 2F0| =X
= CIZE2|(/usr/baropam/ora)E Ols¢t & OIS 22 HIOE A6 &X &gsS

[oracle] /usr/baropam/ora > sqlplus /nolog
SQL*Plus: Release 11.2.0.1.0 Production on Sat Jan 2 10:21:23 2021
Copyright (c) 1982, 2009, Oracle. All rights reserved.

SQL> @INSTALL

Schema Name for 2-Factor [TOTP]: TOTP

String to connect as SYS [/ as sysdba]: / as sysdba
Connected.

DB Vault Users script skipped — Database Vault not enabled.
Connected.

User created.

Connected.

nurit O)xee.
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User privs granted.

Connected.

User objs create.

BaroPAM create.

twofactor internal create.

twofactor admin create.

twofactor create.

enable role.

grant synonym.

Objects created.

Policies created.

Connected.

DB Vault Realms script skipped — Database Vault not enabled.

=> SCRIPT EXECUTED SUCCESSFULLY! <=

Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

[oracle] /usr/baropam/ora >

"SORIPT EXECUTED SUCCESSFULLY!" BIAIXIDF EAIZIS HAMO=R M| Xei0] RS AEHOICH &X| =
= QEJF LMEIE M| =0| SHEICH.

1. TWOFACTOR IH3|XI

MAE TWOFACTOR IHIIXl= 2 DB AIS XA S0 SI00F otH, AFS XD 2K 2152 A&6t) o158t
4= AUEE S 1 0l50l= 21 250z HaH e dEsS &4gls 4= UL
1) SETUP(SECURE_KEY IN VARCHAR?, CYCLE_TIME IN VARCHAR2, KEY_METHOD IN VARCHAR?);
ST 2018 AISXIE 86l 23E 2ISI|1E MAGH| fgt &858 MMdol= &4, 0212 =2
GHOE P‘HUWHqﬂU AISHEID| M0l SERVEROUTPUTS &4 3HoHOF SHCY.
OHION A== &9 AXgk HIZD
SECURE_KEY BIEAl HIHOIA HZ5k= Secure key(240l | jlglcHoVadpj7b4PzBpM2Di | eBvmHFV/
A 3|
CYCLE_TIME 23| 2IE3|9 AEFII(=, 360x%) 30
KEY_METHOD 2s|lg SI|9 ISHAl(appl, app256, | app512
app384, app512: )

SQL> set serveroutput on
SQL> exec twofactor.setup('j |qglcHoVadpj7b4PzBoM2Di [eBvmHFV/ ', '30", 'app512');

PL/SQL procedure successful ly completed.

Q>

2) VALIDATE(PCODE IN VARCHAR2);

A

AHEXEIH SETUPOI S BaroPAM 240l A e st &3]
4 = el

A= BaroPAM B= =2 28Ul dd
Eoz EStHE Jgs 250t gdate = U=l &olst 202 Jhsot.

nurit Ore.
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OHOHEH =~ g JEETET: ol
PCODE BaroPAM HOIA AMA5H 3|=E CIBI|
AE 0Ofl) - 28 &3

SQL> set serveroutput on
SQL> exec twofactor .validate(988208);

PL/SQL procedure successful Iy completed.

SQL>

ALZ 0 - 3

Ol

A TH

SQL> set serveroutput on
SQL> exec twofactor.validate(123456);
BEGIN twofactor.validate(123456); END;

*

ERROR at line 1:

ORA-20000: Code not valid.

ORA-06512: at "TOTP.TWOFACTOR_ADMIN", line 89
ORA-06512: at "TOTP.TWOFACTOR", line 35
ORA-06512: at line 1

SQL>

3) AUTHENTICATE(PCODE IN VARCHAR2);

MZ 27001 & W0ICE Het0l A= S gdatotyl, 2dat & + UES 2Sots &=,

OHoHEH= Sof PEETET: T
PCODE BaroPAM OllA Mdet 23|E QST

>.

0K

AE o) - 215 o

SQL> set serveroutput on
SQL> exec twofactor.authenticate(691199)

PL/SQL procedure successful ly completed.

SQL>

AHZ 0fl) - ¢l

Ol

=)

SQL> set serveroutput on
SQL> exec twofactor.authenticate(499775);
BEGIN twofactor.authenticate(499775); END;

*

ERROR at line 1:
ORA-20000: Code not valid.

nurit O)xee.
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ORA-06512: at "TOTP.TWOFACTOR_ADMIN", line 108
ORA-06512: at "TOTP.TWOFACTOR", Iine 40
ORA-06512: at line 1

SQL>

4) DECONFIG (PCODE IN VARCHAR2 DEFAULT NULL);

HHE 27 2189 P42 FHAGH) Heldk= &=

OHOH B &9 St HID
PCODE BaroPAM HOIA &S 23|E 0IEI|
AHZ 0ll)

SQL> set serveroutput on
SQL> exec twofactor .deconfig(308068);

PL/SQL procedure successful Iy completed.

SQL>

5) REMEMBER(PCODE IN VARCHAR2);

7Y S0 AFE, 28 T2 Y 2% ASS J|5ts g 0 Al SO A HZS SFEIH IS
2 QIZEC. AS A0 51 S

BERS EE CEEN HID
PCODE BaroPAM HOIA AA5H 3|= CISI|

>.

0K

AE o) - 215

SQL> set serveroutput on
SQL> exec twofactor .remember (241575);

PL/SQL procedure successful Iy completed.

SQL>

rr
0]

HZE L3 SIS Hdot)| I8t SECURE_KEY, CYCLE_TIME, CORR_TIME, KEY_METHOD HEE &
A

SQL> set serveroutput on
SQL> exec twofactor .getsecurekey();
Secure key: jlaglcHoVadpj7b4PzBpoM2Di | eBvmHFV/-30-0-app512

PL/SQL procedure successful Iy completed.

SQL>

nurit 0)KsA.,
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7) FORGET();

AMEXA HEE 2= J|AE HE A

i
0z
o
ol
rr
o
4

SQL> set serveroutput on
SQL> exec twofactor.forget();

PL/SQL procedure successful Iy completed.

SQL>

2. ENABLE_ROLE Z=ZAIX
ENABLE_ROLE ZZAINM= 2%t Q152 EoE AES MENAN 24&etcl=0 AFZE0 PUBLICH FHS.

ENABLE_ROLE (ROLE_NAME [N VARCHAR2);

"SET ROLE"S Ao OHH B2 MEYE 23E A2S ALZ Jiset 92 S=0| =0t &™6td ™ 2
Xt 1SS 2OtOF BHCY.

0NN == £9 23t HI1d
ROLE_NAME NEOAN Edatotds EsE 98 018

AHZ 0l) - Role 201 &3(2xt Q52 HEE 2R)

SQL> set serveroutput on
SQL> exec enable_role('APPOBJACCESS' );

PL/SQL procedure successful Iy completed.

SQL>

M

(B

AHZ O) - Role S04 AIH(2X} QIS

o
02
_O'j
P
52
0
0y
10

SQL> set serveroutput on
SQL> exec enable_role('APPOBJACCESS' );
BEGIN enable_role('APPOBJACCESS'): END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 19
ORA-06512: at line 1

Q>

nurit O)xee.
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2.5 ROLE 2

04

AFOZ 2F0| EXILIUSH, H BN SHHZ 2% IECZ B RILES ChSt 201 &4-0ol0F

o
Q

[oracle] /home/oracle/OraTOTP > sqlplus / as sysdba

SQL*Plus: Release 11.2.0.1.0 Production on Sat Jan 2 10:22:53 2021

Copyright (c) 1982, 2009, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 — 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> CREATE ROLE APPOBJACCESS IDENTIFIED USING TOTP.ENABLE_ROLE;

Role created.

SQL>
2Xt2 AFZEXE IS8t |2 J|E HE 2 24S0IEE Ao Z HPSY = ULt

it
o
>
010
>
0z
0z
e
s}
o
o
1
R
%
IS}
o
O

. AIZXDF 0101 ZEMHE BRE AIZXIE

> N
|

0

SQL> CREATE USER USER1 IDENTIFIED BY "User1";

User created.

SQL> GRANT CREATE SESSION TO USER1;

Grant succeeded.

SQL> GRANT APPOBJACCESS TO USERT:

Grant succeeded.

SQL>

A0l A0 USERIOI SHERUCH Aets HBotl 2datoll 24t

SQL> conn User 1/User 1
Connected.
SQL> select * from session_roles;

no rows selected

nurit O)xee.
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SQL> set role APPOBJACCESS;

set role APPOBJACCESS

*

ERROR at line 1:

ORA-28201: Not enough privileges to enable application role 'APPOBJACCESS'

SQL> exec enable_role('APPOBJACCESS' );
BEGIN enable_role('APPOBJACCESS'); END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 19
ORA-06512: at line 1

SQL>

2.7 2xF 2SS AIE

SAICIAITL set HE=S Soll
AOIKICH AFESXIE HA QIS0lOF ST,

SQL> set serveroutput on
SQL> exec twofactor.setup('j|qlcHbVadpj7b4PzBpM2Di [eBvmHFV/ ', '30", 'app512');

PL/SQL procedure successful ly completed.

SQL>

SETUP EXtE gt §l 2Xt QIE0| BAHCoZ MsE =X |Ra4

Mo
o
0l
[
my
=)
oY
>_
e
S)
rol
]

SQL> exec twofactor.validate(682286);
PL/SQL procedure successful ly completed.

Q>

2%t QIECl HE= Soll OIMl M MlES BtE

0k
A
02
%
S}
o
0
rin
1
12
e
ro
Ol
mn
N
2
o
o
gk
0x
ton
o
O

SQL> select = from session_roles;

no rows selected

SQL> exec twofactor .authenticate(390564);
PL/SQL procedure successful ly completed.

SQL> exec enable_role('APPOBJACCESS');
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PL/SQL procedure successful ly completed.

SQL> select * from session_roles;

ROLE

APPOBJACCESS

SQL>

HEMOZ 2%t 2IE AIAEI0 TS 7 & St AL RIXIE AZ6IEE QEEY = JACER S
AAEL HOIE, IP, Z203 & 0S AFEXNIZ2H M2 210! & [HOICH CHAl 1&g 20t ULt

SQL> conn User 1/User 1
Connected.

SQL> exec enable_role( ' APPOBJACCESS');
BEGIN enable_role('APPOBJACCESS'); END;

*

ERROR at line 1:

ORA-20000: User not authenticated in 2Factor.
ORA-06512: at "TOTP.ENABLE_ROLE", line 14

ORA-06512: at line 1

SQL> exec twofactor .authen

ticate(388648);

PL/SQL procedure successful Iy completed.

SQL> exec enable_role('APPOBJACCESS');

PL/SQL procedure successful ly completed.

SQL> exec twofactor .remember (471508);

PL/SQL procedure successful ly completed.

SQL> conn User 1/User 1
Connected.

SQL> exec enable_role('APPOBJACCESS'):

PL/SQL procedure successful Iy completed.

SQL>

2.8 NTP(Network Time Protocol) &&

(o] vell

-

I:II-I:J‘:'—I

e rir ry

= AUACHL

04

NTPE ALEoH)| fIchA= DI

Oll= Windows/ AEH/CIOIEIHIOIA/HIERI A &I/ MEEXI0 CHEE Al2E SIISHEILAH Al SD13H)
OS2 NTP(Network Time Protocol )2 0I26HX root HHEOIA AIAEIS AZS S Al2CZE A

SXOZ NTP HIIXIDF BEEAl £XIE0 AJUC0F Sttt X1 &elz U323
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FHE AISHGI EOISHCH, BHeF MAXIE0 UK LM Redhat, Cent0S 8 Olot HHEZ "yum install ntp"
J‘”wmaNﬂm|smHnm”%%MEéﬁbmi%U.

[root]# rpm —ga | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath-1.10.1-1.1

1o
02
0¥
=
U
o
o

NBIAE KB S8 Al AIRZ2Z2080 S5 € ntp 243t 6F &el2 Us) &
o

[root]# chkconfig ntpd on
[root]# chkconfig —list | grep ntp

ntpd O:ofMl 1:oiMl 2:&4 3:84 4824 584 6:0iAl
chkconfig 0125t AH S£E Al ntpd OI2 43 0L 201 3, 5 level Ol of f(BHAI) JF &0 JA2H Xt
£ S4SIDA Z=C XS g43516H] faiAds 3, 50l on(E4)Ce=Z LISt 22 HHEW 2 HAMNOF &t

Ct.

[root]# chkconfig —level 3 ntpd on
[root]# chkconfig —level 5 ntpd on

LeLi2tUiA 285D U= NTP Ad=s TS 20

server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

Seltetiid 2E 51 U= NTP AHE ntpd Ol2 &HE 918t &3 WQ! "/ete/ntp.conf"0ll TSt 2
Ol £38&tCt.

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool.ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool.ntp.org

server kr.pool.ntp.org iburst

server time.bora.net iburst

server time.kornet.net iburst

iburst S22 22 5@ EZ2ZM SJIst of=ll Zele AltE B 20F= s8Y.

ntpd Ol 282 8t £80] ELHE BtEAI NTP £80] MUZ FIHEJEX &elst = NTP tl=22
EIJQL

Restart 0| BIEAl

[root]# /etc/init.d/ntpd restart
ntpdE E2 =: [ K ]
ntpd (S)E AIE S [ K ]

-

ntpd Al2+ &el2 OISl 22 802 &g &= ACH

| [root]# ntpq p
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remote refid st t when poll reach delay offset jitter

static.betaidc. 106.247.248.106 3u 7 64 1 2.884 287.718 0.001
time.bora.net . INIT. 6u - 64 0 0.000 0.000 0.000
183.110.225.61 . INIT. 6u - 64 0 0.000 0.000 0.000
LOCAL(0) .LOCL. 101 4 64 0.000 0.000 0.001

1
* ZAIE ip O ST AIFS JEH 2 U= ntp MHE

MO Z NTP IHIIKIDF BtEAl XIS A0 StCH &X| &el2 Cisel ¥
instal |

A
- =
toF, MXITI0f UK LB Redhat, Cent0S 8 Ol&H HES "yum

[root@aropam ~]# rpm —ga | grep chrony
chrony-3.5-1.e18.x86_64

LeLi2UiA 285D U= NP Adle TS 20

server kr.pool.ntp.org
server time.bora.net
server time.kornet.net

elti2tolA 29510 A= NTP AHE ntpd OIE 482 fIst &8 Tlol "/ete/chrony.conf" 0l CHS 1t
20| &&SHC.

fusid

[root@aropam ~]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#pool 2.centos.pool.ntp.org iburst

server Kkr.pool.ntp.org iburst

server time.bora.net iburst

server time.kornet.net iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtesync

# Enable hardware timestamping on all interfaces that support it.
#hwt imestamp *

# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

# Allow NTP client access from local network.
allow 192.168.0.0/16

nurit O)xee.
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# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#log measurements statistics tracking

NTP Cli=2

0

g

ntpd Ol 282 ?I8 €380
ol

0| UH BIEAI NTP &H0| M2 =IHe A
Restart &0| BtEAl 220 =

| X EolIst
tCt. (chrony AHIA AR LU SEIA| 1S )

[root@aropam ~]# sudo systemct| enable chronyd
[root@aropam ~]# sudo systemct| restart chronyd

ntpd AlZ2t &0l2 CsS &2 802 &0l

Jo
o

4+ k.

ro

AIRES BHOIRE= A 2IAE [/ chrony.conf M0 S=8t server 2|AE)

[root@aropam ~]# chronyc sources
210 Number of sources = 2
MS Name/IP address Stratum Poll Reach LastRx Last sample

“x ec2-54-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
A~ time.bora.net 2 6 377 42 +1398us[+139%us] +/- 90ms

ARtE 20t 2= M EE)

[root@aropam ~]# chronyc tracking

Reference ID . 36B48651 (ec2-54-180-134-81.ap—nor theast—2.compute. amazonaw)
Stratum : 3

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time - 0.000130027 seconds slow of NTP time
Last of fset : =0.000710122 seconds

RMS of fset © 0.000583203 seconds

Frequency © 19.980 ppm fast

Residual freq : +0.142 ppm

Skew : 3.235 ppm

Root delay © 0.013462566 seconds

Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds
Leap status : Normal

|u}

AlZE &R & ST 2

t

on
0
Jon

I-OI)

i}

tol

bl

[root@aropam ~]# timedatect!| status
Local time: Sun 2020-03-22 16:08:45 KST
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Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no
nurit 0)KsA.,
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3. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr
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