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1. RADIUS 215

1.1 2

RADIUS(Remote Authentication Dial In User Service, &2 Q1= &3t AIZAF MHIA 2X)= HERA

TI2ESZ AIZXDF HEKI0 ¢Zol] HWERKI AMHIAS 2| st S H=et= 1=, 210, 3l H|

(AAA, 1Al Accounting® I, Dt & 2E AIE H2IE E Ch.) 228 Xﬂ%é Ct. RADIUS: 19914 A

H 82 oI5, 3lH Z2&E22M Livingston Enterprises, Inc. HIAM JHEIMCH eld =0 IETFEES

2 SMEACH.

A& H200t 910 SHIFAEHA SEUHMS AFZ0! JFSoII0l ISPet J1E =01 IHYIOILE IECHH! E2=

ZEotHLE R UHIERA 215, S8 HY AblA SOl Xt3= MOICtH, 28, 24 HhNA ZOIE, CIXE
uDi

JHUXF 2ld, Jtal AFE2E, TCP & WP ZE, & A S0l AIZS=.

RADILSE SE HISUIAM Aol 2ct0I1HE & A Z2EZS0IH A=A HI0IBH 08 Z2E=S SolilA
3 o

cto
2, HERZ ARAXS ZE I, HIERAT AMA MBI (NAS)

HEECH 222 HE A, Jkah AL oI=
D5= RADIUSAHEHRE S4Alck=s 2EHEE JIXICEH RADIUSE ESF |EEE 802.1X 21E2| JIBH0| EJ|= &t

Ct.

RADIUS AHHE clsA/RYEA AIAE0ILE =S ABIOIA Xt Het2E Z2AIAZ AMECCH

1. 2cAo0lE %E}OIOJEE HE2AH0IE AU HZBS AICotD L3IE 2SI & A=A EE(2
701102t HIZEIS)S M3sttH

2. 0i=clAolE A—II:HJF 0l 322 =46t 22 HEZ 0N AIZE 1 215 |E0[ PAMRIX] &0l
StCt.

3. & U3 2R AMEXE eISE /XIS 2HsEt.

4. RADIUS A& HEE ALE0IH HE2IAH0IE A= 12 E8 M= 25 RIS AHZ &6t

Ct.
5. RADIUS AMtH= ™ PAM, HTTP, SQL, Active Directory, LDAP MHIA S0I & £ U= PAME AIE6HN
27901-D / HIZ¥BE=Z "J|12 2I=(Primary Authentication)'s 8tCl.
6. Sa40| EoIZ® RADIUS AMH= 21} OIE AMHIACI BaroPAM RE=Z 238 QSI|2 "2X 215
(Secondary Authentication)"S StCh.

7. 8540| &0l=l H2 RADIUS AHH= "Access-Accept” SES HE2IA0IE MHZ CHAl 8Est CHs
HZE S £2tol) 2= FHCE.

QL) HESH A2 HIotE E289 ME2 e A @7 AFEO0ICH RADIUS SAEQL AlZE J|Et

23| 21=3|(0ne-Time Authentication key)S AI=2ol= 2 BaroPAM AlHIA 2 BaroPAM 240 & X<l

JDl= L2 AI2ES JEEOF 811 20l NTP(Network Time Protocol)oF A& TIOf QAO{0F SHCH.

1.2 4 OP2IE1X

nurit 0)KsA.,
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e
<Qnternet /
User BaroPAM

PN: TCP 44 :
WETRAE Authenticator App

SSL VPN

Radius: UDP 1812

FreeRadius ‘ ?;Tup:_!"sﬂg
Linux -SQL oIS
-HTTP OIS
8
1.3 74 224
—Rocky |inux
—FreeRADIUS

-BaroPAM PAM Library, Service, & APP
—Pluggable Authentication Module (PAM)

1.4 23t A

1) User = NAS
-TCP 443: SSL VPN

2) NAS -> RADIUS
-UDP 1812: RADIUS

KSA

nurit -2- 0)k=A,
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2. FreeRADIUS &X| € &3

2.1 FreeRADIUS & Xl

[root@localhost ~]# dnf —y install freeradius freeradius-utils

AX|= FreeRADIUSE MIH &ed) & [ = dnf —y erase freeradius freeradius-utils

ro

otek MySQL/Mar iaDBE ™ Sol= FAR0l= MySQL/MariaDB RS2 FI0t=2 & XIoH0F SHCt.

[root@localhost ~]# dnf -y install freeradius—mysql
[root@localhost ~]# dnf —y install freeradius-mysql —enablerepo=devel = Rockey 9.x

]

FreeRADIUSE &£Xl =0ll= Bt=Al EAPGI CHEH QISAS M-0oH0F BHC.

$ cd /etc/raddb/certs
$ ./bootstrap

EAPOIl CHEH CISNE MHSHK HH LS &2 2FIF LS.

Failed reading private key file /etc/raddo/certs/server.pem
error:06065064:digital envelope routines:EVP_DecryptFinal_ex:bad decrypt
rim_eap_tls: Failed initializing SSL context

rim_eap (EAP): Failed to initialise rim_eap_tls
/etc/raddb/mods—enabled/eap[17]: Instantiation failed for module "eap"

2.2 FreeRADIUS £ &

1) PAM, clRL 215

AEXI2 S 25 rootZ LSt 0] #H3E

]

Ct.

[root@localhost ~]# vi /etc/raddb/radiusd.conf
#user = radiusd

#group = radiusd

user = root

group = root

FreeRADIUS AtE2 AFEXSl & CIEELCI0 U= BaroPAMOIl HAIAoteAS root= ASioHOF StCt.

B M2 &M HZS <IoH log XIAIZ0IA /etc/raddb/radiusd.confE HEGHH FII 228 &3S

auth = yes
auth_badpass = yes
auth_goodpass = yes

PANS E43loted™ Jetc/raddb/sites—enabled/defaultES HHEGHOF SHCH. PAMO| EFMSICIES #PAM 2219

nurit O)xee.
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=M

T/

o

ol &l

o

Ct.

[root@localhost ~]# vi /etc/raddb/sites—enabled/default

#Pluggable Authentication Modules.
pam

FreeRADIUS 290! "auth_log"2t "reply_log"S &A435I610| It =4 (#) XM2IE MIHEC.

[root@localhost ~]# vi /etc/raddb/sites—enabled/defaul t

#
# |f you want to have a log of authentication requests,
# un—comment the following line, and the 'detail auth_log'
# section, above.
# auth_log
auth_log
#
# |f you want to have a log of authentication replies,
# un-comment the following |ine, and the 'detail reply_log'
# section, above.
# reply_log
reply_log
CiSut 20| PANS E43I5H| 2I6H0 /etc/raddb/mods—enabled/OlA PAME AZE 292 MAHSIHCL
| [root@localhost ~]# In —s /etc/raddb/mods—available/pam /etc/raddb/mods—enabled/
Ipvdaddr 2t secretE LS 20| HASHCE.
[root@localhost ~]# vi /etc/raddb/clients.conf
client localhost {
ipaddr = 127.0.0.1
ipvdaddr = *  # any. 127.0.0.1 = localhost
secret = baropam
require_message_authenticator = no
nas_type = other
}
0IF R PANCZ LIS &0] HABSHCH
[root@localhost ~]# vi /etc/raddb/users
DEFAULT Group = "disabled", Auth-Type := Reject
Reply-Message = "Your account has been disabled."
DEFAULT Auth-Type := PAM
2) Sl oI=
CtS1 201 SQLS &43516t)] I6t0 fetc/raddb/mods—enabled/HIAM SALE AZE 232 MAHSBHC.

nurit 0)KsA.,
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| [root@localhost ~]# In —s /etc/raddo/mods-avai lable/sql /etc/raddb/mods-enabled/

|pvdaddr 2t secretE LIS 20| HASHCE.

[root@localhost ~]# vi /etc/raddb/clients.conf

client localhost {
ipaddr = 127.0.0.1
ipvdaddr = *  # any. 127.0.0.1 = localhost
secret = baropam
require_message_authenticator = no
nas_type = other

}

Ol Xl MySQL/Mar iaDBE AI=2ot== FreeRADIUSS A SHC}. [etc/raddo/mods—available/sql IS CHSDt
20| HASHC).

driver = "rlmsql_null" => driver = "rlm.sqgl_mysql"
dialect = "sqlite" => dialect = "mysql"

MySQL/Mar iaDB2+ Sl &Sot== FreeRADIUSE &€ [ MySAL &2 JIEH2Z TLISE AMZStCH It
L QIBSME

A WI10IA = SS SME AESHA 22B& TS AdZ2 =4 X 2Istl.
mysql {

# If any of the files below are set, TLS encryption is enabled

#tls {

# ca_file = "/etc/ssl/certs/my_ca.crt"

# ca_path = "/etc/ssl/certs/"

# certificate_file = "/etc/ssl/certs/private/client.crt"

# private_key_file = "/etc/ssl/certs/private/client.key"

# cipher = "DHE-RSA-AES256-SHA:AES128-SHA"

# tls_required = yes

# tls_check_cert = no

# tls_check_cert_cn = no

#}

# If yes, (or auto and libmysglclient reports warnings are
# available), will retrieve and log additional warnings from
# the server if an error has occured. Defaults to 'auto'
warnings = auto

MySQL/Mar iaDB2| A2 HEE HFGH| o0 AW, ZE, 2701 & HIZHSO| =42 oMot 28
U B}

BA LT

# Connection info:

#
server = "localhost"
port = 3306

login = "radius"

password = "baropam"

# Database table configuration for everything except Oracle
radius_db = "radius"

nurit O)xee.
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| read_clients = yes

T8t Jetc/raddb/mods—available/sql Q| & RAEHS radiusd® HHZESHC}.

charp —h radiusd /etc/raddb/mods—enabled/sql

3) Wity 58

RADIUS TH2!E GIEGtTE Firewal [dE *&olOF BHCY.

RADIUSE OIZ0I ZE 18122 ALRSID HEOI ZE 18132 AIBSIDZ 0l24e ZE0IA ST
H o

OF StCt. FreeRADIUSE &XIotH &otH0 0] FIIE 22 RADIUS Ei® = 6180t Uis 382 &
StCt.

[root@localhost ~]# firewal |-cmd —permanent —zone=public —addpor t=1812/udp
success
[root@localhost ~]# firewal |-cmd —permanent —zone=public —add-por t=1813/udp
success

o,

rr

[root@localhost ~]# firewal|-cmd —add—service=radius —permanent
success

T

H3E At

0
o

HEotHAH YstEHS Al 26| 2IotK oioF TS ¥4

o
[
02
ro
Q

[root@localhost ~]# firewall-cmd —reload
success

) Bt firewal l-cmd X Al

[root@localhost ~]# firewal l-cmd
usage: see firewall-cmd man page
No option specified.

[root@localhost ~]# firewal|-cmd —zone=public —permanent —add—por t=21/tcp
Firewal ID is not running

1-1. &
[root@localhost ~]# systemct| status firewalld
* firewalld.service — firewalld — dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service: disabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:firewal ld(1)

1-2. 2
[root@localhost ~]# firewal l-cnd —state
not running

nurit O)xee.
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2. firewalld &X[=+0l

[root@localhost ~]# yum list installed firewalld
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: ftp.daumkakao.com

= epel: ftp.riken.jp

* extras: ftp.daumkakao.com

* updates: ftp.daumkakao.com

* webtatic: sp.repo.webtatic.com

Instal led Packages

firewal Id.noarch 0.4.4.4-6.el7 @oase

3. W2IX AHHI
[root@localhost ~]# yum remove firewal ld.noarch

4. firewall Xl
[root@localhost ~]# yum install firewalld

5. firewal| &/
[root@localhost my.cnf.d]# systemct| start firewal Id

6. firewall AEH =t0l
[root@localhost my.cnf.d]# systemct!| status firewalld
* firewalld.service — firewalld — dynamic firewal| daemon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service: enabled; vendor preset: enabled)

Active: active (running) since Tue 2018-01-30 17:12:19 KST; 4s ago

Docs: man:firewal ld(1)

Main PID: 21620 (firewalld)

CGroup: /system.slice/firewal ld.service

*—21620 /usr/bin/python —Es /usr/sbin/firewalld —nofork ——nopid

4) S AIZS 2I8 RADIUS MHIAE M4

NS

>_

=2 915t RADIUS MHIAS MABICH

[root@localhost ~]# systemct!| enable radiusd.service
Created symlink /etc/systemd/system/multi-user.target.wants/radiusd.service =
/usr/1ib/systemd/system/radiusd.service.

5) Authentication server &3

0ll) OpenVPN2l Authentication: RADIUS && &tH

nurit O)xee.
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* Enable RADIUS authentication: Yes, Authentication Method: PAP, Shared Secret: baropam
(PAP, Ppassword authentication protocolassword Authentication Protocol)

0ll) Sophos SSLVPNS| Authentication server 8& slH

Edit external server -

* Shared Secret: baropam

0ll) FotiGate SSLVPN2l Authentication server && &tH

nurit O)xee.
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tr Cmy A

& Fur -2
Doty m wrtiale -
T

- User & Authentication

* Authentication Mechanism: PAP &1€H, Secret: baropam

0ll) Beyondtrust Password Safell Authentication server && 3tH

Beyondinsight  Configuration (235
B sepenitom e 14
RADIUS < Creme New RATIUS Allas
o © o
e 4]
e [+]
e

* Authentication Mechanism: PAP, Initial Request: Forward User Name and token &E&H,
Secret: baropam

0ll) Cisco SSLVPN Authentication: RADIUS settings 3HH

nurit -0~ O)x=e.
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BaroPAM

Radius Settings Help
E Rodius Users | Test

Global RADIUS Settings

RADIUS Server Timeout: [ 3 (seconds) (Range;1-60, Defaul: 3)

Rewries: E (Range:0-10, Defaut:2)

Radius Servers

Radius Servers: (1=

Primary Server

IP Address: | 10.74.10.194

Shared Secret e {Length' 110 64 characters)

Port Numbear | 1812 (Range:1-65535, Default. 1812)

Secondary Server

1P Address: (107410193

Shared Secret: [ ot {Length: 1 10 64 characters)

Port Number: L1812 (Range:1-65635, Default:1812)

LN [ Concel |

* Shared Secret: baropam

nurit

O)K=4.
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3. BaroPAM &X| & &3F

BaroPAM”E‘E&'._ RZ EEiﬁE(Zero Trust) 20t B HBT}AO| 2o 245 %
Z)0| Zest Crest 2 MM OHZ2IAH0IEN =L =& 24t p)
9’“ DS (PAM, Pluggable Authentication Module) HAlIS J|EIOZ h= EO._FOH ZIHSE MFCIAl

& 3¢H o1E £2E0|CH

—_o 2T -

HU
_Iﬁ
OII
1 40

|’0II

I VR (T SR [
} ‘ '
E 847 242 : ‘ Application server -
‘ IS, NodelS, WAS
- ( ) BaroPAM
. (Agent)
CP(Credenval Prownder) / (dll, jar, so)
PAM(Pluggable Authenticaton Module)
(Windows, 714 #0S, Linux/Unix) :
1
l ------- ¥
IHA

(Windows, A2 ZE0OS, Linux/Unix)

M= JI2EH2Z PAN 2| XIJF BFEAl AXIEH JANOF SHCH AX| &eI2 CS
g Corer s AXIEI UK E2™ Redhat HIZS "dnf -y install *pam+" 12
"sudo apt-get install pam" ¥ E AXIotH &L

[root]# rpm —ga | grep pam
pam_smb—1.1.7-7.2.1
pam_passwdgc—1.0.2-1.2.2
pam-0.99.6.2-14.e15_11
pam_krb5-2.2.14-22.el5
pam—-deve|-0.99.6.2-14.el5_11
pam_ccreds—3-5
pam_smb—1.1.7-7.2.1
pam_pkcs11-0.5.3-26.el5
pamdevel-0.99.6.2-14.e15_11
pam_passwdgc—1.0.2-1.2.2
pam-0.99.6.2-14.el5_11
pam_ccreds—-3-5
pam_krb5-2.2.14-22.el5
pam_pkcs11-0.5.3-26.el5

Rednat HIZQCl B "Selinux"= "Security Enhanced Linux"2l 2AtE2 JIE22 2IsALZL HE FHHt 2
OHMzHE HIZot=0l, U FoY LIMX 45t Cl JAS PR Bot2HZE 2Ha A BaroPAMO| OFEIE
20| &A4(Failed to open tmp secret file "/usr/baropam/.baro_auth~" [Permission denied])&tCt. ZleH

nurit 0)KsA.,
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fob

A SHOHSHH CHE20| HIZHASHSELINUX=enforcing — disabled)StC}.

ML
I

[root] /etc > vi /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing — SELinux security policy is enforced.

# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.

SELINUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted — Only targeted network daemons are protected.
# strict — Full SELinux protection.

SEL INUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes

SETLOGALDEFS=0
2 M8 TIX 2o MELS o M0l €
T BI5) HYE LBS B0 A2 B (1S9 FHNS A

FEES ot &1 M & eHOIZ0
u;

BaroPMM OI= RES LI22E & &XIol)| folA root HECZ F&6H £ DES U22E 2 &EXloh)]
st CI2ER|(/usr/baropam)S CISDF 20| MM SHCH

| [root1# mkdir /usr/baropam

BaroPAl 252 U22E Y AXIGH| A8 CIAER|Q ATHSIDI, MD|, AEH)S TS 201 S

| [root]# chmod 777 /usr /baropam

BaroPAM 215 25°| LI22E0t 22 &M tar M2 A=S oMol e UsS 20,

| [root] /usr/baropam > tar —xvf |ibpam baro_auth-x.x.tar

BaroPAM 215 25°2| == ol XISt baropam CIZECI0 TS &2 BaroPAM 2t 2=0( H&=ICH

[root] /usr/baropam > Is -al

2 180

drwxrwxrwx 7 root root 4096 8& 23 09:59 .
drwxr-xr—-x 17 root root 4096 2& 10 2017 ..

nurit O)xee.
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BaroPAM

-r—r—r— 1 root root 8 3& 24 2021 .baro_acl
-r—r—r— 1 root root 305 78 2 14:41 .baro_auth
-r—r—r— 1 root root 290 63 30 12:55 .baro_curl
-r—r—r— 1 root root 287 2& 28 12:19 .baro_sql
—rwxr=xr-x 1 root root 69149 4& 6 19:12 baro_auth
—rwxr=xr-x 1 root root 65072 6& 29 16:36 baro_cur |
=Twxr=xr=x 1 root root 57074 2& 28 12:18 baro_sql
drwxr-xr=x 2 root root 4096 7& 20 2021 jilee
-rwxr—xr-x 1 root root 152649 62 9 08:19 pam_baro_auth.so
—rwxr=xr-x 1 root root 116158 6& 30 12:54 pam_baro_cur|.so
—TWXr=xr=x 1 root root 170863 2& 28 12:18 pam_baro_sql .so
-rw-r—r— 1 root root 221 68 27 15:59 setauth.sh
-rw-r—r— 1 root root 150 6& 29 16:29 setcurl.sh
—rw-r—r— 1 root root 180 2& 28 12:19 setsqgl.sh

3.3 BaroPAM &4 &3 W MA

1) PAM 1= (.baro_auth): &3 &3 H2E Filell] &3

BaroPAM &t A& IS baro_auth 2 1S ASHGI BIEAl MAHGH=0I, BaroPAM 215 22| C|E
E2192! Jusr/baropam 20l RAXIGIE=S SHC}.

B4l

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —-A acl_type —a
acl_filename -S secure_key —s filename

IR LT

BaroPAM SHHEAX mMaol & &0 CHet LHEe2 TS 2.
=8 &9 PPl HI
-1 | €32 2I=3|9 HIEH34=(1~10) 3
R | €32 2I=3|9] HISHAIZHZE, 15~600%) 30
-t | €32 Q=39 AEFII(X, 3+60x) 30
&« | €32 OQIE3|9 oI=tAl(appl, app256, app3s4, | app512
app512).
- | ESHE4H Mo A4S3H ({2 (yes or no) no
-A | 2} CI=0IA SlE(allow) = M2 (deny) & Xl &EH deny
-a | 2xt 2IE0A SiZ(allow) = M2 (deny)S HIZO CH | /usr/baropam/.baro_acl
SF ACL MM (IMY HI2ASH2 444)
=S | BIEAl HIHOIAM XMIZots Secure key(2tOol A 31) j gl cHoVadpj 7b4PzBpM2D i | eBvmHFV/
-S| BaroPAM EAAEA IS MHS C|HELIE ESHst Tt | /usr/baropam/.baro_auth
o
ZF9|) -s S filename= BaroPAM EHAEH [IYUS MHE CJHELIS EEs I H(IY H2AE2
444)0|C}.
A 0l)
[root] /usr/baropam > ./baro_auth -r 3 -R 30 -t 30 -k app512 -e no -A deny -a
/usr /baropam/.baro_ac! -S jIqlcHoVadpj7b4PzZBpM2Di |eBviHFY/ —s /usr /baropam/ .baro_auth
otok HIADICH BaroPAM &t AFIIAS 242t 8Xol=s HR dlY HE SR H56H &S RISHSHT.
nurit -1 Ozt
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(Not root)

[root] /usr/baropam > ./baro_auth -r 3 8 30 -t 30 -k app512 -e no -A deny —a ~/.baro_acl -S
j lqlcHoVadpj 704PzBpM2D i | eBviHFV/ —s ~/.baro_auth

1) Your emergency one-time authentication keys are :

S= 238 83|= 232 0IE3| MAIICl BaroPAM Y2 AIRE £ g2 [ 248 LE iHIsHH
SSH MH Ol CHAl SHAIAGHED AFRE 2 e E50] Jisst Super 21531 0122 HEDH =2 = A
0l £Ck.
2) OIS0l LI2= 220 HolAd=E 25 "y'E U6,
"/usr/baropam/.baro_auth" IS LHIO0IESIAIZISLII (y/n) y
E2HXH(man-in-the-middle) S2S OI2& 24010t (y/n) vy
BaroPAM &8 && WOl baro_authtl &8st LiE2 CiS1 ZCt.
[root] /usr/baropam > cat .baro_auth
" AUTH_KEY
" RATE_LIMIT 3 30
" KEY_METHOD app512
" CYCLE_TIME 30
" SECURE_KEY j lalcHbVadpj7b4PzBpM2Di | eBvmHFV/
" ACL_NAME /usr/baropam/.baro_acl
" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
15364353
54649370
84342192
BaroPAM StEA& A T2 Ql baro_authll &8 =0 OISt Ws2 st 20
d= &9 3t HIZ2
AUTH_KEY ol R2XHDH)
RATE_LIMIT 232 o1E3|9 HISHE2=(1~10), MIStAl | 3 30
2H(ZE, 15~600%)
KEY_METHOD 232 QIE3|9 olE8tAl(appl, app256, | app512
app384, app512)
CYCLE_TIME A3 E 0IEI|9 2ASFI|(x, 3~60x) 30
SECURE_KEY BIEAl HIHOA HMZ6k= Secure key(et | jlglcHoVadpj7b4PzBpM2Di |eBvmHFY/
Ol&A 3))
ACL_TYPE 2z CIES0AM odlE(allow) L= M2 | deny
(deny) ?&
ACL_NAME 2x OIS0 518 = MAE AHEOl Of | /usr/baropam/.baro_acl
St ACL Filename(IlY HI2AES 444)
DISALLOW_REUSE | =2+AHman-in-the-middle) 22S 0ll2f& | DISALLOW_REUSE
or Z22= "DISALLOW REUSE'S &Xsh 2 &
ALLOW_REUSE 3g 2332 2ESFI| S22 CIE AMS
Ao 2701 8 £ gloM, otk 5i88 &
= "ALLOW_REUSE"S & ST,
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2) PAM Q1= (.baro_sql): &F &F HEE MariaDBOl &

BaroPAM &t A& HEII =Mot= Mariadb@t H=6H)| I8 8% 2= baro sql oz )gs A6
BIS Al MA5t=0l, BaroPAM 1= 2=2| CI2E2|Q! Jusr/baropam 20 IXIGI=S SHC.

Al
| baro_sql —H hostname -u username -p password -d doname -P portno -e encrypt_flag —s filename

BaroPAM SZ&E W €8 SE0 HE WE= UsHt 20

=4 &9 A Bl
-H | MariaDB MH2 SAE 0|8 L= IP =& nurit.co.kr
-u | MariaDB AIZXt 0l nurit
-p | MariaDB AFS XISl HIZHS baropam
-d | HZE MarialB 0l baropamdob
P | MariaDB AlHHQl ZE ©#S 3308
- | SHE4N Weo 2535 ({2 (yes or no) no
-s | BaroPAM SHHEAN MUS MAHS C|AERE &S TIYUH /usr /baropam/ .baro_sql
F9|) -s SH2| filename= BaroPAM EHZ &N [IIY2 MHE C|HELE EEEH I (TIY F=As2
444)0|C}F.
A= 0ofl)

[root] /usr/baropam > ./baro_sql -H nurit.co.kr —e no —u nurit —p baropams —d baropamdb —P 3306 —s
Jusr /baropam/ .baro_sql

1) Sl U= 23S0l talA=
"/usr/baropam/ .baro_sql" It

i

BaroPAM & £& WHQl .baro_sqlOll €88 UHE=2 US4 2L

[root] /usr/baropam > cat .baro_sql
" AUTH_KEY

HOSTNAME nurit.co.kr

USERNAME nur it

PASSWORD baropams

DBNAME bar opamdb

PORTNO 3306

RATE_LIMIT 3 30

KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j IalcHbVadpj 7b4PzBpM2Di | eBvmHFV/
ACL_TYPE deny

M|DDLE_TYPE DISALLOW_REUSE
MIDDLE_T IME 58014762

ENV_TYPE share

BaroPAM SHE& X LIHQ! .baro sglll &8 &=0 Uist LiE=2 G 20t

a5 &9 HAEgt HI:2
AUTH_KEY = PEAHDH)
HOSTNAME MarlaDB AHe SAE 0|18 L= IP T4 nurit.co.kr

nurit O)xee.
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IR LT

USERNAME MariaDB AFEXF 015 nurit
PASSIWORD MariaDB AFES XS] HIZHS baropam
DBNAME HAZE MariabB OIS bar opamadb
PORTNO MariaDB MH2 ZE HS 3308
2 LHXl= LIEE2=2 AMEE
3) cURL Q1= (.baro_curl)
curl® HEE "client RL"S UEols AO2 1997EH0 HS SAIZIUCH. = S2H0IMEI AJEEZMN
MEHO CIOIEE RF 6= A2 2 BaroPAM2 cur | 2 http/https &0 Ues LIS AIOIEE S=0610] 21sS
QAESHCE.
BaroPAM &t A& IS baro_cur| 2 1SS ASHGI BIEAl MAHGH=0Il, BaroPAM 215 2=2| CI&
E2192! Jusr/baropam 20l RAXISIE=S SHC.
E4)
baro_curl —r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —H hostname -u
auth_ur| -s filename
BaroPAM EtZEAN IHao 4F &M Ui Liee CsS 2.
=2l &9 A X gt HI2
-1 | €32 2I=3|9 HIEtE4=(1~10) 3
-R 23| 01E3|9| MISAIZH =, 15~600x) 30
-t a3l 21F3|9 IEFI|(=, 3~60=x) 30
-k | L3lg QIBI|9 ClESLAl(appl, app256, app384, | app512
app512).
- | SE4H o 253 2 (yes or no) no
-H | ABie SAEH (uname -n) nurit.co.kr
-u | 88 WLE SAEH(hostname), AEX  HA | http://1.23.456.789/baropam/web/r
(username), ©QI=ZD|(cycle_time), <3l® QI=3]| | esult_curl.jsp
(auth_key) S92l OiclOIE DI Z&E &=
-s | BaroPAM EtPAEA WIS MAMS C|2E|E ZEs 1O} | /usr/baropam/ .baro_cur |
oH
ZF9|) -s SH2 filename= BaroPAM EHAAH [IYS MHE ClHELS EES INRHE(IMIY 2RSS
44)0|04, Bt MBS SAEH (hostname)0l LXK 2= AR BaroPAMO| HAIROR R=EC|X| LS 4=
QOL|, SAEH (hostname)Jt HALE AR BIEAl H HAFO| oY &=201 S+HaH0F StCt
AZE 0l)
[root] /usr/baropam > ./baro_curl —r 3 R 30 -t 30 -k app512 -e no H nurit.co.kr —u
http://1.23.456.789/baropam/web/resul t_cur | . jsp
1) CI20 LU= 220 oM 25 "y'E a6,
"/usr /baropam/.baro_cur |" S AGI0IESHAIASLIDF (y/n) y
=2+ Hman-in-the-middle) 22S I 24Q10} (y/n) v
BaroPAM &t& A& WOl baro_curl 0 &8st LHE2 Cst 0.
| [root] /usr/baropam > cat .baro_cur| |
nurit - 16 - Ozt
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AUTH_KEY

RATE_LIMIT 3 30

AUTH_URL http://1.23.456.789/baropam/web/result_cur | .jsp
KEY_METHOD app512

CYCLE_TIME 30

HOSTNAME baropam

DISALLOW_REUSE

BaroPAM StHAAA THQl baro curll &8 =0 OISt Ws2 OISt 2CF.
d= &9 Sk Bl
AUTH_KEY ol R2AHDH)
RATE_LIMIT 23 015319 MsetE2(1~10), HSHAIZH(=E, | 3 30
15~600=)
AUTH_URL SEE WRLE SAEYH(hostname), AFREXF HEA | http://1.23.456.789/barop
(username), 21=ZD|(cycle_time), L3l Q1S3 | am/web/result_curl.jsp
(auth_key) S92l I2H0IED} ZEIEH S5
KEY_METHOD 238 2IEI|9 QIELAl(appt, app256, app384, | app512
app512)
CYCLE_TIME 2U3|g 21EI|9 AEFI|(E, 3-60x%) 30
HOSTNAME NHS SAE™H (uname -n) nurit.co.kr
DISALLOW_REUSE | =2tKHman-in—-the-middle) Z2AS Hl&s H2= | DISALLON_REUSE
or "DISALLOW_REUSE"S &ASH 2 L3 E 91339
ALLOW_REUSE IEFI| Sot2 e AMEXDF 2101 & = gle
O, orek 5i2g 2= "ALLONAREUSE"'ES &H &t
Ct.

3.4 BaroPAM && &

0z

1) PAM QI5: &3 HF ZEE Filelll &3

BaroPAM 22 &&GH)| fIHAM radiusd WMl &&ot= Y2 Clsk 201 & Ao =6 =0
[root] /usr/baropam > vi /etc/pam.d/radiusd

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

&2 secret LIt2t0IEl= BaroPAM SHZA&E IY, encrypt LictD|IE = BaroPAM SHE & A THQl S35}
Z2i(yes or no)E HEASHL.

Orek - HAODICH BaroPAM 2t EX IS 22t &HGl= AR BaroPAM 2= &2 &61)| fIoHA radiusd I
i A6l Y2 CSF 20| = A'SH0 =6l =Ct

[root] /usr/baropam > vi /etc/pam.d/radiusd

H#%PAM-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=${HOME}/.baro_auth
encrypt=no

HEDICH BaroPAM &tH EXTIY S 22t A&GHA 210 E& CEE2|0 HEZEZ BaroPM &t &I
S U2 8Fot0X ol A< BaroPM 2ES EAol)| RloHAl sshd M0 £&ote g2 Ol &2

nurit O)xee.
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i Z=Ct.

HA

ol

ol =l

Arciof i

O =

[root] /usr/baropam > vi /etc/pam.d/radiusd

#%PAM=1.0

auth required /usr /baropam/pam_baro_auth.so  forward_pass
secret=/usr /baropam/radius/.${USER}_auth encrypt=no

Tz )HEE ?oiA= PAMOIA forward_pass &= At

filezillaX& "Interactive process'Jt ==t
£ 20| YH5t=F ot= =0l SiC 0l &=, openssh
[ |

Eot0 &= Y= A0l S22 L3|E 2S3IE

ﬂ]U ron

clientlt Windows2l ROP(Remote Desktop Protocol), Radius, filezilla S E$ Ol Y=Z o= =%
ol SiCH.
SSL VPN - User Authentication
Usemame
Password
Cancel

forward_passS 0|26l &S 2 23ZH(Password: )0l &S2t 20| 3|2 QISI|E UHE HL, Ad5E A
AN 25l 2o 20| OI0Al 23l QIE3|E HslH =L S S0 2SI} "paropam” 0|10 232
OI=3I(JF "123456" 0|2t "baropam123456"'2 = 2126t =ICH.

forward_passE O|26lH 0152 2RI o= SR 22 MUIAN 2-factor 2152 JisotH & %= UCH.

2) PAM QI5: &3 HZF HEE MariaDBOl &3
BaroPAM 2= Z&0H)| ?IoHAl radiusd W0l £€&8ot=s 22 LSt 201 = JEH0 2=l =C.

[root] /usr/baropam > vi /etc/pam.d/radiusd
auth required /usr /baropam/pam_baro_sql .so forward_pass secret=/usr/baropam/.baro_sql
encrypt=no auth=radiusd

212 secret Wtet0IE{= BaroPAM SHE&E MY, encrypt LictOIEf= BaroPAM SHEAE IHel 2535
Z2i(yes or no)E &XsSHCE.

filezillaXI& "Interactive process'Jt 2Jls8t Z2HES olA= P OHH forward_pass &= At
2510 &S A A0 252 L3E 2SIIE 20| LHEGIEE ot= =0l SICH 0] B, openssh
clientlt Windows2| ROP(Remote Desktop Protocol), Radius, filezilla S E$ Ol Y=Z2 o= =

2%

Ol SiCt.
SSL VPN - User Authentication
Usemame
Password
Cancel

nurit O)xee.
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forward_passS 0|26l &S 223&H(Password: )0l 252t 20| 232 QISI|E UHE HL ASE ¢

AN 25l 28 20| OI0Al Y3l QIE3|E UHEslH =L S S0 2SI} "paropan” 0|10 232
OI=3(JF "123456" 0l2tH "baropami23456'S = 21&46tH =L},

forward_passE O|E26tH CIES ZRZ o= WERE2 MUIAN 2-factor Q1SS JtsotH & &= UL

3) cURL 21

BaroPMM 2= &&6H)| fIoHA radiusd I SOl &&6t=s 2SS G 20| & A ol =Ct

[root] /usr/baropam > vi /etc/pam.d/radiusd

auth required /usr /baropam/pam_baro_cur | .so forward_pass secret=/usr/baropam/.baro_cur |
encrypt=no
212 secret It2t0IE{= BaroPAM SHE&EE WY, encrypt Ii2t0|E = BaroPAM SHEAEE IS 2455
Zcii(yes or no) &A&SHCE.
filezillaX& "Interactive process'Jt 2Jls8t T2 )HES FolAl= PAMUIA forward_pass S&S At
2510 25 2 A0 252 32 AEIE 20| LHOIEE o= =520l SiCH 0l 22, openssh
clientlt Windows2| RDOP(Remote Desktop Protocol), Radius, filezilla S F.’.% Ol A2 ol =5t
Ol SiCt.

SSL VPN - User Authentication

Usemame

Password

Cancel

forward_passE 0|25t &5 22 & (Password: )0l 252 200] 23| 2ISI|E s AL, AsE ¢
XN st B8 Q0] 0I0Al Y3l 2ISI|E olH ST WE =0 2SI} "paropam” 0/11 23S
OIE3(JF "123456" OlctH "baropam123456" 22 245tH &Ik
forward_passE OI26tH 0152 ZRZ o= HWEE2 MHIAN 2-factor 2152 JIsSoHHl & == UCH
3) ACL(Access Control |ist) &3
1) PAM QIS(&HH &A HEE Filelll £H)0! A2 BaroPAM 2 AFZ Al 2%t QIS0 MIQIE HH>
St ACLOIl MI2I5HOF St= 2 < BaroPAM &t & Al &3St CI2NEC|0l ACL IS M8 = AT HE
£ OIS 20| st (.baro_aclOll CHEH I M2ASHS 4442 SFolOF SHCE.)
[root] /usr/baropam > vi .baro_acl
barokey
baropam
2) PAM QIS(8tH &3 HEE MariaDB0l £3)Ql A= Mariach2 ACL £& HIOIEZ AFZ0HOF SHCE.

4) NTP(Network Time Protocol) &%

nurit
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BaroPAI2 AIZH SDI5H 40122 MBS AII0| BT AT} CHE 22 YBIS 21S310 N2 2RI
RLOLK MHOI 20912 23t LI} e 4 2

20l= ZEXAH0N CHEE AlRE SOISHENS M AR SI15H g
OIZ5t0 root HIENIA AIAES AIZE B A2 23S =

| Moz NTP INIIRIDF BIEAl XIS UANOF 8L &X| &ol2 O3l ¥
HHE ASGI] OIS, 0FeF XTI UK X2 Redhat, Cent0S 8 Ola HHAES "yum install ntp"
12]= "sudo apt—get install ntp" ZE 0= &EXIctH ECH.

[root]# rpm —ga | grep ntp
ntp—4.2.2p1-18.el5.centos
chkfontpath-1.10.1-1.1

NHIAE AH 28 Al AIRZZ080 S5 € ntp 243t 0F &el2 UsS) &

Mo
02
o0
=)
Hy
o
o

[root]# chkconfig ntpd on
[root]# chkconfig —list | grep ntp
ntpd O:oHMl 1:oiMl 2:84d 384 4.24 5:84d 6:0iAl

chkconfig 0|26t AH S2€Al ntpd HI2 43 2 &0l 3, 5 level 0fl of f(GHHI)
= SAICA L=C s 245kl falAE 3, 50l on(E4)o=2 St 22 HIEW2 HAWMNOF &t
Ct.

[root]# chkconfig —level 3 ntpd on
[root]# chkconfig —level 5 ntpd on

LEL2UA 251D U= NTP Adls TS 20

server kr.pool.ntp.org
server time.bora.net

LelLetN 2SE D A= NTP AHE ntpd CIE2 2HE 98 &8 WQ! "/ete/ntp.conf" 0l TS &
0l &€& s&tCt.

[root]# vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server 0.centos.pool.ntp.org

#server 1.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

#server 3.centos.pool.ntp.org

server Kkr.pool.ntp.org iburst

server time.bora.net iburst

iburst S22 232 58 2322 SJIs ot=ll Zele Al2ts A =03 .

rr

=2
=

[ﬁ

ald

ntpd Ol &8 fIgt &80 ELIH BtEA| NTP £30] MUz FIIEI[=A &olst = NP U292
Restart &0| BtE Al 2 010,

| [root]# /etc/init.d/ntpd restart

nurit O)xee.
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ntpd A2 E0I2 CISTH 22 HYOIZ =I® 4 UCH

[root]# ntpa
remote refid st t when pol| reach delay offset jitter

static.betaidc. 106.247.248.106 3u 7 64 1 2.884 287.718 0.001

time.bora.net . INIT. 6u - 64 0 0.000 0.000 0.000
183.110.225.61 . INIT. 6u - 64 0 0.000 0.000 0.000
LOCAL(0) .LOCL. 101 4 64 0.000 0.000 0.001

1
* ZAIE ip O ST AIFS Db U= ntp MHE

M= JI2H2Z NTP M2 XIDF BFEAl X0 JANO0F SHCH. &X] &2 Us2 ¥
= orer AX|T/0 UKX LOH Redhat, Cent0S 8 Olak HHEZ "yum install

[root@aropam ~]# rpm —ga | grep chrony
chrony-3.5-1.e18.x86_64

SeltetiiA 2S &0 A= NP A= St L0

server kr.pool.ntp.org
server time.bora.net

SelLetiid 2E 51 U= NTP AHE ntpd Ol2 &HE 918t &3 WQ! "/etc/chrony.conf' 0l CHS1t

[root@aropam ~]# vi /etc/chrony.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#pool 2.centos.pool.ntp.org iburst

server Kkr.pool.ntp.org iburst

server time.bora.net iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtcsync

# Enable hardware timestamping on all interfaces that support it.
#hwt imestamp *

# Increase the minimum number of selectable sources required to adjust
# the system clock.
#minsources 2

nurit O)xee.
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# Allow NTP client access from local network.
allow 192.168.0.0/16

# Serve time even if not synchronized to a time source.
#local stratum 10

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

# Select which information is logged.
#1og measurements statistics tracking

ntpd Ol 282 ?I8 €380

0| ZLIH BIS Al NTP 80| MItHZ F=ItE ™A
Restart &A0| BIEAl 220 =

| Xl Eolst = NTP HI=22
tCE. (chrony MHIA AR & 2EIA S )

[root@aropam ~]# sudo systemct| enable chronyd
[root@aropam ~]# sudo systemct| restart chronyd

ntpd AlZ2t &0l2 CS &2 80z &0l

Jo
o

= UL

ro

Al2IS B2 = AW 2IAE / chrony.conf MU0 S=6t server 2IAE)

[root@aropam ~]# chronyc sources
210 Number of sources = 2
MS Name/IP address Stratum Pol| Reach LastRx Last sample

“x ec2-54-180-134-81.ap—nor> 2 6 377 43 -349us[-1059us] +/- 24ms
"~ time.bora.net 2 6 377 42 +1398us[+139%8us] +/- 90ms

ARIE 20 2= AW E2)

[root@aropam ~]# chronyc tracking

Reference ID : 36B48651 (ec2-54-180-134-81.ap—nor theast—2.compute . amazonaw)
Stratum 03

Ref time (UTC) : Sun Mar 22 07:07:43 2020

System time : 0.000130027 seconds slow of NTP time
Last offset : =0.000710122 seconds

RMS of fset : 0.000583203 seconds

Frequency 0 19.980 ppm fast

Residual freq : +0.142 ppm

Skew © 3.235 ppm

Root delay 1 0.013462566 seconds

Root dispersion : 0.017946836 seconds
Update interval : 65.0 seconds
Leap status . Normal

ES
o

i

AlZH &HEH JIst

nurit O)xee.
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[root@aropam ~]# timedatect| status
Local time: Sun 2020-03-22 16:08:45 KST
Universal time: Sun 2020-03-22 07:08:45 UTC
RTC time: Sun 2020-03-22 07:08:44
Time zone: Asia/Seoul (KST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

5) BaroPAM 241} BaroPAM & AMOIE

Q3|2 0IZ3| LAI|Ql BaroPAM 2| QIER0|E EE IR2E
(https://play.google.com/store/apps/details?id=com.baro.pam)= P22 "Play AEH"0IA OIOIZE &
2 =2 "App store"OlM JIsold, EXl= Lt o] X2t SLUGHCE.

KT446 @« 4 & N eSS N2 e

< Baro PAM <

908902

S2|OtOIE| / App Mt ]

1]} (@)

BaroPAM 2 (Ct==201= Z21} OI0IZE )0l SHIDF 2A Al ABIAS] SH0| LAoHA] LEZ= BaroPAM &
AFOIE (www.baropam.com)S SollAE MUHIAS MIZ8HC
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4. MySQL/MariaDB &X & R4

=

4.1 MariaDB & X

[root@localhost ~]# dnf —y install mariado—server

MariaDB £X HH0| ¥z EUH S &

ro

HBNHE A0 MariaDBE JIsAIZ2ICH.

[root@localhost ~]# systemct!| start mariadb

MariaDB2t &M MBEl= AJEEES A MariadB 22 SHES JH&GH| fI8 & JHXl SHE &l
OF &t

[root@localhost ~]# mysql_secure_installation

LEO| TFIEIL HAIZM, HIZHSE H8set A2 22= R IELZEJ HAIDY Enter JIE FE

Ct.

Enter current password for root (enter for none): Enter

CS2=Z M root HIZBSE A AQIX| &0Qlotl) A6 HIZHSE £FEH.

Setting the root password ensures that nobody can log into the MariaOB
root user without the proper authorisation.
Set root password? [Y/n] y
New password: baropam
Re—enter new password: baropam
Password updated successful ly!
Reloading privilege tables..
. Success!

=222 0|0 Xl= ZSZE0 ol Enter 21E =2018F ot =Lt

1o

g AMEXE NS

Remove anonymous users? [Y/n] y
. Success!

root 2015 AL S{EGHA| L=Ct.

Disallow root login remotely? [Y/n] y
. Success!

HAE CIOIEHIOIAS XIS

Remove test database and access to it? [Y/n] y
- Dropping test database...

. Success!
— Removing privileges on test database...

nurit O)xee.
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. Success!

st HIOIZ Al 2 E8HCY.

Reload privilege tables now? [Y/n] y
. Success!
Cleaning up...

4.2 MariaDB 4

1) PAM QIS 8H X NMYUE MariaDBOl &&

BIX FreeRADIUSONl CHEH CIOIEAHIOIARE GIOIEAHIOIA ALEXE Mast CHS CIOIEHIOIASt BIZBS 2
AYEL = AMEXNE MY

0fl)

Database: baropamdb

User: nurit

Password: baropams

ALZXRL HIZHSE JAote (2 HitE &= JAKXICH g2 HESHH b3 H LSl =3HE 280 F=2E
J|2040F SHCY.

root = MySQL/MariaDB 2&0 HAHASHH AIZSHCH.

[root@aropam /]# mysql —uroot —p

Enter password: baropam

Welcome to the MySQL monitor. Commands end with ; or Q.
Your MySQL connection id is 10

Server version: 8.0.26 Source distribution

Copyright (c) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or 'Wh' for help. Type 'Wc' to clear the current input statement.

(=)
gy 4o

02

Gt GIOIEHIOIA X ALZXE MY

o

Ct.

Mar iaDB [(none)]> CREATE DATABASE baropamdb;

MariaDB [(none)]> CREATE USER 'nurit'@'localhost' IDENTIFIED BY 'baropams';
MariaDB [(none)]> GRANT ALL ON baropamdb.* TO 'nurit'@' localhost';

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> use baropamdb

&) AN M MarialBES st

MariaDBE EH0IA E=5otdH A 23 M =F 1t CIOIEHI0IA A=A Aet &3, 12l gats 4

nurit O)xee.
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A Ml JHK =2 SHHIE HHMOF StCt.

(D MariaDB & W =X

MariaDB= JIE2ECZ Eots ol 22 (127.0.0.1)HIACH E£2 51E0t== & QUL

2t o=z /ete/my.onf, /etc/mysal/my.cnf, S= /etc/mysql/mariadb.conf.d/50-server.cnf SOHIA &
(@)

AN Mes 210 [mysqld] 2E&EWA bind-address &S &0 =&

o

Ct.

HH 22 B o8)

# bind-address = 127.0.0.1 <— 0| 22 ®O0IM F& XcI5tHLE OteHet 20| BE
bind-address = 0.0.0.0

0.0.0.022 £&olH AMbiel 2= UIERD AEHO0IAE Sof 822 ©

el

=
=]

o

Ct.

Z2Z= HEoH)| ol MariabB MHIAS THAIZEHCEH

sudo systemct!| restart mariadb
&= sudo service mariadb restart

@ A = A=A HE 2o

23 It =& =, HOIEHoIA XHNINA &3 855 5i&ctks AlEX HE S ddstiiLt JIE AF
ets S 0oloF 8Tt

ol S AZXH 'newuser ') 2E IP(%)0IA &6t 22 GIOIEHIOIA(x. %) 0l TS &
bS

1=

MBS 212 Fz ALK M4 U st 201)

GRANT ALL PRIVILEGES ON *.* TO 'newuser '@'%' IDENTIFIED BY 'your_password';
FLUSH PRIVILEGES;

orok J|

(e

Iy

AFERH('root )OI 2 IP(C%)0IAS B 2SS RO5Y)

GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY 'root_password_if_changed';
FLUSH PRIVILEGES;

S3 IP('192.168.1.100" )2+ 51E5teAH)

GRANT ALL PRIVILEGES ON *.* TO 'newuser '@'192.168.1.100" IDENTIFIED BY 'your_password';
FLUSH PRIVILEGES;

MNH RISl 230l MariaDB EE (D284 3306/TCP) 22| 21 HHS XtHtotl US & AUCH.

Ao ILE 51 ALS S LS (0 firewalld, ufw)oll et HHRUH= etd

O

b

nurit O)xee.
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Firewal Id2 At256t= Z<2(Cent0S, RHEL S):

sudo firewall-cmd —permanent —add-por t=3306/tcp
sudo firewall-cmd -reload

UFWE AlZodt= 32 (Ubuntu, Debian S):

sudo ufw allow 3306/tcp
sudo ufw reload

o

CHES2=2 RADIUS MySQL A2|0HE M2 &= OIOIEBIOIAZ MAEHT.

r

#
# Table structure for table 'TB_BARO_HOST'
#

CREATE TABLE IF NOT EXISTS TB_BARO_HOST (
HOSTNAME VARCHAR(30) NOT NULL default ',
RATE_CNT VARCHAR(2) ~ NOT NULL default '5',
RATE_SEC VARCHAR(3)  NOT NULL default '30',
RATE_TIME VARCHAR(110) NULL default "',
KEY_METHOD VARCHAR(6) ~ NOT NULL default 'app512',
CYCLE_TIME VARCHAR(2) ~ NOT NULL default '60",
SECURE_KEY VARCHAR(
ACL_TYPE VARCHAR(
MIDDLE_TYPE  VARCHAR(
MIDDLE_TIME ~ VARCHAR(8
ENV_TYPE VARCHAR(8
PRIMARY KEY (HOSTNAME)

) ENGINE = INNODB:

6
2
32

5) NOT NULL default 'deny',

14) NOT NULL default 'DISALLOW_REUSE',
) NULL default '',

) NOT NULL default 'share',

#
# Table structure for table 'TB_HOST_EOTA'
#

CREATE TABLE IF NOT EXISTS TB_HOST_EOTA (
HOSTNAME VARCHAR(30) NOT NULL default ',
EMERGENCY_KEY VARCHAR(8)  NOT NULL default ',
PRIMARY KEY (HOSTNAME,EMERGENCY_KEY)

) ENGINE = INNODB:

#
# Table structure for table 'TB_BARO_ACL'
#

CREATE TABLE IF NOT EXISTS TB_BARO_ACL (
HOSTNAME VARCHAR(30) NOT NULL default ',
USERNAME VARCHAR(40) NOT NULL default ',
PRIMARY KEY (HOSTNAME,USERNAME)

) ENGINE = INNODB;

#

) NOT NULL default 'jlalcHbVadpj7b4PzBoM2Di leBvmHFV/ ",

nurit - 28~
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# Table structure for table 'TB_BARO_USER'
#

CREATE TABLE IF NOT EXISTS TB_BARO_USER (

HOSTNAME VARCHAR(30) NOT NULL default
USERNAME VARCHAR(40) NOT NULL default
RATE_CNT VARCHAR(2)  NOT NULL default
RATE_SEC VARCHAR(3)  NOT NULL default
RATE_TIME VARCHAR(110) NULL default
KEY_METHOD VARCHAR(6) ~ NOT NULL default
CYCLE_TIME VARCHAR(2) ~ NOT NULL default
SECURE_KEY VARCHAR(32) NOT NULL default
ACL_TYPE VARCHAR(5)  NOT NULL default
MIDDLE_TYPE ~ VARCHAR(14) NOT NULL default
MIDDLE_TIME ~ VARCHAR(8) NULL default

PRIMARY KEY (HOSTNAME,USERNANE)
) ENGINE = INNODB;

#
# Table structure for table 'TB_USER_EOTA'
#

CREATE TABLE IF NOT EXISTS TB_USER_EQTA (
HOSTNAME VARCHAR(30) NOT NULL default
USERNAME VARCHAR(40) NOT NULL default
EMERGENCY_KEY VARCHAR(8)  NOT NULL default

I5| ,
|30| ,

‘app512',

‘60",

"j1qlcHoVadpj 704PzBpM2D i | eBvmHFY/ ',
'deny’',

'DISALLOW_REUSE',

PRIMARY KEY (HOSTNAME,USERNAME , EMERGENCY_KEY)

) ENGINE = INNODB;

#

# Table structure for table 'TB_BARO_LOG'
#

CREATE TABLE IF NOT EXISTS TB_BARO_LOG (

AUTH_DTTM VARCHAR(10) NOT NULL default "'
HOSTNAME VARCHAR(30) NOT NULL default "
USERNAME VARCHAR(40) NOT NULL default ',
REMOTE_IP VARCHAR(30) NULL default '',
AUTH_MSG VARCHAR(200) NOT NULL default '',

PRIMARY KEY (AUTH_DTTM, HOSTNAME, USERNAME)
) ENGINE = INNODB;

&) AJ|or HE

nurit
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1. MY 2% OtAE (TB_BARO_HOST)

NO et=1F 2l Type | 20| | 2 | Key H| 1
1 |ZA~EH HOSTNAME VAR | 30 Y PK |AMH{2 =2 E%(uname -n)
2 |Motsls RATE_CNT VAR | 2 Y 215719 MEHsl=a=(1~10)
3 |H$to|gt RATE_SEC VAR | 3 Y 215719 MSHAIZHZE, 15~600%)
4 |HBEAIZH RATE TIME VAR | 110 | N 215719 MBAZHUHEH S 2 ALE)
21E57|9] QIEHEA 1, app256, app384,
5 oIzl KEY_METHOD VAR | 6 | Y (@ppT, app256, app
app512)
IEF7 CYCLE_TIME VAR | 2 Y 215719 2AZSF7I(E, 3~60%)
7 |Secure?| SECURE_KEY VAR | 32 Y HIT|of| A| ®Z5t= Secure key (2fO[H~ 7]
271 2B M HE@llow) E= M 2(deny) T
8 |ACLT& ACL_TYPE VAR | 5 Y ~ (deny)
S 7 man-in-the-middle) 22 & ofgte 4
2= "DISALLOW_REUSE"S 233t d4<
9 |E{AS A0 RE MIDDLE TYPE VAR | 14 Y el C’J%?IEI O_\,’;%?I S0 CHE ALER}
72090 4 glon ttar s 42
"ALLOW_ REUSE"D P
=7IFn AL g E Hoo AlgeEd o
10 |EZHRR 2 B0 A7 MIDDLE TIME VAR | 8 | N SUASAS Yoz B0l AseHe
2 AR
. SAME HHE ZQ(share)df A AF2E 24
1 |#ZE7E ENV_TYPE VAR | 8 | Y BB BEE SH(share) _
Al, AFE A H(username) 2 H8SHA #2
2. MB| 82U3|Ee57| OkAF (TB_HOST_EOTA)
NO st=2E AaEY Type | 20| | 25 | Key H|1
1 |BAEH HOSTNAME VAR | 30 Y | PKFK|ME 2] S~ E%(uname -n)
0157| MM 2l BaroPAM YE AtEE =
2 1284387 EMERGENCY_KEY VAR | 8 Y PK |8l M 245t H2E CHH|SH0] SSH AH{ O
ChA| G ~3H=d AHE
3. ACL 87 OfAH (TB_BARO_ACL)
NO 3y 223 Type | 20| | 5 | Key H| 21
1 |[z~E® HOSTNAME VAR | 30 Y | PKFK|AME 2] = A EH(uname -n)
2 |AFAMEANE USERNAME VAR | 40 Y PK |ME{O] 22215t AF
- - KSA
nurit 30 )K=,
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4, A AMHEXh'E 873 OtAE (TB_BARO_USER)
NO sh=2d AdEd Type | 20l | 2% | Key H 2
1 |=~EY HOSTNAME VAR | 30 Y | PKFK |MH 2] =~ EHuname -n)
2 A AERHE USERNAME VAR | 40 Y PK |MHO| 21018t= AH
3 (MBS RATE_CNT VAR | 2 Y 215719 MoHl%(1~10)
4 |Hsto|zt RATE_SEC VAR | 3 Y 215712 MEtAIZH =, 15~600%)
5 |MBHAIZE RATE_TIME VAR | 110 | N 21E7(2| MptAIZHUWEE 22 ALE)
21Z7|9| olEEka 1, app256, app384,
6 |o1zarAl KEY_METHOD VAR | 6 | v (app1, app256, app
app512)
AEF7| CYCLE TIME VAR | 2 Y 25719 ANZF7|(X, 3~60%)
Secure?| SECURE_KEY VAR | 32 Y IO M M E8t= Secure key(Ef'D\MA 71y
1= M B2l £ " <2ld
9 |ACLTE ACL TYPE VAR | 5 Y J I &1 8(allow) 12l(deny) T
S 7H Hman-in-the-middle) 34 & Of 2t &
2= "DISALLOW_REUSE'S A7E%t 2 o
10 [FTHAB AL T2 MIDDLE_TYPE VAR | 14 | Y o|g 2IE7|2 gEF7| U2 HE MER
7t200 T 5 glon Dok sed oL
"ALLOW_REUSE"S 47
ZZIA R AL diojE oo AR RUEe R o
11 |SZHRZ A0 A7 MIDDLE_TIME VAR | 8 | N SUiE=s 2OlE Z20 ABHFA
2 AR
5. ™ AEXHE S22EE2S7| OtAEH (TB_LUSER_EOTA)
NO st=2E AUEY Type | 20| | 25 | Key Hl
1 |Z~EH HOSTNAME VAR | 30 Y | PKFK|ME 2] =~ E%(uname -n)
2 |AFAEAhY USERNAME VAR | 40 Y | PKFK|MEO 2 a2lst= AH
01Z7| MM 7|2l BaroPAM YIS ALES =
3 | 2234387 EMERGENCY_KEY VAR | 8 Y PK |8l M 245t H2E CiH|SH0] SSH A H{ O
ChAl M| 23t At
6. 915 21 OtAF (TB_BARO_LOG)
NO s2y ot Type | Ol | @4 | Key H| 21
1 |2IEAITE AUTH_DTTM VAR | 10 Y PK |[ZHEC E=AIT
2 |ZAEH HOSTNAME VAR | 30 Y | PKFK|ME 2] Z~E%(uname -n)
3 (AFERHY USERNAME VAR | 40 Y | PKFK | A0 2 a2lst= AF
4 [oI=mAR| AUTH_MSG VAR | 200 | Y
2) SOL oI=0l AL
HX FreeRADIUSHI CHSH CIOIEAHIOIA2E GIOIEHIOIA AIZXAE MASH CHE GIOIEHIOIASL HIZHSZ
AMEE = AIZSAE MG
0fl)
Database: radius
User: radius
Password: baropam
ArEXLeH HIEHSE Jdk= UE HiE &= JUKXITH g2 EEGH S LISH =81 240 =22
JI200t StCt.
n u r t - 31 - @ !&Eﬁ_e
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root= MySQL/MariaDB 20 HAHIAGHH AlESHCH.

[root@oaropam /]# mysql -uroot -

Enter password: baropam

Welcome to the MySQL monitor. Commands end with ; or #g.
Your MySQL connection id is 10

Server version: 8.0.26 Source distribution

Copyright (c) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or 'Wh' for help. Type 'Wc' to clear the current input statement.

dgs 426t OIOIEHI0IA R AIEXE dd

o

Ct.

MariaDB [(none)]> CREATE DATABASE radius;

MariaDB [(none)]> GRANT ALL ON radius.* TO radius@localhost IDENTIFIED BY "baropam";
MariaDB [(none)]> FLUSH PRIVILECGES;

MariaDB [(none)]> use radius

Z) AAHA MariaDBE HSEHH

MariaDBE Z20IA E=otAS Ald
8 M JHK =2 SHE HAH™OF 8tCt.

(M MariaDB && Ol

0?.‘_

MariaDB= JI2HC=2 2ots 2Idh 22(127.0.0.1)HIME E=S JASSIES S UL

23 L2 AMES S 082 HE et 28 mee| ?IXD

—_

Ct

i

Ct.

<)

A
e

UBINMOZ /etc/my.cnf, /etc/mysql/my.cnf, S£= /etc/mysal/mariadb.conf.d/50-server.cnf SOHIA =
(]

A IS 21 [mysqld] A&0M bind-address &8 S ZH0F 2=ASIHCY.

S 2

# bind-address = 127.0.0.1 <— 0| =2 0t F=& HMclatHLE Oteliet 20| HE
bind-address = 0.0.0.0

0.0.0.022 £&otH A2 2= UERD CIHHO0IAE Sol E2= G1E8H.

23 = HEoHI| Ploll MariaDB MHIASE THAIZEHCEH

sudo systemct| restart mariadb
# S = sudo service mariadb restart

@ 22 H& ASR Het ¥

—

nurit O)xee.
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te =& =, UIOIEHIOIA MMM 22 E5S 61Eotk=s AL S HES Aol J1E AZ0

-
1=

MariaDB &5t S& AEXH 'newuser ')t 2 IP(%)0IIA E=5t0 2= CIOIEIHIOIA ()0l CHEH 2

NE2S 212 B AT M8 o 2

1=
]

S0)

GRANT ALL PRIVILEGES ON *.* TO 'newuser '@'%' IDENTIFIED BY 'your_password':
FLUSH PRIVILEGES:

orot J|Z ALSRH ‘oot )OIH 2E IP(% )M " 8t

nio

S0i5teiH)

GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY 'root_password_if_changed';
FLUSH PRIVILEGES;

EF IP(7192.168.1.100" )8+ 51&5t2AH)

GRANT ALL PRIVILEGES ON *.* TO 'newuser '@'192.168.1.100" [DENTIFIED BY 'your_password';
FLUSH PRIVILEGES;

NH XEHICl L3HH0| MariaDB ZE(D1=284: 3306/TCP) 22l 22 =S ot US = ULH

2oty LE 5

0F0

AR Z0! SEE (0l firewal Id, ufw)Oll et HE s ZetXICH

Firewal Id2 At256t= Z<22(Cent0S, RHEL £):

sudo firewall-cmd —permanent —add-por t=3306/tcp
sudo firewall-cmd -reload

UFWS AlEdtle 22 (Ubuntu, Debian S):

sudo ufw al low 3306/tcp
sudo ufw reload

C222 RADIUS MySQL A3(0E MZ MAE HIOIEHIOIAZ MA

ron

tCH.

A HHHHHHHH R
# $1d: 2d0fb7e137f9d6f6a2a48d65e013841ed2bfadf9 $ #

# #
schema.sql rim_sal — FreeRADIUS SQL Module #

Database schema for MySQL rIm_sqgl module #

#
#
#
#
# To load: #

# mysgl —uroot —prootpass radius < schema.sql #

#

# Mike Machado <mike@innercite.com> #
HHHHHHHHHHHHHHHH R HHHHHHHH
#

# Table structure for table 'radacct’

nurit O)xee.
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#

CREATE TABLE IF NOT EXISTS radacct (

radacctid bigint(21) NOT NULL auto_increment,

acctsessionid varchar (64) NOT NULL default

acctuniqueid varchar (32) NOT NULL default '',

username varchar (64) NOT NULL default '',
realm varchar (64) default ''

nasipaddress varchar(15) NOT NULL default '',

naspor tid varchar (15) default NULL,

naspor ttype varchar (32) default NULL,
acctstarttime datetime NULL default NULL,
acctupdatetime datetime NULL default NULL,
acctstoptime datetime NULL default NULL,
acctinterval int(12) default NULL,

acctsessiontime int(12) unsigned default NULL,

acctauthentic varchar (32) default NULL,
connect info_start varchar (50) default NULL,
connect info_stop varchar (50) default NULL,
acct inputoctets bigint(20) default NULL,
acctoutputoctets bigint(20) default NULL,
cal ledstationid varchar(50) NOT NULL defaul

tII,

callingstationid varchar(50) NOT NULL default '',

acctterminatecause varchar (32) NOT NULL default

servicetype varchar (32) default NULL,
framedprotocol varchar (32) default NULL,
framedipaddress varchar (15) NOT NULL defaul

tII,

framedipvbaddress varchar (45) NOT NULL default '',
framedipvbprefix varchar(45) NOT NULL default '',
framedinterfaceid varchar (44) NOT NULL default '',
delegatedipveprefix varchar (45) NOT NULL default '',

PRIMARY KEY (radacctid),

UNIQUE KEY acctuniqueid (acctuniqueid),
KEY username (username),

KEY framedipaddress (framedipaddress),

KEY framedipvbaddress (framedipv6address),
KEY framedipvBprefix (framedipvBprefix),
KEY framedinterfaceid (framedinterfaceid),

KEY delegatedipveprefix (delegatedipvbprefix),

KEY acctsessionid (acctsessionid),
KEY acctsessiontime (acctsessiontime),
KEY acctstarttime (acctstarttime),
KEY acctinterval (acctinterval),
KEY acctstoptime (acctstoptime),
KEY nasipaddress (nasipaddress)

) ENGINE = INNODB;

#
# Table structure for table 'radcheck’
#

CREATE TABLE IF NOT EXISTS radcheck (

id int(11) unsigned NOT NULL auto_increment,

nurit
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username varchar (64) NOT NULL default ',
phone_no varchar(32) NOT NULL default '',
cycle_time varchar (6) NOT NULL default '60',
attribute varchar(64) NOT NULL default '',
op char(2) NOT NULL DEFAULT '=',
value varchar (253) NOT NULL default '',
PRIMARY KEY (id),
KEY username (username(32))

)

#

# Table structure for table 'radgroupcheck’

#

CREATE TABLE IF NOT EXISTS radgroupcheck (

id int(11) unsigned NOT NULL auto_increment,

groupname varchar (64) NOT NULL default '',
attribute varchar(64) NOT NULL default '',
op char (2) NOT NULL DEFAULT '=',
value varchar(253) NOT NULL default '',
PRIMARY KEY (id),
KEY groupname (groupname(32))

);

#

# Table structure for table 'radgroupreply’

#

CREATE TABLE IF NOT EXISTS radgroupreply (

id int(11) unsigned NOT NULL auto_increment,

groupname varchar (64) NOT NULL default '',
attribute varchar(64) NOT NULL default ',
op char (2) NOT NULL DEFAULT '=',
value varchar(253) NOT NULL default '',
PRIMARY KEY (id),
KEY groupname (groupname(32))

);

#

# Table structure for table 'radreply’

#

CREATE TABLE IF NOT EXISTS radreply (

id int(11) unsigned NOT NULL auto_increment,

username varchar (64) NOT NULL default '',
attribute varchar (64) NOT NULL default '',
op char (2) NOT NULL DEFAULT '=',

value varchar (253) NOT NULL default ',
PRIMARY KEY (id),

KEY username (username(32))

nurit
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#
# Table structure for table 'radusergroup’
#

CREATE TABLE IF NOT EXISTS radusergroup (
id int(11) unsigned NOT NULL auto_increment,
username varchar (64) NOT NULL default '',
groupname varchar (64) NOT NULL default '',
priority int(11) NOT NULL default '1',
PRIMARY KEY (id),
KEY username (username(32))

)

#

# Table structure for table 'radpostauth’

#

CREATE TABLE IF NOT EXISTS radpostauth (
id int(11) NOT NULL auto_increment,
username varchar (64) NOT NULL default '',
pass varchar(64) NOT NULL default '',
reply varchar (32) NOT NULL default '',
authdate timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAVP,
PRIMARY KEY (id),
KEY username (username(32))

) ENGINE = INNODB;

#
# Table structure for table 'nas'
#
CREATE TABLE IF NOT EXISTS nas (
id int(10) NOT NULL auto_increment,
nasname varchar (128) NOT NULL,
shor tname varchar (32),
type varchar (30) DEFAULT 'other',
ports int(5),
secret varchar (60) DEFAULT 'secret' NOT NULL,
server varchar (64),
community varchar (50),
description varchar (200) DEFAULT 'RADIUS Client',
PRIMARY KEY (id),
KEY nasname (nasname)

nurit O)xee.
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5. FreeRADIUS S HIAE

5.1 PAM, cURL 215

>.

HAES 2Z HES CsSW 20| MHSHC

[root@localhost ~]# useradd raduser

[root@localhost ~]# passwd raduser

Changing password for user raduser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

ALEXS 2001 HE(21001-10, ZfS) 23 & AJYEES MEGH| RI6tK BaroPAM S5 CIEEL|
AlSHS

(/usr /baropam/radius)2 O|S35H0] AISHEHCE.

o

1) & A3

im
L
gg

=
o

ir

C
o

Ql=gtol =22 B®(space) 22 olOF BHLY.

Ol) AFRXHZ2292!-ID)8 MAdH= &l ATJRE (auths=pam@! Z<S) - setuser.sh

#!/bin/sh

export LANG=C

ENV_HOME=/usr /baropam/radius;
ACC_HOME=/home/$1

userdel -rf $1
#rm ${ENV_HOME}/.$1_auth

useradd -d ${ACC_HOME} -m —s /bin/bash $1
echo "$1:$2" | chpasswd

Wop ${ENV_HOME}/ .baro_auth ${ENV_HOME}/.$1_auth

sed —i "s/01012341234/$3/g" ${ENV_HOME}/.$1_auth

AZXHZOQPI-1D)E MM & A E(setuser.sh) A8 Al IH2H0IEHE OS2
$1 : Mg 270110

$2 1 2701-1D9| HILEHS

$3 : 201-1D9| =85S

ot 20

| [root@localhost ~]# sh setuser.sh nurit baropam 01027714076

o) AFRXHZ2QI-ID)2l HIZHSE HBGH

rr
i

A3JBE (auths=pam@! ZHR) -

setpasswd.sh

#!/bin/sh

nurit - 97 -
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export LANG=C

echo "$1:$2" | chpasswd

AEXHZPI-1D)2| HILHSE HASH= &l AQZE(setpasswd.sh) A& Al H2H0IE = CHEDF 20
$1 : 27921-1D
$o0 : HHFE H|UHS

| [root@localhost ~]# sh setpasswd.sh nurit !@Baropam#

i

HF ot

rr
4

o) AlRAHZ22QI-1D)2 ERS AIEE (auths=pam@! A=) - setphone.sh

#!/bin/sh

export LANG=C
ENV_HOME=/usr /baropam/radius;

sed —i "s/$2/$3/9" ${ENV_HOME}/.$1_auth

ANEIHEZIQI-ID)2 EHSE HAHol= & A E(setphone.sh) &8 Al HI2I0IE= CHSF 2CF.
$1 : 27901-1D

$2 . HEE ZEHs

$3 . BiPE EBiS

| [root@localhost ~]# sh setphone.sh nurit 01012341234 01027714076

Oll) AF2XHZIQ-1D)2] HILBH S} EHSE BAGSH=E &l AT E (authspam@! ZHSR) - chgpasswd.sh

#!/bin/sh
export LANG=C

echo "$1:$2" | chpasswd

sed —i "s/$3/$4/9" ${ENV_HOME}/.$1_auth

AMNEIHZ0I-1D)2 HIYHS o ZEHSE HAHol= &l ADQE E(setpasswd.sh) A8 Al Ii2H0IH=E TS
o 2C.

$1 : 230110

$2 . HYS H|UHS

$3 : BIAA EHS

$4 . BiPS EBiS

| [root@localhost ~]# sh chgpasswd.sh nurit !@aropam# 01012341234 01027714076

o) AlXHZ2QI-I0)E AtHIGH

rr
M

AR E (auths=pam@! HS) - deluser.sh

#!/bin/sh

export LANG=C
ENV_HOME=/usr /baropam/radius;
ACC_HOME=/home/$1

nurit O)xee.
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userdel -rf $1
Wrm ${ENV_HOME}/.$1_auth

ASXHEZI0I-ID)E AtMSt= & A8 E(deluser.sh) &8 Al Iict0IEH= CHSRt 200
$1 ¢ AHE 2301-10

[root@localhost ~]# sh deluser.sh nurit

o) AFRXHZIQI-ID)E MAGt= 8! AJBE (authehttp?! ZES) - setuser.sh

#!/bin/sh

export LANG=C
ENV_HOME=/usr /baropam/radius;
ACC_HOME=/home/$1

userdel -rf $1
Wrm ${ENV_HOME}/.$1_auth

useradd -d ${ACC_HOME} -m —s /bin/bash $1
echo "$1:$1" | chpasswd

Wop ${ENV_HOME}/ .baro_auth ${ENV_HOME}/.$1_auth

AEIHZQI-ID)E MHdl= & A E(setuser.sh) A& Al I2t0IEH= TSt 2L
H

[root@localhost ~]# sh setuser.sh nurit

o) ALF2XHZ20I-ID)E AtNIGte & AJBIE (auths=httpl! &) - deluser.sh

#!/bin/sh

export LANG=C
ENV_HOME=/usr /bar opam/radius;
ACC_HOME=/home/$1

userdel -rf $1
frm ${ENV_HOME}/ .$1_auth

ASXHE2I0I-ID)E AtMISt= & A3 E(deluser.sh) &8 Al Hit0IEH= CHSRt 20
$1 : AHE 23921-1D

[root@localhost ~]# sh deluser.sh nurit

2) FreeRADIUS CIHHO PE=Z Al

M ssh AlES €1 OB 2=00A radiusdE TS0 201 AgistC.

| [root@localhost ~]# radiusd —X

CIHO 2E=0IAl radiusdE &8 A

nurit O)xee.
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Then run radiusd -X but | have this error:

Failed reading private key file /etc/raddb/certs/server.pem:error:06065064:digital envelope
rout ines:EVP_DecryptFinal_ex:bad decrypt

rim_eap_tls: Failed initializing SSL context

rim_eap (EAP): Failed to initialise rim_eap_tls

/etc/raddb/mods—enabled/eap[17]: Instantiation failed for module "eap"

PN

(g

Chst &

ro

XFH
=

0L
rol

Ct.

o
02
ro

S radiusdE CtS 20| &

[root@localhost ~]# cd /etc/raddb/certs
[root@localhost ~]# ./bootstrap

X B ssh MIE@2=2 MB35t HIAESHC.

BA)

radtest <username> (<pasword><verification code>) <hostname> < port> < shared_secret>

username: HIAEE AI2XL 0
password: HIAEE AI2XH
verification code: BaroPAM 20IlA
hostname: RADIUS MEH2 P =4
port: RADIUS MHSl 21T ZLE -
shared_secret: RADIUS MH2 2

g Z4%dls A2 BE ZLE(1812)5 MESRILH= 20I.
ul

BaroPAMS = FreeRADIUS EHIAEE LS &£0| &S

[root@localhost ~]# radtest root baropam024747 |ocalhost O baropam
Sent Access—Request |d 243 from 0.0.0.0:39668 to 127.0.0.1:1812 length 74
User—Name = "root"
User—Password = "baropam903481"
NAS-1P-Address = 10.0.2.15
NAS-Port = 0
Message-Authenticator = 0x00
Clear text—Password = "baropam903481"
Received Access—Accept |d 243 from 127.0.0.1:1812 to 127.0.0.1:39668 length 20

3) FreeRADIUS Gl Al3H

02
o

FreeRADIUS OI=¢! radiusdE Cis1t 20| HWIAC2ER & Ct.

[root@localhost ~]# radiusd -s &
[1] 1961

FreeRADIUS GI=Q! radiusd)t EAHMCZE JISEU=X TSt 200] &HQISHC.

[root@localhost ~]# ps —ef|grep radiusd

root 1961 1818 0 14:11 pts/1  00:00:00 radiusd -s
root 1964 1818 0 14:11 pts/1 00:00:00 grep —color=auto radiusd
FreeRADIUS GI=92! radiusd)t AFZdk= UOP ZEQI 18128 LIS 20| EOISHCY.

nurit O)xee.




BARO-PAM-016 BaroPAM

[root@localhost ~]# netstat —an | grep 1812

udp 0 0 127.0.0.1:18120 0.0.0.0:=
udp 0 0 0.0.0.0:1812 0.0.0.0:=
udpb 0 0 :::1812 Dok

FreeRADIUSE HASGHM BaroPAMUIAl C1ESt 211

rr

CtSat &0[ 2elstth.

[root@localhost ~]# tail -f /var/log/secure

Mar 26 13:54:11 localhost radiusd(pam baro_auth)[1857]: Try to update RATE_LIMIT line.[3 30
1616734451]

Mar 26 13:56:46 localhost radiusd(pam_baro_auth)[1857]: Try to update RATE_LIMIT line.[3 30
1616734606]

Mar 26 14:00:48 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734848]

Mar 26 14:00:48 localhost radiusd(pam baro_auth)[1934]: Invalid verification code

Mar 26 14:00:48 localhost radiusd[1934]: pam_unix(radiusd:auth): authentication failure;
logname=root uid=0 euid=0 tty= ruser= rhost= user=scjool

Mar 26 14:01:13 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734873]

Mar 26 14:01:36 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734873 161673489%6]

Mar 26 14:02:15 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734935]

4) FreeRADIUS CI2 &2

O]

_

HI FreeRADIUS GI=9Q! radiusd)t &AL A}=X ChHS 20|

Jton
o

Ct.

[root@localhost ~]# ps —ef|grep radiusd
root 1961 1818 0 14:11 pts/1 00:00:00 radiusd —s
root 1964 1818 0 14:11 pts/1 00:00:00 grep —color=auto radiusd

FreeRADIUS GI=29! radiusdl =2 AMIA ID(1961)E &0l

]
Hon

CtS1t 20l

OpA
rol

S EHCt

[root@localhost ~]# kill -9 1961

&) FreeRADIUS 284 27 1h: /var/log/radius/radius. log

5.2 8QL 9IS
1) AR |

Mar iaDB2| UDF(User Define Function)= MariaDBOllAl C E£= CHZ &AE 28 TS SEo6HHLE
HIOIHE &&E [ AFZEILH

C L= (H=z HEEHO00F ot 2g M= S8 =222 X0t

o

Ct.

A 02 (libbaroudf.so)S mysql shel MM CHS2l HE ZUE Cl2EL|0| SAISHC.

nurit O)xee.
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mysql> SHOW VARIABLES LIKE 'plugin_dir';

il

Variable_name | Value |

|
| plugin_dir | /usr/1ibB4/mysal/plugin/ |
1

row in set (0.00 sec)

@ BaroPAMl 2E 2A}

[root@localhost ~]# cp |ibbaroudf.so /usr/lib64/mysal/plugin/

© BaroPAM &4~ M

mysql> create function TO_VERIFYKEYL returns string soname '|ibbaroudf.so';
Query OK, O rows affected (0.01 sec)

&) TO_VERIFYKEYL &=

- NAME
TO_VERIFYKEYL

- SYNOPSIS
void * TO_VERIFYKEYL(const void *username, const void *phone_no, const void *cycle_time)

— DESCRIPTION
Q3|2 0157 MM &
username : 2191 gHol 2 QI-|D
phone_no: AIEXIE AQIE E HSE ==Xjot &5,
cycle_time: AFESXIE 2 XI&EH L3S QISI|o M

— RETURN VALUES

M9 23|g 0IE3|

i
o
o

® author ize_check_query ¥

/etc/raddb/mods—config/sal/main/mysql/queries.conf I LHE = author ize_check_queryi|
TO_VERIFYKEYL &4 BHAHSHC.

o) 2318 IS8t JEdk= 3=

S o o0 =}

author ize_check_query = "W

SELECT id, username, attribute, TO_VERIFYKEYL(username, phone_no, cycle_time) as value, op
i

FROM ${authcheck_table} it

WHERE username = '%{SQL-User—Name}' W

ORDER BY id"

24

25t e

[

ol

o) (HIZES + 2318 2153])

i

o

Ei= Z=at

rr

o
g_l_

[
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author ize_check_query = "W

SELECT id, username, attribute, CONCAT(value, TO_VERIFYKEYL(username, phone_no,
cycle_time)) as value, op W

FROM ${authcheck_table}

WHERE username = '%{SQL-User—Name}' W

ORDER BY id"

@ HAEE ARSIt M4

HIAE o] ?ot0d TSt &2 gt= Tablelll =IHEtCEH

MariaDB [(none)]> insert into radgroupreply (groupname,attribute,op,value) values ('baropam','Auth-
Type',':=", 'Local');

MariaDB [(none)]> insert into radcheck (username ,phone_no,cycle_time,attribute,op,value) values
('admint', '01027714076', '60', 'Clear text—Password', ':=', 'admini');

MariaDB [(none)]> insert into radusergroup (username,groupname) values ('admini1', 'baropam');

2) FreeRADIUS CIH] PE=Z A

M ssh Mi&ES 10 CIHO 2S00 radiusdE TSt 201 AEStCt

[root@localhost ~]# radiusd —X

CIHO 2Z0IA radiusdE & Al CiSDH 28 230 LM5HH

Then run radiusd -X but | have this error:

Failed reading private key file /etc/raddb/certs/server.pem:error:06065064:digital envelope
rout ines:EVP_DecryptFinal_ex:bad decrypt

rim_eap_tls: Failed initializing SSL context

rim_eap (EAP): Failed to initialise rim_eap_tls

/etc/raddb/mods—enabled/eap[17]: Instantiation failed for module "eap"

Ctst &

ro

XFH
=

njo

Lelst = radiusdE CHS1t 20| &

o

Ct.

[root@localhost ~]# cd /etc/raddb/certs
[root@localhost ~]# ./bootstrap

X B ssh AIE22 MEH6tD) HIAESHC.

24

radtest <username> (<pasword><ver ification code>) localhost O baropam
or

radtest <username> (<verification code>) localhost O baropam

BaroPAM2 2 FreeRADIUS HIAEE CIS1F 20| ASHSHC.
0l) g eI=3|E HSol=e B2
nurit - 43 - 0)Kaa,
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[root] /usr/baropam > radtest admin1 969533 localhost O baropam
Sent Access—Request Id 66 from 0.0.0.0:36066 to 127.0.0.1:1812 length 76
User-Name = "admin1"
User—Password = "969533"
NAS-1P-Address = 10.0.2.15
NAS-Port = 0
Message-Authenticator = 0x00
Clear text-Password = "969533"
Received Access—Accept |d 66 from 127.0.0.1:1812 to 127.0.0.1:36066 length 20

o) (HEES + 2318 2I53()E 28E Sz JSdl= B2

[root] /usr/baropam > radtest adminl adnin1969533 localhost O baropam
Sent Access—Request Id 66 from 0.0.0.0:36066 to 127.0.0.1:1812 length 76
User-Name = "admini"
User—Password = "admin1969533"
NAS-IP-Address = 10.0.2.15
NAS-Port = 0
Message-Authent icator = 0x00
Clear text—Password = "admin1969533"
Received Access—Accept Id 66 from 127.0.0.1:1812 to 127.0.0.1:36066 length 20

3) FreeRADIUS Gl Al3H

FreeRADIUS GIEQ! radiusdS LIS 20| Bi2tRE=z A

02
o

Ct.

[root@localhost ~]# radiusd —s &

[1] 1961

FreeRADIUS OI=Q! radiusdit @A Z JISEHA=A G310 20| &HeISHTH

[root@localhost ~]# ps —ef|grep radiusd

root 1961 1818 0 14:11 pts/1  00:00:00 radiusd -s

root 1964 1818 0 14:11 pts/1 00:00:00 grep —color=auto radiusd
FreeRADIUS OI29Q! radiusd)t AtE26t= UOP ZEQI 18128 LIS 20| &QISHCY.
[root@localhost ~]# netstat —-an | grep 1812

udp 0 0 127.0.0.1:18120 0.0.0.0:+

udp 0 0 0.0.0.0:1812 0.0.0.0:+

udp6 0 0 :::1812 Tk

FreeRADIUSE HASGH BaroPAMUIAl C1&St 2 1= CrE1t 20| &olstCt,

$ tail -f /var/log/secure

Mar 26 13:54:11 localhost radiusd(pam pbaro_auth)[1857]: Try to update RATE_LIMIT line.[3 30
1616734451]

Mar 26 13:56:46 localhost radiusd(pam_baro_auth)[1857]: Try to update RATE_LIMIT line.[3 30
1616734606]

Mar 26 14:00:48 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734848]

Mar 26 14:00:48 localhost radiusd(pam baro_auth)[1934]: Invalid verification code

Mar 26 14:00:48 localhost radiusd[1934]: pam_unix(radiusd:auth): authentication failure;

nurit 0)KsA.,
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logname=root uid=0 euid=0 tty= ruser= rhost= user=scjool

Mar 26 14:01:13 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734873]

Mar 26 14:01:36 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734873 1616734896]

Mar 26 14:02:15 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30
1616734935]

4) FreeRADILS 02 &=

HX FreeRADIUS CliE€! radiusd)t &HEAU=X TS 0] 2lstlh.

[root@localhost ~]# ps —ef|grep radiusd
root 1961 1818 0 14:11 pts/1 00:00:00 radiusd —s

root 1964 1818 0 14:11 pts/1 00:00:00 grep —color=auto radiusd

FreeRADIUS OI2Q! radiusd2l ZZAIA ID(1961)E &0l

ro
ol

LSt 201 &2

ro

Ct.

[root@localhost ~1# kill -9 1961

Z71) FreeRADIUS 231 21 TH: /var/log/radius/radius. log

nurit O)xee.
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6. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

Ml &= Ab @ F=AISIAF S2I010IE]

SE™S : 258-87-00901

CHEOIAL : 01BY

HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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