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1. BaroPAM & Xl
1.1 BaroPAM &X| & =H|AIE

JIXIDE BFEAl AXISI0f QUO0F BICH &% BoIS S

O HHNHE & &Hct
32

64

amde4

audit_binfile.so
audit_binfile.so.1
audit_remote.so
audit_remote.so. 1
audit_syslog.so
audit_syslog.so. 1
crypt_bsdbf.so
crypt_bsdbf.so.1
crypt_bsdmds.so
crypt_bsdmds.so. 1
crypt_sha?56.so0
crypt_sha?256.s0. 1
crypt_shab12.so
crypt_sha512.s0. 1
crypt_sunmd5.so
crypt_sunmds.so. 1
pam_al low.so
pam_al low.so. 1

[root] /root > Is /usr/lib/security

pam_authtok_check.so
pam_authtok_check.so. 1
pam_authtok_common
pam_authtok_get.so
pam_authtok_get.so. 1
pam_authtok_store.so
pam_authtok_store.so. 1
pam_deny .so
pam_deny.so. 1
pam_dhkeys.so
pam_dhkeys.so. 1
pam_dial_auth.so
pam_dial_auth.so.1
pam_gss_s4u
pam_gss_s4u.so
pam_gss_s4u.so. 1
pam_krb5.s0
pam_krb5.s0. 1
pam_Krb5_first
pam_krb5_keytab
pam_krb5_keytab.so

pam_krb5_keytab.so. 1
pam_krb5_migrate.so
pam_krb5_migrate.so. 1
pam_krb5_only
pam_krb5_optional
pam_|dap.so
pam_|dap.so. 1
pam_|ist.so
pam_|ist.so.1
pam_passwd_auth.so
pam_passwd_auth.so. 1
pam_rhosts_auth.so
pam_rhosts_auth.so. 1
pam_roles.so
pam_roles.so. 1
pam_sample.so
pam_sample.so. 1
pam_smbfs_login.so
pam_smbfs_login.so. 1
pam_tsol_account .so
pam_tsol_account .so. 1

pam_tty_tickets.so
pam_tty_tickets.so.1
pam_unix_account .so
pam_unix_account .so. 1
pam_unix_auth.so
pam_unix_auth.so. 1
pam_unix_cred.so
pam_unix_cred.so. 1
pam_unix_session.so
pam_unix_session.so. 1
pam_user_policy.so
pam_user_policy.so. 1
pam_zfs_key.so
pam_zfs_key.so. 1
pkcs11_kernel .so
pkcs11_kernel .so. 1
pkcs11_sof ttoken.so
pkcs11_softtoken.so. 1
pkcs11_tpm.so
pkes11_tpm.so. 1
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"pkg install pkg://solaris/service/network/ssh" &

[root] /root > ssh -V
Sun_SSH_2.2, SSH protocols 1.5/2.0, OpenSSL 0x1000110f

BaroPAM 215 252 22 & &EXIoH)| fIohAM root HELZ &8 £ 252 U225 2 &XI6H)|
2I8t CIZE2|(/usr/baropam) S CHS1t 2101 MASH
| [root]# mkdir /usr/baropam
BaroPAl 252 UR22E L AXIGH)| st CIAEe|Q] ABH D], MD|, Ad)S S 201 SHSHC
| [root]# chmod 777 /usr /baropam
nurit -1- 0)2.
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1.2 BaroPA\M &X| 28 CI22CE
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BaroPAM 215 252 == XISt baropam CIZEC|0 TSt 22 BaroPAM 2t 250] MA &0

[root] /usr/baropam > Is -al

&l 180

drwxrwxrwx 7 root root 4096 8 23 09:59 .

drwxr-xr-x 17 root root 4096 2& 10 2017 ..

-rw-r—r— 1 root root 8 6& 22 14:51 .baro_acl
-r—r—r— 1 root root 279 8& 23 09:59 .baro_auth
—rwxr=xr-x 1 root root 43996 8& 21 07:06 baro-auth
—rwxr—xr-x 1 root root 115780 8& 21 10:02 pam_baro_auth.so
-rw=r—r— 1 root root 192 8& 21 07:08 setenv.sh
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LB BaroPAM 215 2=01 AIAE0 = 20X Sl &

[root] /usr/baropam > file pam baro_auth.so
pam_baro_auth.so: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically |inked,
Bui IdID[sha1]=8e3676c0937abe0e5c980n365938029983787ed39, not stripped

[root] /usr/baropam > ldd pam baro_auth.so
| inux-vdso.so.1 (0x00007f f f39ad0000)
| ibpam.s0.0 => /1ib/x86_64-1inux—gnu/ | ibpam.so.0 (0x00007f8cfe86f000)
libcrypto.so.1.0.0 = not found
libc.s0.6 => /1ib/x86_64-Iinux—gnu/libc.so0.6 (0x00007f8cfe4dd000)
libaudit.so.1 => /lib/x86_64-1inux—gnu/libaudit.so.1 (0x00007f8cfe2a8000)
libdl.s0.2 => /lib/x86_64-|inux—gnu/libdl.so.2 (0x00007f8cfe0a4000)
/1ib64/ 1d-1inux—x86-64.s0.2 (0x00007f8cfec85000)
| ibcap—ng.s0.0 => /1ib/x86_64-Iinux—gnu/ | ibcap—ng.so0.0 (0x00007f8cfde9e000)

1.3 BaroPAM &3 && I M4
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BaroPAM &t A& M2 baro_auth Z2
&2l9! /usr/baropam 20 fIXl 5I== StL}.

nurit -2- ©)xs=A.
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a4

baro_auth -r rate_limit R rate_time —t cycle_time -k key_method -e encrypt_flag —H hostname -A
acl_type —a acl_filename —S secure_key —s filename

BaroPAM BtZ & X mao A3 & st Uiee tsyt 2L,
= e SNt "l
-r | €32 2EI|9 HetE(1~10) &3 3
R | €32 2I=3|9 HIStAIZHZE, 15~600%) &4, 30
-t 3|E 0IBI|9 AUSFI|(=x, 3+60=x) 30
K« | €32 QIEI|9 ol=YAl(appl, app256, app3s4, | app512
app512: o4)
- | BHEAE IYol 2453 012 (yes or no) no
-H | ABie SAEH (uname -n) nurit.co.kr
-A | 2%} OIS0 SlE(allow) £= M2l (deny) &2 deny
-a | 2&t QIS0 8 L= & |°* HEO CHst ACL Th! | /usr/baropam/.baro_acl
(oY 2RSS 444)
-S| Secure key(2tOl&A 31) j lalcHoVadpj 704PzBpM2D i | eBvmHFV/
-s | BaroPAM SHA&EA m2s MAMsH [|AEL|S LSS | /usr/baropam/.baro_auth
iTigeafe
ZF9|) -s SHE9 filename= BaroPAM EHAAEH NS MHE CJHERIS EEst IIH(IIIY H2AE2
444)0|04, /\“‘*OF ANHS SAEH (hostname)0| XX &= HR BaroPAMO| HAIXMOCZ RELX| 2= £
AUOLI, SAEH (hostname) It HATE AR BIEA| 8 HAHO| giY S=01 BN O0F SHCH.

AHZ 0ll)

[root] /usr/baropam > ./baro_auth =r 3 -R 30 -t 30 -k app512 -e no -H nurit.co.kr A deny -a
/usr /baropam/.baro_ac! -S jIqlcHoVadpj7b4PzZBpM2Di |eBvilHFY/ —s /usr /baropam/ .baro_auth

2 g HESZ =010 AsS M-St

rr

oror, HIFOICH BaroPAl &2 ST TS 242t 45
(Not root)

[root] /usr/baropam > ./baro_auth -r 3 -8 30 —t 30 -k app512 -e no -H nurit.co.kr A deny —a
~/.baro_acl -S jlqlcHbVadpj7b4PzBpM2Di |eBviHFV/ —s ~/.baro_auth

1) Your emergency one-time authentication keys are :

22 23E 0SI|= L3E 2SI MAI|C! BaroPAM S AI2E 4= gl [ 248t HLE UidIsH
SSH AMEHOIl CHAl HAHIAGHEDH AFRE 4= U= B=0| JHsE Super 13| 0182 HEIDH HO| F= 2
0l &£LCt.
2) OIS0l U= SS0l Uichhe 25 "y'S =26

S2tKHman-in- the—middle) SA2 olgg JeR y

Z2 238 2153 LIS HIE 210l CHEE HZEWE 2190!10] JIsotH & 2401017 y

23| 213312 HI&F }\I?_Fo 0xZ XFE 2400 y

BaroPAM 2t& A& WAl baro_authOl &8st LHE22 Cist 2C.

[root] /usr/baropam > cat .baro_auth
" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

nurit -3- 0)KaA,
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BaroPAM

CYCLE_TIME 30
SECURE_KEY
ACL_NAME /usr /baropam/.baro_ac|
ACL_TYPE deny

HOSTNAME nurit.co.kr
WINDOW_SIZE 17

DISALLOW_REUSE

j lglcHbVadp | 7b4PzBpM2Di | eBvmHFV/

33458936
19035576
15364353
54649370
84342192
BaroPAM SHHAA MHAQ! baro_authll & &S0l it LHIE2 ClsoF 2L
a= &9 AXgt HI:D
AUTH_KEY o= REAHIDH)
RATE_LIMIT 23| 2I1=3|9 MIEHE2=(1~10), AIBtAIZH | 3 30
(=, 15~600x) &4,
KEY_METHOD 2s|lg 2IEI|9 IELAl(appl, app256, | app5i12
app384, app512: &)
CYCLE_TIME o3| 21F3|9 IEFI|(=, 3~60=x) 30
SECURE_KEY Secure key(2tOl&A I1) j lglcHoVadpj 7b4PzBpM2D i | eBvmHFV/
HOSTNAME NHS SAEH (uname -n) nurit.co.kr
ACL_TYPE 2t CIEUA dl&(allow) = H2l(deny) | deny
22
ACL_NAME 2xF QIS0IAM ol L= HAS HEO TSt | /usr/baropam/ .baro_acl
ACL Filename(IlY HI2ASIS 444)
WINDOW_S|ZE S A2 JELE d3|Z 2SI BF | 17
AZH-7~T%)
DISALLOW_REUSE | =2tXHman—in—the-middle) 22Z 0I2f&" | DISALLOW_REUSE
or H2= "DISALLON_REUSE'S & A&t HL ol
ALLOW_REUSE =I| QI=FD| Sot2 L2 AR 210!
& = glel, e IEFE E=Re
"ALLOWREUSE"S &FBICH.
1.4 BaroPAM &3 &3
BaroPAM 2= & 35I| oAl sshd L0l &&dk= S CiS 201 & AU =l =L
[root] /usr/baropam > vi /etc/pam.d/other
#
# Copyrignt (c) 2012, Oracle and/or its affiliates. All rights reserved.
#
# PAM configuration
#
# Default definitions for Authentication management
# Used when service name is not explicitly mentioned for authentication
#
auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr /baropam/.baro_auth
nurit ~4- O)kzh.
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| encrypt=no
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&2 secret Ut2t0IE{= BaroPAM SHE&E TY, encrypt Li2t0|E = BaroPAM
Zcil(yes or no)E HASHC.

gtor, HIEOHCH BaroPAM 2Hd SF MY E 202 d8ol= A< BaroPAM 252 £&6H)| fIoiA sshd IHY
Ol £8otl= ¥ Us1 £0] =l =0l &=ol =0

[root] /usr/baropam > vi /etc/pam.d/other

zCopyright (c) 2012, Oracle and/or its affiliates. All rights reserved.

ﬁ PAM configuration

#

# Default definitions for Authentication management

# Used when service name is not explicitly mentioned for authentication

#

auth required /usr /baropam/pam_baro_auth.so nul lok secret=${HOME}/ .baro_auth encrypt=no

rr

* 'nullok"= S E= PAM 2F0| null g2 2S£ =Eots AS olE8tt= 2l0ICH

filezilla & "Interactive process'Jt EJIs8 T2 == M= PAMOIA forward_pass S&=

AESIH 2E& 2= AlM 252 23&2 OIS3|E 20| YHolES ol= 4= ol CH 0l B, openssh
clientLt Windows2l ROP(Remote Desktop Protocol), VMWare Horizon, filezilla & 25 Ol LS

ot= == S0l 8iCH.

[root] /usr/baropam > vi /etc/pam.d/other

H#UPAM-1.0

auth required /usr /baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth
encrypt=no

forward_passE 0|E56t0{ &5 /232 (Password & verification code:)0ll 252 20| 232 CIS3IE ¢
g AR ASE BN USGD 2 Q10| OIUAl 232 SI |12 LHGH =Lt HIE S0 2SIt
"paropam" 0|10 232 Q=3I "123456" OlctH "baropam123456" 2= 16tH ELICH.

Keyboard Interactive prompt for rooti@1. 234.83. 169.

Password & verification code:

| P Cancel

[ ]save password

forward_passE O|E6tH 1SS 2R Z ot= HWRE2 MHIAN 2-factor 2SS JtSotHl & = UL

[root] /usr/baropam > vi /etc/pam.d/su

H#UPAM-1.0

auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no

/etc/pam.d/su LHL0ll BaroPAM 2E= 2 &0l FItotE "su" HHE0Z LEHAIEOl "root'2 2et &5

nurit -5~ 0)KaA,
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$ su - root
Verification code:

HO
e
>
rr
g
oY
(=)

sshd Ol 43S <Iet &% WQ! "/etc/ssh/sshd_config" M2l LIS S TS &
Z QO

oLt JNE H3 HID
PasswordAuthenticat ion yes no
Chal lengeResponseAuthent icat ion no yes ol
KbdInteractiveAuthentication no yes Z 4
UsePAM no yes

Z=LIH BIEA] PAM 20| MUZ FIOIEA=KX 2218t = SSH Server 2| Restart & 0| gH&

[root] /usr/baropam > svcadm restart ssh

sshd &0l ZLtH BIEAl PAM 2801 M2 FIOLEIRA=X &olst = ssh Ol=2S HEEGHO0E StCt.

BaroPAM 2= ALE Al 2X+ CIS0IA MeIE HIEO CHEt ACLOI M2l oHOF o= B BaroPAM & &3 Al
gyst EIE“EEIOH ACL It M8 = Ml HES U8 20| LS. (.baro_acl Ol CHEF Ik
2SS 642 HFGH0F SHCt.)

[root] /usr/baropam > vi .baro_acl
barokey
baropam

1.5 NTP(Network Time Protocol) &&

RO AIZH0l ST AIZEDF CHE 2R 2312 21E3|2F HE0] EXl &0t 232 2IS3|JF L& 2o
O AIZtS 2 Al2H SD13t oil0F SHCt.

Z20l= AEXAH CHst AlRE SDISHEFIAE AIZF SD138H) ot 2O 2 NTP(Network Time Protocol )
S 0|26t 2E HEHUA AAES AIZS &8 AlIZeZ2 8FsH &~ QL.

Time Protocol )= ZEH S2H0IHEL MHO AlIZIS T2 ABU 202 Ee AN $=410]

( K |
QF 22 XS £ Q= B AA L= QA S)|5HeH=0l AF=EICH
1) Al JIXI S&29| A2t ABi(Time Server)
(@ peer host_address [key #] [version #] [prefer]

- 22 AMHII SAE FAZAM NEE 22 HAH2F S symmetric active 2E2 29,
- 22 A 33 HABHU ZFH SIS &2+ US.

@ server host_address [kery #] [version #] [prefer] [mode #] server
- 22 MBIt conmanddl Al O1S0| XIEE A AHHSL &M client 2E= 89,

nurit -6~ 0)KaA,
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COAM 22 AMbe &2 AB0l &0 SoleiE = AR A3 Mble 22 A0l SJ138t

® broadcast host_address [key#] [version #] [ttl #]
ZZ AWt broadcast 252 2HEICl= A2 NS 0] 2E0HAM 22 AH=E UM XEE
broadcast/multicast =42 22t0/HE R2|0H &I| =2l broadcast HIAIXIE EESEHCH.
- key =240 M&E 2 A0l XNEE J| HSE AI26l0 2S55tE o1E HEE UE

- version outgoing NTP TH3! 0l AIREl= BHE IS E K& Version W, @, @ & J|2 HE @Bt
- prefer SAEES MEE SAEZ HAl, SIIgE ol CH2 Hl Jisst SAEBL 0| SAED A€,

2) NTP SERVER €A, (server 25) g2t

(sun>root)/etc/inet# cp ntp.server ntp.conf
(sun>root)/etc/inet# vi ntp.conf

# Either a peer or server. Replace "XType" with a value from the
# table above.

#server 127.127 .XType.0 prefer

#fudge 127.127 .XType.0 stratum O

server 127.127.1.0 —> AU 2& = S0I2= US.
server time.kriss.re.kr prefer

server 127.127.1.0

server gps.bora.net

server ntp.ewha.net

server time.bora.net

server time.nuri.net

server ntp2.gngidc.net

server time.kriss.re.kr

#ibroadcast 224.0.1.1 ttl 4 —=J|2 &3 (UEHW M2 ntp MHII EIHE 2L BHA)
broadcast 192.168.0.222 ttl| 4
wa!

3) NTP SERVER €& . (LI0{(peer) 2&) &

peer gps.bora.net key O version 3 prefer —> server 2E2 =2 server &8 Al peer &

(sun>root)/etc/inet# /etc/init.d/xntpd start
(sun>root)/etc/inet# ps —ef | grep ntp
root 479 400 0 08:40:55 pts/2  0:00 grep ntp

root 456 1 0 08:23:07 ? 0:01 /usr/lib/inet/xntpd
(sun>root)/etc/inet# ntpg -p (NTP AMBIOIH T 2IAEN 2t6H 2 9|)

remote refid st t when pol| reach delay offset disp
sun 0.0.0.0 6- -64 0 0.00 0.000 16000.0
gps.bora.net  0.0.0.0 B6u 48 64 0 0.00 0.000 16000.0

(e220>root ) /# snoop —d hme0 port 123
Using device /dev/hme (promiscuous mode)
192.168.0.222 = gps.bora.net NTP symmetric active (Fri Feb 24 08:35:26 2006)
gps.bora.net => 192.168.0.222 NTP server (Sat Jan 19 03:58:31 2002)

e220 —> 192.168.0.222 NTP client (Fri Feb 24 08:35:46 2006)
192.168.0.222 —> €220 NTP server (Fri Feb 24 08:35:47 2006)

nurit -7~ 0)KaA,
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4) NTP Client &3

| (sun>root)/etc/inet# cp ntp.client ntp.conf

JIZ ntp.client IIY2 multicastE AFEGHH ntp SOHI0IEE =AISHCEH NTP 22H0IHEJF 01248 L
0|EE 48 4= Qs HAE MISHetd= B2 01212 broadcast2 BHASHCH. (broadcast IH2!2 CHE A
[E=3%

A
Bulg MK Y= B nulticast 22 MY EICt.)

(sun>root)/etc/inet# /etc/init.d/xntpd start
#multicastclient 224.0.1.1 — JI2&H
server 192.168.0.222

wa!

(sun>root)/etc/inet# ps —ef | grep ntp

root 479 400 0 08:40:55 pts/2  0:00 grep ntp

root 456 1 0 08:23:07 ? 0:01 /usr/lib/inet/xntpd
(sun>root)/etc/inet#
(sun>root)/etc/inet# ntpa —p

remote refid st t when poll reach delay offset disp
sun 0.0.0.0 6- -64 0 0.00 0.000 16000.0
ops.bora.net  0.0.0.0 6u 48 64 0 0.00 0.000 16000.0

=

remote—&A LN, refid-LIHIt SIIgtEl= SAE, st-stratum HS, t-7& = unicast, multcst,
local (- = &= 818), polI-= &2 Z& 2tA| reach-E=2 JIs4 AIXAH
* AN S AEE DIHE LIEHHCE
+ SAEDJ SIS0 GigH =& D=8t HIOIXIQH =2t X 2ASS LIEM.
== 2lts

nurit -8~ 0)KaA,
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2. BaroPAM E &

2.1 BaroPAM & TZAA

BaroPAM

[etc/passwd0il

BaroPAM A#ME

Bd _
0 Mus el s=s D/Pwaz  Dusg oi=viel blm
ID,PW, 23| 1% Q1= Yes 25} 0I= Yes M
— dsvieE | 10 #m > = > =ael
U3 E 2UET| !
Yy — = " No
w BaroPAM
=
2791 Ml Al (HEAPI)
My FHe ID,PW, 25 No { A
e @m0l & e
[=2am]
Al =7
"BaroPAM" Jgﬁ | —
oy Mx| MMEIIE =T 2391 Al 2IETF| TN
No = & =L
o a - -ICR0|=E: 22 SH0|AEN HE Y "HIEZ" W LOIR2E
1 BaroPAM Y LHESE 2t 83| LR IOIE: oS ] B B "BaropaNe” o) cIEEE
2 BaroPAM Q4 AlsH
3 "OIS F=" HE Mol -MYE O BE 1 HE M
2% QIS o -
(BaroPAM) AR M HE(2e 55 7Hs)
4 M 38 S5 -Secure key: Mt{0]| 50{El Secure key(HIC{ZLZ
-MMFET|: 3~60= AO| B
5 HE £ B35 =3 Al LI2E 35 28|, Y32 2157 44
6 MEof| 8&35) 1D, PW, L3IE SIS YUEs] 239! -Secure key, 48F7|, U3|E SIS 0IRs| 27 215 HS
2.2 BaroPAM EE 3™
KSA

nurit

©

e
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1. Y ck2=2c U o3|

—

4. M = S5

HpEE

= .
=z @
H
H
4
Al

=) S 0I2E0 >
BaroPAM Zj24

E it

"Save" HE 22|
(Secure key, 843F7|
= BaroPAM EZMH

I 2IX])

2.3 Solaris 290! 2

HON st "eIEFII, Secure key, MHHE"S "BaroPAM" 29| "AHH AL

WA NmTa0

< %

™, "BaroPAM Setup" 3t

S=' 00N SL5I LRG0 B

$ cat .baro_auth e ———
" AUTH_KEY I —
" RATE_LIMIT 3 30 e
" KEY_METHOD app512 I T BT R

R o T R 4 et
" SECURE _KEY ]IqIcHbVqdp]7b4PZBpNM2DIIeBYMHFV/ ) N5 == hmmmmmmm e

" ACL_TYPE deny

" DISALLOW_REUSE

33458936

19035576
15364353
54649370
84342192
1] (@] <
Solaris &0l 21021 Al Ak2Xt A& (Username)E &ot), AOE Z2| "BaroPAM" BOIAM L3l oIS

nurit )K=,
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£ MHst = "Verification code"0fl st U3|E 21SI|2t "Password'E &St = "Enter" HES
=22I61H BaroPMM 2E0ll 0/1=S QEGIH 20| 8206t Solarise 21 =5

o
ol

[ 123483.269 - PuTTY.

(2lAppAE )

s | o]

Solaris@ 219! SHNIA st LFE 2SI E BaroPAM 2S
denied." BIIAIXIDF 2201 30| =

Mar 25 11:10:42 gsh-0415 sshd[27482]: pam_unix(sshd:session): session closed for user root

Mar 25 13:52:25 qsh-0415 sshd(pam_baro_auth)[2052]: Try to update RATE_LIMIT line.[3 30
1648183945]

Mar 25 13:52:45 @sh-0415 sshd[2050]: Accepted keyboard-interactive/pam for root from
222.108.117.41 port 49835 ssh?

Mar 25 13:52:45 qsh-0415 sshd[2050]: pam unix(sshd:session): session opened for user root by
(uid=0)

Mar 25 15:25:47 qsh-0415 sshd(pam_baro_auth)[14119]: Try to update RATE_LIMIT line.[3 30
16481895471

Mar 25 15:25:49 qgsh-0415  sshd(pam_baro_auth)[14119]:  Verification code  generation
failed. [Success]

Mar 25 15:25:49 qsh-0415 sshd(pam_baro_auth)[14119]: Invalid verification code

Mar 25 15:25:51 qgsh-0415 sshd[14118]: Received disconnect from 222.108.117.41: 13: The user
canceled au

2.4 ssh/sftp 8% &
puttyl Z<)
PUttyZ R&S [ BE N BRI SUHH SHEAIM T=0, otLt X6l =0{0F & 240| QICt. A

SAXMU M "connection > SH = auth" Ol Al attempt "Keyboard-Interactive" auth(SSH2)S MHEHEH & SH

8% ot =0
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SR PUTTY Configuration.

. - Features - l Options controlling SSH authentication .
=~ Window
. L. Appearance ["] Bypass authentication entirely (SSH-2 only)
. Behaviour Display pre-authentication banner (SSH-2 only)
;:2;?;:" Authentication methods
Pl Cotours Attempt authentication using Pageant
B Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
:.m Authentication parameters
- Rlogin [”] Allow agent forwarding
[=-SSH . [] Allow attempted changes of usemame in SSH-2
- Kex [ Private key file for authentication:
-~ Cipher Browse... l
(- Auth
- X11
- Tunnels
-~ Bugs
- More bugs
- Serial -
About | Open || Cancel |

Putty Download & Documentation 281 At2= CFS WRLUIA &S £ QUL

| https://ww.chiark.greenend.org.uk/~sgtatham/put ty/latest .html

i
]
Jy
e
Q

"Verification code"S 2&dlct= BIAIXIOF EAIEIS BaroPAM HOIA AAsH 23|2 0I=3)|

!

10l 4 UCH,

0x
0

ot ChS1t 201 SSH 290! HIZBSE S

nurit - 12 - )K=,
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£P 123483169 - PUTTY

+

BE &8z WA U2, M 22 HiSA "THI(F) > AIOIE &2lXHS)'S
gl CUA "T2EZ2(t):" S=20IA "SFTP - SH File Transfer Protocol"lt "212 &
E(L): " S=20IA "CIEHSHEIE"E HEiEH S S 20| "HA(C)" HHES S&I6H}.

= =2

%]
|
L ]
- — = OIRO i 8
sason |00 | N8RS T So= ==
p& s
2 a
= | o
s # @ 1
- | ppeuddagl |2
8 T
% B0
F &
e B0 =8
T B
S 80 = ¢
' 8O 4 BC
. BG - ol w3
' B
R 1<} ury
wo
sq g
B no s
nc -
no
B Oe 2C
20 0% ae 23 1 HOIE o ' &
% %
Q7 Ry | 5& 48 | N &3
Q% NS v
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4GSt &0] HIZBS &= 330 LHEFHCH HIZES 42 SHHNM "AIE:" LHES =telsty,
ADIE Z0IN 448 23E QSIS "HILHS(P):" L S0 28 = "&#01(0)" HES 28!
“..‘ sl ';‘: 0 kO ';4‘« * ’l" )

P &3 0, NERTW) HETEW) 28w

[FE=sa]-

YE 1234831697 2R

S AOIE: [CwUsenswbaropame

O Mo HEE UABUNLS
Ol 123483.169

BAE: 123483169

NEBX root

AS

- —— ———————— 5 D, &
T

N S5 server authenticaon 1

| Ventfication code

ng 5% ae et

1

AndroidStudio : MU QFEX FLE

AndroidStudio. 1

AndrodStudio =

eclipie '

gradle

P2

Virtuaige:

3D Objects

AppOata

Application Data

A8 Contacts

Cooloes
B Oesiop
20 W W 36 MO @ 2715274261 HOIS AJNN FUS

HUW/EG DY Ty AREDY 3% e 2

Q7 Ry  Te a8 Te ss

QO WiE HE ve

Tef® CHS3 20] HIZPIS 92 31010 LIEHHCH HIZBS 22 SIBI0IN "AIE:" i8S =
2201 HZO e HIYHSE "HIZHS(P):" 22 &S0 LHs = "&01(0)" HES 22/6t

eSS

ok,

ol
O A0l

nurit
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BaroPAM

Z-EFTRIORO WL ITA S

BE2R0M) AR ) oS REW) 2E®) BRESJQ |~

SO 1234831699 23

QI Ry (N6 4N | 5% 55

£5 NOLE: | CwUsnawdaropame
Temp -
Users
All Users
9 & baropam
Oefaut
Default User
Public O MU QEF VARIAR
|| Windows Ol 123483.169
- we D (DSK3_VOLY HAE: 123483169
o= : MEX o0t
= AS
nee 27 YR ng % I-SSN-;:--t)c:------“ 71 RESE uESY ae et
android SR U
AncroidStudio Lk U Aol 239N 28
AndroidStudio oy 8
AndroidStudio oy G
e<hpe 3R 1<}
gracie oE 80
P2 Lk U
Virtualgox o% 8o
230 Objects Bk U
AppData ou 80
Application Dats Bk U
14 Contacts e 80 2019-02-15 21
Cookses Sk U
[ Deskrop e 80 2019-02-15 21 v
20 M W 36 G2, @ 37): 5274261 OIS 2NN GRS
Mo/Sh By *9 =Dy 2 s L]

Q0 g uzs ve

SFTPl 2 )

"Verification code'

ol

i

>.

0l

£ g=otet= HAIXIOH EAITIS BaroPAM HOIA HAs 23|E 2SI

Ol &30t US 201 SFTP 291 HIZBSE 2
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File Edit View Options Tools Window Help -8 X

PO R| K& Q NERRCS -1

¥

Name Size Type Date Medified

»
Keyboard Interactive Authentication

Keyboard Interactive prompt for root@1.234.83.169.
Verification code:

22
ey + e :

i

i Changing st

i SEND: SERVI y

i RECV: SERVICmmR

i SENT : USERAUTH REQUEST [none]

i RECV : USERAUTH FARILURE, continuations [publickey,gssapi-with-mic,keyboard-inter
i SENT : USERAUTH REQUEST [keyboard-interactive] (]
i RECV : SSH_MSG_USERAUTH INFO REQUEST [keyboard-interactive] v

m | »
Connection to 1.234.83.169 established.

-~

Filename Destination

< | 10 3

For Help, press F1

A
e

()

[C}.

jo

A

SecureFX Download £ Documentation 23 Xt2= ChHS URLOIM =

g

| https://ww.vandyke.com/

Z2EXCZ, 2% S22 FIt B2 HES FIIot0 3 2S5S Esole altH2 =H0| 2 = USH,
AZ 122t &280] AFSKIS HE10 Eef AKXIE 2Xt 2152 e = &gl SEH0ICH

KSA

e

nurit - 16 -
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3. BaroPAM HIA

3.1 BaroPAM && HIA

BaroPAMO| &
2

2XE MEH0IA BaroPAM 2== AIE0tAl 2= 3% sshd W20 €8st WSS MHoles L
2 tsi & g =

%
0] =4 (#) RI2ILE ALHIGHE EICH

[root] /usr/baropam > vi /etc/pam.d/other

#

# Copyrignht (c) 2012, Oracle and/or its affiliates. All rights reserved.
#

# PAM configuration

#

# Default definitions for Authentication management
# Used when service name is not explicitly mentioned for authentication

#
#auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr /baropam/.baro_auth
sshd OI20 &8t “/etc/ssh/sshd_config’” Q2 LIE & CISD 22 2XIE BHEGO0F St
Ol X} pIES HA Hl
PasswordAuthentication no yes
Chal lengeResponseAuthent ication yes no
UsePAM yes no

sshd 20| U8 BIEAl PAM 2=0| HIHZ HHEZIJ =Xl &St = SSH Server 2| Restart 20| BtE
Al 2 R6ICH

[root] /usr/baropam > svcadm restart ssh

sshd &&0] ZLHH BFEA| PAM 2501 M2 HMAZJA=K &l

i}

o
ol
7]

[92)

-0
o
rfo
Mo
=
0
om
%
2
ro
[wl
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4. BaroPAM FAQ

8A A3 Z QSI|IF HX LOLM 2RIS BIHAl Rols B2

20l BaroPAM= Al2t SJIst Yalez Z1} Win owsLF Server2| Al2t0| SoH0F &,

AKXl 0 ZF WindowsLt Server2l Al2+0] S=X| &0l

8AM: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: ACL file ".baro_acl" must only be
accessible by user id root

FQOl ¢ baro_acl 2l Permission0l CHE

Xl ¢ .baro_acl 2| PermissionEs 444§ a3,

8AM: Feb 7 08:02:15 eactive sshd(pam baro_auth)[29739]: Failed to acl file read ".baro_acl"

J0Ol : baro_acl IOl =iHOHAl 2= K200 2,

XXl : baropam & CI2EL|N .baro_acl IS éﬂé‘ (PermissionS 4442 &H)

84 Cannot ook up user id xxxxx

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= 3 &M,

XX ¢ Jetc/passwd L0l user id xxxxx= S=.

84t : Failed to secret file read .baro_auth

RO 1 AFZAF 1D xxxxx2 X3 & £ Q= I &M,

AXI : Jetc/passwd LA user id xxxxx& S5.

84l : Failed to secret file read

2101 @ Secret fileOl ZIoIAl £ HRX0| LA,

XX : Secret fileS EMHEEZE &0l

84l Secret file .baro_auth must only be accessible by root

2Ol ¢ baro_auth 2| Permission0l CHE HR0| A,

AXl : .baro_auth ISl PermissionE 444 &F.

84 : Invalid file size for .baro_auth

01 ¢ paro_auth Q] AJIJF 1 < size < 64K Jf Ofl A 24,

XXl : .baro_auth IS AJ|IE &0l

84t : Could not read .baro_auth

R0l 1 baro_auth OO0l &=HotAl 2L TFY 2l PermissionO| 44401 Otel 3 2,

AX| ¢ .baro_auth LS| EIHHFE & WAC| PermissionES &0l

84 : Invalid file contents in .baro_auth

2ol : baro_auth Tt LIE(HA)0| 2RE FR0] LA,

XXl ¢ .baro_auth IO LIRS &0l

8lAl © Failed to create tmp secret filelerror messagel

20l - Al secret file2 MAGHK 26t BR0 &4,

XXl . Al secret file2 MAGHAl =28t 0|2 = error messageE 0!,

8 Al : Failed to open tmp secret file .baro_auth~[error messagel

2Ol &AAl secret file@! .baro_auth~= E06HA| 28t R0 &AM,

AXl Al secret file@! .baro_auth~2 2Eo6HAl 28t 0| = error messagesS =0l

: Secret file .baro_auth changed while trying to use one-time authentication key
» 23ZE QIBJ|E AEote S0t HIZ2 W .baro_authdt HZEE B &4,

o
e 0x
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XX OAl 20018 AlE.

& Al : Failed to update secret file .baro_authlerror messagel

Q2! secret file2 HAGHK 2&t R0 24,

AX| : secret file2 HBGIA 28t Ol7= error messagesS &0l

84t © Invalid RATE_LIMIT option. Check .baro_auth

20l : Secret file@l .baro_auth Il LHE = RATE_LIMIT &&gi0] 22 83T U=s B 2
X MIBE 3l2=(1 < RATE_LIMIT < 100), HIB AI2H(1 < interval < 3600)2 && gts =0l

> Invalid list of timestamps in RATE_LIMIT. Check .baro_auth

: Secret file® .baro_auth 2l LHE = RATE_LIMIT S&0 UpdateE timestampsit &2RE B
SEA .

o
o 0x

AXI : Secret file@! .baro_auth TF22l RATE_LIMIT S&0 UpdateE timestampsE &0,
84 : Try to update RATE_LIMIT line.

2ol . FMNMoZ 2701 &t AR &&= HAIKL.

Xl : No action

: Too many concurrent login attempts. Please try again.

: Secret file@l .baro_auth IFZC| DISALLOW_REUSE S&(Lsle oI=3| MAd F=I| Wole otLtel
27010t Jts)0| d8E &2
20 8438 £ 23| 2SI M4 FI| LHol =2 021= T Al=st 23 2,

o
o o

X 23E BT dd | =0 232 T Alx.

: Invalid WINDOW_SIZE option in .baro_auth
: Secret file@! .baro_auth ISl LHE = WINDOW_SIZE SEZHEH AlIZtE JIZ22 EFAIZH 0|
23X d350 Us EF LA,

CDEM AIRIS JIECE 238 B3] EFAIRHT < WINDOW_SIZE < 100)2 &3 gts =l

o
o o

P
>

o
0z

> Trying to reuse a previously used time—based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man-in—the-middle attack.
R0l : Secret file@! .baro_auth IFL 2| DISALLOW REUSE S8 S22t 22 (man-in-the-middle) S
Chdlst =4&.

2t 22 (man-in-the-middle)2 &8H0

r

Db & S41 AIAE AOINIA AAZE BHX

|

ot S && F0l HEO| MES JI2MHA 24,

2HEHG] LolA, SIUE & AIAE0let] & 4= As A
ZXl . No action
84 : Failed to al locate memory when updating .baro_auth
201 : Secret file@! .baro_authE LOIOIE & [ HIR2| S0 AIHS HS 2,
Xl : Technical support
B4 : Can't find SECURE_KEY[error messagel
2101 Secret file@! .baro_auth ISl SECURE KEY S&O0ILF BAZH0| Q= HR0] &
Xl ¢ Secret file@! .baro_auth IF22| SECURE_KEY =& 0ILE &3 &H01,
& Ab : Verification code generation failed.[error messagel
ol - AJF 2SI B0 Allst 2R LM,
XX 2301 M A&,
&4t Invalid verification code
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ol U3 0IBI| ABU AIE 2 LA,
XXl 2239 W AIE.
&4 |nvalid verification code
Can not make/remove entry for session.
2101 1 Al AIAE! AI2H0] X LOFA A,
XXl : date HHEOZ MBSl AIAE!N AI2HO] D*“XI BOIGHH SclH Al2tS EFKMOL &
1. date HEO AHHS AIAE AIZIS HA(LUAI ‘jo“_ﬂ)
2. ntpIt BN A=K 2050 EFHIN 2™ ntp AlI2S A&ol= FIIE 20 =00t
oftH, d3E UKl £L2™ ntpE EHGHOL é..
SAb : Mar 12 15:37:01 baropam gdm(pam baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
2101 : Ol DEE HEZE [ AI2 IS8 AL Ol HR(S2E AIZXDL OfL HS 2hal) .
X 0 AIAE 2K 2321-100F SE2L0 JU=K| =l
SAF: Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam baro_auth.so):
[usr /baropam/pam_baro_auth.so: cannot open shared cbject file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam_baro_auth.so
01 : /usr/baropam/pam_baro_auth.so 0| =IHEIA] LOIA A,
XXl : BaroPMM 2 IH2(pam_baro_auth.so)2l &IHGH=Xl &01510 12 BaroPAMS AX| IOl Al
SAFSHCE.
&4 : May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
A0l acl file EMOHE L W permission SHEZ &4
=X
&4 : Failed to compute location of secret file
2101 © pam0il B&™ = secret fileOl WY CIREE2IN =MotAl E2 FRS 2,
AX ¢ pam0ll &8 E secret fileOl Y CI2ECIH SMGHA ZX2™ secret file2 WY CIZELI0
MAol F ot &
ex) auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
84 Failed to compute location of encrypt flag
2101 : pam0il 2S5t ZciIF EMOHK L2 B 2,
XXl pamOil 2S5k Zef(yes, no)S E&-ol FOt s
ex) auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth
encrypt=no
&4 Did not receive verification code from user
error: ssh_msg_send: write: Broken pipe
0Ol ¢ Secure keylt 22 A&E JR0 LM
XXl . 8&E Secure keyE &I,
BIHUHIA HISE Secure keyQ! Al 201,
S At : PAM: authentication thread exited unexpectedly.
*x*x g|ibc detected »** su: free(): invalid pointer: 0x00002aede020c0e2
201 : BaroPAM & AA I (.baro_nurit)0l EMHoIAl L= L0 2.
XXl : BaroPAM 2t A& W (.baro_nurit)ll =IHok=Xl &0I15H0 1S ™ BaroPAMS & X IHOIA
SAFSICE
S A @ KB{0ll BaroPAM EE £ U3|E QISIIE USdt= &= (Verification code: = Password &
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BaroPAM

Verification code:)2 A2(Skip)oldd 21010] OtE|= SA 2+

AN E2H0H &2E80| H2H0H U= R BaroPAMS EE =0, 2102 TX| $= 4
2101 © A E2HO SRE0M /etc/pam.d/sshd E& St 21 2L BaroPAM 20| 240l EFGH0 2ast
XX CHES3F 20| /etc/pam.d/sshd E& 2 =AE BiHolH =,

BHE &)

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

encrypt=no

auth required pam_sepermit.so

auth include password-auth

account required pam_nologin.so

account include passwor d-auth

password include passwor d-auth

HE F)

auth required pam_sepermit.so

auth substack password-auth

account required pam_nologin.so

account include passwor d-auth

password include password-auth

auth required /usr /baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth

encrypt=no

PAM &8 Al E8 282 4
Ct.

Control = includedt substacke
2 substack2| =& 2001 et

0|'J

oA

AIHE HEH Helg HeIXE LIEt= A2 Control0l2t &t
CIE PAM 2 2E2 2= 212 S 6HAI2H, substack
HXl 2= Xelokkl &=Clk= XH0IE 0l QUL

Lt

nurit

KSA

(E=es

©




BARO-PAM-002 BaroPAM

5. About BaroPAM

Version 1.0 — Official Release — 2016.12.1
Copyright © Nurit corp. All rights reserved.
http://ww.nurit.co.kr

Ml &= Ab : F=AISIAF S2I010IE]

SE™S : 258-87-00901

CHEOIAL : 01BY

HEES @ 02-2665-0119(HH 29| /J|=XI&)

Ol Ol & : me529@nurit.co.kr
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