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Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

MICROSOFT 2= E9 0] A2 =2
MICROSOFT VISUAL C++ 2012 RUNTIME LIBRARIES

=2 AK2 Z2 2 Microsoft Corporation(S£= HE XISH| (k2 AIZAL E 6t

§ e — A PN St o S b —

LEH2E A 5H 24l A== AINTLICE 501 A BIZUCE 2 Al8 22 -

| »

[ ettt b
1| =x@ Y =0 |
L -----
oF 0|01 Xl T U= H20= OIS 22 "Microsoft Visual CH 2012 Redistributable" &X| =&
?zr 0l LIEHACE. 013 &2 0101 EXIT UJ|I M0 "&21(C)" HES 28t
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#2) Microsoft Visual C++ 2012 Redistributable (x64) - 11061030 .. | — | & [

Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

X 43

Visual Studio 2005 01Z Version@Z JHe ++ TZ)M=2 RedistributableE & XIoH0F MICHZ AlsH
= Z22I Windows 202 Al CHS1F 2 8 S HIAIXIDF &245104 BaroPAMO| HEC| X 2Z=LC1.

VCP120.dII0|(7h) Si0] ZE TS AJEE
Al 2X510] O] EMIE SHESHAIL.

ﬂlJ

HIZATH, "Microsoft Visual GH 2012 Redistributable" &X| 3HHOIA "MICROSOFT AZERINH At ="
2ol &t = "S9I8HA)"'S HEHGID "AXI(1)" HES M US1 20| "&EX| M™HME" 31H0| LIE

(hig_¥—3

T Vicrosoft Visual G- 2012 Redistibutaly (64 - 11061030 - [ =] = )

Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

Ad oH =2
2K Hd S

HE| = Microsoft Visual C++ 2012 x64 Minimum Runtime - 11.0.61030
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CHAEMH, "Microsoft Visual CH 2012 Redistributable" 2t "BaroPAM" &XIJF &2 TIH LIS 22
"BaroPAM &EX|2&Z" 5tHO0| LIEFACE.

(17 BaroPAM 1.0 %] R=e]l =]
BaroPAM €X| &%

BaroPAM |02 A8 BEED! NS AARSE CII AT
i e E S el

-'
Lo A3 NSE sAaLCh

L=t W% sEAsLIC

"BaroPAM" & X0t 2t &S "C:WNindowsSystem32" CIHEC|E Sl 22 2501 £XIEl

- &&OMY : pam_baro_auth.ini

- 21E53t™ © pam_baro_auth_7.dl|, pam_baro_auth_7.exp, pam_baro_auth_7.ilk, pam_baro_auth_7.lib
- 2100+ : baropam_logo.bmp

- 220+ pam_baro_auth. log(& &MY L ?IX= BARPPAM_LOG Li2tOIE{ol &)

- 01BI| BE2= : BaroKEYx.dl |, BaroKEYx.lib

- =5 2 : BaroCRYPTx.dl|, BaroCRYPTX. |ib

- QOpen SSL £

= . |ibeay32MD.dl |, ssleay32VD.d!|
ol

- Registry It : Register.reg, Unregister.reg

1.3 BaroPAM &&H & X
BaroPAM & AA MY "pam baro auth.ini" L2 "C:WWindowsSystem32" ClZI&E2|0ll =XHoHOF SHCE.

Orot ol= A220l= BaroPAM 2&0| @QESS 4= QOO0 =2 F=9|gH0F SHCLF. BaroPAM & AX Mo Y
S 2.

[Bar oPAM]
SECURE_KEY=Dv/6U1z|P3s5yKE/EfseZ)623JC+3Xae
CYCLE_TIME=30

CORR_TIME=0

KEY_METHOD=app512

SCRATCH_CODE=62410164

LOG_SAVE=Y
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BAROPAM_LOG=c :#pam_baro_auth. log
ACL_TYPE=al low
ACL_USER=baropam, baropam-pc

[STRING]

CAPTION_BUTTON=Cer tification

MESSAGE_FAIL=Certification failed. Please re—enter your verification code.
MESSAGE_CTIME=Cycle time does not exist.

MESSAGE_VCODE=P|ease enter Verification Code.

MESSAGE_SKEY=Secure key does not exist.

SECURE_KEY : Windows & S04 22 Secure key

CYCLE_TIME : QI=3| MA=I|(x, 3~60x)

CORR_TIME : QI=3| BZXIAIZH=E), QI3 MA BHAIQ] IIEQ!I A0 A= (D28 0)

KEY_METHOD : Q1=3| MA BtAl(appt, app256, card3s4, app512: HE, cardl, card?56, card3s4,
cards12: QIEIIE)

SCRATCH_CODE: S32 A 32X 2Z=(8Xt2l) - 2153 MHIIE IIXD @A LUAMLE, BEH AI2F X0 S
OZ QI ZBRHEHE T2oHKN & M 2IB3| A ALE

LOG_SAVE * Windows 2201 CHell 915270 ME OL(Y or N)

BAROPAM_LOG Wmdows 220 st CIeEe|E Latst 22 Y

ACL_TYPE 2t CIS0A olE(al low) = H2l(deny) 72

ACL_USER 2XF CIS0A B8 = MRAE username= 20HComma) 2 P&

Windows2| 212 Al 2 &= S22 Attt €42 U

olo
=]
my
]

1) 202 83

D 22 AR 2E AR
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : emergency scratch code : session opened for user
root by (ip=1.234.83.169)

@ 232 2AsI| Al
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : authentification key : session opened for user root
by (ip=1.234.83.169)

2) 2= A

O H=S A
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : authentification key : User root authentication
failed (ip = 1.234.83.169)

@ 2159| MAFI|D} eiS
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : authentification key : There is no cycle time for
user root (ip = 1.234.83.169)

@ oI=3|5 UG LS
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : authentification key : There is no verification code
for user root (ip = 1.234.83.169)

@ 2BIDt 88
2018.10.14 11:46:02-0537(UTC) : BAROPAM-PC : authentification key : There is no secure key for
user root (ip = 1.234.83.169)
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Btk Windows 2120] OtEl= DqOOHE CiSt &0 N2 EZ FEEH = "C:WNindowsWSystem32" Cl2i &

=
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1.4 Windows Logon 2

WindowsE &&= HH Cis
SHHO| LIEFHCE.

22 BaroPAMS

ot ot R SEEICH oHXIEH &HN DA AHEO]

O1=I|2t Windows2l PasswordE &2 6k= BaroPAM2l 219!

nurit




BARO-PAM-006 BaroPAM

W | AN

BaroPAM

erification Code

Iv
| BaroPAM

Password

: Sonks
w. Windows / Professxonal a
I 3
ADIE E0IM QIEI|I1E MHSH = "Verification code"0fl A S 21E3|2F Windows2| "Password"'S /&
gt & ">" HHES Z22/6IH BaroPAM 20 1S @I 20| A=26HH Windows 0SS 219! 2I=
o

WindowsOllAl= &8 QIEI|E BaroPAM 2E2EUH A 1SN AIHSHH TS 22 "Error” HIAIX BFA
JF LFEHLHH BaroPAMSl 27901 330l {2 ELL.

(7 3

Certification failed. Please re-enter your verification code.

=401
1.5 BaroPAM HIH & THAIE 28
BaroPAMO| A X|IE AEHUIA BaroPAM 2= AIE0IA 2= H2 Windows registrydll =IHel H2E ol MIGH

J| {15t "C:#WWindowsWSystem3WUnregister.reg" WS 2=6HCH "Unregister.reg" IH2e A2 = Ch
b 2CF.

0lo
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Windows Registry Editor Version 5.00

[-HKEY_LOCAL_MACH | NEWSOFTWAREWM i crosof tii ndowsWCur rentVersionWAuthent icat ionWCredential Provider
Fi | tersw{75A220F0-B81D-46ed-B119-CD30507B0615} ]

[-HKEY_LOCAL_MACH I NEWSOFTWARE!M i cr osof tNi ndowstCur rentVersionAuthent icat ionfiCredent ial
Provider st{75A220F0-B8 10-46ed-B119-CD30507806 15} ]

BaroPAMO| &XIEl AMEHUHIAl BaroPAM 2=2 MAISdt= Z< Windows registry0ll F=I15H0] ®I5HH
"C:WWindowstSystem32WRegister.reg" IS 22!6tHCH. "Register.reg" Yo d2= ClS &L,

=

=

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACH | NEWSOF TWAREWM i crosof t#Wi ndowsiCur rentVer sionAuthent icat ionCredential  Provider
Fi | tersw{75A220F0-B810-46ed-B119-CD30507BD615} ]
@="bar oPAMLogon"

[HKEY_LOCAL_MACH INEWSOF TWAREWM i cr osof tWindowstCur rentVer sionffAuthent icat iontCredential
Provider st{75A220F0-B8 10-46ed-B119-CD305078D6 15} ]
@="bar oPAMLogon"

[HKEY_CLASSES_ROOTWCLS | DW{ 75A22DF0-B810-46ed-B8119-CD30507BD6 15} ]
@="bar oPAMLogon"

[HKEY_CLASSES_ROOTHCLS | Dit{ 75A220F0-B8 10-46ed-B119-CD30507BD6 15 3 | npr ocSer ver 32]
@="pam_baro_auth_7.dl "
"ThreadingMode| "="Apar tment"
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2. BaroPAM FAQ

&4 WindowsE BaroPAM £X| & 202 Al 22 S1H0| LIEILIX ¥ QASEE=E S 2.

2ol "HFH 018" = "PC2 01F"2 &=201 Z D0 UCA L.

XX "I > W PC > I]F A QEZE HE 28 > 54'S 22010 "BRH 018" £= "PC2 018
'2 =20l L0 UASK &olet = BIEA "2}, 6l0IE, AE LA AtE"oH0F 8T

SA: 232 AEI|IF AKX FOIA 2QIS oHKl Kot &R

2101 : BaroPAME Al2t SD|3t &tAlo2 Z 1t WindowsLt Server2l Al2H0] So6HO0F &

ARl 0 ZF WindowsLt Server2| Al2+0] S=X] &01.

A OIEZ0|E & T= 0I0IZS U2 AI2H0| & XH Al2ED XHOID0F LAHEH "3 2IE31"JF & X
a2 32

2ol . IEZ0|E Z L= 00IZL Eet A2 UIERIAUM HBok= Al2tS AFS6HA 20k 2

XX QIEZ0|E EQI HRs EO "AF" > "gu > U LAY > 'Y 2 s 23"

"AIZHH Xts ZE" > '5lE"

OFO|ZEQ HR= ZE9| "dF" > "I L A2 > "AIsez 43" > "58"

A 2O2 ASEHE TZNAI 22 E|D| {8 0= K9 2,

o

E8 OtAH OI0IKIE Solld Windows 0SE HHIESHY UM 22 ofH 212 S50 2 Zele
Gt RISoHA 2,

201 © Windows 0SE %‘@ot %*#EWI/H "202 AJQEEE SIIECZ AW 1§ HHS AIE6IEE
HELNH UAHA 222 METE M AIE SH3HO0| 30x SO EAIZN, Od Os 202 A38E
OTZNAI 225D 7H01| 212 AJEEI AISXe &S6H)| IHZ0IC.

0] EHE ollZotA™ Timeout 282 30=x DIBtCE HAGIH =2 £ INEE.

1. A& > A8 > regedit.msc dIXNIAER] HEI| A
2. 08 &=2= 0ls
HKEY_LOCAL _MACH I NEWSOF TWAREWM i crosof ti i ndowstCur rentVer sioniPol i ciesiSystem
3. 8 gt M4 = 8
Name : DelayedDesktopSwitchTimeout
Type : REG_DWORD
Value : 5
4. AIAE AR = 2002 =& i =01,

.|

vl
>

o [
e 0z

: Windows T2 AMHIE SO0 AIAER THAIFAl AS2Z2 HEXIEE=E Alell 2.
D PC s Y S 22 2el 22182 oA Windows IS Al OFXIS 88 2t2 AIE2| OI0IX

E 2506 M2.
AEXE OIEHY &0A SE S U222 E0t0 4dAl = Z208 ZX = HOI0IE &4S
Soll AIZA S2E Soll EX0t HeE A2 =F.

dHz= 0l EX1 WA AFSADE KUZ 20l %E* = QS =58 L= A5 KLU0
AXIDt 012 E.
AZE T2 ZHol S

ofd Ligs Aeis.

AAES AIZFAIOHCH
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40
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S
ol
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rir
o
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Jt
I
Hu

XX 0 AR T8 Z(C:W0ocuments and Settingst(AFZ XE HIE WAIZH Bl SSWIE2 ) SUWA| ST 2 1) 2H)
0l S== IS FHO0tA HA.

& Ab : Failed to open file "Filename"[error message]"

2ol SELH MO! Filename=2 Open%* = Sl R0 A,

XXl : error messages EClIst £ SALA HI20| =Mok=X &0l = BaroPAM Setup SHHOIAM MHEA .

: Invalid RATE_LIMIT option. Check pam baro_auth.ini
c BHEAEE OFYQ! pam_baro_auth. ini L2l LHE = RATELLIMIT &&3t0] &2 485N U
=g
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: Try to update RATE_LIMIT .
cAMNOo=z 2701 & AR &&= HAIKL.

: No action

© HISH Bl2=(1 < RATE_LIMIT < 100), HIBH AIZH(1 < interval < 3600)2 && S &0l

BaroPAM Setup SHHOUIA &0 = MWEH.,

: Invalid list of timestamps in RATE_LIMIT. Check pam_baro_auth.ini
c BHEAE OFYQ! pam_baro_auth. ini L2Cl W& = RATELLIMIT S&0 UpdateE! timestampsit &

D BREAA OOl pam_baro_auth. ini HF2 2l RATE_LIMIT S&0 Update=! timestampsE &0l

: Too many concurrent login attempts. Please try again.

C BHAAA IFQI pam_baro_auth. ini IF2 2| DISALLOW_REUSE S& (sl 13| MA F=I| Wols
otLiel 2010t Jts)0| 8= ¥R 210 42 & 23| o157 MAH =] ol 2191 M
AGESH 3L 2,

Q3|Z 21=3| MM =J| S0l 2202 M A&

: Can't find ACL_TYPE[error message]

D SHEAE WOl pam_baro_auth.ini I

D SHEAE YOl pam_baro_auth.ini I
M

ACL_TYPE S&0|LI E&ZH0]
ACL_TYPE S&0|LI E&gF &0l
BaroPAM Setup SHHUIA &0 = WEEH.

> Can't find ACL_FILE[error message]

© ACL IFOl pam_baro_acl.ini IFY2] ACL_FILE S&0ILF B&gt &0l

BaroPAM Setup SHHOIA &0 = MWEH.

: Invalid WINDOW_SIZE option in pam_baro_auth.ini
D BHAAA YOl pam_baro_auth.ini LSl LHE = WINDOW SIZE E&HEM AI2IS JI=EC2 B
2H0] 22 30 Yes T UM

D EM ARIS JIECE 238 B3| EFAIRH(1 < WINDOW_SIZE < 100)2 && gts &l

: Trying to reuse a previously used time—based code.

Retry again in 30 seconds.
Warning! This might mean, you are currently subject to a man—in—-the-middle attack.

D BFAAA OFYQl pam_baro_auth. ini IF2 9] DISALLOW_REUSE S 2 =2tAH 223 (man—-in-the-

middle)S CHHISH SA.
=2t 2 (man-in-the-middle)2 &§H0
H

Sl= JHMIOE S S41 AIAED AOIUIA AAZE HHXIGH
0N Y SO B2 HES JIZX 2t
A

I BA o }\
O 2l 2HEHG] 2olA, SHE &3 AIABO0I2tD &

: Failed to allocate memory when updating pam_baro_auth.ini
D SHEAA YOl pam baro_auth.iniE SOI0IE & [ HIZ2l 20| &g &
- Technical support

40
!
0

: Can't find HOSTNAME [error message]
D SHEAA IOl pam_baro_auth.ini It
D BHEAA MRl pam_baro_auth.ini It

o o

19| HOSTNAME S48 0ILt & & gL0I
19| HOSTNAME S&O0|LE 2& g &tol,

Ml

BaroPAM Setup SHHOUIA 201 = MWEH.

: Can't find SECURE_KEY[error message]

nurit -1
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(]

. B FAXN MAQI pam_baro_auth. ini I

SECURE_KEY =&

OlLt 23380l

|ol : sAHLHE i oo el =3,
AXl  BAAEA MY pam baro_auth. ini IF 2] SECURE_KEY SA&O0ILF A& gt &0l
BaroPAM Setup SHHOIA &0l = MHEH.
84t Can't Iink DB [error message]
201 : DB Q! pam baro_db.ini IFL2l DB link S&E0ILE E&Z0| Si= HR200 &4,
Xl . DB Q! pam baro_db.ini Il DB |ink S&0ILE &gt &0l
BaroPAM Setup SHHOIA &2l = MHEH
84t Invalid verification code
2ol . AJZ 0IBI| HE0 At FP LM,
X 273901 TH A&,
— 12 —
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3. About BaroPAM

Version 1.0 — Official Release — 2016.12.1

Copyright © Nurit corp. All rights reserved.

http://www.nurit.co.kr
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