BaroPAM Guide(Windows)
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1. Install BaroPAM

1.1 Preparation before installing BaroPAM

To use BaroPAM, you must set a password for your Windows user account or temporarily disable the
password (reset the password after installing BaroPAM).

Make sure that your Windows user account and password are correct, and that you have the latest
updates for Windows.

Note) Among login options, only password is supported.

To install BaroPAM, you need to know "Version of Windows, system type, computer name". To do so,
"Explorer = This PC = Right—click" and the fol lowing screen appears.
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If you click "Properties(R)" on the screen above, a screen that provides system information such
as "Windows version, system type, workgroup, computer name" appears.
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Important) In order to prevent malfunction of BaroPAM, "Computer name" or "PC name" must be "used
in combination of English letters, hyphens, and numbers" after checking whether Korean characters
are included.

Check the "Version of Windows, system type, work group, computer name" on the screen above, and
download the appropriate BaroPAM installation module.

The URL to download the BaroPAM installation module is as follows.

http://nur iapp.com/down|oad/baropam setup_x32.zip => Windows 8, 10, 11 32bit
http://nur iapp.com/down|oad/baropam _setup_x64.zip => Windows 8, 10, 11 64bit

1.2 Install BaroPAM

Move to the directory where you downloaded the BaroPAM installation module and proceed with the
installation of BaroPAM in the following order.

First, if you unzip the compressed BaroPAM installation file (baropam_setup_x64.zip), the
fol lowing "baropam_setup_x64" directory is created, and the following files exist.

nurit O)xee.
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- BaroPAM logo image(Only square bmp images are supported): BaroPAM.bmp
- BaroPAM User Guide(Chinese): BaroPAM_Guide_Windows_cn.pdf

- BaroPAM User Guide(English): BaroPAM_Guide_Windows_en.pdf

- BaroPAM User Guide(Japanese): BaroPAM_Guide_Windows_jp.pdf

- BaroPAM User Guide(Korean): BaroPAM_Guide_Windows_kr .pdf

- BaroPAM Instal ler (Chinese): baropam_setup_x64_cn.exe

- BaroPAM Instal ler (English): baropam_setup_x64_en.exe

- BaroPAM Instal ler (Japanese): baropam_setup_x64_jp.exe

— BaroPAM Instal ler (Korean): baropam_setup_x64_Kr .exe

- NTP Client Settings: ntpclient_setup.bat(time.windows.com is set)

- MariaDB configuration file: pam_baro_db.ini

- Update URL configuration file: pam_baro_update.ini(http://nuriapp.com/update is set)
— Registry registration file: register_x64.reg

— Registry removal file: Unregister_x64.reg

Second, To run the BaroPAM installation file, if you select the "baropam_setup_x64_en.exe
and click the right mouse button, the screen to install BaroPAM does not appear and the "
PC protection" screen may appear as fol lows.

" file

Windows

KSA
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Windows PC Protection

Microsoft Defender SmartScreen has blocked the launch of
unrecognized apps. Running this app can put your PC at risk.

Additional information

Clicking the "Do Not Run" button cancels the installation of BaroPAM.

After confirming the contents of the screen above, click "Additional Information" and the
fol lowing screen will appear.

Windows PC Protection

Microsoft Defender SmartScreen has blocked the launch of
unrecognized apps. Running this app can put your PC at risk.

App: baropam_setup_x64.exe
Publisher: Unknown publisher

[f you click the "Do run" button, the screen to install BaroPAM appears, and if you click the "Do
not run" button, the installation of BaroPAM is canceled.

nurit 0)KsA.,
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Third, if you click the "Do run" button, the screen to select the installation mode of BaroPAM
appears. Select "Install for all users (recommended)" if you are installing for the first time or
you are an administrator, and "Install for me only" if you need to configure the BaroPAM
environment for each user after installing the administrator version.

|, Select install mode
%)
BaroPAM can be installed for all users (requires
administrative privileges), or for you only.

1 % Install for all users (recomnypacad$’ :
I Install for me only user

Cancel

Fourth, if you want to create an additional shortcut on the desktop as an additional action to be
performed in the settings during BaroPAM installation, select an additional action and click the
"Next" button.

nurit O)xee.
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S

Select Additional Tasks
Which additional tasks should be performed? @
&

Select the additional tasks you would like Setup to perform while installing BaroPAM, then dick Next.

Additional shortcuts:

: (7] Create a desktop shortcut

Next Cancel

o

Fifth, after checking the directory and shortcut folder to install BaroPAM on the computer, click
the "Next" button. The progress of BaroPAM installation on the computer appears as follows.
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|

3

Installing
Please wait while Setup installs BaroPAM on your computer,

JExtracting fies...
C: WProgram Fies (x86)WBaroPAMWBaroBLEManager WQteNetwork.di :
]

| cancel |

Sixth, if the BaroPAM module installation is normally completed, the "Completing the BaroPAM Setup
Wizard" screen appears as follows.

nurit 0)KsA.,
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¢y Setup - BaroPAM Manager - v1.0.20
Completing the BaroPAM Setup Wizard

Setup has finished instaling BaroPAM on your computer. The application
may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.
.---------

'.M-aosoﬁRmtmeLbrary I
l. Laund'laaoPAMMamer-'

=z

In the screen above, select "Microsoft Runtime Library" to install the package (vcredist) for the
Windows process and "Launch BaroPAM Manager" to set the environment for BaroPAM, then click the

"Finish" button at the bottom.

1.3 Install vecredist

First. When trying to run Microsoft Visual Ct+t+ down-configured programs in Windows 32bit and
Windows 64bit environments, the necessary vcredist programs appear as follows: "Microsoft Visual

CH 20152019 Redistributable (x64) — ---" installation screen.

KSA
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¥ Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14... — X

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.27.29016

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT VISUAL C++ 2019 RUNTIME
These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. They apply to the
enfhunara namad ahave Tha tarme alen annhs ta anv Mirrnenft candrac ar

PO SN ED WD MMN GEN SR GED GED GER GEN SIS WG Sk e

lEZ] | agree to the license terms and conditions

Install Close
L = oE= e

If it is already installed, the following "Microsoft Visual CH 2015-2019 Redistributable (x64) —
" installation modification screen appears.

1) Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.... — X

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.27.29016

Modify Setup

Repair Uninstall Close |

In this case, since it is already installed, do not click the "Repair(R) or Uninstall(U)" button,
but click the "Close(C)" button.

G+ programs developed with versions after Visual Studio 2005 must have Redistributable installed.
[f not installed, the following error message occurs when logging on to Windows, and BaroPAM is

not applied.
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#¥% The program can't start because MSVCP120.dll is missing from your computer.
( | Please reinstall the program to solve this problem.
24
OK
Second, on the "Microsoft Visual Ct+ 2015-2019 Redistributable (x64) — ---" installation screen,

after checking the "MICROSOFT Software License Terms", select "Agree(A)" and click the "Install(l)"
button to see the following The same "Installation Progress" screen appears.

y "

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.27.29016

Installation progress

Progress:  Microsoft Visual C++ 2019 X64 Minimum Runtime - 14.27.29016

Thirdly, when the installation of "Microsoft Visual CH 20152019 Redistributable (x64) — ---" is
completed normally, the following "Setup Successful" screen appears.
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i

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.27.29016

Setup Successful

----‘
! Close

After proceeding with the vcredist program installation, call "Launch BaroPAM Manager" to set the
BaroPAM environment.

1.4 BaroPAM environment settings

[f the BaroPAM module is installed normally, proceed with the BaroPAM environment setting in the
following order to use BaroPAM.

First, the "BaroPAM Manager" screen appears, where you can configure BaroPAM for Windows.

BaroPAM Manager - v1.0.28 oS
Seare key: [ JlqlcHbVadpj 7b P zBpM 2D eBvmHFY /
Cyde time(3~60 sec): ‘66’

Emergency One-time Authentication Key Additional Function

_ O BBl @] vt [pume

|
L
(s st s m —
i 1 Username | WORKGROUPYY'dhs
: " \
' @ !
! E: DWY“Q BLE Auto Login Saeen Saver
1 H
! !‘I
Close Save

Copyright © Nurit corp. All rights reserved. hittp://www. nurit.co ke

mSecure key
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The secure key assigned to each information asset is a required input item, and you must enter the
secure key granted upon request from the vendor.

[f you enter an arbitrary "Secure key" not given by the vendor, you may be unable to log on to the
information asset because an incorrect OTA key is given.

If the secure key set in the information asset and the secure key registered in the BaroPAM app,
which is a OTA key generator, are different, the OTA key is different, so you may not be able to
log on to Windows.

[f you do not enter the secure key or it is out of range, the following message appears on the
screen.

Please check the secure key.

OK

mCycle time(3~60 sec)

The Cycle time of the OTA key is a required input item and can be specified from a minimum of 3
seconds to a maximum of 60 seconds. If you do not enter the Cycle time or it is out of range, the
fol lowing message appears on the screen.

Please enter an integer between 3 and 60.

OK

If the cycle time of the OTA key and the cycle time of the OTA key specified in the BaroPAM app,
which is a OTA key generator, are different, it may be impossible to log in because the OTA keys
are different.

mEmergency OTA key

The emergency OTA key can be set up to 5 8-digit numbers in case the OTA key generator BaroPAM app
is unavailable or lost, and the emergency OTA key used when logging on to Windows is automatically
deleted.

(@ Enter the emergency OTA key to be added as an 8-digit number.
@ Click the "Random" button to randomly generate an 8-digit number for the emergency OTA key to
be added and enter it in .

nurit O)xee.
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@ Click the "Add" button to add the emergency OTA key entered in (D to @. If you want to delete
the added emergency OTA key, double-click the emergency OTA key in @ and it will be deleted in @.

[f you add more than 5 emergency OTA keys, the following message appears on the screen.

BaroPAM Manager X

Five Emergency One-time Authentication Keys must be registered.

[wServer name

You must enter the same computer name as the "server name" registered in the BaroPAM app, a OTA
key generator.

| f BLE(Bluetooth Low Energy) is used, if the set server name and the server name registered in the
BaroPAM app, which is a OTA key generator, are different, automatic logon of Windows and screen
saver lock prevention/automatic lock/automatic unlock The function does not work normally

[mUser name
Specifies the Username used to log on to Windows.

When using "Local user", "WorkgroupWUsername", when using "Microsoft Account", "MicrosoftAccountWMS
Registration Account", and when using "Windows server", "Domain Name' must be specified to log on
to Windows.

In the case of a local user, if the work group is "WORKGROUP" and the user name is "baropam",
"WORKGROUPWbaropam”, in the case of a Microsoft account, if the MS registration account is
"mc529@nurit.co.kr", "MicrosoftAccountinc529@nurit.co kr", if the domain name is "nurit.co.kr" for
Windows server, enter "nurit.co.kr".

Note) To check the workgroup, right—click the "Windows Start" image —> click "System" = click
"Advanced system settings" —> check "Workgroup" on the "System Properties" screen.

nurit O)xee.
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Note) Check Username, which is the Windows user

‘netplwiz' —> Open".

account, in "Search Windows —> Enter

User Accounts x
Users  Advanced

Use the (st below to Gant Of Geny users 2Cces 10 yOUr computer,
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S tme . mms emm aee tme e bme m e See s e e e e Sen e e
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oK Carcel

®Applying BLE

In order to minimize user's inconvenience, select "Applying BLE" when using the automatic log-in
of the computer with a single touch in conjunction with the BaroPAM app and the function of
prevent ing/auto-locking/auto-unlocking the screen saver .

If "Auto Login" is selected, it works with the BaroPAM app to automatically log in to the computer
with a single touch and to prevent/auto—lock/auto-unlock the screen saver.

If you select "Screen Saver", you can use the function to prevent/auto—lock/auto-disable the
computer 's screen saver with a single touch in conjunction with the BaroPAM app.

Second, if you click the "Save" button to save the BaroPAM environment setting information, the

fol lowing message appears.

nurit




BARO-PAM-020 BaroPAM

Setup info is saved. Do you want to continue installing BaroPAM?

Yes | No

[f you select the "Yes" button, the settings in the "BaroPAM Manager" screen are saved, the
"BaroPAM Manager" screen is closed, and the BaroPAM installation process proceeds.

[f the "No" button is selected, the settings made on the "BaroPAM Manager" screen are not saved,
the "BaroPAM Manager" screen is closed, and the BaroPAM installation process ends.

Third. If you click the "Yes" button on the above screen, the following "Registry Editor" screen
appears to register BaroPAM in the Windows registry.

| Adding information can unintentionally change or delete values and cause components to
*25  stop working correctly. If you do not trust the source of this information in C:\Program Files
(x86)\BaroPAM\register_x64.reg, do not add it to the registry.

Are you sure you want to continue?

Fourth, after checking the contents of the "Registry Editor" screen, click the "Yes" button to
register the BaroPAM registry, and the fol lowing "Registry Editor" screen appears.

The keys and values contained in C:\Program Files (x86)\BaroPAM\register_x64.reg have been
successfully added to the registry.

Click the "OK" button on the screen above to complete BaroPAM's registry registration.

Fifth, after copying the module to the BaroPAM installation directory, the following message
appears.

nurit O)xee.
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Config information is saved.

.

Click the "OK" button on the screen above to complete the installation of BaroPAM.

Note) After installing BaroPAM, do not reboot Windows, but use "Winkey+L" to test.

The details and format of the authentication log (Saved in the Windows event log as module name
baropam_x64.dl1 in the application) logged during Windows logon are as fol lows.

1) Logon success
(D Using an emergency OTA key
2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : session opened for
user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : emergency authentication key :
session opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ Use a OTA key
2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : session opened for user root by
(local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : authentication key : session opened
for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ Using BaroBLE
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : authentication key : session opened
for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session opened for user root
by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : ERP Application auto-login for
user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)

2) Logon failure
@ Verification failed

2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : User root
authentication failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAMPC : BaroPAM Setup : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAMPC : BaroBLE Logon : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

@ There is no authentication key cycle time
2018.10.14 11:46:02-0537 : BAROPAM—PC : authentication key : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

nurit O)xee.
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2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no cycle time for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroBLE Manager : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroBLE Logon : There is no cycle time for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)

@ No verification code entered

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no verification code
for user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroBLE Manager : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

@ No verification key

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no secure key for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroPAM Setup : There is no secure key for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroBLE Manager : There is no secure key for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM—PC : BaroBLE Logon : There is no secure key for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)

3) Etc
(D BLE session closed
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session closed for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)

[f the Windows time is different from the current time, the OTA key does not match because the OTA
key does not match.

Recently, as a method of time synchronization (time server time synchronization) for
servers/network equipment, the system time can be set to the current time in the administrator
account using NTP (Network Time Protocol).

[f you cannot log on to Windows, boot into safe mode as fol lows, move to the installation module
directory, and click the "Unregister_x64.reg" file to release the BaroPAM information added to the
Windows registry.

Windows safe mode, which is used when unable to log on to Windows, is a mode for diagnosing the
operating system and has many functional |imitations, such as using the minimum number of files
and drivers. But thanks to this, it can help to solve the problem. (Refer to the Windows manual)

nurit O)xee.




BARO-PAM-020

BaroPAM

2. BaroPAM application

2.1 BaroPAM application process

Comparison with the

Install the app

) Enter windows A Compare ragistered One Time Auth key
' _Information 2 1D/PW penerated by BaroPAM
ID/PW/One
| ™ Y |
M Thee AN F—sd Vo:luf‘vh Yes 3 2" auth o5 Windows
— H Verity login
(] One Time key input !
Auth key No i
m __generation | i "o
If login falls m BaroPAM
check 1D, PW, (Verity API)
and 2 auth key
:‘O:ol:l:; errors and re No {:'\‘H
{__intormation |
Generation
*BaroPAM" s i) 22

Auth key regeneration when logging

in beyond the generation cycle

No | Division Contents Description
-Android: Play Store access and “BaroPAMs " app download
1 Download Sntiinsisll the BaroRAN spp -iPhone: App Store access and "BaroPAMs" app download
2 Run the BaroPAM app
3 Select the "varitication code” button -Selact the left button at the bottom of the launched app
2auth -System name: Computer name
4 App Rogister windows information -Socure key: Secure key glven 1o the server(vendor issued)
(BaroPAM) -Auth key cycle time: input between 3 and 60 seconds
5 After saving. click the (tem that search when
viewing the list, and create a One Time Auth key
6 Connect 1o the windows and log in by entering ID, -Secure key, Auth key cycle time, 2°¢ authentication veritication
PW, and One Time Auth key using One Time Auth key

2.2 BaroPAM application screen

nurit
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3, Lolt button click
: &= |
—_— - e ] Py PO
3 — PR L s
s % L]
Chick the
Phane > Piay store > . .
BaroPAM Soarch Verification code Sp A
7, Login (2 uuth)
N IR,

Click the "Save” button
(Secore way, Aulh vey

ovcle tima is consistent
with BaroPAM
oonfiguration)

Select Item o
gennrale One Time
Auth ke

Enter One Time
Auth key

2.3 How to logon to Windows

[f Windows is currently logged on, press "WinkeyH." or turn on Windows to display the BaroPAM
logon screen where you enter the fol lowing BaroPAM OTA key and Windows Username/Password.

When using "Local user", "WorkgroupWUsername", when using "Microsoft Account", "MicrosoftAccountWMS
Registration Account", and when using "Windows server", "Domain Name" must be specified to log on
to Windows.

In the case of a local user, if the work group is "WORKGROUP" and the user name is "baropam",
"WORKGROUPHWbaropam”, in the case of a Microsoft account, if the MS registration account is

"'me529@nurit.co.kr", "MicrosoftAccountfmcs29@nurit.co kr', if the domain name is "nurit.co.kr" for
Windows server, enter "nurit.co.kr".

The "server name, secure key, cycle time" entered on the "BaroPAM Manager" screen must be entered

identically on the "Register server information" screen of the "BaroPAM" app.

nurit O)xee.
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Lienit Court( 1710 times) o

Limia Tima( 15600 sec) e
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§ Cycle 5me(3760 sec) 30 [
] . ~ 1
.S«:unm JofcHbVqdpy

- e - - - - - . - e P g o e e

Prenant Man-in-the-rmddle Attack?

Access control bat ype
Emergency One-ime Authenticanon Key

Random  Add
53789758
4223143
TN
40749457
msm

Addtional Function
[}

Server Name | WN11ENG @ { {:»mm. 7
| QN — 4

Emaonment Settng  ®) Share () Username [
Capptng 8LE + s Loy

CIHTTP kemeconnection

Close Haip

/]
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Cemes
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L---------------
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bt ©
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- ot b
s ik T -
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Download the BaroPAM App)

Conce (Search Windows -> Enter 'netplwiz" -> Open)

‘> Google Play

BaroPAM app can be used on Android 6.0 (Marshmalliw) APl 23, i0S 13.0 or higher, and does not

support landscape mode.

After installing the BaroPAM app, launch the BaroPAM app, click the "Verification Code" button on
the menu selection screen, and enter the "Server name, Secure Key, Cycle time" entered in the
"BaroPAM Manager" screen into the "Register server information" of the BaroPAM App. You must enter

the same on the screen.

nurit
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Message: The "OTA key" is incorrect because the date and time of the Android phone or iPhone are
different from the current time.
Cause: This is caused by not using the time provided by the network for the Android or iPhone's
date and time.
Action: For Android phones, go to "Settings" —> "General management" —> "Date and time" —>
"Automatic date and time" and "Automatic time zone" —> "Allow"
For iPhone, go to "Settings" —> "Date & Time" —> "Set Automatically" —> "Allow"

Message: |If you cannot log in because the one—time authentication key does not match.
Cause: BaroPAM is a time synchronization method, so the phone and Windows time must be the same.
Action: Make sure the time on your phone and Windows are correct.

Enter the Windows user account (Username), generate a OTA key in the "BaroPAM" app on the

smar tphone, enter the OTA key generated in "Verification code" and "Password" in Windows, then
click "=>" Alternatively, clicking the "Enter" button requests authentication to the BaroPAM
module, and if verification is successful, the logon authentication policy of the Windows OS is
activated.

In Windows, if the BaroPAM verification module fails to authenticate the entered OTA key, the
following "Error" message appears on the BaroPAM logon screen.

nurit O)xee.
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Certificabon faded, Please re-enter you

|

2.4 BaroPAM Debug

To debug BaroPAM for Windows, create a file "c:Wtempbaropam trace.txt", then set "trace=on" as
the file contents and save it.|f you want to stop debugging, set "trace=off" or delete
"baropam_trace.txt". When debugging is enabled, "c:WtempiBaroPAM_CP_buglog.txt" is created and a
debugging message is left in the file.

baropam_trace. txt)

| trace=on

BaroPAM_CP_buglog. txt

16-07-2024 10:17:55] (11332 | 13624
16-07-2024 10:17:55] (11332 | 13624
16-07-2024 10:17:55] (11332 | 13624

)

( DIl.cpp:238] DII:DIIMain
(

(

16-07-2024 10:17:55](11332 | 13624

(

(

(

(

[

[DI'l.cpp:239] SYSTEM

[DI1.cpp:244] DI1:DIIMain — pass

[DI'1.cpp:181] CClassFactory::Createlnstance
16-07-2024 10:17:55](11332 | 13624)[DI|.cpp:184] DIl:Invoke |1D_ICredentialProvider
16-07-2024 10:17:55](11332 | 13624)[CProvider .cpp:577] BaroPAM_Createlnstance
[

[
[
[
[
[
[
[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp: 1268] BaroPAM: :runProcessBLE
[
[
[
G

—_— — — ~— ~— ~— ~— ~—

16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp: 1258] BaroPAM: : isBLELogin

16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp: 1119] BaroPAM: : init_PAM

16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1143]  BaroPAM::init_PAM(*x) - username[]
ET_BAROPAM_CURR_HOME[C:#Program Files (x86)WBar oPAM]

[16-07-2024 10:17:55]1(11332 | 13624 ) [BaroPAM.cpp: 1317] BaroPAM: : ISExistProcess

nurit -2 O)xee.
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[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1321] ProcessName : BaroBLEManager .exe
[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp:1340] 2 ProcessName : FALSE

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp: 1236] BaroPAM: : getBar oPAM_HOME

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp:1119] BaroPAM: :init_PAM

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp: 1143]  BaroPAM::init_PAM(**) - username[]
GET_BAROPAM_CURR_HOME[C:#Program Files (x86)WBar oPAM#]

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp: 1236] BaroPAM: :getBar oPAM_HOME

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp:1119] BaroPAM: :init_PAM

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1143] BaroPAM::init_PAM(**) - usernamel]
GET_BAROPAM_CURR_HOME[C:#Program Files (x86)WBar oPAMH]

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1298] Restart BaroBLE app [C:WProgram Files
(x86)WBar oPAMfBar oBLEManagerBar oBLEManager .exe] TYPE[] PORTI[]

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp: 1258] BaroPAM: : isBLELogin

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp:1119] BaroPAM: :init_PAM

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1143] BaroPAM::init_PAM(*x) - username[]
GET_BAROPAM_CURR_HOME[C:#Program Files (x86)WBar oPAMY]

16-07-2024 10:17:55]
16-07-2024 10:17:55]

11332 | 13624
11332 | 13624

[CProvider.cpp:585] BaroPAM Createlnstance

[CProvider.cpp:61] CProvider::CProvider

16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:107] Configuration::Configuration
16-07-2024 10:17:55] (11332 | 13624) [BaroPAM.cpp: 1236] BaroPAM: :getBar oPAM_HOME

16-07-2024 10:17:55] (11332 | 13624) [BaroPAM.cpp:1119] BaroPAM: :init_PAM

16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1143]  BaroPAM::init_PAM(*x) — username[]
GET_BAROPAM_CURR_HOME[C:#Program Files (x86)WBar oPAMH]

—~ o~ o~ —~
—_ — — ~—

[16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:73] GetWindowsVersion

[16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:49] GetWindowsVersion

[16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:66] GetWindowsVersion — End

[16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:101] GetWindowsVersion — End

[16-07-2024 10:17:55](11332 | 13624)[Configuration.cpp:153] Configuration — End

[16-07-2024 10:17:55](11332 | 13624)[CProvider.cpp:592] BaroPAM_Createlnstance

[16-07-2024 10:17:55](11332 | 13624)[CProvider .cpp:595] BaroPAM_Createlnstance

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp: 1348] BaroPAM: : | SRunBLE

[16-07-2024 10:17:55](11332 | 13624) [BaroPAM.cpp:1317] BaroPAM: : |sExistProcess

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1321] ProcessName : BaroBLEManager .exe

[16-07-2024 10:17:55](11332 | 13624)[BaroPAM.cpp:1340] 2 ProcessName : TRUE

[16-07-2024 10:17:55](11332 | 13624)[CProvider.cpp:599] BaroPAM_Createlnstance

[16-07-2024 10:17:55](11332 | 13624)[CProvider .cpp:603] BaroPAM_Createlnstance Result:

[16-07-2024 10:17:55](11332 | 13624)[CProvider.cpp:605] (int) O

[16-07-2024 10:17:56](11332 | 13624)[DI|.cpp:238] DI :DI IMain

[16-07-2024 10:17:56] (11332 | 13624)[DI|.cpp:239] SYSTEM

[16-07-2024 10:17:56](11332 | 13624)[DI|.cpp:244] DI1:DIIMain — pass

[16-07-2024 10:17:56](11332 | 13624)[DII.cpp:181] CClassFactory::Createlnstance

[16-07-2024 10:17:56](11332 | 13624)[DI1.cpp:188] DIl:Invoke |1D_ICredentialProviderFilter
2

[16-07-2024 10:17:56] (1133 | 13624) [CCredentialProviderFilter .cpp:47]
BaroPAMFi | ter_Createlnstance
[16-07-2024 10:17:56] (11332 | 13624) [CCredent ialProviderFilter .cpp:103]

CCredentialProviderFilter::CCredentialProviderFilter

[16-07-2024 10:17:56]1(11332 | 13624)[CCredentialProviderFilter.cpp:105] CCredentialProviderFilter
- End

[16-07-2024 10:17:56] (11332 | 13624)[CCredentialProviderFilter.cop:58] (int) O

nurit O)xee.




BARO-PAM-020 BaroPAM

[16-07-2024 10:17:56] (11332 | 13624) [CCredentialProviderFil ter.cpp:66]
CCredentialProviderFilter::Filter: CPUS_LOGON

2.5 BaroPAM updating

First, click the "Start" button at the bottom right of Windows and click "BaroPAM Manager (for
manager )" as follows.

B BaroPAM

é BaroPAM Manager(for manager)

C

C’ Chrome
B Chrome & - “»

Cortana
Microsoft Edge

Er AN
L~ B |

Microsoft Sto..

(o Groove &<

, o)
- INCAInternet Solitaire
M

Bl MagicLine4NX

Malwarebytes g

"D Microsoft Edge

Second, if you click "BaroPAM Manager (for manager)", the following "BaroPAM intro" screen appears.

nurit O)xee.
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Baro PAM
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Thirdly, after the "BaroPAM intro" screen lasts for 3 seconds, the "BaroPAM Certification" screen
that authenticates to change the environment settings of BaroPAM for Windows appears as fol lows.

2 2aroPAM Certification X

Copyright © 2017 BaroPAM All rights reserved.
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Enter the OTA key generated by the BaroPAM app in "Verification code:" and click the "Login"
button. If the OTA key entered is incorrect, a message box at the bottom displays "Certification
failed. Please re—enter your verification code." It is displayed, and the OTA key must be
regenerated and entered in the BaroPAM app.

# ' BaroPAM Certification X

;ooooo Login

Venficabon Code :

Certficabon faded Please re-enter your verfication code
Copyright © 2017 BaroPAM All nghts reserved

Fourth, when authentication of the OTA key is completed on the "BaroPAM Certification" screen, the
"BaroPAM Manager" screen appears where you can change the environment settings of BaroPAM for
Windows as fol lows.
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BaroPAM Manager - v1.0.28

Limit Count{1~10 times): 1 5
I
Limit Time{15~600 sec): 130
Cycle time(3760 sec): ; 30
Secure key: ilalcHbVadpj 7b4PzBpM2DileBvmHFV!
Prevent Man-in-the-middle Attack? ®) Yes ONo
Access control list type ® Deny O Allow
Emergency One-time Authentication Key ACL Usemame or IP Address
Random Add | Add
53789758
| 42231143
| 77297113
| 49149497
11150191

Additional Function

Server Name | WINTIENG ‘ Usermname | WORKGROUPWdhs

Emvironment Setting @ Share (O Usemame [_] DB Interconnection

DApplymg BLE Auto Login Screen Saver Application BLE Interconnection
[CJHTTP Interconnection

Close Help Remove Cosy  § Update _! Save

Copynght © Nunit corp. All nghts reserved. hitp /'www nurit co kr

Fifth, if you click the "Update" button at the bottom of the "BaroPAM Manager" screen, the
following message will appear if it is the latest version.

28

o
O
Y
)
A
n

Current BaroPAM is the latest version.

OK

Sixth, if there are contents to be updated in BaroPAM, the update process proceeds as fol lows.

nurit ©®)
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Installing
Please wait while Setup installs BaroPAM on your computer, o

Extracting files...
C:Werogram Files (x86) WBaroPAMWBaroBLEManager Wopengi 32sw.di

!Cancd]

Seventh, after the update of BaroPAM has proceeded normally, in order to apply the update, you
need to reboot Windows manually by pressing "Winkey+H." or if you need to reboot Windows.

BaroPAM Setup

The system must be rebooted to reapply the BaroPAM module.

nurit O)xza.
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3. BaroPAM resetting

3.1 BaroPAM environment resettings

[f you need to reset the environment after installing BaroPAM, reset the BaroPAM environment in
the fol lowing order.

First, click the "Start" button at the bottom right of Windows and click "BaroPAM Manager (for
manager)" as follows.

B saroPaM

é BaroPAM Manager(for manager)

C

q Chrome
B chrome & - f’)

Cortana
Microsoft Edge

Erpn
= e

D
=

GR Microsoft Sto..

Groove <

8]

INCAInternet : Solitaire

MagicLined4NX

Malwarebytes g

"D Microsoft Edge

Second, if you click "BaroPAM Manager (for manager)", the following "BaroPAM intro" screen appears.

nurit O)xee.
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Baro PAM
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Thirdly, after the "BaroPAM intro" screen lasts for 3 seconds, the "BaroPAM Certification" screen
that authenticates to change the environment settings of BaroPAM for Windows appears as fol lows.

B BaroPAM Certification X

Copyright © 2017 BaroPAM Al rights reserved.
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Enter the OTA key generated by the BaroPAM app in "Verification code:" and click the "Login"
button. If the OTA key entered is incorrect, a message box at the bottom displays "Certification
failed. Please re—enter your verification code." It is displayed, and the OTA key must be
regenerated and entered in the BaroPAM app.

# ' BaroPAM Certification X

Verification Code - | seeese

Certfication failed, Please re-enter your verffication code
Copynght © 2017 BaroPAM All nghts reserved.

Fourth, when authentication of the OTA key is completed on the "BaroPAM Certification" screen, the
"BaroPAM Manager" screen appears where you can change the environment settings of BaroPAM for
Windows as fol lows.
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BaroPAM

BaroPAM Manager - v1,0.28

Limit Count{1710 times): !5
S {

Limit Time(157600 sec): 30

Cycle time(3760 sec): ! 30

Secure key:

ilalcHbVadpi7b4PzBpM2DileBvmHFV/

Prevent Man-in-the-middle Attack?

Access control list type

Emergency One-time Authentication Key

®) Yes ONo
® Deny O Allow
ACL Usemame or IP Address

e e B

53789758
42231143
77297113
48149497
11150191

®

L

(CH

e - -

Additional Function

@

Server Name | WINTIENG

i

[JApplying BLE

Auto Login

[CJHTTP Interconnection

Close Help

Screen Saver

Remove

Usemame [WORKGROUPWdhs

Environment Setting @) Share () Usemame [ DB Interconnection

Copy

Update

Application BLE Interconnection

Copynight © Nurit corp. All rights reserved. hitp /'www nunt co kr

mLimit number (1~10 times)

Set the limited number of times (1~10) for the OTA key. If you do not enter the limit number or it
is out of range, the following message appears on the screen.

Please enter an integer between 1 and 10.

OK

mLimit time(15~600 sec)

Set the time limit (15~600 sec) for the OTA key. |f you do not enter the time limit or go out of
range, the following message will appear on the screen.

_32_

KSA

®)
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Please enter an integer between 15 and 600.

OK

The time limit is forcibly closing the logon screen of the remote visitor who tried to log on if
the logon fails as many times as the |imited number of times during the time limit when attempting
to log on to Windows by connecting remotely.

mCycle time(3~60 sec)
The authentication cycle time of the OTA key is a required input item and can be specified from a

minimum of 3 seconds to a maximum of 60 seconds. |f you do not enter the authentication cycle time
or it is out of range, the following message appears on the screen.

Please enter an integer between 3 and 60.

OK

If the OTA key authentication cycle time and the OTA key generation cycle time specified in the
BaroPAM app, which is a OTA key generator, are different, login may not be possible because the
OTA keys are different.

mSecure key

The secure key assigned to each information asset is a required input item, and you must enter the
secure key granted upon request from the vendor.

[f you enter an arbitrary "Secure key" not given by the vendor, you may be unable to log on to the
information asset because an incorrect OTA key is given.

|f the secure key set in the information asset and the secure key registered in the BaroPAM app,
which is a OTA key generator, are different, the OTA key is different, so you may not be able to
log on to Windows.

[f you do not enter the secure key or it is out of range, the following message appears on the
screen.

nurit O)xee.
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Please check the secure key.

OK

@Will it prevent main-in—the-middle attacks?

[f "Yes" is selected to prevent a man-in—-the-middle attack, other users cannot log on to Windows
during the authentication cycle time of the OTA key. |f "No" is selected, the OTA key Regardless
of the authentication cycle time, all users are allowed to log on to Windows.

[wAccess control list

Select whether to allow (Allow) or exclude (Deny) 2nd authentication (additional authentication)
during Windows logon.

[f "Deny" is selected, only user accounts set in ACL (pam_baro_acl.ini) are allowed except for 2nd
authentication (additional authentication), and user accounts that are not set are allowed.

When "Allow" is selected, only user accounts set in ACL (pam_baro_acl.ini) allow 2nd
authentication (additional authentication), and user accounts that are not set are excluded.

[mEmergency OTA key

The emergency OTA key can be set up to 5 8-digit numbers in case the OTA key generator BaroPAM &4
app is unavailable or lost, and the emergency OTA key used when logging on to Windows is
automatically deleted.

(D Enter the emergency OTA key to be added as an 8-digit number.

@ Click the "Random" button to randomly generate an 8-digit number for the emergency OTA key to
be added and enter it in (.

@ Click the "Add" button to add the emergency OTA key entered in O to @. If you want to delete

the added emergency OTA key, double-click the emergency OTA key in @ and it will be deleted in @.

[f you add more than 5 emergency OTA keys, the following message appears on the screen.

BaroPAM Manager X

Five Emergency One-time Authentication Keys must be registered.

WJACL Username

Register user accounts or |P addresses that require 2nd authentication (additional authentication)

nurit O)xee.
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to be allowed or denied upon Windows logon.

(® Enter the user account or IP address you wish to add.
® Click the "Add" button to add the user account or IP address entered in ® to @. To delete an
added user account or IP address, double—click the user account or IP address in @.

[wServer name

You must enter the same computer name as the "server name" registered in the BaroPAM app, a OTA
key generator.

| f BLE(Bluetooth Low Energy) is used, if the set server name and the server name registered in the
BaroPAM app, which is a OTA key generator, are different, automatic logon of Windows and screen
saver lock prevention/automatic lock/automatic unlock The function does not work normally

[mlUser name
Specifies the Username used to log on to Windows.

When using "Local user", "WorkgroupWUsername", when using "Microsoft Account", "MicrosoftAccountWMS
Registration Account", and when using "Windows server", "Domain Name" must be specified to log on
to Windows.

In the case of a local user, if the work group is "WORKGROUP" and the user name is "baropam",
"WORKGROUP#baropam”, in the case of a Microsoft account, if the MS registration account is
"mc529@nurit.co.kr", "MicrosoftAccountimc529@nurit.co kr", if the domain name is "nurit.co.kr" for
Windows server, enter "nurit.co.kr".

Note) To check the workgroup, right—click the "Windows Start" image = click "System(Y)" —> click
"Advanced system settings" —> check "Workgroup" on the "System Properties" screen.

r- —

Q o= System About Compuer Name  Hadews Advanced Sysem Protection  Femete
| oo
| o - a Wndom Usee the L=hswing romanon 15 Gertty yOur ComEs fer
i - — on e Neteok
| -
1 e . o Computer descrption
1 0 tecacs b swcs For sumvgle “Wichen Compdem™ or "Mary's

Computer
s Fud comgute name Winllgyg
P55 TR 0 e D W - - S . - . )

' [SR— e ‘ Wokgrauw WORKGA0UP

- TS - ———— -

-
< ,' Te wie & witard to e & doman o mod oy, cick Hdtwodk 1D
= - Netwoer (D

Y . v oy
L____- Ta seruame ths computer or change ts domee o

workgrowe. chos Onange

oK Carcel

Note) Check Username, which is the Windows user account, in "Search Windows —> Enter
'netplwiz' => Open".

nurit O)xee.




BARO-PAM-020 BaroPAM
User Accounts x
Users  Advanced Gened  Gowp Merbente
S S SEE SR SR SRR N S S SR S G S G S . SR S S S . -
v Use the it below to grant or deny users 2ccess 10 your computer ' User name: dny l
3 »nd to change passwords and other settings. '
Full name: dhs l
u‘“f"ﬂl'h“(omu‘ff L----—--—------—-—----
Descnption

Passwoed for din

Add..

"ﬂi‘“‘m-----—.ﬁlw——--—-——'

Admeutraton

i
l-—-——-—-—-—-——-———-‘

Properties

To change your password, press Cerl-AR-Del and select Change
Pamvword

o Carcw

oK Cancel J

[®Environment settings

Select whether to share and use BaroPAM environment settings without classifying them by user or

by user (Username).

If "Share" is selected, BaroPAM's configuration file (pam_baro_auth.ini) is shared and used
without classifying BaroPAM's environment settings by user.

[f "Username" is selected, BaroPAM's environment settings are classified for each user, and the
BaroPAM environment configuration file (pam_baro_auth.ini) is set for each user and used.

[wIDB Interconnection

When you want to manage the BaroPAM environment settings file in a remote MariaDB, call the screen
to register the settings information for connecting MariaDB.

nurit
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BaroPAM Manager - v1.0.28 X
Limit Count{ 1710 times). 5 |
oo ]
Limit Time(157600 sec): {30 l
Cycle ime(3760 sec): 130 ‘
Secure key: jlalcHbVadpi7b4PzBpM2DileBvmHFV/ |
BaroPAM setup - DB infomation > ¢
Prevent Man-in-th|
Hostname / [P Address | 192.168.33.117
Access control list
Poet no 3306
Emergency One-| =
[ DB Name kro?amdb =
[ 53789758 >> Usemame nunt
i )
| 49149497
11150191 Cancel | [ sae | Clear
Additional Fum-'ir__ - - -
Server Name |WINTTENG Usemname | WORKGROUPWdhs
o 1 e DY
Emvironment Setting (® Share () Usemame {D DB Imeroonnect;oni
DADDMI’\Q BLE Auto Login Screen Saver Application BLE Interconnection
[CJHTTP Interconnection
Close Help Remove Copy Update Save

Copynght © Nunit corp. All rights reserved. hitp/'www nunit co kr

On the screen above, enter the hostname/|P address, port number, database name, username, and
password required for MariaDB integration.

Clicking the "Clear" button will reset the information required for MariaDB integration.
Clicking the "Save" button will perform a connection test with MariaDB and temporarily store the
information internally.

Clicking the "Cancel" button will cancel the screen.

[WHTTP Interconnection

BaroPAM requests authentication from a server that comprehensively manages authentication rather
than directly authenticating from Windows. BaroPAM requests authentication via http/https using
cURL (Client URL). Enter the URL to be called.

The URL to be called (e.g. http://1.23.456.789/baropam/web/result_curl.jsp) internally includes
server name (hostname), user account (username), authentication cycle (cycle_time), one-time
authentication key (auth_key), etc. The parameters are included and are called when logging in to
Windows to perform authentication.
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The functions of the buttons at the bottom of the "BaroPAM Manager" screen are as fol lows.

1. Save button

When the "Save" button is clicked, the validity of the input items is first checked and then saved
in the BaroPAM configuration files (pam_baro_auth.ini, pam_baro_acl.ini, pam_baro_db.ini).

Config information is saved.

o )

Click the "OK" button to close the "BaroPAM Manager" screen.

Note) After resetting the BaroPAM environment, do not reboot Windows, but use the shortcut
"Winkey+H." to test.

2. Update button

When you click the "Update" button, if there are contents to be updated in BaroPAM, the update
process proceeds as follows. (Refer to "2.4 BaroPAM updating")

3. Copy button

[f you click the "Copy" button, a screen for setting the BaroPAM environment setting file

(pam_baro_auth.ini) for each user is displayed by dividing the environment settings of BaroPAM by
user. (Refer to "1.4 BaroPAM environment settings")

nurit O)xee.
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&) 8aroPAM Manager - v1.0.28 X
Limit Count(1~10 times): 5
Limit Time(15~600 sec): (30 ‘
Cyde tme(3~60 sec): 30
Seaxe key: jlqlcHbVqdpj 7o 4PzBpM2DTeBVmHFY/
Prevent Man-in-the-middie Attack? @) Yes Ono

Emergency One-time Authentication Key Additonal Function
Random = Add Server Name DaroPAM

Username | WORKGROUPWmc529
|

Copyright © Nurit corp. All rights reserved. hitp: /fwww. nunt.co kr

Note) Username related error message when clicking "Save" button

1. If you want to register (save) by entering the same Username as the administrator ID
"You cannot save with the administrator's user [D."

2. |f you do not have a user account in the Usersi directory, but you want to register (save)
"There is no registered user account. Please register a user account first in the Windows
settings"

3. |f you misspel | your username
"This is an incorrectly entered 'Username' field. Must be entered as <Group>W<Username>."

4. |f you have already registered a general user account and are trying to register again
"] already have settings in my user account. Saving will delete any existing settings. Do you
want to continue?"

5. When registration is complete
"The setting information has been saved."

4. Remove button

When you click the "Remove" button, the first step is to remove the information registered in the
registry about BaroPAM as follows. (Refer to "3.2 How to Disable BaroPAM")

5. Help button

Click the "Help" button and the BaroPAM User's Guide for Windows displays the following on the

nurit O)xee.
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screen.
BaroPAM Guide(Windows)
I ndex
Index 0
1. Instal| BaroPAM 1
1.1 Preparation before installing BaroPMd 1
1.2 Instal| BaroPAM 2
1.3 Install veredist R
1.4 BaroPAM environment SettIngs .. e 11
2. BaroPAM application 18
2.1 BaroPAM application process ... ... ... 18
2.2 BaroPAN application screen 18
2.3 How to logon to Windows ... 19
2.5 BaroPAM updating o R |
3. BaroPAM resetting 29
3.1 BaroPAN environment resettings A
3.2 How to disable BaroPAM ... 41
B 0 0 OO BROPNI oo s b eSS il 45
4. BaroPAM delete 49
4.1BaroPAM delete. ... .. . . . R |
5. BaroPAM FAQ 52
6. About BaroPAM 35
6. Close button
Click the "Close" button to close the "BaroPAM Manager" screen.
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BARO-PAM-020 BaroPAM

3.2 How to disable BaroPAM

[f you do not use the BaroPAM module while BaroPAM is installed, proceed with the removal of
BaroPAM in the following order.

1. How to use BaroPAM Manager

If you click the "Remove" button at the bottom of the "BaroPAM Manager" screen, the information

registered in the registry about BaroPAM is removed as fol lows.

BaroPAM Manager - v1.0.28

Limit Count{ 1710 times). '5
Limit Time(157600 sec): 130
Cycle time(3™60 sec): 130
Secure key: :;lqchbqupﬂbdPzBpMZD:IermHFW
Prevent Man-in-the-middle Attack? ®) Yes ONo
Access control list type ® Deny O Allow
Emergency One-time Authentication Key ACL Username or IP Address
[ 1 [ ]
‘ Random Add { | Add
153789758 ' | [ R
42231143
(77297113
| 49149497
11150191

Additional Function
Server Name | WINT1ENG Userame | WORKGROUPWdhs |

Environment Setting ®) Share (O Usemame [ DB Interconnection

DApplymg BLE Auto Login Screan Saver Application BLE Interconnection
[CJHTTP Interconnection

Close Help i Remove E Copy Update Save

Copynight © Nurit corp. All rights reserved. hitp /www nunt co kr

First, since you need to allow the registry editor to change the device, click the "Yes" button

and the following "Registry Editor" screen appears.

nurit S Oz
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|  Adding information can unintentionally change or delete values and cause components to
.

*5 stop working correctly. If you do not trust the source of this information in C:\Program Files
(x86)\BaroPAM\Unregister_x64.reg, do not add it to the registry.

Are you sure you want to continue?

.

Second, after checking the contents of the "Registry Editor" screen, click the "Yes" button to
remove the BaroPAM registry, and the following "Registry Editor" screen appears.

i

The keys and values contained in C:\Program Files (x86)\BaroPAM\Unregister_x64.reg have
been successfully added to the registry.

)

Click the "OK" button on the screen above to complete BaroPAM's registry removal.

Thirdly, the following message appears after removing the module that exists in the BaroPAM
installation directory.

BaroPAM is successfully removed.

oK

)

Click the "OK" button on the screen above to complete the removal of BaroPAM.

2. How to use "Unregister_x64.reg" file

First, execute the "Unregister_x64.reg" file, which is the fol lowing BaroPAM removal registry file,
in the BaroPAM installation module directory.
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| M ¥ | baropam_setup_x64 - O X
Home Share View e
™ « Do.. » barop... v O D Search baropam_setup_x64
Name B Date modified

3¢ Quick access - o
B Desktop y EJ BaroPAM.me | 12/11) Zutz .:— AM
&3 BaroPAM_Guide_Windows_cn.pdf 12/11/2025 10:37 AM
J_' Piomosds o @ BaroPAM_Guide_Windows_en.pdf 12/11/2025 10:37 AM
5| Documents & g BaroPAM_Guide_Windows_jp.pdf 12/11/2025 10:37 AM
&=] Pictures + [ BaroPAM_Guide_Windows_kr.pdf 12/11/2025 10:37 AM
D Music cYo baropam_setup_x64_cn.exe 12/11/2025 10:37 AM
B videos rl_—, baropam_setup_x64_en.exe 12/11/2025 10:37 AM
cly baropam_setup_x64_jp.exe 12/11/2025 10:37 AM
@ OneDrive &—, baropam_setup_x64_kr.exe 12/11/2025 10:37 AM
@ This PC | baropam_trace.txt 12/11/2025 10:37 AM
[%] ntpclient_setup.bat 12/11/2025 10:37 AM
i Network J pam_baro_db.ini 12/11/2025 10:37 AM
:j pam_baro_update.ini 12/11/2025 10:37 AM
register_x64.reg 12/11/2025 10:37 AM

T T L
< >
15 items Ilii:;f

Unregister_x64.reg file)

Windows Registry Editor Version 5.00

[-HKEY_LOCAL_MACH I NEWSOFTWARE!M i crosof tN i ndowstCur rentVersionfAuthent icat ionfiCredent ial
Provider s{32506690-E5AC-4570-B15A—-19A622571036} ]

[-HKEY_LOCAL_MACH I NEWSOFTWAREWM i crosof tWindowstCur rentVersionAuthent icat ionCredent ial Provider
Fi | tersw{32506690-E5AC-4570-B15A-19A622571036} ]

[—HKEY_CLASSES_ROOTWCLS | OW{ 32506690-E5AC-4570-B15A-19A62257 1036 1 | nprocSer ver 32]

[—HKEY_CLASSES_ROOTWCLS | DW{ 32506690-E5AC-4570-B15A-19A62257 1036} ]

Second, if you run the "Unregister_x64.reg" file, which is the registry file for removing BaroPAM,
the following "User Account Control" screen appears.
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B Registry Editor

Verified publisher: Microsoft Windows

Show more details

Thirdly, since you need to allow the registry editor to change the device, click the "Yes" button
and the following "Registry Editor" screen will appear .

Registry Editor

| Adding information can unintentionally change or delete values and cause components to
- stop working correctly. If you do not trust the source of this information in C:\Program Files
(x86)\BaroPAM\Unregister_x64.reg, do not add it to the registry.

Are you sure you want to continue?

Ve ) o

b

Fourth, after checking the contents of the "Registry Editor" screen, click the "Yes" button to
remove the BaroPAM registry, and the following "Registry Editor" screen appears.

o Registry Editor X

The keys and values contained in C:\Program Files (x86)\BaroPAM\Unregister_x64.reg have
been successfully added to the registry.

L

Click the "OK" button on the screen above to complete BaroPAM's registry removal.

Note) After removing BaroPAM, do not reboot Windows, but use "WinkeyH." to test.
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3.3 How to reuse BaroPAM

[f the BaroPAM module is reused while BaroPAM is installed, proceed with the reuse of BaroPAM in
the fol lowing order.

1. How to use BaroPAM Manager

[f you click the "Save" button at the bottom of the "BaroPAM Manager" screen, the first step is to
remove the information registered in the BaroPAM registry as follows.

BaroPAM Manager - v1.0.28 X
g

[
Limit Count(1~10 times) [ 5 ]

Limit Time(157600 sec): % 30 J

Cycle time(3~60 sec): |30 ]

Secure key: {jlqlcHbVadpj 7b4PzBpM2DileBvmHFV/ ’
I
Prevent Man-in-the-middle Attack? @) Yes O No

Access control list type ® Deny O Allow

Emergency One-time Authentication Key ACL Usemame or IP Address

| Random  Add : Add

53789758
42231143
77297113
49749497
111501

Additional Function .
Server Name | WINT1ENG Usemarme |WORKGROUPWdhs

Environment Setting @) Share (O Username [ ] DB Interconnection
DAppMng BLE Auto Login Screen Saver Application BLE Interconnection

[CIHTTP Interconnection

Close Help Remove Copy Update i Save

Copynight © Nunt corp. All rights reserved. hitp//www nunt co ks

First, if you click the "Save" button at the bottom of the "BaroPAM Manager" screen, the following
"Registry Editor" screen appears to register BaroPAM in the Windows registry.
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| . Adding information can unintentionally change or delete values and cause components to
stop working correctly. If you do not trust the source of this information in C:\Program Files
(x86)\BaroPAM\register_x64.reg, do not add it to the registry.

Are you sure you want to continue?

Second, after checking the contents of the "Registry Editor" screen, click the "Yes" button to
register the BaroPAM registry, and the fol lowing "Registry Editor" screen appears.

I

The keys and values contained in C:\Program Files (x86)\BaroPAM\register_x64.reg have been
successfully added to the registry.

[f you click the "OK" button on the screen above, the following message appears after BaroPAM's
registration in the registry is completed.

Config information is saved.

Note) After registering the BaroPAM registry, do not reboot Windows, but use "WinkeyH" to test.

2. How to use "register_x64.reg" file

First, execute the "register_x64.reg" file, which is the registry registration file of BaroPAM, as
follows in the BaroPAM installation module directory.
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| M 5 | baropam_setup_x64 — a X
Home Share View o
™ « Do.. > barop... v D 2 Search baropam_setup_x64
Name - Date modified
s& Quick access o
B Desktop 2 Ej BaroPAM.bm.p | 12/11/2025 10:37 AM
[£3 BaroPAM_Guide_Windows_cn.pdf 12/11/2025 10:37 AM
} Downloads  # g BaroPAM_Guide_Windows_en.pdf 12/11/2025 10:37 AM
| Documents gy BaroPAM_Guide_Windows_jp.pdf 12/11/2025 10:37 AM
&=| Pictures #  [@ BaroPAM_Guide_Windows_kr.pdf 12/11/2025 10:37 AM
J) Music [b baropam_setup_x64_cn.exe 12/11/2025 10:37 AM
B Videos [-i_-, baropam_setup_x64_en.exe 12/11/2025 10:37 AM
[-l_-, baropam_setup_x64_jp.exe 12/11/2025 10:37 AM
@ OneDrive cl4 baropam_setup_x64_kr.exe 12/11/2025 10:37 AM
@ This PC u baropam_trace.txt 12/11/2025 10:37 AM
= (%] ntpclient_setup.bat 12/11/2025 10:37 AM
i Network tz] pam_baro_db.ini 12/11/2025 10:37 AM
'S pam_baro_update.ini 12/11/2025 10:37 AM
Tregister xbdreg  12/11/202510:3 ,;r-T_l"
¢ Unregister xbdreg 12/11/2025 10:37 AM
< >
15 items -

register_x64.reg file)

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACH | NEWSOF TWAREWM i cr osof t#Wi ndowsCur rentVer sionffAuthent icat iontCredent ial
Provider s{32506690-E5AC-4570-B15A—-19A62257 1036} ]
@="Bar oPAMLogon"

[HKEY_CLASSES_ROOTWCLS | Dit{ 325D6690-E5AC-4570-B 15A-19A622571036 } ]
@="BaroPAMLogon"

[HKEY_CLASSES_ROOTWCLS | Dit{ 325D6690-E5AC-4570-B 15A-19A62257 1036 1 npr ocSer ver 32]
@="C:#Program Files (x86)WBar oPAMbaropam x64.dI 1"
"ThreadingMode| "="Apar tment "

[HKEY_LOCAL_MACH I NEWSOF TWAREWM i crosof t#WindowsiCur rentVersionttAuthent icationCredential  Provider
Fi | tersw{32506690-E5AC-4570-B15A-19A622571036} ]
@="Bar oPAMLogon"

Second, if you execute the "register_x64.reg" file, which is a BaroPAM registry registration file,
the following "User Account Control" screen appears.
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B Registry Editor

Verified publisher: Microsoft Windows

Show more details

Thirdly, since you need to allow the registry editor to change the device, click the "Yes" button
and the following "Registry Editor" screen will appear .

Registry Editor

: |‘.: Adding information can unintentionally change or delete values and cause components to
=5 stop working correctly. If you do not trust the source of this information in C:\Program Files
(x86)\BaroPAM\register_x64.reg, do not add it to the registry.

Are you sure you want to continue?

(Ve | o

'

Fourth, after checking the contents of the "Registry Editor" screen, click the "Yes" button to
register the BaroPAM registry, and the fol lowing "Registry Editor" screen appears.

0 Registry Editor X

The keys and values contained in C:\Program Files (x86)\BaroPAM\register_x64.reg have been
successfully added to the registry.

N /|

Click the "OK" button on the screen above to complete BaroPAM's registry registration.

Note) After reusing BaroPAM, do not reboot Windows, but use "Winkey+L" to test.
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4. BaroPAM delete

In order to delete BaroPAM, you must first remove the information registered in the registry about
BaroPAM, and then delete BaroPAM. (Refer to "3.2 How to Disable BaroPAM")

4.1 BaroPAM delete

First, if you register "Add or remove programs" in the search input item at the bottom left of
Windows, the following screen appears.

Recent

@ Settings

== Device security

-----------------1

Add or remove programs |

S S G S SN SR S S S S S S S S

& Registry Editor

Second, if you click "Add or remove programs" on the screen above, the following "Apps & features"
screen appears.

nurit O)xee.
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BaroPAM

Sete g

=
Local Accoum

B Sptem
0 Bluetooth & devices
¥ Network & internat

4 Personaiization

Camera %
--—------‘ a ) ft Corparet [ 1729 800 K8
[l o Agps
S N R N S S
o :
- Accounts Chroma
| Sy
D Time & language
e x
& Gaming & o ' 16.0 XB
) t Corperet
X Accessivility
Cortana
v Privacy & security . M # Corparston | 800 X8
o Windovws Update
F e H
. 90-3!)2‘ * Hub ) 16.0K8
i X ¥
. Get Help 16OKB !
L ft Corperation | N7
PR Mail and Calendar ASGaan

Apps > Apps & features

46 apps Tound
B B B & & &R &R &R & &R & &R N &R R _ N _JN_ &R & & N &R _JR__J
l Ty BaroPAM Manager l?\?‘;‘(.l 172 M8

| Wit L l

ﬂ Caloulator s 1
[ ! nerat | v2e/503 16.0XB ;

Third, on the "App & features" screen, select "BaroPAM Manager" to delete as follows and click the
"Uninstal |" button to delete "BaroPAM".

nurit
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BaroPAM

Settings

dhs
Local Account

3 System

0 Betooth & cevices
¥ Network & nternet
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=
B )

&« Accounts

D Time & anguage
® Gaming
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v Privacy & security

®  Windows Update

Apps > Apps & features

46 apps found
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5. BaroPAM FAQ

Message: After installing BaroPAM for Windows, the logon screen does not appear and malfunction
occurs when logging on.

Cause: "Computer name" or "PC name" occurs because it contains Korean characters.

Action: Click "Explorer => This PC = Right-click —> Properties", check if "Computer Name" or "PC
Name" contains Korean characters, and make sure to "use a combination of English letters,
hyphens, and numbers" do.

Message: |If you cannot log in because the OTA key does not match.

Cause: BaroPAM is a time synchronization method, so the time of the phone and Windows or Server
must be the same.

Action: Check if the phone and Windows or Server time are correct.

Message: The "OTA key" is incorrect because the date and time of the Android phone or iPhone are
different from the current time.
Cause: This is caused by not using the time provided by the network for the Android or iPhone's
date and time.
Action: For Android phones, go to "Settings" —> "General management" —> "Date and time" —>
"Automatic date and time" and "Automatic time zone" —> "Allow"
For iPhone, go to "Settings" —> "Date & Time" —> "Set Automatically" —> "Allow"

Message: A 30 second delay for the logon script process to complete
If you log on after deploying the Windows OS through a specific master image, the logon
speed continues to take a long time.

Cause: On computers running Windows OS, the "Run logon scripts synchronously" group policy is
enabled, so when trying to log on, the splash screen is displayed for 30 seconds. This is
because the logon script then works with the user before the logon script process completes.

Action: As a workaround, changing the Timeout interval to less than 30 seconds improved logon

speed.
1. Start = Run = Run regedit.msc Registry Editor
2. Go to the next path
HKEY_LLOCAL_MACH I NEWSOF TWARE#M i crosof tiW i ndowstCur rentVersiontPol i ciesttSystem
3. Create or modify the following values
Name : DelayedDesktopSwitchTimeout
Type : REG_DWORD
Value : 5
4. Check logon speed improvement after system restart.

Message: Even after deleting a Windows program, it is automatically reinstal led when the system is
restarted.

Cause: This is because the image at the time of the last backup was loaded when Windows was
restarted due to management programs such as PC automatic backup.
Presumed to be installed through user consent when a user downloads and executes a specific
file on the Internet or through an update method after installing a program.
In reality, these installations are done by tricking or misleading users so that they don't
see them properly.
When registered in the startup program folder, the file is repeatedly executed every time
the system starts unless the file is removed.

Action: Find and remove files registered in the Startup folder (C:WDocuments and Settingsw(User
Account )WStart MenuWProgramstStart program).

Message: Failed to open file "Filename"[error message]"

nurit 0)KsA.,
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Cause: Occurs when Filename, an environment setting file, cannot be opened.
Action: After checking the error message, check if the configuration file exists and then reset it
on the BaroPAM Setup screen.

Message: Invalid RATE_LIMIT option. Check pam_baro_auth.ini

Cause: Occurs when the RATE_LIMIT setting value among the contents of the pam_baro_auth.ini file,
which is an environment setting file, is incorrectly set.

Action: Check the setting values ??of the limit count (1 < BATE_LIMIT < 100) and the limit time (1
< interval < 3600).
Reset after confirmation on the BaroPAM Setup screen.

Message: Invalid |ist of timestamps in RATE_LIMIT. Check pam baro_auth.ini

Cause: Occurs when updated timestamps in the RATE_LIMIT option among the contents of the
pam_baro_auth.ini file, an environment setting file, are incorrect.

Action: Check the updated timestamps in the RATE_LIMIT option of the pam_baro_auth.ini file, which
is an environment setting file.

Message: Try to update RATE_LIMIT line.
Cause: The message displayed when you log in normally.
Action: No action

Message: Too many concurrent login attempts. Please try again.

Cause: Occurs when the DISALLOW_REUSE option (only one login is allowed within the OTA key
generation cycle time) of the configuration file pam_baro_auth.ini file is set and login is
retried within the OTA key generation cycle time after successful login.

Action: Login retry after one-time authentication key generation cycle time.

Message: Can't find ACL_TYPE[error message]

Cause: Occurs when there is no ACL_TYPE option or set value in pam_baro_auth.ini, an environment
setting file.

Action: Check the ACL_TYPE option or setting value of the pam_baro_auth.ini file, which is an
environment setting file.
Reset after confirmation on the BaroPAM Setup screen.

Message: Can't find ACL_FILE[error message]

Cause: Occurs when there is no ACL_FILE option or set value in pam_baro_auth.ini, an environment
setting file.

Action: Check the ACL_FILE option or setting value of the pam_baro_auth.ini file, which is an
environment setting file.
Reset after confirmation on the BaroPAM Setup screen.

Message: Invalid WINDOW_SIZE option in pam_baro_auth. ini

Cause: Occurs when the WINDOW_SIZE setting value (calibration time based on the current time) of
the contents of the pam_baro_auth.ini file, which is an environment setting file, is
incorrectly set.

Action: Based on the current time, check the set value of the one-time authentication key
calibration time (1 < WINDOW_SIZE < 100).

Message: Trying to reuse a previously used time-based code.
Retry again in 30 seconds.
Warning! This might mean, you are currently subject to a man—in—themiddle attack.
Cause: The DISALLOW_REUSE option in the pam_baro_auth.ini file, an environment setting file, is an
option in preparation for man-in—the-middle attacks.
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A man—in-the-middle attack occurs when an unauthorized entity places itself between two
communication systems and intercepts the passing of information that is currently in
progress. In a nutshell, what could be called a modern wiretapping system.

Action: No action

Message: Failed to allocate memory when updating pam baro_auth. ini
Cause: Occurs when memory allocation fails when updating the configuration file pam_baro_auth.ini.
Action: Technical support

Message: Can't find HOSTNAME[error message]

Cause: Occurs when there is no HOSTNAME option or set value in pam_baro_auth.ini, which is an
environment setting file.

Action: Check the HOSTNAME option or setting value of the pam_baro_auth.ini file, which is an
environment setting file.
Reset after confirmation on the BaroPAM Setup screen.

Message: Can't find SECURE_KEY[error message]
Cause: Occurs when there is no SECURE_KEY option or set value in pam_baro_auth.ini, an environment
setting file.
Action: Check the SECURE_KEY option or setting value of the pam_baro_auth.ini file, which is an
environment setting file.
Reset after confirmation on the BaroPAM Setup screen.

Message: Can't link DB [error messagel]

Cause: Occurs when there are no DB link options or setting values in the DB file, pam_baro_db.ini
file.

Action: Check the DB |ink option or setting value of the pam baro_db.ini file, which is a DB file.
Reset after confirmation on the BaroPAM Setup screen.

Message: Invalid verification code
Cause: Occurs when verification of the OTA key fails.
Action: Login retry.

Message: When remotely connecting to Windows via Remote Desktop, an issue occurs where two
characters are entered consecutively when using the right Shift key to enter a password on
the remote Windows login screen.

Cause:

Action: This can be solved by using the left shift key instead of the right shift key.
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