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for multi-layer authentication that strengthens the security of information assets 
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Appendix. Application appearance 

1. Application login 

When logging in to applications such as ERP/groupware/electronic payment/portal, enter the login-ID for 
user identification and authentication to enhance security and generate a OTA key in the BaroPAM app. 
Enter the OTA key you created and click the login button to log in to the application. 
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Security is strengthened by applying BaroPAM for user identification and authentication to 
improve security vulnerabilities when logging in to WAS (Web Application Server) consoles 
such as Weblogic, JEUS, Tomcat, etc. 

2. WAS console login 

On the WAS console login screen, enter your password first and then enter the OTA key 
without a space. for example, If the password is "tomcat" and the OTA key is "984 768", 
enter "tomcat984768". 

[ Tomcat 콘솔 ] 
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When making simple payments or bank transfers, click the OTP number generation button in the 
app. The generated OTP number is displayed in the app, and security is strengthened by clicking 
the payment button to pay. 

OTP generation rule when paying by card = card number 
                                                                     + payment amount  + unique number 
OTP generation rules for account transfer = account number  
                                                                      + transfer amount  + unique number 

Check whether payment/transfer  
         information has been forged or altered  

           through OTP verification on the server. 

3. Simple payment/account transfer authentication (Fintech) 
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When logging into Open OS, a domestic OS that replaces the Windows environment and is strong in 
security, enter the login-ID for user identification and authentication for enhanced security and generate 
a OTA key in the BaroPAM app.  Enter the OTA key you created and click the login button to log in. 

4. Open OS login (Hamonika OS / Gooroom OS / TmaxOS) 
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For user identification and authentication to enhance security when logging on to Windows, the 
BaroPAM app generates a OTA key. After entering the OTA key and password you created, click the 
Log On button to log on to Windows to strengthen security.  

5. Windows logon 

Appendix. Application appearance 
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When logging in to a Linux/Unix environment, enter your login-ID for user identification and authentication 
to enhance security and generate a OTA key in the BaroPAM app. Strengthen security by entering the OTA 
key you created and then clicking the login button to log in. 

6. Linux / Unix login 
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When logging in to the MacOS environment, enter the login-ID for user identification and authentication for 
enhanced security and generate a OTA key in the BaroPAM app. Strengthen security by entering the OTA 
key you created and then clicking the login button to log in. 

7. MacOS login 

Enter your password first on the GUI login screen or Screen Saver screen of Mac OS X.  Just create a OTA key in the BaroPAM app 
on your smartphone and enter the OTA key without a space after the password. For example, if the password is "baropam" and the 
OTA key is "984 768", enter "baropam984768". 
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8. ABLESTACK Cube Management Console Login  

root 

baropam984768 

On the management console login screen, enter your password first and then enter the OTA key without a 
space. for example, If the password is "baropam" and the OTA key is "984 768", enter "baropam195921". 

Security is strengthened by applying BaroPAM for user identification and authentication to improve security 
vulnerabilities when logging into the ABLESTACK Cube management console. (Cube can easily apply BaroPAM 
based on CentOS, the downstream of Enterprise Linux OS, to provide a stable operating environment in an 
enterprise environment) 
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Using the MS Azure (Function, File Storage) environment, use Power Apps in the user mobile environment to 
perform 2nd  authentication for user identification and authentication to strengthen security. BaroPAM 
authentication by accessing the Azure environment through HTTP Request. Proceed with strengthening 
security. 

9. Integration with MS Azure environment 
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10. Log in to Cloudera Manager in Cloudera Data Platform 

root 

baropam195921 

On the Cloudera Manager login screen, enter your password first and then enter the OTA key without a space. For example, if 

the password is "baropam" and the OTA key is "984 768", enter "baropam984768". 

CDP (Cloudera Data Platform) is a solution that provides the freedom to safely move data, applications, and 
users in both directions between data centers and multiple data clouds regardless of the data's location. It is 
designed to improve security vulnerabilities when logging into Cloudera Manager. Security is strengthened by 
applying BaroPAM for user identification and authentication.  
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SSO (Single Sign On) is an integrated authentication function that allows you to use multiple 
systems with OTA. When logging in with a unified ID, each work system is accessed 
differentially and selectively according to authority without a separate authentication process. 
Security is strengthened by applying BaroPAM for user identification and authentication to 
solutions that provide an enabling environment. 

11. Convergence with SSO (Single Sign On) solution 
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Mobile Virtualization Platform (VMI) is a platform that provides a mobile work environment that is 
completely physically separated from the personal mobile area by accessing the mobile virtual 
(individual user) area on the server. BaroPAM is used for user identification and authentication to 
strengthen security. Apply to strengthen security. 

12. Application of VMI (Virtual Mobile Infrastructure) solution 
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A wireless access point (WAP), also called a wireless AP, is a device that allows wireless devices to connect 
to wired devices using related standards using Wi-Fi in a computer network, transforming a wired LAN-based 
work environment into a 5G-based mobile environment. To enhance security, security is strengthened by 
applying BaroPAM for wireless user identification and authentication. 

Wireless AP Controller 

Generate OTA key 

Login-ID 
Passwd 
Verify 

BaroPAM 
OTA key 

Verify 

Wireless AP Wireless AP Wireless AP 

Wireless AP Wireless AP Wireless AP 

Anyclick AUS 

13. Convergence with wireless AP solution 

Appendix. Application appearance 



15 Copyright  Nurit Corp. All rights reserved. 

VDI (Virtual Desktop Infrastructure) enhances security by applying BaroPAM for user 
identification and authentication to enhance security in a solution that virtualizes desktops 
using software and provides them to the user environment from a central location. 

14. Convergence with VDI (Virtual Desktop Infrastructure) solution 
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Mattermost is an open source, self-hosted online chat service that provides file sharing, search, and 
integration capabilities. It is designed as an internal chat for organizations and businesses, and largely 
describes itself as a secure, open source alternative to Slack and Microsoft Teams. Security is 
strengthened by applying BaroPAM for user identification and authentication. 

15. Integration with Mattermost solutions 
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A virtual private network (VPN) is a network that allows you to build a wide area network (WAN) at low 
cost by connecting points between points using a tunneling protocol (communication protocol) based on 
encryption technology without a separate private network. As a solution, security is strengthened by 
applying BaroPAM for user identification and authentication to enhance security. 

16. Convergence with OpenVPN solution 

On the VPN login screen, enter your password first, then enter the OTA key without a space. for 
example, If the password is "nurit" and the OTA key is "984 768", enter "nurit984768". 

Appendix. Application appearance 
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RADIUS (Remote Authentication Dial In User Service) is a networking protocol that provides centralized 
authentication for users to connect to the network and receive network services. It enhances security by 
applying BaroPAM for user identification and authentication to enhance security. 

FreeRADIUS 

SOPHOS 
NGF XG Firewall 

R
a
d
iu

s
:U

D
P

 1
8
1
2
 

OTA key 

User 

Internet 

Sophos SSLVPN Client 

※ RADIUS supports authentication of network equipment such as wireless AP, VPN, database,  
    VMWare, etc. 

RADIUS Auth 
-PAM Auth 
-SQL Auth 
-HTTP Auth 
-AD Auth 
-LDAP Auth 

17. Integration with RADIUS solution 
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RADIUS (Remote Authentication Dial In User Service) is a networking protocol that strengthens security 
by applying BaroPAM for integrated account management and integrated authentication to enhance 
security through centralized authentication for users to connect to the network and receive network 
services. 

18. Integrated account/authentication management linked to RADIUS 

Linux/Unix 

Windows Server 

User 
RADIUS Server 

BaroPAM 
App 

OTA key RADIS 
Client 
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※ OTA key(OTA key) 

Auth Request 

 Auth Response 

SSLVPN 

RADIS 
Client 

RADIS 
Client 
(NPS) 

RADIUS Server Info 
IP: 10.10.10.1(Ex) 
Port: 1812 
Secret: baropam 
 
RADIUS Client module installation and env settings 
Windows server sets up RADIUS in NPS 

RADIUS Server Info 
 
OS: Rocky linux 9.x 
RAM: 4GIB 
Cores: 4 
Hard disk: 50GIB 
IP: 10.10.10.1(Ex) 
Port: 1812 
Secret: baropam 

▶Integrated management and integrated authentication of  
   information asset accounts (ID/password) 
▶Use OS account for information asset account (ID/password) 
▶Use of the globally recognized 512Bit standard Hash  
   function (HMac-SHA512 / Internet security standard IETF  
   RFC 6238) 
▶Time-Sync, dynamic HMac Key method recommended by  
   the Financial Supervisory Service 
▶Dynamic security such as one-time/volatile that changes  
   every time or is used once and then discarded 
▶Guaranteed service with fast authentication speed (average  
   authentication time within 0.01 seconds) 
▶Even if the authentication information is forged or altered  
   during the authentication process, bypass authentication is  
   not possible. 
▶Individual grant of one-time authentication key and  
   generation cycle for each information asset/account 
▶Authentication bypass (bypass techniques, fatigue attacks,  
   etc.) and MFA fatigue attacks are impossible. 
▶Login is not possible even if account information is stolen  
   by abusing the automatic login function. 
▶Provides the ability to set the authentication limit number  
   and time limit (e.g. 3 times in 30 seconds) 
▶Provides a function to prevent man-in-the-middle attacks 
▶Provides ACL function for accounts that can be  
   allowed/excluded from secondary authentication 

Features 
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19. Integration with OWA (Outlook Web Access) solution 

Appendix. Application appearance 

Outlook on the web, or Outlook Web Access (OWA), is a browser-based counterpart to Microsoft Outlook, an 
on-premises email and task management application that provides user identification and authentication to 
enhance security against the risk of exposing sensitive business information and confidential email 
correspondence between users. Security is strengthened by applying BaroPAM for authentication. 



21 Copyright  Nurit Corp. All rights reserved. 

WFA verifies the integrity of the terminal in an environment where external user terminals must 
access and work internally and applies a security system for internal access rights according to the 
terminal status to eliminate security risks of internal access and provide a differentiated network 
access control environment according to the terminal status. It is a solution that provides security by 
applying BaroPAM to identify and authenticate internal accessors to strengthen security. 
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-screen watermark 
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※ Microsoft's AD (Active Directory) authentication is replaced with PAM authentication using BaroPAM. 

20. Convergence with WFA (Work From Anywhere) solution 
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To strengthen security, it is a comprehensive access control solution that restricts unauthorized access 
by granting only "minimum privileges" to applications, users, and information assets, and monitors and 
analyzes access attempts to audit the form and type of security breach. Security is strengthened by 
applying BaroPAM for user identification and authentication. 

PASSWORD SAFE 

Repository 

RADIUS Auth 
-PAM Auth 
-SQL Auth 
-HTTP Auth FreeRADIUS 

OTA key 

21. Convergence with access control/password management solutions 
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22. Convergence with smart work solutions 

Appendix. Application appearance 

Smart work is a flexible work environment that uses IT to work without restrictions on time and 
place. For information security, terminal security and power saving functions are set, such as 
screen blocking for 5 minutes, screen saver for 10 minutes, and forced shutdown for 4 hours. 
However, information security is strengthened, user inconvenience is minimized, and security is 
strengthened by applying BaroPAM for user identification and authentication. 



24 Copyright  Nurit Corp. All rights reserved. 

23. Convergence with SAC (Server Access Control) solution 

Appendix. Application appearance 

A server access control solution that controls and manages all access and tasks to the network and server IT 
infrastructure operating system, and thoroughly controls and supervises users through real-time monitoring of work 
details and storage of log records, as well as multi-layer authentication of information assets. The BaroPAM  
solution, which blocks account theft, privilege escalation, illegal bypass/remote access, and man-in-the-middle 
attacks, can be combined to create a synergy effect that strengthens the security of information assets. 
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▶Access authority control 
▶System command control 
▶Real-time session control 
▶Work log recording/audit 
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Intelligent CCTV strengthens security by applying BaroPAM for user identification and 
authentication to a CCTV solution equipped with various functions that analyze the video while 
recording the scene, unlike general CCTV that simply records and displays the scene. 

Problems / Improvements  

 Password change instructions to public institutions and CCTV 
management agencies 

   -For CCTV products, use the default password as is 

   -Easy access to CCTV via the Internet to access the internal  

     network   
 

 CCTV control centers have hundreds or thousands of CCTVs 

   -Consignment of stored CCTV footage to a private company  

   - Impossible to manually manage numerous CCTVs  

      (one-time authentication) 
 
 Necessity of compliance with the Personal Video Information 

Protection Act and response to audits 

 Protect CCTV information assets with 2nd authentication 
(additional authentication) 

 Prevent illegal use by replacing passwords with OTA keys 

 Establish and operate video information protection measures 

 Encryption and decryption applied when backing up video 
information 

 Enhance security by applying 2nd authentication (additional 
authentication) to IP cameras 

Login 
ID 

Verify 

BaroPAM 
OTA key 

Verify 

OTA key 

User 

24. Convergence with CCTV solutions 
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When logging in to VDI/SSO/VMI/wireless AP/VPN/SAC/CCTV, etc., enter the login-ID and 
generate a OTA key in the BaroPAM app. Security is strengthened by applying BaroPAM for user 
identification and authentication by entering the generated OTA key. 

After applying the OTA key 

 Use of OTA key for each information asset / 

account 

 Apply value generated from hash algorithm (SHA512) 

 Create directly from the BaroPAM app when needed 

 No need for security measures using encryption 

technology, etc. 

 No risk of leakage or damage 

 Apply individual authentication key generation 

cycle (3~60 sec) 

 Password syndrome/password reset syndrome 

does not occur 

24. Authentication of VDI/SSO/VMI/wireless AP/VPN/SAC/CCTV, etc. 

Appendix. Application appearance 

Before applying the OTA key 

 Use fixed password for each information 

asset/account 

 Apply password creation rules 

 Store password information in DB 

 Requires security measures (one-way 

encryption) using encryption technology, etc. 

 Risk of leakage and damage 

Mandatory password change cycle applied 

 Password syndrome/password reset syndrome 

complaints 
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Password you don't need to remember! 
BaroPAM will be with you. 

 
 

Thank You! 
 

www.nurit.co.kr 
mc529@nurit.co.kr 

http://www.nurit.co.kr/

