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1) Hostname % OS HZ& &©°l
[root@baropam root]# uname —a

HamoniKR baropam 5.15.0-88-gener ic #98-Ubuntu SMP Mon Oct 2 15:18:56 UTC 2023 xB86_64 x86_64 x86_64
GNU/Hamon iKR

2) ssh, sftp MH|2AE MI2617] £1510{ ssh X openssi?| H{ZI=S &9I
[root@baropam root]# ssh -V
OpenSSH_8.9p1 Ubuntu-3ubuntu0.4, OpenSSL 3.0.2 15 Mar 2022

[root@baropam baropam]# openss| version
OpenSSL 3.0.2 15 Mar 2022 (Library: OpenSSL 3.0.2 15 Mar 2022)

3) 25 0llM ssh/sftp %5171 18t Wty sl L 217 1S
[root@baropam baropam]# sudo ufw disable
[root@baropam baropam]# sudo systemct| restart ufw
(Y o Y i S T PPN
o P PV Y
)

— M il

&z
ojafo|

P 990000 NO

FrEe

L2 HamoniKR HEE 7|H8iCt.

-Hostname/OS version
-ssh/openssl version
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I. BaroPAM Ha

2. BaroPAM AMX|

1) BaroPAM 2&S MX|517] 28t CIME2E MM %! At 83 (root AFY22)
[root]# mkdir /usr/baropam
[root ]# chmod 777 /usr/baropam

2) BaroPAM &iX] 2 &= CIRE2=(0S version #9l)

https://mc529.tistory.com/ 1407

X & tar TIHE o HS

[root] /usr/baropam > wget http://nuriapp.com/download/| ibpam_baro_auth-mint21.5.29-x64.tar

3) BaroPAM %] 2E2| et== siAl (0l HamoniKR 7.x 64bit2l H<S)
[root] /usr/baropam > tar —xvf |ibpam_baro_auth-mint21.5.29-x64.tar

4) BaroPAM 2 & &19I
[root] /usr/baropam > Is -al

& A 180

drwxrwxrwx 7 root root 4096 8& 23 09:59 .

drwxr-xr—x 17 root root 4096 2& 10 2017 ..

-r——r—r— 1 root root 8 3& 24 2021 .baro_acl > ACL It

-r—r——r— 1 root root 305 72 2 14:41 .baro_auth > PAM O15C s34 F Ot

-r—r—-r— 1 root root 290 62 30 12:55 .baro_curl > cURL 21&2 SE&4d g

-r—r——r— 1 root root 287 2& 28 12:19 .baro_sql > PAM 2152 MariaDB2t HSdle &% 8

-rwxr—-xr-x 1 root root 69149 42 6 19:12 baro_auth > PAM 2132 SHZMY MAHGt= Al T2 )M

-rwxr—-xr-x 1 root root 65072 6& 29 16:36 baro_cur | > clRL 2152 SFOY MHot= Al T2 )M

-rwxr—-xr-x 1 root root 57074 2& 28 12:18 baro_sql > PAM @1 5°| MariaDBet H=ole 85 HE2E MYote A T2 )
drwxr—xr-x 2 root root 4096 7& 20 2021 jilee > PAM 15C] Bot 2& Iaol EMote ClHEZ|

-rwxr—-xr-x 1 root root 152649 62 9 08:19 pam_baro_auth.so = PAM Q152 23 & oI5| HdEole 2=

-rwxr—-xr-x 1 root root 116158 62 30 12:54 pam_baro_curl.so = cURL 2152 23 & &I dEole 2=

—rwxr—-xr-x 1 root root 170863 22 28 12:18 pam_baro_sgl.so = PAM OI=9| 23|g 0IE3| 2Eo6t= 2= (MariabB)

-rw-r——r— 1 root root 221 6& 27 15:59 setauth.sh > PAM 2132 SZNY MHot= & AdEHE

-rw-r——r—— 1 root root 150 6& 29 16:29 setcurl.sh > cURL 21&2 SEmY MAHol= & AEE

-rw-r——r— 1 root  root 180 2& 28 12:19 setsql.sh > PAM @1 5°| MariaDBet H=Sdl= 8% HE2E M4ote & ATJHE
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. BaroPAM Ha
yri 1)

R8Ny

[

3. BaroPAM

MM (PAM

o]

| S

=: .baro_auth)

1) Al MAMsH= l A3E|E(setauth.sh)

[root] /usr/baropam > cat setauth.sh
#1/bin/sh

export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/ .baro_auth

2) BaroPAM #AMY ulelo] M3 FSMof L8t LIS

o Al HEg Hl 12|
-re | 28|18 25212 HIEE (110} Je a
-Re | €818 21572 MIFAIZHE, 15-600F)» 300 a
-te | €81 E 2E312| 2ESFI(E, H0E). 300 a
ke | YEE 2AB3e UEUM(appl, app?f,  appdBd, | apehlle a
apps12) .o
—eo | EEAE WYL BFE | Flves or nole noe
-he | 281 A1ENA S Elal low) L= M2 (den) A H¥e | denve
—as | 2&F CIEUAM AE(allow) = M2 (deny)E AEM CF | Ausr/baropan/ .baro_acle
oh ACL T E (T E2AHSE 4.
—Se | BEA] MO0 FHESetE Secure kel 2t0]H A 3] )e j lal cHbYadei TodPzBeM2Di | eBymHFY/ o
s« | BaroPAM EE4E WY E Mg CAE2E EZES I | /usr/baropan/ baro_authe
2l

3) setauth.sh 8l A3E|E &8
[root] /usr/baropam > sh setauth.sh

$BAROPAM_HOME/baro_auth —r 3 -R 30 -t 30 -k app512 —e no -A deny —a $BAROPAM_HOME/.baro_acl =S jlqglcHbVadpj7b4PzBpM2Di | eBvmHFY/ —s

1) Your emergency one-time authentication key are :
SZ2 23 E USBI|l= 23E QST MHI|Ql BaroPAM HE AISE

G2 [ 2AIS BRE UIHISHH SSH AMH Ol CHAl HAMASH=0 A2

2 A= BH0| Jtsst Super 21FI| 0122 HEIHH H# SF= A

Ct.

2) S0l 4= 230 Uolke 25 "y'E LS
"/usr/baropam/.baro_auth" IS LHOIESAASULIM (y/n) y
Z2tXHman-in-the-middle) A MY 24210t (y/n) y

[root] /usr/baropam > cat .baro_auth
" AUTH_KEY

RATE_LIMIT 3 30

KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j I qlcHbVadp ] 7b4PzBpM2Di | eBvmHFV/
ACL_NAME /usr /baropam/.baro_acl
ACL_TYPE deny

DI SALLOW_REUSE

33458936

19035576

15364353

54649370

84342192

A
o

=13
=

0l

Uit
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BaroPAM Ha

3. BaroPAM 2tAAMH ut! MM (PAM 21E: .baro_sql)

1) Al MMSH= dl A3ElE(setsql.sh)

[root] /usr/baropam > cat setsql.sh
#1/bin/sh

export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/baro_sqgl —H nurit.co.kr —e no —u nurit —p baropams —d baropamdb -P 3306 —-s $BAROPAM_HOME/.baro_sql

2) BaroPAM #Z M3 njalo| M3 SMoj Cist LIZ 1) 20l LiRs 2201 QoA 25 'y'S A5}
A, T PpET ik /usr/baropam/.baro_sql" WS LOOIEGAIZSLIM (y/n) vy
—He | MariaDB MHE| EAE 0|2 E= P 40 nurit.co.kre o [root] /usr/baropam > cat .baro_sql
-ue | MariaDB AFER 0| B0 nur ite a " AUTH_KEY
—pe | MarialB ALERIE] HIZHZ. baropam« E " HOSTNAME nurit.co.kr
—de | AZEE MariaDB 0| Se baropamde o " USERNAME nurit
Pe | MarialB At ZE HiS. 33080 o - PASSHORD bar opans
—ee | EHEAEE W AFS H Flves or noje noe o ) gggﬁmg ggggpamdb
—z¢ | BaroPAM EE4H WY E MyE CHE2E ZEIE WEHs /usr/baropam/ . baro_sal ¢ a " RATE LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY jlalcHbVadpj7b4PzBpM2Di | eBvmHFY/
" ACL_TYPE deny

" MIDDLE_TYPE DISALLOW_REUSE

" MIDDLE_TIME 58014762

" ENV_TYPE share

3) setsql.sh 4 A3 E|E A&I¥
[root] /usr/baropam > sh setsql.sh

Copyright © Nurit Corp. All rights reserved. 5 n u r t



I. BaroPAM Ha
yri 1)

3. BaroPAM EZHAMH

MM (cURL @I=: .baro_curl)

1) gl MAMSH= dl A3E|E(setcurl.sh)
[root] /usr/baropam > cat setcurl.sh
#!/bin/sh

HOSTNAME="hostname"
export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/baro_cur | —-r 3 -R 30 -t 30 -k app512 -H $HOSTNAME —e no -u http://1.23.456.789/baropam/web/result curl.isp —s
$BAROPAM_HOME/ .baro_cur |

2) BaroPAM #Z&IH melo] M3 SMoj Cist L2 1) Ol Lies 2200 HaHAls

(=]
" s g EStAIASL

o E— e I
-ro | 23 AS22] HIE= (1100 3 a

SIS 1= |2 HIEtAZHE, =
e %ils;%) QUSFNE USLE(appl,  appdSh,  appdSd, | appSice a " RATE_LIMIT 3 30

app A " . .
[ EEE TGS =T o Tl — - ' QtEJiHMLEJ%OBt;gbég.23.456.789/baropam/web/resu|t_cur|.Jsp
Ho | HHET & 2E T (unane_-n)e nurit.co kre ¢ " CYCLE_TIME 30
- | EEY 1A=E EZAEY(hostname), thg}(} AlE | http: /1,23, 456, 789/ baropan /web,/ 1 | # " HOSTNKME qsh-0415. cafe24. com

{username) . ﬂ%—’?—?l(cycle_t_ime), _%il% QUE3| | esult_curl.jspe " DISALLOW REUSE

tanth_key) SZ2| TROIE?H TEZH Z=&» -
=+ | BaroPAM Z-ALE MIEE MME CRIER|E EEEF I | Asr/baropans baro_cor | a

e

3) setcurl.sh 8l A3EIE Al
[root] /usr/baropam > sh setcurl.sh
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http://1.23.456.789/baropam/web/result_curl.jsp

BaroPAM Ha

4. BaroPAM &Z(PAM 21=: pam_baro_auth.so)

1) sshd melo| &) 4

Keyboard Interactive Authentication X
[root] /usr/baropam > vi /etc/pam.d/sshd T,
auth required /usr/baropam/pam baro_auth.so nullok secret=/usr/baropam/.baro_auth encrypt=no RS
S "nullok"s SZ=S PAM 20| null 2t LS E Q35l= A2 FEEHCH= 20| I \ Concel
[ save password
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/ baro_auth encrypt=no

Z 1) xrdp= /etc/pam.d/xrdp—sesman & & 0l A “forward_pass“ SHoE s
2) su, sudo, lightdm, lightdm-autologin, cinnamon-screensaver I}2! I=°| E|AICH] M A
[root] /usr/baropam > vi /etc/pam.d/su
auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth encrypt=no

3) sshd 2 H¥ S 2lgt 4% mYQ "/etc/ssh/sshd_config” TS| L|& & CiSa} 22 QUXt= HZAE0| ER

=
A 2ES tHAe HlD-

PasswordAuthent i cat i onw yesd noe e : ol S e RS,

kbd|nteract iveduthent icat ione Mg yese 4 : |

[ePiMe N+ yese 4 ' [ Save password

4) sshd 30| ELIH HI=EA] PAM 2E0| MCHE £IIx|2A=X| &218t £ SSH Server?| Restart Zg{0] HI=A| ER

> forward_passS 0/206t0 &5 2 =& (Password & verification code:)0ll 259 20| €3& Q=38 s FL, 55 HAY L6t
28 20| OI0A 232 CSIE U, ME S0 2SIt "baropan’ 0110 L3E ISI|JF "123456" OlctH "baropami23456"'C 2 ¢! &

Ok

Cancel

[root] /usr/baropam > systemct| restart sshd

2 1.234.83.169 (1) - SecureCRT -

O

[ |
5) BaroPAM 2E Al A| 2X 2IS0A] X2 A= cist ACLO| XI2| 5HOk Sl= A<
[root] /usr/baropam > vi .baro_acl

barokey

baropam

Ready ssh2: AES-256-C 5, 20 13 Rows, 57 Cols

SShd % gxl %: [ OK ] File Edit Wiew QOptions Iransfer Script Tools Help
sshd ()8 AI® &: [ K | SR InERp 8EES THY 0 a;
| 1.234.83.169 | 1.234.83.163 (1) £
. [root] /home/util > su - oracTe ~
[root] /usr/baropam > systemct| restart |ightdm Verification code:

VT100

Copyright © Nurit Corp. All rights reserved. 7



BaroPAM Ha

4. BaroPAM M (PAM @I

==
o

pam_baro_sql.so)

1) sshd melo| &) 4

T g0l 0I0IA YBIS QSIS Y. OIS S "baropam’ 0|2 ¢

Z 1) xrdp= /etc/pam.d/xrdp—sesman & & 0l A “forward_pass“ SHoE s
2) su, sudo, lightdm, lightdm-autologin, cinnamon-screensaver I}2! I=°| E|AICH] M A
[root] /usr/baropam > vi /etc/pam.d/su
auth required /usr/baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql encrypt=no

ors I}

23lE Q&30+t "123456" OlctH

4) sshd 30| ELIH HI=EA] PAM 2E0| MCHE I A=X| &
[root] /usr/baropam > systemct| restart sshd

sshd 2 EX =: [ 0K ]
sshd (2)2 AIE =: [ K ]

[root] /usr/baropam > systemct| restart |ightdm

5) BaroPAM 2E Al A| 2% IS 0A A AIE0 Cist ACLO| X2l 5HOk 5= A<= Mariadb2|
ACL #3 HI0OIZE AlZsHo} &

3) sshd 2 42 st ™ mUQl "/etc/ssh/sshd_config” TtAQ| L F C}23} Z2 Qxt= HAO R
O} 2I1ES HA, HID-
Passwordduthent i cat ione yegs nov A R IR ey T reareL B S
kbdInteract i veduthent icat ione Mo+ veg 2 |
LEEPAH"J N '_-,-'ES-IJ + [[]save password

OI8t & SSH Server®l Restart Z2{0] HI=A| El2

Keyboard Interactive Authentication X
[root] /usr/baropam > vi /etc/pam.d/sshd T,
auth required /usr/baropam/pam_baro_sqI .80 nul lok secret=/usr/baropam/.baro_sal encrypt=no R
S 'nullok's SE PAM 20| null 29 2SE AG= A 3 Z2sHCH= 20| I \ Cancel
[ save password
auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/ baro_sgl encrypt=no
> forward_passE 0l&ol0d 25 2/2d=(Password & verification code:)0l 252t 20| 23E QSIS LS HL, 52 HAY ¢

ot
|

"baropam123456'2 = 2=

Ok

Cancel

2 1.234.83.169 (1) - SecureCRT

File Edit Wiew QOptions Iransfer Script Tools Help
HELH HEBEI FHTY @

11.234.83.163 | 1.234.83.169 (1)

O

[root] /home/util > su - oracTe
verification code:

Ready ssh2: AES-256-C 5, 20 13 Rows, 57 Cols

VT100

Copyright © Nurit Corp. All rights reserved.



BaroPAM Ha

4. BaroPAM MZX(PAM 21=: pam_baro_curl.so)

1) sshd melo| &) 4

Keyboard Interactive Authentication X
[root] /usr/baropam > vi /etc/pam.d/sshd T,
auth required /usr/baropam/pam_baro_curI.so nul lok secret=/usr/baropam/.baro_cur| encrypt=no RS
> "nullok"'s SE= PAM 20| null 2t9 25 E sl A s =2stC= 90| i \ Concel
[ save password
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/ baro_cur| encrypt=no

Z 1) xrdp= /etc/pam.d/xrdp—sesman & & 0l A “forward_pass“ SHoE s
2) su, sudo, lightdm, lightdm-autologin, cinnamon-screensaver I}2! I=°| E|AICH] M A
[root] /usr/baropam > vi /etc/pam.d/su
auth required /usr/baropam/pam_baro_cur|.so nullok secret=/usr/baropam/.baro_curl| encrypt=no

3) sshd 2 H¥ S 2lgt 4% mYQ "/etc/ssh/sshd_config” TS| L|& & CiSa} 22 QUXt= HZAE0| ER

=
A 2ES tHAe HlD-

PasswordAuthent i cat i onw yesd noe e : ol S e RS,

kbd|nteract iveduthent icat ione Mg yese 4 : |

[ePiMe N+ yese 4 ' [ Save password

4) sshd 30| ELIH HI=EA] PAM 2E0| MCHE £IIx|2A=X| &218t £ SSH Server?| Restart Zg{0] HI=A| ER

> forward_passS 0/206t0 &5 2 =& (Password & verification code:)0ll 259 20| €3& Q=38 s FL, 55 HAY L6t
28 20| OI0A 232 CSIE U, ME S0 2SIt "baropan’ 0110 L3E ISI|JF "123456" OlctH "baropami23456"'C 2 ¢! &

Ok

Cancel

[root] /usr/baropam > systemct| restart sshd

2 1.234.83.169 (1) - SecureCRT -

O

[ |
5) BaroPAM 2E Al A| 2X 2IS0A] X2 A= cist ACLO| XI2| 5HOk Sl= A<
[root] /usr/baropam > vi .baro_acl

barokey

baropam

Ready ssh2: AES-256-C 5, 20 13 Rows, 57 Cols

SShd % gxl %: [ OK ] File Edit Wiew QOptions Iransfer Script Tools Help
sshd ()8 AI® &: [ K | SR InERp 8EES THY 0 a;
| 1.234.83.169 | 1.234.83.163 (1) £
. [root] /home/util > su - oracTe ~
[root] /usr/baropam > systemct| restart |ightdm Verification code:

VT100
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. BaroPAM Ha

5. BaroPAM =& Hl}0o}

O b

B2E FEXM 291 Al HHHS fle2E= @3 OKMEIX| oM 0 ALSE mjoIC) HIRHEE iA| = =91 1= (2%} 21
& Wok(F7} 21, HILME CfH|, ME2 H|YHS)0| ER

1) £ A8

HY(232!-1D), H|UHS 0]2]2| FI} UE(2xl 2UB)2=E US| 21FIF| HE(ID/PW/OTA)
auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth encrypt=no
auth required /usr/baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql encrypt=no
auth required /usr/baropam/pam_baro_cur|.so nul lok secret=/usr/baropam/.baro_cur| encrypt=no

2) HIYHS CHA|
HYHSE HM7{sl 23| 2IZ7|=2 CHHI(ID/OTA) -S| 1E7|
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no

1) HYHSE US|IE 2SI |2 thHl5t= <= e AI™F(221-1D) 2 HIRHSE AHFu SUSHA MdFsHot &.

3) MIE2 H|2HS

HIZHS} US| CIF7| ZEsiof HUHSE US| 2IF7| MMFI|HUE MELR US| HIUHSE MM5101 HZ(ID/PW+OTA)
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no

auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no

#&3) Linux/Unix MHE XIS 221(Autologin) 7150| XA EIX] 20[A| H|ZHESE HIEA| EXHSH0} &
27} .baro_auth & 4Hy

auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth encrypt=no

I.
]
e
1
s
rir
=
fn
RO
I

> J=2 &3
auth required /usr/baropam/pam_baro_auth.so nul lok secret={HOME}/.baro_auth encrypt=no > HEY & CJHEL|Q &3
auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/auth/.{USER}_auth encrypt=no > HEHE=Z SHALX OjY &3
Copyright © Nurit Corp. All rights reserved.
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I. BaroPAM Ha

6. BaroPAM 94 Mx| 3 M= MH

¢ HI2% < &% : <
BaroPAM ?='|| EI‘-E-EE o ‘ M By S8
o4/ 01 B 2O 101 23 212 $ cat .baro_auth B
‘.‘.‘.\‘H ‘ 'l ' ‘ " AUTH_KEY _B_arf.‘\-M ___________
o YA HIHO| B AR " RATE_LIMIT 3 30 o
" KEY_METHOD app512 TR
o

> Google Play  FHERE

" CYCLE_TIME 30

" ACL_TYPE deny
" DISALLOW_REUSE
33458936
19035576
e 15364353
54649370
84342192

App Store

BaroPAM 242 Android 6.0 (Marshmalliw) APl 23, iOS 13.0 O|AHfIAM AL 715361, 7I2E7| R=EE X|245X| e=C}.

BaroPAM {2 A |5t £ BaroPAM QY= 41385101 Ml MEHSIHOA "C1Z T =" HES E2!510{ BaroPAM2| & AMA 1ol " _baro_auth" 0|
M3t "OIEFI|, Secure key, MHH"S BaroPAM 42| "M X S&{" MM SUSHA =isH0} s},

BaroPAM 42| MJ -> SIHMFY HA MM YT = (kr: 11304, en: HOY, jp: Y=0{, cn: SX0{)E M H5IH BaroPAM 40| 110f S+A| HAHEICE

Bigh: QIER0|E EE= O[0|ZE 2| Mt AlZHo| BiXH AlZEat X077} El5I0] "2Us|E 2157|"7t RA| 2 F=

QL QIER0|E = O[O E 2| EMQt AlZIE HIEY TN MIES3t= AlZES ALSSHA| P01 2.

Z=X|: QER0|ZEQI H2= Eo| "My -> el - g A AIZE - a3 XS A "AIZHY XS 4y - S8
O[0|ZQ! 2= #2| "Hy" -> "dm H Azt - "AS2= HY" - "B

Copyright © Nurit Corp. All rights reserved. 11 n u r t



I. BaroPAM Hamo

7. HamoniKR 219l

29I 3tH

StH ES57|

2130@ 0 -
< Baro PAM

[ 52lAppAiY |

Modify/Delete

Ere s

EXELENTRS

Elle  Edit  View

Qptions Window Help

% da =] (o)

Iools

Name

Keyboard Interactive promet for root @ 1.234 83169,
Verfication code

ze Type

== x

- x

Date Modified

SFTP.

HamoniKR2| AI2X} AlH (Username)= &5, A0}

2791 S},

OI=7|e} H|YUHS (Password)E 2215t = "Enter" £

E Z9| BaroPAM H0jlA| 22| oIS
"OK" HHEZ 22151 BaroPAM 2

FO o

"Verification code"0j] M5t 2z
5101 Z=0| M=231H HamoniKRO]|

Copyright © Nurit Corp. All rights reserved.
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. BaroPAM Ha

. 2 4y A| 201 5O} B Ab

1) A|AE] 27191 Syslog &9l
/var/log/auth.log m2!Q| L = "pam_baro_auth" 7} EXl5l= HIA|X| &0l

2) HamoniKR A|2A8] & &0l
$ uname -a

3) Openss| K &9l
$ openssl version

4) BaroPAM AM%| C|2E2| U mj2l A8t &tol
$ Is —al /usr/baropam

5) BaroPAM Mx| 2E &ol
$ file pam_baro_auth.so
$ Idd pam_baro_auth.so

6) BaroPAM & M3 AH &0l
$ cat /usr/baropam/.baro_auth

7) PAM &3 &9l
$cat /etc/pam.d/sshd or su or sudo or lightdm or lightdm_autologin or cinnamon-screensaver S

8) sshd_config &% &0l
$ cat /etc/ssh/sshd_config

9) NTP &3 3 AEf &0l
$ cat /etc/ntp.conf
$ ntpg p
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