nurit

AL HMASHE $16l0{ CHiIS 2iSE $et

BaroPAM &M &X| 2%
(Linux)

NG
“ GOeD., ,' !
. - : - - - ,.I | "-"_'if"
- = = :




1) Hosthame ! 0OS HZ S &0l CHS Linux ZES J|H 80t

[root@baropam root]# uname —a
Linux baropam 4.18.0-348.7.1.e18_5.x86_64 #1 SMP Wed Dec 22 13:25:12 UTC 2021 x86_64 x86_64 xB86_64
GNU/L i nux

-Hostname/OS version
-ssh/openssl version
-Redhat, CentOS A0l H=

2) ssh, sftp MHIAE M25617] 215101 ssh X! openssie] H{ZIS &0l "Selinux"& HIg g3}

[root@baropam root]# ssh -V

OpenSSH_8.0p1, OpenSSL 1.1.1k FIPS 25 Mar 2021
[root@baropam baropam]# openss|

OpenSSL> version

OpenSSL 1.1.1k  FIPS 25 Mar 2021

3) Redhat, CentOS 72! A "Selinux"& HI#Y3t

[root] /etc > vi [etc/sysconfig/selinux

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# disabled — SELinux is fully disabled.

SEL INUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted - Only targeted network daemons are protected.
# strict — Full SELinux protection.

SELINUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes
SETLOCALDEFS=0

4) TS E= 51X 2 six H&E E{o|Loj stelf HAE LIBS XE5in
[root] /etc > /usr/sbin/setenforce 0

tIZ
o
1]
[}
02

B O3] 8o

5) PAM 1= = 14 MA HHE MariaDBO0|| AdHF5l= A<= MariaDB ClientE MX|.
[root] /etc > dnf -y install mariadb 9 Redhat A&
[root] /etc > sudo apt -y install mariadb—client - 12
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I. BaroPAM Li

2. BaroPAM AMX|

1) BaroPAM 2&S MX|517] 28t CIME2E MM %! At 83 (root AFY22)
[root]# mkdir /usr/baropam
[root ]# chmod -R 777 /usr/baropam

2) BaroPAM MX| 2&= CI22=(0S version &9l)

https://mc529.tistory.com/ 1407

X & tar TIHE o HS

[root] /usr/baropam > wget http://nur iapp.com/down|oad/|ibpam_baro_auth-8.1.10-x64.tar

3) BaroPAM x| 2&2| &= A (0l CentOS 8.x 64bit2! H)
[root] /usr/baropam > tar —xvf |ibpam_baro_auth-8.1.10-x64.tar

4) BaroPAM 2 & &19I
[root] /usr/baropam > Is -al

& A 180

drwxrwxrwx 7 root root 4096 8& 23 09:59 .

drwxr-xr—x 17 root root 4096 2& 10 2017 ..

-r——r—r— 1 root root 8 3& 24 2021 .baro_acl > ACL It

-r—r——r— 1 root root 305 72 2 14:41 .baro_auth > PAM O15C s34 F Ot

-r—r—-r— 1 root root 290 62 30 12:55 .baro_curl > cURL 21&2 SE&4d g

-r—r——r— 1 root root 287 2& 28 12:19 .baro_sql > PAM 2152 MariaDB2t HSdle &% 8

-rwxr—-xr-x 1 root root 69149 42 6 19:12 baro_auth > PAM 2132 SHZMY MAHGt= Al T2 )M

-rwxr—-xr-x 1 root root 65072 6& 29 16:36 baro_cur | > clRL 2152 SFOY MHot= Al T2 )M

-rwxr—-xr-x 1 root root 57074 2& 28 12:18 baro_sql > PAM @1 5°| MariaDBet H=ole 85 HE2E MYote A T2 )
drwxr—xr-x 2 root root 4096 7& 20 2021 jilee > PAM 15C] Bot 2& Iaol EMote ClHEZ|

-rwxr—-xr-x 1 root root 152649 62 9 08:19 pam_baro_auth.so = PAM Q152 23 & oI5| HdEole 2=

-rwxr—-xr-x 1 root root 116158 62 30 12:54 pam_baro_curl.so = cURL 2152 23 & &I dEole 2=

—rwxr—-xr-x 1 root root 170863 22 28 12:18 pam_baro_sgl.so = PAM OI=9| 23|g 0IE3| 2Eo6t= 2= (MariabB)

-rw-r——r— 1 root root 221 6& 27 15:59 setauth.sh > PAM 2132 SZNY MHot= & AdEHE

-rw-r——r—— 1 root root 150 6& 29 16:29 setcurl.sh > cURL 21&2 SEmY MAHol= & AEE

-rw-r——r— 1 root  root 180 2& 28 12:19 setsql.sh > PAM @1 5°| MariaDBet H=Sdl= 8% HE2E M4ote & ATJHE
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3. BaroPAM gHA4AMA me! MM(PAM 21=: .baro_auth)

1) Al MAMsH= l A3E|E(setauth.sh)

[root] /usr/baropam > cat setauth.sh
#1/bin/sh

export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/baro_auth —r 3 -R 30 -t 30 -k app512 —e no -A deny —a $BAROPAM_HOME/.baro_acl =S jlqglcHbVadpj7b4PzBpM2Di | eBvmHFY/ —s
$BAROPAM_HOME/ .baro_auth

ujlolo 2 8 1) Your emergency one-time authentication key are :

2) BaroPAM Eggg ‘“}E—I Qg Hﬁo“ I:"._I‘ L“g %3 23 E 2EBIJ|l= 23 E 2SI MAI|Q! BaroPAM HE AIEE =
=M. A, AR, Hl 22| £ Il S48 ZE Ul SSH MOl CHAl HAIAGH=H ALSE
Tre | U2 OI=312] HBEIZ=(1-10). 30 - —’F ‘EAC E£0| Jbs8 Super 23] 0122 LIt HO S= 20| £
Ro | 258 915710 HBAIZHE, 15-6005)« 30- - C.

"o 1 2918 P50 ATl 180z 30 2 2) IS0l LIRS 2201 HHAS 25 'y'8 YT
e | 22|18 QS22 AESHM(appl. appdSf,  appddd. | appblle a "Just /baropan/ .baro_auth’ TS o4|3|0| 5} 120U (y/n) y
appi12) o Z2t X (man-in-the-middle) 2AS 08 24010t (y/n) y
—ee | EHEYE WYY ZFE HF(ves or nole noe g
—be | 2% QSN HE(al low) L= MQA(den) 2R Mo | denve a . [root] /usr/baropam > cat .baro_auth
—as | 2&F CIEUAM AE(allow) = M2 (deny)E AEM CF | Ausr/baropan/ .baro_acle a . " AUTH_KEY
SACL MUY AIYUSHE 4. " RATE_LIMIT 3 30
—Se | BFEAl MIE 0l HIB5HE Secure ke(2H01A= 31)= | | lalcHoVadp) Tb4PzBRMeD] | eBvmkF Y/ ) E%{“ﬁ?ﬁ? 389512
_ ST WYUS MM A = maHEH —
Se E?;OPM SAAdE WYE MHs (HER|E EEE U fusr/baropan/ baro_authe " SECURE_KEY | 1q1 cHbVadp] 7b4PzBpM2D | eBvmHEY/
== " ACL_NAME /usr/baropam/.baro_acl
" ACL_TYPE deny
" DISALLOW_REUSE
3) setauth.sh 8l A3EIE Al 33458936
[root] /usr/baropam > sh setauth.sh 19035576
15364353
54649370
84342192
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3. BaroPAM gZHAMA me! MM(PAM 21=: .baro_sql)

1) Al MMSH= dl A3ElE(setsql.sh)

[root] /usr/baropam > cat setsql.sh
#1/bin/sh

export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/baro_sqgl —H nurit.co.kr —e no —u nurit —p baropams —d baropamdb -P 3306 —-s $BAROPAM_HOME/.baro_sql

2) BaroPAM #Z M3 njalo| M3 SMoj Cist LIZ 1) 20l LiRs 2201 QoA 25 'y'S A5}
A, T PpET ik /usr/baropam/.baro_sql" WS LOOIEGAIASLIM (y/n) y
—He | MariaDB MHE| EAE 0|2 E= P 40 nurit.co.kre o [root] /usr/baropam > cat .baro_sql
-ue | MariaDB AFER 0| B0 nur ite a " AUTH_KEY
—pe | MarialB ALERIE] HIZHZ. baropam« E " HOSTNAME nurit.co.kr
—de | AZEE MariaDB 0| Se baropamde o " USERNAME nurit
Pe | MarialB At ZE HiS. 33080 o - PASSHORD bar opans
—ee | EHEAEE W AFS H Flves or noje noe o ) gggﬁmg ggggpa'“db
—z¢ | BaroPAM EE4H WY E MyE CHE2E ZEIE WEHs /usr/baropam/ . baro_sal ¢ a " RATE LIMIT 3 30

" KEY_METHOD app512

" CYCLE_TIME 30

" SECURE_KEY jlalcHbVadpj7b4PzBpM2Di | eBvmHFY/
" ACL_TYPE deny

" MIDDLE_TYPE DISALLOW_REUSE

" MIDDLE_TIME 58014762

" ENV_TYPE share

3) setsql.sh 4 A3 E|E A&I¥
[root] /usr/baropam > sh setsql.sh
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3. BaroPAM &ZHAMA nje! MM(cURL 2I=: .baro_curl)

1) gl MAMSH= dl A3E|E(setcurl.sh)
[root] /usr/baropam > cat setcurl.sh
#!/bin/sh

HOSTNAME="hostname"
export BAROPAM_HOME=/usr /baropam;

$BAROPAM_HOME/baro_cur | —-r 3 -R 30 -t 30 -k app512 -H $HOSTNAME —e no -u http://1.23.456.789/baropam/web/result curl.isp —s
$BAROPAM_HOME/ .baro_cur |

2) BaroPAM EZZ MR njaleo] MR SMof Cist LI 1) U200 Us 220 tisiAds

"/usr/baropam/.baro_auth" I+

FHe 28 g3l bl Z2tXH(man-in-the-middle) 23
-ra | LRE 2IEF|2] HIEE S(1~10)e e a
Fe | 2HIAZ US| HISZHE, 15-E0E ) e s [root] /usr/baropam > cat .baro_cur |
-to | LIAE NEF2|UEFI(E, E1E) e @ " AUTH_KEY
e | HEE ASFNE UESLUE(appl, app2EE,  appdBd, | appSlZe - " RATE_LIMIT 3 30
apphl2) @ " AUTH_URL http://1.23.456.789/baropam/web/result_curl.jsp
- | EFEYE M2 UsF HSE (ves or nole nge a " KEY_METHOD app512
+He [ MHE =AEB (uname -n)e nurit.co.kre o " CYCLE_TIME 30
- | EEE WAE EAEHhostnane),  AZAE HIE | httpo/A1.23.456. 189/ baropanweb /T | @ " HOSTNAME qsh-0415.cafe24.com
(username), UESF2|(cvcletine), ZE=  2UE3| | esult_curl.jspe " DISALLOW_REUSE
(auth_key) S| TROIE?t TETH TE»
-z | BaroPAN EFASTE MIZE MME CJRIER|E EEEF I | Ausrsbaropan,. bara_cur |« a
DID:lg

3) setcurl.sh 8l A3EIE Al
[root] /usr/baropam > sh setcurl.sh
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http://1.23.456.789/baropam/web/result_curl.jsp

|. BaroPAM Lint

4. BaroPAM &Z(PAM 21=: pam_baro_auth.so)

1) SShd l_ll.oal-o_l ilé;:'—l‘o“ gg Keyboard Interactive Authentication *®

[root] /usr/baropam > vi /etc/pam.d/sshd e e oot v A

auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth encrypt=no et

S "nullok'= S PAM 2E0| null gte &5E st 2HE dE8C= 9 0). I \ Cancel
&, Redhat 9.x Ol&0IAM= /etc/pam.d/sshd E&&F0UH M "nullok" SES KHolA £3. [save passnord

auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no
> "forward_pass'2 S 2l = (Password & verification code: )0l &St 20| L3 QI=I|E s AL, ASE O Lol 2eH gl
0l OIOIAl Y3lE QIS3IE U, HE S0, 2SIt "pbaropan” 0112 L& QIEI|JF "123456" OlctS "paropami23456'C =2 1
& 1) xrdp= /etc/pam.d/xrdp—sesman & &0l A "forward_pass" S&2 XRAE. eyboard Interactive Authentication
Keyboard Interactive prompt for root@1.234.83.169.
2) su, lightdm, gdm-password 2! S2| £|AFCHo]| 83 Passord  vrficatn coce:
[root] /usr/baropam > vi /etc/pam.d/su
auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth encrypt=no

Ok

Cancel

[ save password

3) sshd Ol HES {8t 4% otYUQl "/etc/ssh/sshd_config" TS| L& T CtS1t Z2 QK= HZAO| HR
b 2ES BiHa [
Passwordbuthent icat i on yesd Mo ¥
Fedhat 9.x O]ike yase orot S oc s130| HO .
Chal | engePecponseiut hent ioat oo = 2o ANS ScteE 2302 2% "AuthenticationMethods
are noe yese publickey,keyboard-interactive" CIAIDJF 2™ FII5HOF & .
KbdInteract ivefuthent icat ione
|sePile no# yese ¥

4) sshd 30| ELIH HI=EA] PAM 2E0| MCHE £IIE|A=X| 8218t £ SSH Server?| Restart Z2{0] HI=EA| ER

[root] /usr/baropam > service sshd restart or systemct| restart sshd B9 123283169 (1) - SecurechT - B x
=2 = . File Edit View Options Transfer Script Tools Help

sshd & 38X S: [ K ] AW R M= IR T

SShd (%)% /\|&I. g: [ OK ] | 123483169 | 1.234.83.169 (1)
[root] /home/util > su - oracle ~
verification code:

5) BaroPAM 2E Al A| 2X 2IS0A] X2 A= cist ACLO| XI2| 5HOk Sl= A< "

[root] /usr/baropam > vi .baro_acl

barokey

baropam v
Ready ssh2: AES-256-C 5, 20 13 Rows, 57 Cols  VWT100 ML
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|. BaroPAM Lint

4. BaroPAM MA(PAM 21=: pam_baro_sql.so)

1) sshd Tj!e| =|atcho)] M3
[root] /usr/baropam > vi /etc/pam.d/sshd
auth required /usr/baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql encrypt=no auth=sshd
S "nullok"s S PAM 20| null gtel 2SE Qasl= A2 J26HCH= 90).
&, Redhat 9.x OI&0IME /etc/pam.d/sshd & &AM "nullok" S&2 XIRotX &£3.
- auth I2t0lE6 = BaroPAME AE06t0{ 21&dt= R¢Ql sshd, su, sudo, login, radiusd, gdm-password, |ightdm, xrdp—sesman =

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no auth=sshd
> "forward_pass'2 S 2l2d=(Password & verification code: )0l £XSQt 20| L3 CI=I|E s AL, Ad5E G UH
(]

&) xrdp= /etc/pam.d/xrdp—sesman & &0 M "forward_pass' S&0H X 2EH
2) su, lightdm, gdm-password I} S| Z|AHchof] A%
[root] /usr/baropam > vi /etc/pam.d/su

auth required /usr/baropam/pam_baro_sql.so nullok secret=/usr/baropam/.baro_sql encrypt=no auth=su

3) sshd HI2 ™2 9

ot A% mAQl "/etc/ssh/sshd_config" T2l L& F Ct3at 22 QUXt= HFE0| e
Ak

all 2ES BiHe HIx-
Passwordbuthent icat ione wage How ¥
Fedhat 9.x O]&k Yese ot oDolocC = o inati
Chal | engePasponseiut hent i cat i one a DJ' = AWS = EI'TE Jjoq C&I jo:‘ - Authent |Cat |0nMeth0dS
or noe yege publickey,keyboard-interactive" 21Xt Q12® FILaHOF
KbdInteract iveduthent icat ione
|saPal nio+ yes 2

4) sshd 30| ZL1H HI=EA| PAM 2&0| MCHE 3=715|2U=X| &0I8t £ SSH Server?| Restart Z¢{0] HIEA| ER
[root] /usr/baropam > service sshd restart or systemct!| restart sshd

sshd 2 &HXl =: [ 0K ]

sshd (8)2 AME =: [ 0K ]

5) BaroPAM 25 A& A| 2} 21S0IM MI2IE A ™ol CHEH ACLO| M| 310} 8ti= A= Mariadb2| ACL M3 E|0|ES ALZaH{0f

s
0l OI0A L3E QISIIE . 0E S0, 2SIl "baropan" 0112 L3|E QSI|JF "123456" 0|2t "baropami23456'C = 2! &

=2 AXN
= .

gniE=tl

o

Copyright © Nurit Corp. All rights reserved. 8

nurit



|. BaroPAM Lint

4. BaroPAM &A (cURL 2I=: pam_baro_curl.so)

1) SShd moalgl ilé;:._l'o“ gg Keyboard Interactive Authentication X
[root] /usr/baropam > vi /etc/pam.d/sshd o et oot o ek 24855
auth required /usr/baropam/pam_baro_cur|.so nullok secret=/usr/baropam/.baro_curl encrypt=no e
S 'nullok'= SES PAM 2Z0| null 29 2SE G = A 5 2sHC= 20, i \ Cancel
&, Redhat 9.x OI&0IME /etc/pam.d/sshd & &AM "nullok" S&2 XIRotX &£3. Dsave passuord
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no
> "forward_pass'2 S 2l = (Password & verification code: )0l &St 20| L3 QI=I|E s AL, ASE O Lol 2eH gl
0l OIOIAl Y3lE QIS3IE U, HE S0, 2SIt "pbaropan” 0112 L& QIEI|JF "123456" OlctS "paropami23456'C =2 1
&) xrdp= /etc/pam.d/xrdp—sesman & &0l A "forward_pass' =& 2F X&AE. eyboard Interactive Authentication
Keyboard Interactive prompt for root@1.234.83.169. oK
2) su, lightdm, gdm-password I S| Z|Alchol| A Password & verficaton cade:
[root] /usr/baropam > vi /etc/pam.d/su 'DS - o
auth required /usr/baropam/pam_baro_cur|.so nul lok secret=/usr/baropam/.baro_cur| encrypt=no e
3) sshd 2 42 st 8 mUQl "/etc/ssh/sshd_config” TtUQ| L F C}23} Z2 Qxt= HAO R
IRk INE GER 2
Passwordbuthent cat i one vege Mo a
Fedhat 9.x O|&f yese
Chal lengeResponsedut hent i cat i one a orer ANS SR E A0l A "AuthenticationMethods
are noe yese publickey,keyboard-interactive" @IXtJt 2™ F=IGH0F & .
KbdInteract ivefuthent icat ione
| kPl no+ vese g
4) sshd &130| ELIH HI=A] PAM 2E0| MCHE 37| =X]| &018t £ SSH Server?| Restart Z¢{0] HI=EA| ER
[root] /usr/baropam > service sshd restart or systemct!| restart sshd B 123482160 (1) - SecureCRT - o x
sshd & &Xl &: [ 0K ] R -
sshd (2)E AM&E =: [ 0K ] R L B —
verification code:
5) BaroPAM 2E Al A| 2X 2IS0A] X2 A= cist ACLO| XI2| 5HOk Sl= A< "
[root] /usr/baropam > vi .baro_acl
barokey
baropam v
Ready ssh2: AES-256-C 5, 20 13 Rows, 57 Cols V1100 A
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. BaroPAM Lin

5. BaroPAM =& Hl}0o}

O b

1) FIl S
AY(2321-ID), H|UHS 0]2]2] I} 2UF

E(2x e1B)2 = US| 2157| HE(ID/PW/OTA)
auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth encrypt=no

auth required /usr/baropam/pam_baro_sql.so nul lok secret=/usr/baropam/.baro__sql encrypt=no auth=sshd
auth required /usr/baropam/pam_baro_cur|.so nullok secret=/usr/baropam/.baro_cur| encrypt=no

2) HUHS Cix|
HIZHS S M7t 25| 2SI|= thHI(ID/OTA) - US| 21E7|

auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro__sql encrypt=no auth=sshd
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no
£1) HHHS E US| FBI|E ChH|5l= A<= e AI™F(E1-1D) S| HIRXHSE AFut SUSIAH &F™sHot &t

3) MIE2 H|YHS

HIZHS} US| CIF7| ZEsiof HUHSE US| 2IF7| MMFI|HUE MELR US| HIUHSE MM5101 HZ(ID/PW+OTA)
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no
auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no
#&3) Linux/Unix MHE XIS 221(Autologin) 7150| XA EIX] 20[A| H|ZHESE HIEA| EXHSH0} &
27} .baro_auth & 4Hy

auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/.baro_auth encrypt=no

BE YEXL 201 Al HAHS Qlo2= A3 SHMSA] Rl i AlSE mojct HIRHSE ChAl 2= =71 1S (24 21S) & £+ U= M2 A
& Wok(F7} 21, HILME CfH|, ME2 H|YHS)0| ER

. _ > J=2 &3
auth required /usr/baropam/pam_baro_auth.so nul lok secret={HOME}/.baro_auth encrypt=no > HEY & CJHEL|Q &3
auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/auth/.{USER}_auth encrypt=no > HEHE=Z SHALX OjY &3
Copyright © Nurit Corp. All rights reserved.
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KT 5:55 &

¢ Hf2o}

-

BaroPAM ¢ CIREE=
Bl b i $ cat .baro_auth
was e sasn s r AUTH_KEY

e senoeeees | RATE_LIMIT 3 30
" KEY_METHOD app

" CYCLE_TIME 30

512

> Google Play  FHERE

" ACL_TYPE deny
" DISALLOW_REUSE

i N 33458936
] 19035576

AppStore 3 (IR 15364353
54649370

84342192

I )

R NI=mTa0

< &

Mo P2 8]

BaroPAM 242 Android 6.0 (Marshmalliw) API 23, iOS 13.0 O|&0lIM ALE 71S351H, 7I2E7| 2EE X||SHX] p2=C}.
BaroPAM M AX|3t £ BaroPAM 4 A#si0f Mt MEHSBOIA "O1= S=" HES 32

=H0= =2 H= 2o L) = ="

IS "QUSFT|, Secure key, M{tHE"S BaroPAM 42| "AMH X SK" MM SLUstH =0} StCl.

QIESO0|E I 0f0|ES| it AIZHO| SIRH AIZED} X0|7F LAY5H0] "SI O157|"7} WAl B B
QIESO0|E I 0f0|E2| Lot AIZHS LIEYT0IM HZsHs AIZHS ALSSHAI BHOLM 2.
QIE0|EQl ZRLE Eo| "MF" -> "yub - "Lap 8 AIZH -> "Wt B RS MF" B AIZH RHS MY o> "S8"
Ol0IZES! ARE Eo| "MF" -> "HN Y A" -> "AECE MY -) "5E"

B4t : pe
2101 :

X=X :

5101 BaroPAM2| &tZHAMA 1m0l " _baro_auth" 0|

BaroPAM 42| M3 -> SjHMY HY MM YIS (kr: B0, en: HOY, jp: YE20], cn: SX0{)E LH5IH BaroPAM 0| 110fl A HAECE
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BaroPAM L

7. Linux 219l

213 ¢ G &

< Baro PAM

© MW kr kr10d 1636 O

23 US|

baropam

i RECV : Np_w
i Cnanging

L SEND: SERVE
s RECV: SERVICETRCCEPTT :
i SENT 1 USERAUTH_REQUEST [non

i RECV : USERAUTH_FAILURE, con i-with-mic, keyboard-inter
1 SENT : USERAUTH_REQUEST (ke 1
i RECV 1 SSM_MSG_} us:uuru nee _REQUEST [keyboard-interactive] =

Connection to 1.234.83.169 established
Floname. Destination

For Help. press F1

Linux2| AF2Xl Al™ (Username)2 2510, ADIE Z°| BaroPAM MM 2|2 2I=F|E MAS = "Verification code"0f] A5t 2l 8|2

2} Linux?2| "Password"E 2|15t & "Enter" IE= "OK" HHEZS Z2!51M BaroPAM 250 2I=E2 2335101 20| MZ251M Linux0f| 219! =IC}.

21571
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8. =& = Al =2l oliof & ALE

1) A|I2HE]| 2791 Syslog &9l
Redhat A|: /var/log/secure, 112|: /var/log/auth.log I}2!2| LI = "pam_baro_auth"7} Zx}5}= HA|X| &tol

2) Linux A|AH]| & &0]
$ uname -a

3) Openss| K &9l
$ openssl version

4) BaroPAM AM%| C|2E2| U mj2l A8t &tol
$ Is —al /usr/baropam

5) BaroPAM Mx| 2E &ol
$ file pam_baro_auth.so
$ Idd pam_baro_auth.so

6) BaroPAM & M3 AH &0l
$ cat /usr/baropam/.baro_auth

7) PAM &3 &9l
$cat /etc/pam.d/sshd or su or sudo or lightdm S

8) sshd_config &% &0l
$ cat /etc/ssh/sshd_config

9) NTP A% U AlEl &191(Redhat 8 0] HX 2 chrony AIR)
$ cat /etc/ntp conf or /etc/chrony.conf
$ ntpq —p or timedatectl status

Copyright © Nurit Corp. All rights reserved. 13 n u r t
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