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I. BaroPAM M

1) Hosthname % OS HME 8101 CHS Mac OS X =& 7|48lt}.

-Hostname/OS version
Of=CPU: armb64
OIEICPU: X86_64

-ssh/openssl version

[root@baropam root]# uname —a
Darwin baropam 22.3.0 Darwin Kernel Version 22.3.0: Mon Jan 30 20:42:11 PST 2023; root:xnu-
8792.81.3~2/RELEASE_X86_64

2) ssh, sftp MH|AE XZ2317] $15104 ssh ¥ openssie| HE=S &0l

[root@baropam root]# ssh -V
OpenSSH_9.0p1, LibreSSL 3.3.6

[root@baropam baropam]# openss|
OpenSSL> version

LibreSSL 3.3.6

OpenSSL> g
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|. BaroPAM Mac

2. BaroPAM AMX|

1) BaroPAM 2E& MX|517]| 2|8t CIME2E MY L 28t 43 (root AFY22)

[root]# mkdir /usr/local/baropam

2) BaroPAM &= 4X|517| 218t CIME2|2] M8t 50§

[root]# chmod 777 /usr/local/baropam

3) BaroPAM MX| 2&= CI22=(0S version &9l)

https://mc529.tistory.com/ 1407

X8 tar THE & HS

[root] /usr/local/baropam > wget http://nur iapp.com/down|oad/ | ibpam_baro_auth-osx13.1.1-x64. tar

[root] /usr/local/baropam > wget http://nuriapp.com/download/ | ibpam_baro_auth-osx13.1.1-arm64.tar

4) BaroPAM &x| 2&2| 2t== 5l (0l MacOS Ventura 64bit2l H<)

[root] /usr/local/baropam > tar —xvf |ibpam_baro_auth—osx13.1.1-x64.tar = OIEICPU

[root] /usr/local/baropam > tar —xvf |ibpam_baro_auth—osx13.1.1-arm64.tar =» O§Z=CPU

5) BaroPAM 25 &0l

[root] /usr/local/baropam > |s -al

drwxrwxrwx 7 root root 4096 8& 23 09:59 .

drwxr-xr—x 17 root root 4096 2& 10 2017 ..

-r—r——r—— 1 root root 8 3& 24 2021 .baro_acl > ACL It

-r—r——r—— 1 root root 305 72 2 14:41 .baro_auth > PAM 0159 s34 HF Ot

-r—r——r— 1 root root 290 6& 30 12:55 .baro_curl > clRL 2159 &#Z4F W

-r—r——r— 1 root root 287 2& 28 12:19 .baro_sql > PAM 2152 MariaDB2t HSdle &% &8
-rwxr—-xr-x 1 root root 69149 42 6 19:12 baro_auth > PAM 2132 SHZMY MAHGt= Al T2 )M
-rwxr—-xr-x 1 root root 65072 6& 29 16:36 baro_cur | > clRL 2159 SF0tY MHot= Al T2 )M
-rwxr-xr-x 1 root root 57074 2& 28 12:18 baro_sql > PAM @1 52| MariaDBet H=dle 8% HE2E MYote A T2 )
drwxr-xr-x 2 root root 4096 7& 20 2021 jilee > PAM 152 ot 2 Ool EMote ClHE2|
-rwxr-xr-x 1 root root 152649 62 9 08:19 pam_baro_auth.so = PAM Q152 23 oI5| HdEole 2=
-rwxr-xr-x 1 root root 116158 6& 30 12:54 pam_baro_curl.so = cURL 2152 23S oIEI| dEol=e 2=
—rwxr—-xr-x 1 root root 170863 22 28 12:18 pam_baro_sgl.so = PAM OI=9| 23|E 0IE3| 2Eotl= 2= (MariabB)
-rw-r——r— 1 root  root 221 6& 27 15:59 setauth.sh > PAM 21329 SZOY MHot= & AJ™YE
-rw-r——r—— 1 root root 150 6& 29 16:29 setcurl.sh > cURL 21&2 S mY MAHol= & AEE
-rw-r——r— 1 root  root 180 2& 28 12:19 setsqal.sh > PAM @1 52°| MariaDBet H=Sdl=e 8% HE2E M4ote & ATJHE
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BaroPAM Ma

3. BaroPAM &ZAMXA mle! MM(PAM QI=:.baro_auth)

1) Al MAMsH= l A3E|E(setauth.sh)
[root] /usr/local/baropam > cat setauth.sh
#1/bin/sh

export BAROPAM_HOME=/usr/local/baropam;

$BAROPAM_HOME/baro_auth —r 3 -R 30 -t 30 -k app512 —e no -A deny —a $BAROPAM_HOME/.baro_acl =S jlqglcHbVadpj7b4PzBpM2Di | eBvmHFY/ —s
$BAROPAM_HOME/ .baro_auth

2) BaroPAM #AMY ujelo] M3 FMof LYt LIS

1) Your emergency one-time authentication key are :

&4 242 S8t Ul =2 gz oiz0lc walz el=3] WaDlol BaroPMl 25 AlgE 4
-re | 2818 25212 HIEE(1~-10)e de © 2 [ SAs ZRE HIote SSH A0 ChAl HAIASH= AIEE
-Re | YT E C1F22] HITAAHE, 15-B00F) e 30e a —JF 9}!: H=0| Jbsst Super 2153 0122 HEDJHN 20 = 20l £
—teo | I E CASIN9| UEFI(E, E0FE)e 30 a Ct.
ke | 228 2AS3Z ﬂ’é%“i!(apm appZiB, appdB4. | apehlZe a . )
apps12) e 2) O30l Ues 230 Uolhde 25 "y'E L6,
_ e Tl sl = "/usr/baropam/.baro_auth" LS O*HI |E EP [2LESLIDE (y/n)
eo | SF2T T2l Soot 6 Tlves or noo o Z=2tXH(man-in-the-middle) DS OIE 20010t (y/n) y
—he | 2&F ANBM HElal low) = M2l (deny) A M. denye
-ae %Kf ASHAMH HAE(allow) L= HEl(deny)2 HIEW CH | usr/baropan/ baro_acle a ‘ [root] /usr/baropam > cat .baro_auth
ot ACL T EH(UY ZFZHEE 444). " AUTH_KEY

“Se | BEA Y0 MIESHE Secure key(2H0|H 2 30w j lal dHoVade] ThAPzBeM2D | | eBymHFY/ o " RATE_LIMIT 3 30
-s¢ | BaroPAM SHE&E WYZ HHE ClAEcE EEE I | fusr/baropam/ baro_authe " KEY_METHOD app512
g " CYCLE_TINE 30

SECURE_KEY j 1q1cHbVadp ] 7b4PzBpMeD i | eBvmHFY/
ACL_NAME /usr /baropam/.baro_acl|
ACL_TYPE deny
3) setauth.sh §il A3 E|E &Y DISALLOW_REUSE
[root] /usr/local/baropam > sh setauth.sh 33458936
19035576
15364353
54649370
84342192
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BaroPAM M

3. BaroPAM &ZAHAMA ule! MM(PAM 2I=: . baro_sql)

1) Al MMSH= dl A3ElE(setsql.sh)
[root] /usr/local/baropam > cat setsql.sh
#!/bin/sh

export BAROPAM_HOME=/usr/local/baropam;

$BAROPAM_HOME/baro_sqgl —H nurit.co.kr —e no —u nurit —p baropams —d baropamdb -P 3306 —-s $BAROPAM_HOME/.baro_sql

2) BaroPAM #Z MY ul2lo| M3 SMoj CHst LR 1) 020 U= 220 Ualds 25 'y'S QAsH
' " Ird S HUI0IESAIUEL
=M. o SR el /usr /baropam/.baro_sql" It Cll Ol E8HAI 2t (y/n) y
“Ho | Mar ialB MBIS] S2E 015 £= IP T nur it. co.kre “ [root] /usr/baropam > cat .baro_sql
—ue | MariaDB AERD 0|50 nurite o " AUTH_KEY
—p< | MarisDB AERIS| HIZHS. baropame o " HOSTNAME nurit.co.kr
~de | AZ2E Marialk 0|Se baropamdse E :: USERNAME nur it
-Pe | MarialB MBS ZE HE- 3308 - \ PASSWORD bar opams
—eo | EEETE MY UEE 0 Rlves or no)e noe - . 222$“£5 ggggpamdb
—s¢ | BaroPAM EHAMH WY E HME CJHERE ZEIE WEH. /usr/baropam/ . baro_sal ¢ a RATE LIMIT 3 30

KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j IalcHbVadpj 7b4PzBpM2Di | eBvmHFV/
ACL_TYPE deny

MIDDLE_TYPE DISALLOW_REUSE

MIDDLE_TIME 58014762

ENV_TYPE share

3) setsql.sh 4 A3 E|E A&I¥
[root] /usr/local/baropam > sh setsqgl.sh
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|. BaroPAM M

3. BaroPAM EAMH ule! MM(cURL 2I&: .baro_curl)

1) gHZul! MAMsH= 4l A3glE(setcurl.sh)
[root] /usr/local/baropam > cat setcurl.sh
#1/bin/sh

HOSTNAME="hostname"
export BAROPAM_HOME=/usr/local/baropam;

$BAROPAM_HOME /baro_cur| -r 3 -R 30 -t 30 —k app512 -H $HOSTNAME —e no -u http://1.23.456.789/baropam/web/result_curl.isp —s
$BAROPAM_HOME/ .baro_cur |

1) TS0l Use 230 Uolke 25 "y'E LS s
2) BaroPAM &ZIMA mjelo| MA SMoj CiSt LIR "/usr /baropam/.baro_auth" IS ACIOIESHAIASLID (y/n) v
S2tXH(man-in-the-middle) =2 Y& 24210t (y/n) y
aie HHo HEg Hl 0+
-re | 2313 US| HIEE (110 3 + [root] /usr/local/baropam > cat .baro_cur|
Fo | LEZ OISI|2| FEAIZHE, 15-600% ) 0o a " AUTH_KEY
o | 2IZ US| UEFD(E, FEIE)e S 4 " RATE_LIMIT 3 30
o | 222 DISFNC IS (appl, appZS6,  appdBd, | apphlEe @ " AUTH_URL http://1.23.456.789/baropam/web/result_curl.jsp
app512) .« " KEY_METHOD app512
- | EESE O] 2S5 2 (ves or nole noe o " CYCLE_TIME 30
—+Ho | MHE ZAEB (uname -nje nurit.oco.kre - ! " HOSTNAME nurit.co.kr
- | EEEZ A2 ZAEH(hostname), AREAN HIE | http:/A1.23. 455,789/ baropansweb | - " DISALLOW_REUSE
(ugername), USF2|(cvcletine), ZEE  2UE3| | esult_curl.jspe
(auth key) S| IRIOIEDE ZTETH 2E
—¢ | BaroPAM EFA4HE OIS MMEr C®IE2|E EEEE IOt | Awsr/baropan. baro_cur |+ )
=

3) setcurl.sh &l A3EIE Al3H
[root] /usr/local/baropam > sh setcurl.sh
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http://1.23.456.789/baropam/web/result_curl.jsp

. BaroPAM Mac

4. BaroPAM &Z(PAM 21=: pam_baro_auth.so)

1) sshd melo| &) 4

Keyboard Interactive Authentication

[root] /usr/local/baropam > vi /etc/pam.d/sshd
auth required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local/baropam/.baro_auth encrypt=no

2> "nullok"= S=& PAM 2&0| null gt 23S E YE5t= A2 HE& U= 20l

Verification code:

|| ‘ Cancel

[]save password

auth required /usr/local/baropam/pam_baro_auth.so forward_pass secret=/usr/local/baropam/local/.baro_auth encrypt=no

Keyboard Interactive prompt for root@1.234.83.169,

> forward_passS 0/206t0 &5 2 =& (Password & verification code:)0ll 259 20| €& Q=38 s FL, ds5E HAY L6t
28 20| OI0A 23E CEINE U, ME S0 2SIt "baropan’ 0110 L3|E& CISI|DIF "123456" OlctH "baropami23456"'C 2 ¢! &
Z 1) xrdp= /etc/pam.d/xrdp—sesman & A0 A "forward_pass" S&2t XI&E.

2) sshd OI2 M3 & 2|8t M3 1m0l "/etc/ssh/sshd_config" mele| LI = CI21} 22 UXH= BiHo| EHe

21K} ES i = HI3- |
Passwordduthent icat iom yased no+ a X Keyboard Interactive prompt for root@1.234.83.169. a7
Chal lengePesponseduthent icat i one o lpa“‘”md & verficaion code: -
or ' ' ' o< yese [ save password
kbdInteract i veduthent icat ione
LM i+ yesd a

3) BaroPAM 2E Al A| 2X} 2IZS0A| A2 A=l cist ACLO| XI2| 5HOk Sl= A<
[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

4) screensaver, authotization it So| A &H
[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authotization
auth required /usr/local /baropam/pam_baro_auth.so use_first_pass forward_pass nul lok secret=/usr/local/baropam/.baro_auth encrypt=no

Mac 0S X2l GUI 2¢ SBHUA 2SS B A6t] S 20| 0I0A 23 E ASIIE L&EotH O HE SH, 2SIt "baropam” 0111
23| E 2IESI|Jt "123456" OlctS! "baropami23456"2 =2 ot EICh.
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BaroPAM Mac

4. BaroPAM &ZX(PAM 2I=: pam_baro_sql.so)

1) sshd me2| E|AICH0]] &3

[root] /usr/local/baropam > vi /etc/pam.d/sshd
auth required /usr/local/baropam/pam_baro_sql.so nullok secret=/usr/local/baropam/.baro_sql encrypt=no auth=sshd
> "nullok"= S&& PAM 2Z0| null gtel 2SS E sl AS dZ&HCH= 20|

- auth It2t0lE = BaroPAME AtE5tH ¢1E6t= =2l sshd, su, sudo, screensaver, xrdp—sesman s & &.

s

auth required /usr/local/baropam/pam_baro_sql.so forward_pass secret=/usr/local/baropam/local/.baro_sql encrypt=no auth=sshd
> forward_passE 01256t 25 2 = & (Password & verification code:)0ll 252t 20| 23 2SI E LY HL, 2d5E HNY S5t
S G0l OlHA 23E 2EIIE . E =H &SIt "baropam” 0/ 2L3|E CISI|It "123456" Ol2tH "baropami23456'2=

é.].) xrdp= /etc/pam.d/xrdp—sesman & o Aol M "forward_pass" SHor X,

2) sshd 02 3= 9i8t 83 W22l "/etc/ssh/sshd_config" MlQ| LI = ClFit 22 QA= HFo| Ee

Ik = EER 2|
Passwordbuthent i cat ione Yags s 4
Chal lengeFesponseduthent i cat fon +
ar+! g YEsd
KbdInteract ivedut hent icat i one
| sePite nge YEg o
3) BaroPAM 25 AL A| 2k 2IS0IA MQIe Al™oll CHet ACLO| XI2| sHoF Sli= Z<S= Mariadb2| ACL &3 HI0|E= ALEdHof &.

4) screensaver, authotization W S°| £|AIChol M3

[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authotization

auth required /usr/local/baropam/pam_baro_sql.so use_first_pass forward_pass nullok secret=/usr/local/baropam/.baro_sql encrypt=no
auth=screensaver

i

oled
= 4

te =0 O

i
i

o, &SI "baropam" 0|11

Ol

Mac 0S X2 GUI 290! SIHNAN LSE HY LS5t 28 Q0| OI0A L3 oI=3|
23 E OIEI|IF "123456" Ol2tH "baropami23456"'2 = &
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. BaroPAM Mac

4. BaroPAM &A (cURL 2I=: pam_baro_curl.so)

1) sshd melo| &) 4

Keyboard Interactive Authentication

[root] /usr/local/baropam > vi /etc/pam.d/sshd
auth required /usr/local/baropam/pam_baro_cur|.so nullok secret=/usr/local/baropam/.baro_cur| encrypt=no

2> "nullok"= S=& PAM 2&0| null gt 23S E YE5t= A2 HE& U= 20l

Verification code:

|| ‘ Cancel

[]save password

auth required /usr/local/baropam/pam_baro_cur|.so forward_pass secret=/usr/local/baropam/local/.baro_cur| encrypt=no

Keyboard Interactive prompt for root@1.234.83.169,

> forward_passS 0/206t0 &5 2 =& (Password & verification code:)0ll 259 20| €& Q=38 s FL, ds5E HAY L6t
28 20| OI0A 23E CEINE U, ME S0 2SIt "baropan’ 0110 L3|E& CISI|DIF "123456" OlctH "baropami23456"'C 2 ¢! &
Z 1) xrdp= /etc/pam.d/xrdp—sesman & A0 A "forward_pass" S&2t XI&E.

2) sshd 02 M3 & 2|8t M3 1m0l "/etc/ssh/sshd_config" malo| LI = CI21} 22 UXH= B0 EHe

21EL JES HH HID- |
PS.SSWD rd'ﬁ'Uthent I cat I one yess no- + Keyboard Interactive prompt for root@1.234.83.169, ok
[hal lengeResponseduthent icat ion a - Password & verification code:
or+ nig+ yesd | Cancel
KbdInteract ivedut hent icat i one [ save password
|dzePiMe Mo+ yvesey Pul

3) BaroPAM 2E Al A| 2X} 2IZS0A| A2 A=l cist ACLO| XI2| 5HOk Sl= A<
[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

4) screensaver, authotization it So| A &H
[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authotization
auth required /usr/local/baropam/pam_baro_cur|.so use_first_pass forward_pass nul lok secret=/usr/local/baropam/.baro_cur!| encrypt=no

Mac 0S X2l GUI 2¢ SBHUA 2SS B A6t] S 20| 0I0A 23 E ASIIE L&EotH O HE SH, 2SIt "baropam” 0111
23| E 2IESI|Jt "123456" OlctS! "baropami23456"2 =2 ot EICh.
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I . BaroPAM Mac

5. BaroPAM =& Hl}0o}

rir
=
i
M0
2

BE FEXM 291 A HHHS ple2E= 3 OKMEIX| oM i AL S mjoiCt HIMHEE CiF| = 71 15 (21 213) & = U
& Wok(F7} 21, HILME CfH|, ME2 H|YHS)0| ER

1) FILAS
HY(232!-1D), H|UHS 0]2]2| FI} UE(2xl 2UB)2=E US| 21FIF| HE(ID/PW/OTA)
auth required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local/baropam/.baro_auth encrypt=no
auth required /usr/local/baropam/pam_baro_sql.so nul lok secret=/usr/local/baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/local/baropam/pam_baro_cur|.so nullok secret=/usr/local/baropam/.baro_cur| encrypt=no

2) H{UHS ChAI
HIZHSE H|7{5I1 Lz 2I1F7|2 CHHI(ID/OTA)-LS|E IS7|
auth required /usr/local/baropam/pam_baro_auth.so forward_pass secret=/usr/local/baropam/.baro_auth encrypt=no
auth required /usr/local/baropam/pam_baro_sql.so forward_pass secret=/usr/local /baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/local/baropam/pam_baro_cur|.so forward_pass secret=/usr/local/baropam/.baro_cur| encrypt=no

&31) HHEHSE U3 EI|=2 CHASIE BE oIS AY(221-1D)2| HIUHSE AIFYH SUSHH LHsHok &.

3) MIE2 H|2HS
HIZHS} US| CIF7| ZEsiof HUHSE US| 2IF7| MMFI|HUE MELR US| HIUHSE MM5101 HZ(ID/PW+OTA)
auth required /usr/local/baropam/pam_baro_auth.so forward_pass secret=/usr/local/baropam/.baro_auth encrypt=no
auth required /usr/local/baropam/pam_baro_sql.so forward_pass secret=/usr/local /baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/local/baropam/pam_baro_cur|.so forward_pass secret=/usr/local/baropam/.baro_cur| encrypt=no

&H11) Mac OS X= XIS 291(Autologin) 7|50] X|RE|X] S0 HIUMH S E HI=A| EXH5H0} &.

27} .baro_auth & 4Hy

auth required /usr/local/baropam/pam_baro_auth.so nul lok secret=/usr/local/baropam/.baro_auth encrypt=no =2 J2 &3
auth required /usr/local/baropam/pam_baro_auth.so nul lok secret={HOME}/.baro_auth encrypt=no S HEYE g CJHE2|0 &3
auth required /usr/local /baropam/pam_baro_auth.so nul lok secret=/usr/local/baropam/auth/.{USER} _auth encrypt=no > HEEH=Z SALHY MY &F

Copyright © Nurit Corp. All rights reserved. 10 n u r t



|. BaroPAM M

6. BaroPAM 94 Mx| 3 M= MH

W N=mTa0

KT 555 ¢ 4 B3N T 58%e

-~ %

< HI‘EE."' < £

BaroPAM ¥ CI22E HESEN

Bl b i $ cat .baro_auth e e ——

psihodind bl " AUTH_KEY B e
alpiieatl i " RATE_LIMIT 3 30

"_ L(_E_Y__M_EIL"_O_D_ QEQS_ 1_2 ________________________ %I: jlqicHbVqdpj7b4PzBpM2DileBvmHFV/

M o ¥
» Google Play FHEHEs
; " CYCLE_TIME 30

" ACL_TYPE deny

" DISALLOW_REUSE

g I 33458936
App Store _‘.1- : |____J' lgggig;g
Tl 54649370

84342192

BaroPAM 242 Android 6.0 (Marshmalliw) APl 23, iOS 13.0 O|AHfIAM AL 715361, 7I2E7| R=EE X|245X| e=C}.

BaroPAM {2 A |5t £ BaroPAM QY= 41385101 Ml MEHSIHOA "C1Z T =" HES E2!510{ BaroPAM2| & AMA 1ol " _baro_auth" 0|
M3t "OIEFI|, Secure key, MHH"S BaroPAM 42| "M X S&{" MM SUSHA =isH0} s},

BaroPAM 42| MJ -> SIHMFY HA MM YT = (kr: 11304, en: HOY, jp: Y=0{, cn: SX0{)E M H5IH BaroPAM 40| 110f S+A| HAHEICE

Big 1 QIER0|E == 00| ZEL| et AlZHO| SiXH AlZEa} X0|7} Ll5I0] "2US|Z 2157|"7t WAl 2 F=

QI QIER0|E == 00| ZEL| ZEHiet AlZHE HIEHINIM MESHE AlZHS AIS51X| P20FA] B4,

Z=X| - QE20|EL = FEQ| "HY" > gt > am HA|ZE > "gn XS 4" "AZH xS 4T -> "5
O[0|ZQ! 2= #2| "dy" -> "gu H Azt - "AS2= HY" -5 "B
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BaroPAM Mac

7. Mac OS X 219l (219l ke=

Screen Saver $}H)

2721 otM

BaroPAM TEST
© N

O

ALY ER

Mac OS X2| GUlI 219! §}H

gt = 3| E 2157|E =5t

rH1 F‘

iC}. OIS

L= Screen Saver FHOA ASE

£0{, 2

Hx e
2t} "baropam" 0|11 23|& 21E7F|7} "569858" 0|2}H "baropam569858" 2= 2|=45}

Screen Saver

G Ee s

< Baro PAM

3

BaroPAM TEST

ots olat
BE S

[ Network®H| |

T

® Q)
Ha

AHEXH gt

31 2 210] 0]0{A ADIE Zo| BaroPAM HOIA U2 215712 4N
® g},

e
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BaroPAM Mac

7. Mac OS X 21292l (ssh/sftp &= E)

g’f.zu.amw ~PuTTY,

213 ¢ @ & -

< Baro PAM

[ 52lAppAiH ]

Elle Edit View QOptions Jools \Window Help - X
P pes ) & Sa S rm Bg -z (MR & “ .

oot @1.234.83.169 ( = 1

Connection to 1.234.83.169 established

Floname Destination

{For Heip. press F1

Mac OS X2| Al2Xl Al™(Username) S 245111, ADIE E°| BaroPAM QH0jA{ 2UE|2 CI=F|E MM S £ "Verification code"0f] MA 5t 218|2
OI=7|2} Mac OS X2| "Password"E 2|21t & "Enter" EE= "OK" HHEZ Z2I51MH BaroPAM 2=0]| 2I1=S2 QASI0{ Z=0]| M=2518 Mac 0S X
ol 219l g},
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. BaroPAM Ma:

. 2 4y A| 201 5O} B Ab

1) A|I2HE]| 2791 Syslog &9l
/var/log/system.log 22| L = "pam_baro_auth"7} EXisl= HIA|X| &2l

2) Mac OS X A|AH| H& &to]
$ uname -a

3) Openss| K &9l
$ openssl version

4) BaroPAM AM%| C|2E2| U mj2l A8t &tol
$ Is —al /usr/local/baropam

5) BaroPAM x| 2 & &9l
$ file pam_baro_auth.so
$ otool -L pam_baro_auth.so

6) BaroPAM & M3 AH &0l
$ cat /usr/local/baropam/.baro_auth

7) PAM &3 &9l
$cat /etc/pam.d/sshd or su or sudo or screensaver or authotization S

8) sshd_config &% &0l
$ cat /etc/ssh/sshd_config

9) NTP &3 3 AEf &0l
$ cat /etc/ntp.conf
$ ntpg -p
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