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Il . Install Barof

1. Pre-requisites

1) Check hosthame and OS version

[root@baropam root]# uname —a
Darwin baropam 22.3.0 Darwin Kernel Version 22.3.0: Mon Jan 30 20:42:11 PST 2023; root:xnu-
8792.81.3~2/RELEASE_X86_64

2) Check the versions of ssh and openssl to provide ssh and sftp services

[root@baropam root]# ssh -V
OpenSSH_9.0p1, LibreSSL 3.3.6

[root@baropam baropam]# openss|
OpenSSL> version

LibreSSL 3.3.6

OpenSSL> g

Remember the following
Mac OS X information

-Hostname/OS version
Apple CPU: arm64
Intel CPU: X86_64

-ssh/openssl version
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2. BaroPAM install

. Install BaroP.

1) Create a directory to install the BaroPAM module and set permissions (with the root account)
[root]# mkdir /usr/local/baropam

2) Authorize the directory to install the BaroPAM module

[root]# chmod 777 /usr/local/baropam

3) Download BaroPAM installation module (Check OS version)
https://mc529.tistory.com/ 1407

If you know the tar file name to install

[root] /usr/local/baropam > wget http://nuriapp.com/download/ | ibpam_baro_auth-osx13.1.1-x64. tar
[root] /usr/local/baropam > wget http://nuriapp.com/download/|ibpam_baro_auth-osx13.1.1-arm64.tar
4) Unpack the BaroPAM installation module (eg for MacOS Ventura 8.x 64bit)

[root] /usr/local/baropam > tar —xvf |ibpam_baro_auth-osx13.1.1-x64.tar = [ntel CPU

[root] /usr/local/baropam > tar —xvf |ibpam_baro_auth-osx13.1.1-arm64.tar =» Apple CPU

5) Check the BaroPAM module
[root] /usr/local/baropam > |Is -al

Total 180

drwxrwxrwx 7 root root 4096 8& 23 09:59 .

drwxr-xr-x 17 root root 4096 2& 10 2017 ..

-r——r——r— 1 root root 8 3& 24 2021 .baro_acl 2> ACL file

-r——r——r— 1 root root 305 78 2 14:41 .baro_auth - Configuration file for PAM authentication

-r——r——r— 1 root root 290 6& 30 12:55 .baro_curl - Configuration file for cURL authentication

-r——r——r— 1 root root 287 2& 28 12:19 .baro_sql - Connection information linked to MariaDB with PAM authentication
—rwxr-xr-x 1 root root 69149 42 6 19:12 baro_auth - An executable program that creates environment files for PAM authentication
—rwxr-xr-x 1 root root 65072 6& 29 16:36 baro_cur | - An executable program that creates environment files for cURL authentication
-rwxr—=xr-x 1 root root 57074 2& 28 12:18 baro_sql - An executable program that generates connection information |inked to MariaDB
drwxr=xr-x 2 root root 4096 7& 20 2021 jilee - Directory where PAM authentication security-related files exist
—rwxr=xr=x 1 root root 152649 6& 9 08:19 pam_baro_auth.so = A module that verifies the OTA key of PAM authentication
—rwxr=xr=x 1 root root 116158 6& 30 12:54 pam_baro_curl.so = A module that verifies the OTA key of cURL authentication
—rwxr-xr-x 1 root root 170863 22 28 12:18 pam_baro_sql.so = A module that verifies the OTA key of PAM authentication(MariaDB)
-rw-r——r— 1 root  root 221 6& 27 15:59 setauth.sh - Shell script to create environment file for PAM authentication
-rw-r——r— 1 root  root 150 6& 29 16:29 setcurl.sh - Shell script to create environment file for cURL authentication
-rw-r—r— 1 root root 180 2& 28 12:19 setsql.sh - Shell script to create environment file for PAM authentication(MariaDB)
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. Install Baro

3. Create BaroPAM configuration file (PAM authentication: .baro_auth)

export BAROPAM_HOME=/usr/local/baropam;

1) Shell script to create environment file (setauth.sh)
[root] /usr/local/baropam > cat setauth.sh
#!/bin/sh

Optino- Decumentat ione Set valuer Etce
—-re | OTA key limited number of times (1~10)e Jeo a
—-Re | OTA key time limit (15-600 secle 300 a
~to | OTA key authentication cvcle (360 sec)e 300 a
ke | OTA key authentication method (appl, app?5B, | apphl2e a

arp3Bd, aprh12)e
—e¢ | Encryption of configuraticn files (ves or nole now
—4¢ | Choose  whether  to  allow o denv  Znd| denwve
authent icatione
—as | ACL file name for the account to allow or deny | Ausr/baropam/ .baro_acle a
from 2nd authentication (file acoess permission
is 444) -
—5¢ | Secure key (license key) provided by the vendore i lgl dHoVade) TodPzBeM2Di | eBvnHEY /o
-z¢ | File name including the directory in which to| /usr/baroeam/ .baro_authe
create the BaroPAM configuration files

3) Run the setauth.sh shell script
[root] /usr/local/baropam > sh setauth.sh

$BAROPAM_HOME/baro_auth —r 3 -R 30 -t 30 -k app512 —e no -A deny —a $BAROPAM_HOME/.baro_acl =S jlqglcHbVadpj7b4PzBpM2Di | eBvmHFY/ —s
$BAROPAM_HOME/ .baro_auth

2) Information on configuration options in the BaroPAM configuration file 1) Your emergency one-time authentication keys are:
' The emergency OTA key is a super authentication key that can be used to

access the SSH server again in case you lose it when the OTA key

| generator, the BaroPAM app, is unavailable, so it is good to write it
' down somewhere.

| 2) Enter "y" for all the questions that follow.

Do you want me to update your "/usr/baropam/.baro_auth" file (y/n) y
Preventing man-in-the-middle attacks (y/n) y

[ [root] /usr/local/baropam > cat .baro_auth

" AUTH_KEY

RATE_LIMIT 3 30

KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j IglcHbVadp | 7b4PzBpM2Di | eBvmHFV/
ACL_NAME /usr/local/baropam/.baro_acl
ACL_TYPE deny

DISALLOW_REUSE

33458936

19035576

15364353

54649370

84342192
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Il . Install Baro

3. Create BaroPAM configuration file (PAM authentication: .baro_sql)

1) Shell script to create environment file (setsql.sh)

[root] /usr/local/baropam > cat setsql.sh

#!/bin/sh

export BAROPAM_HOME=/usr/local/baropam;

$BAROPAM_HOME/baro_sqgl —H nurit.co.kr —e no —u nurit —p baropams —d baropamdb -P 3306 —-s $BAROPAM_HOME/.baro_sql

2) Information on configuration options in the BaroPAM configuration file 1) enter "y" for all the questions that fol low.

Ootinos Femrsiamtien: St values Etce Do you want me to update your "/usr/baropam/.baro_auth" file (y/n) y
—He HoleI:name or |P address of the MarialB servere nurit.co.kra e [root] /usr/local /baropan > cat .baro_sql
—ue | MariaDB usernamee nurite o " AUTH_KEY
—¢ | Password for the MarialB usere baropame @ " HOSTNAME nurit.co.kr
—-de | MariaDB name to connect toe bar oramdoe E " USERNAME nurit
—pe | Port number of the MariaDB servere 3308 P " PASSWORD baropams
—e¢ | Encrwption of configuration files (ves or nele noe o : DBNAME baropamdb
- - - - - - PORTNO 3306

-z¢ | File name |nc|ud}ng thg dlfectory in which to create | /usr/baropan/ baro_sgle E " RATE_LIMIT 3 30

the BardPAM configuration filee " KEY_METHOD app512

CYCLE_TIME 30

SECURE_KEY j IqglcHbVadpj7b4PzBpM2Di | eBvmHFV/
ACL_TYPE deny

MIDDLE_TYPE DISALLOW_REUSE

MIDDLE_TIME 58014762

ENV_TYPE share

3) Run the setsql.sh shell script
[root] /usr/local/baropam > sh setsqgl.sh
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. Install BaroF

3. Create BaroPAM configuration file (cURL authentication: .baro_curl)

[root]

/usr/local /baropam > cat setcurl.sh

#!/bin/sh

HOSTNAME="hostname"
export BAROPAM_HOME=/usr/local/baropam;

$BAROPAM_HOME/ .baro_cur |

1) Create BaroPAM configuration file (cURL authentication)

$BAROPAM_HOME/baro_cur | —-r 3 -R 30 -t 30 -k app512 -H $HOSTNAME —e no -u http://1.23.456.789/baropam/web/result curl.isp —s

2) Information on configuration options in the BaroPAM configuration file 1) nter "y" for all the questions that fol low.
Do you want me to update your "/usr/baropam/.baro_auth" file (y/n) y

Opt ion+ Decument at ion Set values Etce| K . g
—-r< | OTA key limited number of times (1~100« F & Preventing man-in-the-middle attacks (y/n) y
e | OTAkeytine linit (15600 sec)e I @
>
—t¢ | OTA key authentication cvcle (360 seche e a '[‘FXS% égir/local/baropam cat .baro_curl
¢ | OTA key authentication method (appl, app@S8, applB4, | appSl2e a f ~
512: cardl cardZss card3d card5l2: RATE_LIMIT 3 30
sppsles SR ’ ' ' ' " AUTH_URL http://1.23.456.789/baropam/web/result_cur|.jsp
authent ication card)e "
- - - - KEY_METHOD app512
¢ | Encryption of configuration files (ves or no)e noe & f
. - CYCLE_TIME 30
-He | Server's hostname (uname -—nje nurit.co.kre @ " HOSTNAME nur it .co. kr
-+ | The UFL to be called includes parameters such as host | http://1.23.495, 7% barop | @ 0 T
A X DI SALLOW_REUSE

name (hostname), user account (username), authentication | amdwsb/result_curl. jspe

cvcle (cvcle_tine), and OTA key (auth_kev)e
-+ | File name including the directory in which to create the | Jusr/baropam/.baro_curle | @

BaroPAM configuration files

3) Run the setcurl.sh shell script
[root] /usr/local/baropam > sh setcurl.sh
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http://1.23.456.789/baropam/web/result_curl.jsp

4. BaroPAM settings (PAM authentication: pam_baro_auth.so)

. Install BaroF

1) at the tOD Of the sshd file Keyboard Interactive Authentication .

[I’OOt] /usr/looal /baropam > Vi /etc/pam.d/sshd Keyboard Interactive prompt for root@1.234.83. 169, ok ]

auth required /usr/local/baropam/pam_baro_auth.so nullok secret=/usr/local/baropam/.baro_auth encrypt=no Verifiation core:

- "nullok" means that the called PAM module allows entering a password with a null value I \ Cancel
[ save password

auth required /usr/local/baropam/pam_baro_auth.so forward_pass secret=/usr/local/baropam/.baro_auth encrypt=no

> When entering a OTA key |ike a password in the password input window (Password & verification code:) using forward_pass, enter the password first
and then enter the OTA key without a space. For example, if the password is "baropam" and the OTA key is "123456", enter "baropam123456"
Note) xrdp supports only the "forward pass" option in /etc/pam.d/xrdp-sesman configuration.

2) Among the contents of the "/etc/ssh/sshd_config"” file, which is a configuration file for setting the sshd daemon, the
following parameters need to be changed

Factor~ Before~s Afters Etco |
' ' board fo .234.83.169.
PS.SS'.\'D rd.ﬁ.uthent i cat ione :s.I'ESGJ noe a i Keyboar Intera.chva. prompt for root@1.234.83.169 ok
- - Password & verification code:
Chal lengeFesponsetuthent i cat ione o : | —
or+! nos 3-'854:' [ save password
kbdInteract ivebuthent icat jone
LisePiMe nos’ vesd #

3) When using the BaroPAM module, the ACL for the account to be excluded from 2nd authentication needs to be excluded
[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

4) Set at the top of screensaver, authentication file, etc
[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authentication
auth required /usr/local/baropam/pam_baro_auth.so use_first_pass forward_pass nul lok secret=/usr/local/baropam/.baro_auth encrypt=no

On the GUI login screen of Mac 0S X, enter the password first, followed by the OTA key without spaces. For example, if the password is "baropam" and
the OTA key is "123456", enter "baropam123456".
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. Install BaroP

4. BaroPAM settings (PAM authentication: pam_baro_sql.so)

1) at the top of the sshd file
[root] /usr/local/baropam > vi /etc/pam.d/sshd

auth required /usr/local/baropam/pam_baro_sql.so nullok secret=/usr/local/baropam/.baro_sal encrypt=no auth=sshd
> "nullok" means that the called PAM module allows entering a password with a null value
= The auth parameter sets sshd, su, sudo, screensaver, xrdp—sesman, etc., which are places that authenticate using BaroPAM.

auth required /usr/local/baropam/pam_baro_sql.so forward_pass secret=/usr/local/baropam/.baro_sql encrypt=no auth=sshd

> When entering a OTA key |ike a password in the password input window (Password & verification code:) using forward_pass, enter the password first
and then enter the OTA key without a space. For example, if the password is "baropam" and the OTA key is "123456", enter "baropam123456"
Note) xrdp supports only the "forward pass" option in /etc/pam.d/xrdp-sesman configuration.

2) Among the contents of the "/etc/ssh/sshd_config"” file, which is a configuration file for setting the sshd daemon, the
following parameters need to be changed

Factor+ Before~ Afters Etce |
Passwordiuthent icatione yesd no+ 4
Chal lengeResponseduthent icat ions a
ar+ now weS
kbdInteract ivebuthent icat jone
|sePiMe nos yesd 4

3) When using the BaroPAM module, if you need to exclude an account from 2nd authentication in the ACL, you must use
Mariadb's ACL setting table

[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

4) Set at the top of screensaver, authentication file, etc
[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authentication
auth required /usr/local/baropam/pam_baro_sql.so use_first_pass forward_pass nullok secret=/usr/local/baropam/.baro_sql encrypt=no auth=screensaver

On the GUI login screen of Mac 0S X, enter the password first, followed by the OTA key without spaces. For example, if the password is "baropam" and
the OTA key is "123456", enter "baropam123456".
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. Install BaroF

4. BaroPAM settings (cURL authentication: pam_baro_curl.so)

1) at the tOD Of the sshd file Keyboard Interactive Authentication .

[I’OOt] /usr/looal /baropam > Vi /etc/pam.d/sshd Keyboard Interactive prompt for root@1.234.83. 169, ok ]

auth required /usr/local/baropam/pam_baro_cur|.so nul lok secret=/usr/local/baropam/.baro_cur| encrypt=no Verificaton code:

- "nullok" means that the called PAM module allows entering a password with a null value I \ Cancel
[ save password

auth required /usr/local/baropam/pam_baro_cur|.so forward_pass secret=/usr/local/baropam/.baro_cur| encrypt=no

> When entering a OTA key |ike a password in the password input window (Password & verification code:) using forward_pass, enter the password first
and then enter the OTA key without a space. For example, if the password is "baropam" and the OTA key is "123456", enter "baropam123456"
Note) xrdp supports only the "forward pass" option in /etc/pam.d/xrdp-sesman configuration.

2) Among the contents of the "/etc/ssh/sshd_config"” file, which is a configuration file for setting the sshd daemon, the
following parameters need to be changed

Factor+ Before~ Afters Etce |
Passwordsuthent i cat i one e no+ A . Keyboard Interactive prompt for root@1,234,83, 169, ”
Chal lengePesponsedut hent i cat jon a ' T T G
ar+ noe yege | T
kbdInteract iveduthent icat i one [l
| sePite o vess 2

3) When using the BaroPAM module, the ACL for the account to be excluded from 2nd authentication needs to be excluded
[root] /usr/local/baropam > vi .baro_acl

barokey

baropam

4) Set at the top of screensaver, authentication file, etc
[root] /usr/local/baropam > vi /etc/pam.d/screensaver, authentication
auth required /usr/local/baropam/pam_baro_cur|.so use_first_pass forward_pass nul lok secret=/usr/local/baropam/.baro_cur| encrypt=no

On the GUI login screen of Mac 0S X, enter the password first, followed by the OTA key without spaces. For example, if the password is "baropam" and
the OTA key is "123456", enter "baropam123456".
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. Install BaroP

5. How to apply BaroPAM

Password alone is never safe when logging in to all information assets, and new application methods (additional authentication,

password replacement, new password) that can replace or additionally authenticate the password (2nd authentication) are required
each time it is used

1) additional authentication

Apply one-time authentication key as additional authentication (2nd authentication) other than account (login-ID) and
password(ID/PW/OTA)

auth required /usr/local/baropam/pam_baro_auth.so nul lok secret=/usr/local/baropam/.baro_auth encrypt=no
auth required /usr/local/baropam/pam_baro_sal.so nullok secret=/usr/local/baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/local/baropam/pam_baro_cur|.so nul lok secret=/usr/local/baropam/.baro_cur| encrypt=no

2) password replacement
Remove password and replace with OTA key (ID/OTA) - OTA key
auth required /usr/local/baropam/pam_baro_auth.so forward_pass secret=/usr/local/baropam/.baro_auth encrypt=no

auth required /usr/local/baropam/pam_baro_sql.so forward_pass secret=/usr/local/baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/local/baropam/pam_baro_cur|.so forward_pass secret=/usr/local/baropam/.baro_cur| encrypt=no

Note) When replacing the password with a OTA key, the password of the account (login-ID) must be set the same as the
account.

3) new password
By combining the password and the OTA key, a new OTP is generated and applied for each OTA key generation cycle(ID/PW+0TA)
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no auth=sshd
auth required /usr/baropam/pam_baro_cur|.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no

Note) Mac OS X does not support the autologin function, so a password must exist.

Added) How to apply .baro_auth

auth required /usr/baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth encrypt=no = Default setting
auth required /usr/baropam/pam_baro_auth.so nullok secret={HOME}/.baro_auth encrypt=no - Set in the home directory per account
auth required /usr/baropam/pam_baro_auth.so nul lok secret=/usr/baropam/auth/.{USER}_auth encrypt=no > Configuration file settings per account
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Install Baro

6. Install the BaroPAM app and set up information

BaroPAM App Download

> Google Play

App Store

changes accordingly.

10:08 & &

< BaroPAM

L E R L)

< &

B " CYCLE_TIME 30

$ cat .baro_auth

" AUTH_KEY

" RATE_LIMIT 3 30

" KEY_METHOD app512

ECURE_KEY jlqlcHbVqdpj7b4PzBpM2DileBYmHFV/
"“ACL_NAME Jusr/local/baropam/.baro_acl

" ACL_TYPE deny

" DISALLOW_REUSE

33458936

19035576

15364353

54649370

84342192

35408 LEL LBl

< BaroPAM <

Register server information

LR R ———
BaroPAM

quIcHbVqdp|7b4PzBpMQD|IermHFW
P<_.--------------
30

n @) <

Message: The "OTA key" is incorrect because the date and time of the Android phone or iPhone are different from the current time.
Cause: This is caused by not using the time provided by the network for the Android or iPhone's date and time.
Action: For Android phones, go to "Settings" -> "General management" -> "Date and time"

"Allow" For iPhone, go to "Settings" -> "Date & Time" -> "Set Automatically" -> "Allow"

Message: If you cannot log in because the OTA key does not match.
Cause: BaroPAM is a time synchronization method, so the time of the phone and Server must be the same.
Action: Check if the phone and Server time are correct.

BaroPAM app can be used on Android 6.0 (Marshmalliw) API 23, iOS 13.0 or higher, and does not support landscape mode. After installing the BaroPAM app,
launch the BaroPAM app and click the "Verification Code" button on the menu selection screen to enter the BaroPAM configuration file ".baro_auth".

You must enter the same "cycle time, secure key, server name" set in the "Register server information" screen of the BaroPAM app.

If you set the app code (kr: Korean, en: English, jp: Japanese, cn: Chinese) on the BaroPAM app settings -> change screen settings screen, the BaroPAM app

-> "Automatic date and time" and "Automatic time zone" ->
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7. Mac OS X login (Login or Screen Saver screen)

. Install BaroP.

Login Screen Screen Saver

1506 &
< BaroPAM

-
»

BaroPAM TEST BaroPAM TEST

ke g

[ oy oues | e

©) ® ®
32

AHSX gt

AlAY B2

Enter your Linux user account (Username), generate a OTA key in the BaroPAM app on your smartphone,
and create a OTA key in "Verification code" and Linux "Password", click "Enter" or "OK" button to request
authentication to the BaroPAM module, and if verification is successful, Linux is logged in.
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7. Mac OS X login (ssh/sftp access tool)

. Install BaroPA

@R 123433169 - PUTTY.

150 & &
< BaroPAM

One Time Auth key

[ BaroPAM |

flle Edit View Qptions Jools Window Help - x

P s ) ® L L] lon) g Te- B[N B @ 9

Name Size Type Date Modified

cidlhe oot @1.234.83.169

Enter the user account (Username) of Mac OS X, generate a OTA key in the BaroPAM app on the smartphone, and then enter the
OTA key generated in "Verification code" and "Password" of Mac OS X, and enter "Enter If you click the " or "OK" button,
authentication is requested to the BaroPAM module, and if verification is successful, you are logged in to Mac OS X
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8. What to check when a problem occurs

. Install BaroP.

1) Check system login Syslog
Check the message that "pam_baro_auth" exists in the /var/log/system.log file

2) Check Mac OS X system information
$ uname -a

3) Check Openssl information
$ openssl version

4) Check the BaroPAM installation directory and file permissions
$ Is —al /usr/local/baropam

5) Check the BaroPAM installed module
$ file pam_baro_auth.so
$ otool -L pam_baro_auth.so

6) Check BaroPAM configuration information
$ cat /usr/local/baropam/.baro_auth

7) Check your PAM settings
$cat /etc/pam.d/sshd or su or sudo or screensaver or authotization etc

8) Check sshd_config settings
$ cat /etc/ssh/sshd_config

9) Check NTP settings and status
$ cat /etc/ntp.conf
$ ntpg -p
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Password vyou don't need to remember!
BaroPAM will be with vou.

Thank You!
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