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I. BaroPAM Of

1. OpenLDAP AiX|

1) JI2 YIXIEe0l= openldap—serversdt EMoIA Z2B8=2 YU XE2lo =t
[root]# dnf config-manager —set—enabled plus
[root]# dnf repolist

HEA D JSESEE=

appstream Rocky Linux 9 — AppStream
baseos Rocky Linux 9 — Base0OS
extras Rocky Linux 9 - Extras
plus Rocky Linux 9 — Plus

2) 8™, BaroPAM Xl XTI A0O0F &,
BaroPAM & Xl JIOIE(Linux) &X

3) OpenLDAPS2} SASL 28 THIIXIE & XI(Redhat HEE JIECZ &AHEH)
[root]# dnf -y install openldap—servers openldap-clients cyrus-sasl| cyrus-sasl-plain

A XS OpenlDAPE MIH &1 & M - dnf -y erase openldap—-servers openldap—clients cyrus—sasl| cyrus—sas|-plain
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I. BaroPAM O

2. OpenLDAP AMA

1) XIS A2 A& OpenlDAP AHIA(slapd)S M N AlSH

[root]# systemct| enable —now slapd

Created symlink /etc/systemd/system/slapd.service — /usr/lib/systemd/system/slapd.service.

Created symlink /etc/systemd/system/multi-user.target.wants/slapd.service — /usr/lib/systemd/system/slapd.service.

[root]# systemct!| start slapd

2) OpenLDAP(slapd) CI20 2ROt MAS M XNS2Z MHAIXSIEE &3
[root]# vi /usr/lib/systemd/system/slapd.service

[Unit]

Description=0penLDAP Server Daemon

After=syslog.target network-online.target

Documentation=man:slapd

Documentation=man:slapd—config

Documentat ion=man:s!|apd-mdb
Documentation=file:///usr/share/doc/openldap-servers/guide.html

3) slapd & A
[root]# systemct| daemon-reload
[root]# systemct| restart slapd.service

[Service]
Type=forking
ExecStartPre=/usr/|ibexec/openldap/check-config.sh

ExecStart=/usr/sbin/slapd —u ldap —h "ldap:/// ldaps:/// \dapi:/// 4) OpenlDAP Gl &l8

[root]# systemct!| restart slapd > G2 M
[root]# systemct| start slapd > G2
[
[

02

Restart=on-failure

Restar tSec=bs
StartLimitIntervalSec=600
StartLimitBurst=5

Al
=
=
[=)

root |# systemct!| stop slapd = 42
root |# systemct!| status slapd > OI2 &

U 02

5) OpenLDAPE A S0ol0| BaroPAMOIAl QIS8 27 &0l
[root]# tail —f /var/log/secure

J

[Install]
WantedBy=multi-user.target

Al fas=openldap.service Z1) OpenLADP 2t 27 IHY: /var/log/radius/messages
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3. whap M

Success

Success

1) firewalld & Xl
[root]# dnf -y install firewalld

2) firewalld 43t
[root]# systemct| enable firewalld
[root]# systemct| start firewalld

3) IE 32
[root]# firewall-cmd —permanent —add-service={|dap, |daps}

4) 2318 W2
[root]# firewall-cmd —reload

5) }S0HE &ol

[root]# systemct| status firewalld
* firewalld.service — firewalld — dynamic firewall daemon
Loaded:
Active:
Docs:
Main PID:
Tasks:
Memory:
CGroup:

loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor preset: enabled)
active (running) since Tue 2024-01-09 20:35:10 KST; 14h ago

man:firewal Id(1)

1009 (firewalld)

2 (limit: 102061)

42 .5M

/system.slice/firewal |d.service

*~1009 /usr/libexec/platform—python —s /usr/sbin/firewalld ——nofork ——nopid

Jan 09 20:35:09 vpntest systemd[1]: Starting firewalld — dynamic firewall daemon...
Jan 09 20:35:10 vpntest systemd[1]: Started firewalld — dynamic firewall daemon.
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I|. BaroPAM Og

4. BRIX} LS MY

Base Dn : cn=admin,dc=example,dc=com, Zc|lXt HILHSE AIE0I0d 22l Jis

fob

1) H2HS MM

[root]# slappasswd

New password: baropam

Re—-enter new password: baropam
{SSHA}052Q0M50M 14WYb i BWkzcMPLQ27 fFsxFt <-=SAF 2 2

2) HYpis DN &4

fo

[root]# vi admin_pass. |dif

dn: olcDatabase={2}mdb,cn=config

changetype: modify

replace: olcRootPW

olcRootPW: {SSHA}052QoM50M14WYb i 3WkzcMPLQ27 fFsxFt <—= Atst HI 2 &

0 €I

fol

3) HIYBIS DN HE

to

[root]# ldapadd -Y EXTERNAL -H Idapi:/// -f admin_pass.|dif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0O

modifying entry "olcDatabase={2}mdb,cn=config"
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| . BaroPAM O¢g

5. 7|2 DN= MA

1) JI2 DN &4

[root]# vi base_structure. Idif

# base_structure. Idif

dn: olcDatabase={2}mdb,cn=config
changetype: modify

replace: olcSuffix

olcSuffix: dc=example,dc=com

dn: olcDatabase={2}mdb,cn=config
changetype: modify

replace: olcRootDN

olcRootDN: cn=admin,dc=example,dc=com

2) JI2 N H8

[root]# ldapadd -Y EXTERNAL -H Idapi:/// -f base_structure.|dif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0O

modifying entry "olcDatabase={2}mdb,cn=config"

modifying entry "olcDatabase={2}mdb,cn=config"
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I. BaroPAM Of

6. 7|2 &7|0} 2=

[root]# l|dapadd -Y EXTERNAL —-H ldapi:/// —f /etc/openldap/schema/cosine. Idif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=cosine,cn=schema,cn=config"

[root]# ldapadd -Y EXTERNAL -H Idapi:/// -f /etc/openldap/schema/nis. |dif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=nis,cn=schema,cn=config"

[root]# |dapadd -Y EXTERNAL —H ldapi:/// -f /etc/openl|dap/schema/inetorgperson.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=inetorgperson,cn=schema,cn=config"
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I. BaroPAM Of

7.7|12 =3 43

1) J12 =Z DN M4

[root@baropam ~]# vi initial_org.ldif

# X210 FE DIT(Directory Information Tree) &2 &
# dc=example,dc=come & Xl Al E&E JI2 ZHAN HF
dn: dc=example,dc=com

objectClass: top

objectClass: dcObject

objectClass: organization

0: My Company

description: My Company's main LDAP directory

# AMNEXSE s =8 4 () &2
dn: ou=users,dc=example,dc=com

objectClass: top

objectClass: organizationalUnit

ou: users

description: All user accounts in My Company

# A8ss fst =& 24 ==2(0l) HE2
dn: ou=groups,dc=example,dc=com
objectClass: top

objectClass: organizationalUnit

ou: groups

description: All user groups in My Company

# 1T 24 0U 32 (A 0U oteiol <IXl)
dn: ou=IT,ou=departments,dc=example,dc=com
objectClass: top

objectClass: organizationalUnit

ou: IT
description: Information Technology Department
#HR A 0U B2 (RA 0U OFcHOl <IXI)

dn: ou=HR,ou=depar tments, dc=example,dc=com
objectClass: top

objectClass: organizationalUnit

ou: HR

description: Human Resources Department

2) Jlg == DN B8

[root]# Idapadd -x -W -D "cn=admin,dc=example,dc=com" —f initial_org.|dif
Enter LDAP Password: baropam

4 BHES 95 XX M Sl (0U) = O wﬁwnwemW"M%mmmﬂFwW

dn: ou=depar tments dc=examp e, dc=com add!ng new entry "ou=users,dc=example,dc=com"

objectClass: top add!ng new entry "ou=groups,dc=example,dc=com"

objectClass: organizationalUnit add!ng new entry "ou=departments,dc=example,dc=com"

ou: depar tments add!ng new entry "ou=IT,ou=departments,dc=example,dc=com"

description: Departments within My Company adding new entry "ou=HR,ou=depar tments, dc=example,dc=com"
Copyright © Nurit Corp. All rights reserved. 8
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I|. BaroPAM Og

8. HAE

1) baropam AFZ2XI DN M A

[root]# vi add_nurit.|dif

dn: uid=honggi ldong,ou=HR, ou=depar tments,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: nurit

sn: nuri

givenName: it

mail: nurit@example.com

uid: nurit

userPassword: {SSHA}052QoM50M14WYb i 3WkzcMPLQ27 fFsxFt

— e — —

2) baropam AIZ2X DN &EE

[root]# |dapadd —x -D "cn=admin,dc=example,dc=com" -W —-f add_nurit.Idif
Enter LDAP Password: baropam

adding new entry "uid=honggildong,ou=HR,ou=departments,dc=example,dc=com"

ol

3) HREA Ol &8 18 X3

[root@baropam ~]# ldapsearch -x -b "ou=HR,ou=depar tments,dc=example,dc=com" "(objectClass=person)" cn
# honggi ldong, HR, departments, example.com

dn: uid=honggi | dong,ou=HR, ou=depar tments, dc=examp e, dc=com

cn: nurit

r

# search result
search: 2
result: O Success

# numResponses: 2
# numEntries: 1
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9. BaroPAM &+ MX

1) PAM O15: 88 &3 HEE Filefll &3

[root]# vi /etc/pam.d/|dap

auth required pam_env.so

auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no
account required pam_unix.so

[root]# vi /etc/pam.d/saslauthd
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/.baro_auth encrypt=no

auth substack password-auth
account include password-auth

2) PAM QI1S: 38 &F AEE MariadB0l &3

[root]# vi /etc/pam.d/|dap

auth required pam_env.so

auth required /usr/baropam/pam_baro_sqgl.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no auth=openl|dap
account required pam_unix.so

[root]# vi /etc/pam.d/saslauthd
auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no auth=openldap

auth substack password-auth
account include password-auth

3) cURL eI=

[root]# vi /etc/pam.d/|dap

auth required pam_env.so

auth required /usr/baropam/pam_baro_curl.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no
account required pam_unix.so

[root]# vi /etc/pam.d/saslauthd

auth required /usr/baropam/pam_baro_curl.so forward_pass secret=/usr/baropam/.baro_cur| encrypt=no
auth substack password-auth

account include password-auth
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I. BaroPAM O

10. OpenLDAP %iZ 8t MH

1) saslauthd &% (SHHE)
saslauthd2t WS DBJF OFYl Rocky Linux AIAEIS]l PANS HictEH &&.

[root]# vi /etc/sysconfig/saslauthd

# Directory in which to place saslauthd's listening socket, pid file, and so
# on. This directory must already exist.

SOCKETDIR=/run/saslauthd

# Mechanism to use when checking passwords. Run "saslauthd -v"' to get a list
# of which mechanism your installation was compiled with the ablity to use.
MECH=pam

# Additional flags to pass to saslauthd on the command line. See saslauthd(8)
# for the list of accepted flags.
FLAGS=

[root]# systemct| enable saslauthd
Created symlink /etc/systemd/system/multi-user.target.wants/saslauthd.service — /usr/lib/systemd/system/saslauthd.service.

[root]# vi /usr/|ib/systemd/system/saslauthd.service

Restart=on—failure 2) OpenLDAP (slapd) &% (Bypass/Proxy)

Restar tSec=5s

StartLimitIntervalSec=600 OpenlLDAPO| RAEZ2 &M NHEH X2IotAl 210 SASLg EX&ES
StartLimitBurst=5 a3,

[Install] [root]# vi /etc/sasl2/slapd.conf

WantedBy=multi-user.target pwcheck_method: saslauthd

mech_list: plain login
[root@oaropam ~]# systemct| daemon-reload
[root@oaropam ~]# systemct| restart saslauthd.service [root]# systemct| restart slapd
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I. BaroPAM Of

1. AI2A AIY 44

1) Linux AF2XH HE M4

[root]# useradd baropam

[root]# passwd baropam

Changing password for user raduser.

New password: baropam

Retype new password: baropam

passwd: all authentication tokens updated successfully.

2) OpenlDAP AIZ2XH HE MA
baropam At X} DN A A)

OpenlLDAP AtSXtel HIZEHHSOE N
ArZollOF &,

nd

P

rr
=
>
0

o
Ol
nio

[root]# vi add_baropam. |dif
dn: uid=baropam,ou=HR,ou=depar tments,dc=example,dc=com
objectClass: top
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
sn: baropam

cn: baropam

uid: baropam

uidNumber: 1000

gidNumber: 1000
homeDirectory: /home/baropam
loginShell: /bin/bash

gecos: BaroPAM User
userPassword: {SASL}baropam
shadowLastChange: 0
shadowMax: 99999
shadowWarning: 7

ol

iy

EICSZ2(2I=S saslauthdOllH £12) userPassword =40l {SASL}username &

Al

—/

=2
=
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I. BaroPAM Of

1. AI2A AIY 44

baropam AFZXt DN &E

[root]# Idapadd -x -D "cn=admin,dc=example,dc=com" -W —f add_baropam. |dif
Enter LDAP Password: baropam

adding new entry "uid=baropam,ou=HR,ou=depar tments,dc=example,dc=com"

HREA O =

ol

T REL)

[root]# |dapsearch -x -b "ou=HR,ou=depar tments,dc=example,dc=com" "(objectClass=person)" cn
# extended LDIF

#

# LDAPV3

# base <ou=HR,ou=departments,dc=example,dc=com> with scope subtree

# filter: (objectClass=person)

# requesting: cn

#

# honggi ldong, HR, departments, example.com
dn: uid=honggi |dong,ou=HR, ou=depar tments, dc=example, dc=com
cn: nurit

# search result
search: 2
result: O Success

# numResponses: 2
# numEntries: 1

Copyright © Nurit Corp. All rights reserved. 13
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BaroPAM Op

12. 91F HIAE

1) AB WHE0A HS =9l (saslauthd <> BaroPAM)

OpenLDAP Z20|HEE MI| O testsaslauthdZ HNH ZZSHCH. testsaslauthde JI2E 22 MHBIA 0IS2 imapl @ JHEGHD PAMOI CIS2
QRLEGII| 20 BtEAl A22 232 MAH6HoF &tC.

[root]# In -s /etc/pam.d/saslauthd /etc/pam.d/imap

[root]# testsaslauthd —u baropam —p baropam935018 <- baropam935018 = H|LH S (baropam) + L3/ 21=3((935018)

0: 0K "Success."

A& Al: 0: 0K "Success." &%
AT Al 0: NO "authentication failed" &2&.

F]_)

systemct!| start saslauthd >MUEIA Al &
systemct | stop saslauthd >AbIA 2
systemct| restart saslauthd —>AMHBIA THAIE
systemct| status saslauthd —>AMHlA AMEH

R ]

2) User(PC)OIA &2 HIAE (PC <> OpenlLDAP <-> saslauthd <—> BaroPAM)

PCHIA Idapwhoami =2 =FE AIEZ0t( SASL 21&E2 A&

o

Ct.

[root]# |dapwhoami —h localhost —D "uid=baropam,ou=HR,ou=depar tments,dc=example,dc=com" —x —w "baropam566419"
dn:uid=baropam,ou=HR, ou=depar tments, dc=examp|e, dc=com

&3 Al: dn: baropam,ou=HR, ou=depar tments,dc=example,dc=com == .
ATH Al: Invalid credentials (49) Ofle] 224,

FO =X

ol
i
[e]]]
-
=
o
)

1) @5 LM Al /var/log/messages, /var/log/secure 215 &QI
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. BaroPAM O

13. BaroPAM 4 Mx| 2! M= MH

KT 555 ¢ 4 B3N T 58%e 224808

¢ H24 < % < vpzm

BaroPAM 9 C}e== 2791-1D: nurit, EHS: 010-2771-407621 A waztoi 3 5%
S ] $ cat Lnurit_auth Tt ]
conssmes e n AUTHLKEY o~ | T
Y Gooale Pla Ll " RATE—LIMIT 3 30 Thont T T
R ' " KEY METHOD apps12 ________________________ | J-2memmmeeee

TCYCLE_TIME 20 Swmwen

| " SECURE_KEY 01027714076 _____________________ | [ = "2 """ 77777

f===—=") || " DISALLOW_REUSE
b o o e o | | 33458936
19035576
15364353

App Store

54649370
84342192

BaroPAM 242 Android 6.0 (Marshmalliw) API 23, iOS 13.0 O|AHIA AR 7153510, 7I12E7| 2EE X|ISHX| 22=LC}.

BaroPAM Q2 MX|St £ BaroPAM Q= Al#510{ O+ MEHSIHOIAM "U3|E CIZ7|" H{ES 2&!510{ RADIUS AI2Xl HE0| MRS "2IEFT],
Ol0|C|, A|IARIH"S BaroPAM 42| "OfEFE|A|0|M HE S&/" SIMOIM S2USHA d=isH0} st}

BaroPAM o] MHX -> SIHMA HA SHUIA WA= (kr: 8301, en: HOY, jp: YE0{, cn: S30{)E MASIH BaroPAM 0| 110f| A HZAEICE

Big 1 QIER0|E == 00| ZEL| et AlZHO| SiXH AlZEa} X0|7} Ll5I0] "2US|Z 2157|"7t WAl 2 F=

QI QIER0|E == 00| ZEL| ZEHiet AlZHE HIEHINIM MESHE AlZHS AIS51X| P20FA] B4,

Z=X| - QE20|EL = FEQ| "HY" > gt > am HA|ZE > "gn XS 4" "AZH xS 4T -> "5
O[0|ZQ! 2= #2| "dy" -> "gu H Azt - "AS2= HY" -5 "B
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BaroPAM Og

8. AlEZAL &H=%

gBgsQe - KIO®wOT7E%8

< Baro PAM - £

mphpLDAPadmin

Sign in to LDAP-TLS Server

23 E ST

USER ID
[ OpenlLDAP / baropam ]

baropam

PASSWORD

T

T

OpenLDAP2| ALEZXl H™(Username) = 25111, &tS7} " baropam " 0|11, AO0LE ZE2| BaroPAM QHO0IAM A st
°'§|g OI=7|7} "613045" 0|2} " etS: " 10| " baropam613045 " £ |25t & "&loI" HHESZ 22!5}M BaroPAM
x

£0]| 2SS 2IsI0] HS0| YSs1H HSEC
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