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1. FreeRADIUS A X|

1) x|, BaroPAM M X| &X|k]0{ 210{O} &.
BaroPAM & Xl JIOIE=(Linux) &X

2) FeeRADIUS & %|(Redhat HYUE 7|=22 =M E!)
[root]# dnf -y install freeradius freeradius-utils

MX|=l FreeRADIUSE A7 &2{11 & i > dnf -y erase freeradius freeradius-utils

3) EAPO]| CH2t 2IEA{ MM
[root]# cd /etc/raddb/certs
[root]# ./bootstrap

EAPOl CHst OISANE MHGHK LW LIS 22 I &M,

Failed reading private key file /etc/raddb/certs/server.pem
‘error:06065064:digital envelope routines:EVP_DecryptFinal_ex:bad decrypt
rim_eap_tls: Failed initializing SSL context

rim_eap (EAP): Failed to initialise rim_eap_tls
/etc/raddb/mods—enabled/eap[17]: Instantiation failed for module "eap"
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2. FreeRADIUS &1H

1) MEX & 08 YHI0IE
[root]# vi /etc/raddb/radiusd.conf
#user = radiusd

#group = radiusd

user = root

group = root

2) 22X HZEs e =24 43

[root]# [root]# vi /etc/raddb/radiusd.conf
auth = yes

auth_badpass = yes

auth_goodpass = yes

3) PAM &£F
[root]# vi /etc/raddo/sites—enabled/defaul t

#Pluggable Authentication Modules.
pam

4) auth® reply 21 43l
[root]# vi /etc/raddb/sites-enabled/default
# auth_log

auth_log

# reply_log
reply_log

5) PAM 2 EA3t
[root]# In —-s /etc/raddb/mods—available/pam /etc/raddb/mods—enabled/
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2. FreeRADIUS &1H

6) Client ¥ H8 &X
[root]# vi /etc/raddb/clients.conf

client 10.21.2.205 {

ipaddr = 10.21.2.205 ipvdaddr = *

secret = baropam
reqguire_message_authenticator = no
nas_type = other

}

e 238

client localhost {
ipaddr = 127.0.0.1 ipvdaddr = *
secret = baropam
require_message_authenticator = no
nas_type = other

7) 95 28 &%
[root]# vi /etc/raddo/users

DEFAULT Group == "disabled", Auth-Type

# any. 10.21.2.205 == l|ocalhost

# any. 127.0.0.1 == localhost

:= Reject

Reply-Message = "Your account has been disabled."

DEFAULT Auth-Type := PAM

Radius Settings

E Radws Usors I Tost

Global RADIUS Settings

RADIUS Server Timeout: | >

(seconds) (Range:1-60, Default: 3)

_______________________________________________________

(Length: 1 10 64 characters)

(Range:1-66535, Default: 1812)

Rewtes: [2 | (Range:0-10, Defau:2)
Radius Servers
Radius Servers: 1|~
Primary Server
IP Acdress:
S Dok o
ot Nsbar: 1812
: Secondary Server
| 1P Adress: [10.21.2.205
! Bort Number 1812
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3. FreeRADIUS 7|2 HIAE

1) OO 22 A8
[root]# radiusd -X

[ lines of configuration details]

}

Listening on auth address * port 1812 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on auth address :: port 1812 bound to server default

Listening on acct address :: port 1813 bound to server default

Listening on auth address 127.0.0.1 port 18120 bound to server inner—tunnel
Listening on proxy address * port 45094

Listening on proxy address :: port 35184

Ready to process requests

2) HAEE MEX S5

[root]# $ useradd baropam

[root]# $ passwd baropam

Changing password for user baropam.

New password: nurit

Retype new password: nurit

passwd: all authentication tokens updated successfully.

3) JI2 43292 HIAE > radtest <username> <pasword> <IP Addr> 0 <secret>
[root]# radtest baropam nurit localhost O baropam
Sent Access—Request |d 220 from 0.0.0.0:33872 to 127.0.0.1:1812 length 77
User-Name = "baropam"
User-Password = "nurit"
NAS-IP-Address = 192.168.21.1
NAS—-Port = 0
Message-Authenticator = 0x00
Cleartext—Password = "nurit"
Received Access-Accept Id 220 from 127.0.0.1:1812 to 0.0.0.0:0 length 20
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4. wah My

1) firewalld & Xl
[root]# dnf -y install firewalld

2) firewalld 43t
[root]# systemct| enable firewalld
[root]# systemct| start firewalld

3) ZE 32

[root]# firewall-cmd —permanent —zone=public —add-port=1812/udp
success

[root]# firewall-cmd —permanent —zone=public —add-port=1813/udp
success

4) 2318 W2
[root]# firewall-cmd —reload
success

5) }S0HE &ol
[root]# systemct| status firewalld
* firewalld.service — firewalld — dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2024-01-09 20:35:10 KST; 14h ago
Docs: man:firewalld(1)
Main PID: 1009 (firewalld)
Tasks: 2 (limit: 102061)
Memory: 42.5M
CGroup: /system.slice/firewalld.service
*-1009 /usr/libexec/platform-python -s /usr/sbin/firewalld ——nofork ——nopid

Jan 09 20:35:09 vpntest systemd[1]: Starting firewalld — dynamic firewall daemon...
Jan 09 20:35:10 vpntest systemd[1]: Started firewalld — dynamic firewall daemon.
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124 MAE(PAM 2I=: pam_baro_auth.so)

o
rlok

1) BaroPAM & &
[root]# vi /etc/pam.d/radiusd

#%PAM-1.0
auth required /usr/baropam/pam_baro_auth.so forward_pass secret=/usr/baropam/radius/.${USER}_auth encrypt=no

2) BaroPAM &3 &3 MUS MAGID| As CIAER| MA
[root]# mkdir /usr/baropam/radius
[root]# cd /usr/baropam/radius

3) BaroPAM &3 A MAS 2AHIIR)
[root]# cp ../.baro_auth .

LHE = SECURE_KEY 2t2! "jlaglcHbVadpj7b4PzBpM2Di leBvmHFV/ 'S "01012341234" HZaH0F & .

4) AFEXRHZIQI-ID) M & A3 E(setuser.sh)

) A

#!/bin/sh MEXHZ0-1D)2 MASIS 2 AJ2E (setuser.sh) A8 Al T2H0IE
_ $1 : Mg 2700-1p

expor t LANG=C . $2 : 2701-1p9 HlUHS

ENV_HOME=/usr /baropam/radius; $3 - ija—lool Emg

ACC_HOME=/home/$1

userdel -rf $1 [root]# sh setuser.sh baropam nurit 01027714076

Wrm ${ENV_HOME}/.$1_auth

useradd -d ${ACC_HOME} —m —s /bin/bash $1
echo "$1:$2" | chpasswd

Wep ${ENV_HOME}/.baro_auth ${ENV_HOME}/.$1_auth

sed —i "s/01012341234/$3/g" ${ENV_HOME}/.$1_auth
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124 MAE(PAM 2I=: pam_baro_auth.so)

o
rlok

5) AF2XH2292!-1D0)9 HYBHSE BHAHsol=e & A3 E(setpasswd.sh)

#!/bin/sh AFZTHZ0-10)O HILHSE HASHs 2 A2 E (setpasswd.sh) A3 Al DH2HOIE .
$1 Z921-1D

export LANG=C $2 @ HPEE HUHS

echo "$1:$2" | chpasswd
[root]# sh setpasswd.sh baropam !@Baropam#

6) AHEXH(Z1021-ID)e EHSE HAHSt= & A3 E(setphone.sh)

#!/bin/sh MEXHZQI-ID)2 ZEHSE HEG= & A E(setphone.sh) &8 Al Ii2t0IE.
$1 : 2201-1D

export LANG=C $2 : BHIAN =Bis

ENV_HOME=/usr /baropam/radius; $3 : HAS =5

sed —i "s/$2/$3/g" ${ENV_HONE}/.$1_auth [root]# sh setphone.sh baropam 01027714076 01012341234
7) ABTHERI0I-ID)S HIUHSS EHEE WSS 4 A3 E (chgpasswd.sh)

#!/bin/sh AFZXHZ20I-1D)C| HIUHS/ZEHSE HAG= & ATJEE (setpasswd.sh) &8 Al THet0IH.
$1 : 2201-1D

export LANG=C $0 : WIHE HUMS
3: HAX ZWS

echo "$1:$2" | chpasswd 34 e EE{;

sed —-i "s/$3/$4/g" ${ENV_HOME}/.$1_auth
[root]# sh chgpasswd.sh baropam !@Baropam# 01027714076 01012341234

8) AF2XHZ1QI-ID)E A NIGt= & A3 E(deluser.sh)
#!/bin/sh AEXH20-1D)2 AMSHs 2 AJZE (deluser.sh) Al Al THt0IE .
export LANG=C . ATl EE ol_
. $1 : AHE 2301-1D
ENV_HOME=/usr /baropam/radius;
ACC_HOME=/home /$1 [root]# sh deluser.sh baropam

userdel -rf $1
Wrm ${ENV_HOME}/.$1_auth
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4 MA(PAM 2I=: pam_baro_sql.so)

o
rlok

1) BaroPAM &H

[root]# vi /etc/pam.d/radiusd

H#%BPAM-1.0

auth required /usr/baropam/pam_baro_sql.so forward_pass secret=/usr/baropam/.baro_sql encrypt=no

2) BaroPAM & X FHE= AI2XEZ MariaDBOl M A8H0F & . (A0 L)
#

# Table structure for table 'TB_BARO_USER'

#

CREATE TABLE IF NOT EXISTS TB_BARO_USER (
HOSTNAME VARCHAR(30) NOT NULL default "',
USERNAME VARCHAR(40) NOT NULL default '',
RATE_CNT VARCHAR( NOT NULL default '5',
RATE_SEC VARCHAR( NOT NULL default '30',
RATE_TIME VARCHAR(110) NULL default ',
KEY_METHOD VARCHAR( NOT NULL default 'app512',
CYCLE_TIME VARCHAR( NOT NULL default '60',
SECURE_KEY VARCHAR(32) NOT NULL default 'jlqglcHbVadpj7b4PzBpM2Di |eBvmHFY/ ",
ACL_TYPE VARCHAR( NOT NULL default 'deny',
MIDDLE_TYPE VARCHAR(14) NOT NULL default 'DISALLOW_REUSE',
MIDDLE_TIME VARCHAR(8) NULL default ',
PRIMARY KEY (HOSTNAME ,USERNAME)

) ENGINE = INNODB;

— O WO — WD
NN PN NN )

#
# Table structure for table 'TB_USER_EOTA'
#

CREATE TABLE IF NOT EXISTS TB_USER_EOTA (
HOSTNAME VARCHAR(30) NOT NULL default '',
USERNAME VARCHAR(40) NOT NULL default '',
EMERGENCY_KEY VARCHAR(8) ~ NOT NULL default '',
PRIMARY KEY (HOSTNAME , USERNAME , EMERGENCY_KEY)

) ENGINE = INNODB;
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6. FreeRADIUS AlsH

1) IS AZE2 st RADIUS AHIAE MA
[root]# systemct| enable radiusd.service
Created symlink /etc/systemd/system/multi-user.target.wants/radiusd.service —> /usr/lib/systemd/system/radiusd.service.

2) FreeRADIUS CI2 Al

[root]# systemct! restart radiusd > G2
[root]# systemct| start radiusd > G2
[root]# systemct| stop radiusd = OI2
[root]# systemct| status radiusd > GI2

02

0z M nx =
o0 >

3) FreeRADIUS GI29Q! radiusdE #IetR2E=z A
[root]# radiusd -s &
[1] 1961

4) FreeRADIUS CII29Q! radiusdll AlZ0ot= UDP EEQI 18122 &0l
[root]# netstat —an | grep 1812

udp 0 0 127.0.0.1:18120 0.0.0.0:*
udp 0 0 0.0.0.0:1812 0.0.0.0:*
udp6 0 0 :::1812 Tk

5) FreeRADIUSE =510 BaroPAMOIAl Q1S58 21 &0l

[root]# tail —f /var/log/secure

Mar 26 13:54:11 localhost radiusd(pam_baro_auth)[1857]: Try to update RATE_LIMIT line.[3 30 1616734451]
Mar 26 13:56:46 localhost radiusd(pam_baro_dauth)[1857]: Try to update RATE_LIMIT line.[3 30 1616734606]
Mar 26 14:00:48 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30 1616734848]
Mar 26 14:00:48 localhost radiusd(pam_baro_auth)[1934]: Invalid verification code

user=scjool
Mar 26 14:01:13 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30 1616734873]
Mar 26 14:01:36 localhost radiusd(pam_baro_auth)[1934]: Try to update RATE_LIMIT line.[3 30 1616734873 1616734896]

&1) FreeRADIUS & 21 mtY: /var/log/radius/radius. log

Mar 26 14:00:48 localhost radiusd[1934]: pam_unix(radiusd:auth): authentication failure; logname=root uid=0 euid=0 tty= ruser= rhost=
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7. BaroPAM 94 Mx| 3 M= MH

KT 555 ¢ 4 B3N T 58%e 224808

¢ H24 < % < vpzm

BaroPAM 9 C}e== 2791-1D: nurit, EHS: 010-2771-407621 A waztoi 3 5%
S ] $ cat Lnurit_auth Tt ]
conssmes e n AUTHLKEY o~ | T
Y Gooale Pla Ll " RATE—LIMIT 3 30 Thont T T
R ' " KEY METHOD apps12 ________________________ | J-2memmmeeee

TCYCLE_TIME 20 Swmwen

| " SECURE_KEY 01027714076 _____________________ | [ = "2 """ 77777

f===—=") || " DISALLOW_REUSE
b o o e o | | 33458936
19035576
15364353

App Store

54649370
84342192

BaroPAM 242 Android 6.0 (Marshmalliw) APl 23, iOS 13.0 O|AHIM AL 715361, 7I2E7| RE=EE X|45X| e=C}.

BaroPAM 42 M X|st = BaroPAM 4= &135101 M7+ MEHSIHOIM "2U3|2 QIS |" HHESE 225101 RADIUS A= X} E0f MAE "USFI|,
ofoic], A|ARIH"S BaroPAM 42| "OfF2|AI0|M HE SH/" SIMUIM SUSHA =50 stCt.

BaroPAM o] MJ -> SIHMFY WA MM WI=(kr: 304, en: HO{, jp: L=0{, cn: SX0{) = M5 BaroPAM 40| 10 S+A| HAEICE

Big 1 QIER0|E == 00| ZEL| et AlZHO| SiXH AlZEa} X0|7} Ll5I0] "2US|Z 2157|"7t WAl 2 F=

QI QIER0|E == 00| ZEL| ZEHiet AlZHE HIEHINIM MESHE AlZHS AIS51X| P20FA] B4,

Z=X| - QE20|EL = FEQ| "HY" > gt > am HA|ZE > "gn XS 4" "AZH xS 4T -> "5
O[0|ZQ! 2= #2| "dy" -> "gu H Azt - "AS2= HY" -5 "B
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8. AIBAl &%

2

Y LE-EE

B8 &+ = & - %O T O 7%

———t O ARS ) e

Fri Jan 12 09:18:57 2024 Windows
Fri Jan 12 09:18:57 2024 library ver (1)
Fri Jan 12 09:18:57 2024 MANAGE

Fri Jan 12 09:18:57 2024 OpenVPN 2.5.9 [git:v2.5.9/eadce681d 9008 27] Windows-MSVC [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11]

< Baro PAM = %X

2 o|l=

-

o= d

a0 —o

Fil Jan 12 03:18:57 2024 Need hol| A} X}: | nurit

Fri Jan 12 09:18:58 2024 MANAGE

Fri Jan 12 09:18:58 2024 MANAGE & =:

Fri Jan 12 09:18:58 2024 MANAGE
Fri Jan 12 09:18:58 2024 MANAGE
Fri Jan 12 09:18:58 2024 MANAGE
Fri Jan 12 09:18:58 2024 MANAGE
Fri Jan 12 05:18:58 2024 MANAGE
Fri Jan 12 09:18:58 2024 MANAGE

D= X%

el

—_

£

FZAHA

OpenVPN GUI 11.31.0.0/259
717

RADIUS?| Al2Xl A& (Username)
elig|= CI=7|7} "613045 " O|2}H "
250 2l 510 B0 o

xO
_—_—O =

1" 2Hol " baropam613045 " £ Q&st = "&

, 257} "baropam " 0|11, 2A0(E Z2| BaroPAM Q40{|A{ A4 A 5t

ol" HEZ 2£2!61M BaroPAM
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