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BaroPAM solution installation summary

for multi-layer authentication to strengthen the security of information
assets (Windows)
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1. Pre-requisites

Remember the following
e Windows information.

-User account/password

\ -Windows version/system type
— -Workgroup or domain
information
Q s System > About

If you want to use BaroPAM,

o e Carce

WI“"Eng name this . T YT . H
Fiad 3 seting o Raeg e FC (Search Windows -> Enter 'netplwiz" -> Open) Use for a Windows user account
P o Set a password, or temporarily
ystem Device specifications Copy ~
0 Bluetooth & devices r--------------------' ( set a password Revoke
Device name  WinllEng . .
¥ Network & internet WS VS, NED NN GRS SER SEN NS SN N N SN NN NN SN M S | Computer Name Hardware Advanced System Protection Remote (Bpasspvxolvrl.d afti;‘ InStaI I ing
o Installed RAM 16,0 GB aro reset).
£iFeccoaicaton Device ID S057B6ED-F357-4A98-A225-4311B5154045 Windows uses the following information to identify your computer
B Apps s Do ) s M) S i B --——--—| on the network. N ) A I . . I
Systemtype  64-bit oper tem, x64-based processor ote mon ogin options, on
&  Accounts = . oy, S R T S SN BN BN BN S S | Computer description: ass“’gordgis sup ortéd y
D Time & language e — For example: "Kitchen Computer” or "Mary’s P PP ’
Related links  Domain or workgroup ~ System protection LAdvan:ed system settings I.~ Computer”.
= Gaming L& & & &8 J ~~ R O R T CEN EEN GRS A S N S G B D e S O
5 ~N.,..l Full computer name: Win11Eng
K Accessibility BE  Windows specifications Copy ~ Wodk ) WORKGROUP 1
@ Privacy & security I--------------------- '-------------------ﬂ
Edition 1Pro0
® Windows Update l VE:S:" ‘I To use a wizard to join a domain or workgroup, click Network ID...
-'nm"won L B B B & ¥ 8 § § R N § ] Network ID.
0s build
Experience V eature Experience Pack 1000.22001.1000.0 TO rename this comutef or d'lange Ks domal'\ or O’mge
Microsoft Services Agreement workgroup, click Change.

Microsoft Software License Terms

Cancel Apply

Download BaroPAM installation file for Windows = Nurit Blog(https://mc529.tistory.com/1407)
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2. Preparing to Install BaroPAM

Y v | baropam_setup_x64
Home Share View
™ « Do... » barop... v 0
Name a
s Quick access .
B Desktop > M| BaroPAM.bmp
&3 BaroPAM_Guide_Windows_cn.pdf
; Devmionds ¥ &3 BaroPAM_Guide_Windows_en.pdf
(| Documents * [ BaroPAM_Guide_Windows_jp.pdf
= Pictures # [ BaroPAM_Guide_Windows_kr.pdf
Jﬁ Music &] baropam_setup_x64_cn.exe
B Videos c¥5 baropam_setup_x64_en.exe
;i—, baropam_setup_x64_jp.exe
@& OneDrive rﬁ baropam_setup_x64_kr.exe
[ This PC || baropam_trace.txt
(%] ntpclient_setup.bat
e Network \_J pam_baro_db.ini
_J pam_baro_update.ini
register_x64.reg
Unregister_x64.reg
<
15 items

- O X

Search baropam_setup_x64

Date modified

12/11/2025 10:37 AM
12/11/2025 10:37 AM
12/11/2025 10:37 AM

12/11/2025 10:37 AM

When the compressed BaroPAM installation file
(baropam_setup_x64.zip) is unzipped, the
following baropam_setup_x64" directory is
created, and the following files exist.

-BaroPAM logo image(Only square bmp images are
supported): BaroPAM.bmp

-BaroPAM User Guide(Chinese):
BaroPAM_Guide_Windows_cn.pdf

-BaroPAM User Guide(English):
BaroPAM_Guide_Windows_en.pdf

-BaroPAM User Guide(Japanese):
BaroPAM_Guide_Windows_jp.pdf

-BaroPAM User Guide(Korean):
BaroPAM_Guide_Windows_kr.pdf

-BaroPAM Installer(Chinese):
baropam_setup_x64_cn.exe

-BaroPAM Installer(English):
baropam_setup_x64_en.exe

-BaroPAM Installer(Japanese):
baropam_setup_x64_jp.exe

-BaroPAM Installer(Korean):
baropam_setup_x64_kr.exe

-NTP Client Settings:
ntpclient_setup.bat(time.windows.com is set)

-MariaDB configuration file: pam_baro_db.ini

-Update URL configuration file:
pam_baro_update.ini(http://nuriapp.com/update is
set)

-Registry registration file: register_x64.reg

-Registry removal file: Unregister_x64.reg
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3. Install BaroPAM

z , To run the BaroPAM installation file, select
] . ¥ | baropam_setup x64 - = X the installation file
) . (baropam_setup_x64_kr.exe) suitable for
File Home Share View . - . o . .
- e Windows and click the installation file to
A o Do 5 Barom. % | & % | Sachibaropainssa ot proceed with the installation of BaroPAM
modules.
Name - Date modified Select Setup Install Mode >
s Quick access N ;
B Deskt P \&d| BaroPAM.bmp 12/11/2025 10:37 AM I—ifl Select install mode
esktop - 2 ’ 111790 AN
‘ b load p @ BaroPAM_Guide_Windows_cn.pdf 12/11/2025 10:37 AM BaroPAM can be installed for all users (requires
LS &3 BaroPAM_Guide_Windows_en.pdf 12/11/2025 10:37 AM administrative privileges), or for you only.
s Documents of = BaroPAM_Guide_Windows_jp.pdf 12/11/2025 10:37 AM --““““““-““““““““\‘-:
&= Pictures # (@ BaroPAM_Guide_Windows_kr.pdf 12/11/2025 10:37 AM 1 % Install for all users | (recomrytan@g® |
J’. 12/11/2025 10:37 AM I P T
P Wi B A UDSNEIAM | L > Install for me only user |
B Videos |&, baropam_setup_x64_en.exe 12/11/2025 10:37 AM | e
¢ c¥9 baropam_setup_x64_jp.exe 12/11/2025 10:37 AM | cla Setup - BaroPAM Mansger - v1.0.20 - X
. oneDflve ("L_'l baropam_setup_x64_kr.exe 12/11 2025 1‘: 3~ AM - | ]rsptg;r;:gwaitwhi\a Setup installs BaroPAM on your computer.
2 711/2025 10:37 AN ‘
[ This PC | baropam_trace.txt 12/11/2025 10:37 AM S |
m ntpclient Setup bat 1 j] 1 72025 1,-\ 27 Hh1 ICWProgram Files {x86)WearoP AMWBaroBLEManager WQteNetwork.di :
‘ 2 X 2/11/2025 | i
i Network 1] pam_baro_db.ini 12/11/2025 10:37 AM ittt -
v 2 = 2 \
2| pam_baro_update.ini 12/11/2025 10:37 AM |
register_x64.reg 12/11/2025 10:37 AM ‘
Unregister_x64.reg 12/11/2025 10:37 AM |
< > |
15 items -

Copyright © Nurit Corp. All rights reserved. 4 n u r ‘ ‘ t



| . BaroPAM W

4. Run the vcredist program

8 Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14....  — X |When trying to run Microsoft Visual C++ downloaded programs,
the necessary vcredist programs appear as follows: "Microsoft
Visual C++ 2015-2019 Redistributable (x64) - ---" installation

Microsoft Visual C++ 2015-2019 screen.

Redistributable (x64) - 14.27.29016  |'microsoft Visual C++ 2015-2019 Redistributable (x64) - ---"
After confirming the "MICROSOFT SOFTWARE LICENSE TERMS"
MICROSOFT SOFTWARE LICENSE TERMS on the installation screen, select "Agree" and click the "Install"
button, and the following " Installation Progress" screen appears

MICROSOFT VISUAL C++ 2019 RUNTIME
When the "Microsoft Visual C++ 2015-2019 Redistributable(x64)
These license terms are an agreement between Microsoft Corporation (or - -" installation is complete, the following “Setup Successful”
based on where you live, one of its affiliates) and you. They apply to the » screen appears.

enfhrare namod ahnve Tha tarme alen annhs tn anv Mirrnenft canvirac nr

i __!Eit;a[__i Close

# Microsoft Visual C++ 2015-2019 Redistributable (x64) - - || 8

M Microsoft Visual C++ 2015-2019 Microsoft Visual C++ 2015-2019

Redistributable (x64) - 14.27.29016 Redistributable (x64) - 14.27.29016

Installation progress Setup Successful

Progress:  Microsoft Visual C++ 2019 X64 Minimurm Runtime - 14.27.25016

I

= G ]
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5. BaroPAM environment settings

RaroPAM Manager - v1.0.28 w | When the BaroPAM modu!'e installation is )
completed normally, the "BaroPAM Manager
. jIglcHbVqdpj 7o 4PzBpM 2DileBvmHFY '
J Secure key: I
ICWE fime {360 s 0 I |-Use the default settings as they are. Secure key
| | will be issued to each individual later, and must
I I | be copied and put in.
1 Emergency One-time Authentication Key Additional Function I -The emergency one-time authentication key is
I Random |  Add Server Name | VW/INGIENG | an emergency key used when a OTA key cannot
i 7’ | be generated, so you must remember it.
I Usernames | WORKGROUPWdhs | Used keys are removed. )
i e | | -Server name as a separator, specify computer
I DWQ BL@’ Auto Login Screen Sawver l name. . .
i R \ I | -Username specifies "Workgroup\Username" in
1 p Vs A | case of using "Local user",
-------------’-*------- L B N N N N N _§N | " - . . "o
" pmm————- L ., MicrosoftAccount\MS registration account" in
cese 71 4 P save Vi case of using "Microsoft Account", and
,/ R4 \ "domain name" in case of "Windows server".
P2 \ - A n n
Copyrig/MEJ Nylﬁcorp. All rights reserved. http: ffwww.nurit.co.kr \ Click the "Save" button.
’ \
Vi Py .
7 ] ’ x ‘-\ Note) To debug BaroPAM for Windows, create a
oiten s s 3o 1 #] e s g file "c:\temp\baropam_trace.txt", then set
Bl oot romssnio e Rtk e I e 71| "trace=on" as the file contents and save it.
B ’ 'hemnawnm , , \Users for this computer: LHH nnnnn dhe I
Computer description: Vi V4 - ST eSS e .
_______ Gt T — If you want to stop debugging, set "trace=off" or
oo vonnar ¢ | delete "baropam_trace.txt".
"““'““'"“““ {
To rename this computer or change its domain or Add... Properties. When debugging is enabled,
"c:\temp\BaroPAM_CP_buglog.txt" is created and
R R et a debugging message is left in the file.
[ ] cancel oK Cancel
S (Search Windows -> Enter 'netplwiz" -> Open)
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6. Registering BaroPAM in the Registry

e If you click the "Close" button on the "Setup Successful" screen, the
e following "Registry Editor" screen appears to register BaroPAM in the
Windows Registry.

After checking the contents of the "Registry Editor" screen, click the
"Yes" button to register the BaroPAM registry, and the BaroPAM registry

TS| 1 registration pr r .
{ Yos : No egistration process proceeds

| Adding information can unintentionally change or delete values and cause components to
22 stop working correctly. If you do not trust the source of this information in CA\Program Files
(x83e)\BaroPAM\register_x64.reg, do not add it to the registry.

Are you sure you want to continue?

Yes Mo

The keys and values contained in C:\Program Files (x86)\BarcPAM\register_x64.reg have been
successfully added to the registry.
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7. Install BaroPAM app and set information

) Google Play

App Store

changes accordingly.

1 (@] <

10:08 & & CE L (B Baropam Manager - vi 028 x sstoe
< BaroPAM
< BaroPAM < & Limit Count(1™10 fimes) 5
t Register server information
Limit Time{ 157600 sec) e
The BaroPAM solution i i
] Cvcle time(3760 sec) e e —————
BaroPAM App Download ERY i oo ! ’ IR
) Pluggable Authentication Module e o thiadol
il

Prevent Man-in-the-middle Atiack?
Access control list type:

Emergency One-time Authentication Key

Random Add

53789758
42231143
77207113
49149497
11150191

Adgitiona| Function
T

@ Yes

@ Deny

ACL Usemame or IP Address,

erver Name | WIN1 1ENG

T
i 1Usemame |WOBKGROUPWdhs w

Emvironment Setting ® Share O Usemame [ DB Intergy

O Applying BLE © Auto Login ' S
[CIHTTP Interconnection

Cloze Help

Message: If you cannot log in because the OTA key does not match.

BaroPAM app can be used on Android 6.0 (Marshmalliw) API 23, iOS 13.0 or higher, and does not support landscape mode. After in

launch the BaroPAM app, click the "Verification Code" button on the menu selection screen, and enter "Cycle time, Secure Key, Server Name" entered in the
"BaroPAM Setup" screen to "Register Server Information" in the BaroPAM App. You must enter the same on the screen.

If you set the app code (kr: Korean, en: English, jp: Japanese, cn: Chinese) on the BaroPAM app settings -> change screen settings screen, the BaroPAM app

Message: The "OTA key" is incorrect because the date and time of the Android phone or iPhone are different from the current time.
Cause: This is caused by not using the time provided by the network for the Android or iPhone's date and time.

Action: For Android phones, go to "Settings" -> "General management" -> "Date and time" -> "Automatic date and time" and "Automatic time zone" ->
"Allow" For iPhone, go to "Settings" -> "Date & Time" -> "Set Automatically" -> "Allow"

Cause: BaroPAM is a time synchronization method, so the time of the phone and Windows or Server must be the same.
Action: Check if the phone and Windows time are correct.

(Search Windows -> Enter 'netplwiz" -> Open)

stalling the BaroPAM app,
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8. Windows logon

i
PAM

[ BaroPAM ]

Administrator

baropam

Modify/Delete

Sign in to: WORKGROUP

Enter your Windows user account (Username), generate a OTA key in the BaroPAM app on your smartphone, enter the OTA key
you created in "Verification code" and "Password" in Windows, then "->" or "If you click the Enter" button, it requests
authentication to the BaroPAM module, and if the verification is successful, you are logged on to Windows.
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9. What to Check When Problems Occur

1) Check the security log among Windows event logs with "Event Viewer"
By default, Event Viewer files use the .evt extension and are located in the "C:\Windows\System32\winevt\Logs" folder.
The security log contains valid and invalid logon attempts and events.

2) Know which Windows information to install
-User account/password
-Windows version/system type
-Workgroup or domain information

If you want to use BaroPAM, you must set a password for your Windows user account or temporarily disable the password
(reset the password after installing BaroPAM).

3) Make sure that the BaroPAM installation file is correct for your Windows version
C:\Program Files (x86)\BaroPAM\pam_baro_update.ini

4) Check if the vcredist program is normally executed
It is an essential program when you want to run programs that are composed of Microsoft Visual C++ download.

5) Check BaroPAM configuration information
Capture of the BaroPAM configuration screen (BaroPAM Manager)

6) BaroPAM configuration program (BaroPAM Manager) checks if you are logged in
Windows Start -> BaroPAM -> Click BaroPAM Manager

7) Check the BaroPAM log
Check the log of the baropam_x64.dll module name in the application in the Windows event log with the Windows Event Viewer.

8) Know your environment
Delete programs that are installed without permission in integrated PC management programs, encrypt program contents, etc.

9) Check NTP Settings
Windows cmd -> Run "sc query w32time" command
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Password vyou don't need to remember!
BaroPAM will be with vou.

Thank You!

mc529@nurit.co.kr



http://www.nurit.co.kr/

