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Windows 212 stHE HAEDOIOIA & M, Windows XP DFXl= GINA(Graphical ldentification and
Authentication) DLL Ol AlE2ZIA =01, AHHIOIAIN HE D 2&6iH, CHIATZ MR HAKAN A A

£ d=2I=2 AAE UL

Windows 7(Vista O|&)E2E
QI HIOIAE MIZot

BaroPAM OF 1= X BaroPAM 21 S =k}

[
<)
L_l_ -

i = X XxH
(1) User enters Logon Ul (2) Credentials Crede‘ntlal _
credentials Credential Provider
: 5) Result and Service and ‘
Provider O G esatioh SR i |
9
1 e IR
(6) ire:lenti:lfs (4) One-time (3) One-time
eturned from ication keyl| hentication key ‘
Service verification result verification request m -
s (o P=F osord 2
i
Windows BaroPAM _ |! ‘
i
oS GELEEEN | No |

.................... | 7] e T
3

Yes

210l gt

Windows HIZO0IAM BaroPAM 2 AMESIH 2 Xt o5 A 2€Mst= =Z1= "C:WProgram Files
(x86)WBar oPAMWpam_baro_auth.log" Il JIETH 21 HAIX=E CHSD 2Ch.

2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : session opened for
user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : emergency authentication key :
session opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ L3E 2EI| A=
2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : session opened for user root
by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : authentication key : session
opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
(3 BaroBLE AlZ
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : authentication key : session
opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session opened for user root
by (local ip=1.234.83.169,Remote ip=0.0.0.0)
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2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : ERP Application auto—login for

user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ MHIE A

2018.10.14 11:46:02-0537 : BAROPAM-PC : biometrics authentication : User root facial
recognition Success (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root facial recognition
Success (local ip=1.234.83.169,Remote ip=0.0.0.0)
2) 202 AT
® Z2E AN

2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : User root

authentication failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : User root authentication
failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : biometrics authentication : User root facial
recognition failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root facial recognition
failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

@ Q59| M-EFI10t 8l

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no cycle time for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

® CIEIE LGN LS
2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no verification code
for user root (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)
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2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no verification code
for user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no secure key for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no secure key for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no secure key for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no secure key for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

3) JIEt
@ BLE MI& &g
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session closed for user root
(local ip=1.234.83.169,Remote ip=0.0.0.0)
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JIs0l HEZN SHIt &M

ZXl  BEE Windows Defender Credential Guard £ CMOS OIA SHAIGH= 2E
1. 2ot 2E(Z=) > oAl
2. MEE £+ A= EUE 2S(TPM, 85 - StEAN0 Bteld HE) HAE 1.2 L 2.0 0l HE

= Aoz X& - oAl

3. UEFI &3 (&E - 28 dIXNAER I HALZE SAXIL HIZHEGHA RotES &X) >

Old=
UEE &2 &0

| PAM API

BaroPAM PAM
(QIS7|HS2E) I =T ]
-PAM/HTTP 2! —

PAM
-4 e

| PAM SPI ‘

‘ Yes

/etc/shadow Z A}

‘ Yes

as m‘wgaaegT Hea 22 og|||es e 28

PAM AHIA 25 r

Redhat HIZ2l Linux = BaroPAM & AIZEolH 2 Xt 21E Al 2Mol= 1= "/var/log/secure", 1 2=

"/var/log/auth.log" I 0l JI2E0 221 HAIXE S 20,

e

At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: ACL file ".baro_acl" must only be

accessible by user id root
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{0

20Ol baro_acl 2l Permission 0l CHES.

XXl .baro_acl L2l PermissionE 444 =2 & &,

k

SlAb: Feb 7 08:02:15 eactive sshd(pam_baro_auth)[29739]: Failed to acl file read ".baro_acl"
R0l baro_acl IOl =THoHA 2= HR0 &M

XXl baropam & CIZELI0 .baro_acl IIL=S MA . (Permission S 444 2 & H)

&l At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Cannot |ook up user id XXXXX

R0l AR ID xxxxx & X3 & 4= Q= A LM,

AXl: Jetc/passwd IOl user id xxxxx & 5.

8l A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to secret file read .baro_auth
201 Secret file Ol MoK L2 HAK20 A,

XXl Secret file2 EMHRE =0,

re

SlAl: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]1: Secret file .baro_auth must only be
accessible by root
K01 paro_auth IFL 2| Permission O] CI2 ZHR0 A4,

AXl: .baro_auth L2l Permission & 444 = &3,

Ab: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid file size for .baro_auth
© .baro_auth OF Sl 3D|JF 1 < size < 64K JI Ofl HP 2ha

© .baro_auth e IJIE &0l

Mo g
ro

FA
ﬂ

0>

b: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Could not read .baro_auth
© .baro_auth I O0| =THOIA &L HLE TSl Permission O 444 JF Ol 3 A

© .baro_auth Wtel =MHHE L W2l Permission & =0l

Mo @
ro

FA
ﬂ

0>

b: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid file contents in .baro_auth
: .baro_auth Ot LHE(HE!

)
.baro_auth Il s &0l

e

0
ro

Of 2R =0 &4,

FA

Xl :

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to create tmp secret filelerror

message]

Aol Al secret file= MHOHA =t R0 A,
XXl LAl secret file=2 MHGHAl 28 0lR= error message E =0l

A& Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to open tmp secret
ile .baro_auth~[error message]
20Ol 1. Redhat, Cent0S &1 2 SELINUX E HIZ2tASIoHAl 20t 2otEMHE S M M
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2. YAl secret file@ .baro_auth~=2 2E0HAl =8t ZR0 =M,

XXl 1. "/etc/sysconfig/selinux"Oll Al SELINUX & HI& A SHSELINUX=enforcing — disabled)

[root] /etc > vi /etc/sysconfig/sel inux
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing — SELinux security policy is enforced.
# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.

SEL INUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted — Only targeted network daemons are protected.
# strict — Full SELinux protection.

SEL INUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes
SETLOCALDEFS=0

HE Mg X 22H MHELS ook
A

(=} —/
Ol etof HEE WES HEot] oS 32 UsS2 BEHE &dotdH =L,

r

| [root] /etc > /usr/sbin/setenforce 0

re

2. YAl secret file@ .baro_auth~= 2LEGSIAI 28 0|8 = error message S E0I.

SAl: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Secret file .baro_auth changed while
rying to use one-time authentication key

0l: 2UZ|Z QI=IE A20olE SO HIY Y .baro_auth It HEE AL Al

X OAI 23018 Al

ra

—

10

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to update secret

A0l secret file2 HAGIA 2st R0 24,
AXl: secret file2 HAGIX 28t 0| = error message E =0l

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid RATE_LIMIT option.

Check .baro_auth

2101 Secret file @ .baro_auth I 2l LHE = RATE_LIMIT &8I0 22 A3 U= S <M,
A

o MIBt 34=(1 < RATE_LIMIT < 100), M8t Al2H(1 < interval < 3600)2 && gtS &0l

o

FA

ror

X

S At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid list of timestamps in RATE_LIMIT.
Check .baro_auth
20l Secret file @ .baro_auth 22 LHE = RATE_LIMIT S&0 Update & timestamps JI &€& &

0

o diAH
T =2 o.
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=

XX Secret file @ .baro_auth Y2l RATE_LIMIT S& 0 Update & timestamps & = QI.
@A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Try to update RATE_LIMIT line.
210l HFANMOZ 2701 & AL EZHT = HIAIK.

ZXl: No action

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Too many concurrent login attempts.

®

ase try again.
201: Secret file @ .baro_auth I 2| DISALLOW_REUSE S&E (L3l ol
27010t Js)0l ddE &=L

OIH

Il M4 F=J| o= otLte

2702 43 = L3 B3| 44 )| ol 2021 M AlIEst 2 2,
X 23E 2SI dd I =0 2 T Al

SlAb: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid WINDOW_SIZE option in .baro_auth
2101: Secret file @I .baro_auth IIO| LHE = WINDOW SIZE E&HZH(E M Al2tS J|E2=2 BHAIZH

1O

o .

UK 2SI BHEAIZHT < WINDOW_SIZE < 100)9] &X 3t

o
Jton

-

84 Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Trying to reuse a previously used time—
based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man—in-the-middle attack.
2101 Secret file 2 .baro_auth T2l DISALLOW REUSE &2 Z2HX S (man-in-the-middle)=S O

=
o
o

= MMt & S& AIA”E AOI0IA AAZE HHX

Q'E
K
rar

r
o
ol
2
%
-
o
Q
>
>
0z
=
o
K
e
I
$2
rr
&

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to allocate memory when
updating .baro_auth
20Ol Secret file@ .baro_authE SOI0IE & [ W22 S0 AIist 3 2,

ZXl: Technical support

\J

S At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Can't find SECURE_KEY[error message]
20l Secret file @ .baro_auth I 2| SECURE_KEY =& 0ILI 8&F3I0| = R0 2,

A Xl: Secret file @ .baro_auth I 2| SECURE_KEY s&O0ILF &G =0l

A Feb 7 07:59:00 eactive sshd(pam baro_auth)[20657]: Verification code generation

failed.[error message]
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20l 3|

X 220 T AL

.
Il

k

SlAb: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid verification code

210l 232 =) HSH e 2 LA,

X 22090 W A%,

8l At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid verification code
Can not make/remove entry for session.

SOl M2 AIAEL AI2E0l SHX] LO0HAl 244,

Xl date BEHZ A AIAE AIZ2H0l St=X 201610 EcIE AlZtE SEHM0F &
1. date BENH MH2 AIAE AlZtS HE (LAl gH)
2. ntp Jb EHE0N A=A 206t 25 &

ottH, 2&E0 UK L2H ntpE ZFHaOF &

SA: Mar 12 15:37:01 baropam gdm(pam_baro_auth)[1215]: [ID 128276 auth.error] No user name
available when checking verification code
201: oI5 DEE ASE [ AI2 JIs8 AIZ2XI1 OlY FAR(SE2E AIEX01 OlY H2 2 M),

=
X AIAE 2| oAl 2321-100F SE&EN A=K =0l

slab: Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam_baro_auth.so):
/usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam_baro_auth.so

101 /usr/baropam/pam_baro_auth.so I 0|l =IHoHK LOAl A,
ZXl: BaroPAM 2& 1} (pam_baro_auth.so)2l Z=Mat=Xl 20215101 1S ™ BaroPAM 2 AX| IOl A
S AteHCH.
&4 May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
2101: acl file EMHE L I permission 22X &M
Xl Bl acl TS .baro_acl OIS 444 ASIC 2 MHE.
A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to compute location of secret
file
201 pam 0l €& & secret file Ol olE CIEEC|0 =XHotk L2 B &,
ZX: pam Ol €F = secret file O oiE CIEECIO EMSHA H2H secret file & ol CIEECI0
Mool FOF &.
ex) auth required /usr /baropam/pam_baro_auth.so  nullok

secret=/usr/baropam/.baro_auth encrypt=no

At Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to compute location of encrypt
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flag
20l

x

i

Al

secret=

&l At

rer

user

20l :

i

XX

|_

8l Al

re

unexpe

ol -

o .

0

Xl

JHA

>

re

ra

KU

P
S

Mo g
0x

e

P
>

H1OF ZTHGHA

=
=

pam Ol

[E )

pam Ofl i (yes, no)

ex) required /usr /baropam/pam_baro_auth.so  nullok

/usr/baropam/.baro_auth encrypt=no

Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Did not receive verification code from

error: ssh_msg_send: write: Broken pipe
Secure key Jt 232 H#&E F=20
&HAE Secure key

HIHOA KB

=13
=

0z

£ =l

5t0

.

Secure key 21X

Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: PAM: authentication thread exited
ctedly.

**xx g|ibc detected *** su: free(): invalid pointer: 0x00002aede020c9e2 ***
BaroPAM 28 &X I (.baro_nurit)0l =MotXl & ZR0| 24,

BaroPAM &3 && It (.baro_nurit)2l ZMot=X &Gt A2 BaroPAM o AX| M OIA
Ct.
D JHEE 0SSl RS 0SUHA BIYHSE BHHS £ 2010 Aot ZQ10| otEl= Saf &,

Jul 8 09:31:51 gooroom |ightdm: pam_unix(lightdm-greeter:session): session closed for

user |ightdm
Jul 8 09:31:51 gooroom lightdm: pam_unix(lightdm:session): session opened for user

baropam(uid=1000) by (uid=0)

Jul 8 09:31:51 gooroom systemd—logind[446]: Removed session ci.
Jul 8 09:31:51 gooroom systemd-logind[446]: New session 4 of user baropam.
Jul 8 09:31:51 gooroom |lightdm: gkr—pam: gnome—keyring—daemon started properly and

unlocked keyring

Jul 8 09:31:51 gooroom systemd-logind[446]:
Jul 8 09:31:52 gooroom |ightdm:
user lightdm(uid=104) by (uid=0)

Removed session 4.

pam_unix(|ightdm—greeter:session): session opened for

Jul 8 09:31:52 gooroom systemd-logind[446]: New session c2 of user lightdm.
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auth required pam_sepermit.so

auth include password-auth
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password include password-auth
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auth required pam_sepermit.so

auth substack password-auth

account required pam_nologin.so
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