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4, 2219 iPhone 2 BHIAIXKIDI 80| ot HRE 016D /ol ThS2 &olal FAAR.
1. 8&-0IAI X0l M
—-iMessage 483 S =0l
—iMessage JF 43 T Ues R 4ol L 24 oty 2RI EHSIE SEZH UsX
ol

~SMS 2 2UiDI0F 2A3 T0f YSK ol

-SMS/MMS 2t MMS TiIAIXI E4 3t =0l

—SMS/MMS 2to| XIEE At 2019 ZEHSIH SECH JsA &0, SELH JYoH
HAHE 24,
-0HE SN LB 2435
2. OIOIZ2 HIAIXl HOUHA AHE XAl iPhone HHSZ MEZE HAIKNE &Sall 20
-0t0l 8&0| otEl= &R
-8&E2 X A0 o= ER
? R0 otEe=E =R
Etol0] 2ole E2HSE HAIKE BUA d&a22 24101 9™, O3 URL 2 #15HH
case 22 EOIoH FAAR.
>> |f you can't send or receive messages on your iPhone, iPad, or iPod touch

https://support.apple.com/en-us/HT204065
>> '"Why is my iPhone not sending messages?':

issues
https://www.businessinsider.com/why—is-my—iphone—-not-sending-messages

> 2A AKX & 230t

https://support.apple.com/ko—kr /HT208386

D OEZ0IE ENM 22 EHSZ HAIX E50] otEE=E R

o
0z

DOIAIK 28 tEZ0l1E E HAF Ao ZH

of "EF > HSclAHOoIE > HAIX > e > SMS" o E &

0
ro

: How to troubleshoot iPhone messaging

XX FCROIS E =
AEZ0/E Zo| "EF > WB2IH0I& > HAIK -> II2 HAKX & > HAX & -> HAX"
S

2. Windows A&
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Windows 212 s8HS HAHOIOIA & M, Windows XP DFKl= GINA(Graphical ldentification and
Authentication) DLL Ol AlE2ZIA =0, AEHHOIADN HED =S&E6IH, CHASZ MR HAK]M A= A

£ E=2ItS2 AAESRULCE.

Windows 7(Vista Ol&H)EE

CIHHIOIAE XS0t

&
0
_(Tl_ -

Credential
) User enters Logon Ul O Croeniinks Provider
- Credential Service and
Provider sk i
Plugins
- (4) One-fime 3) One-Sime
Returned from ke ey
verification result verification request
& , N ¢
Windows | Baropam_|
0s | (GERE-EES

Yes

ec
i {
(e —— ] m _ Password Z{A}

Windows HIZO0 A BaroPAM =2 AIE3dld 2 X o5 Al 2Mol= Z1= "C:WProgram Files
(x86)WBar oPAMWpam_baro_auth.log" LWl JIEC0 21 HAIX=E CSW 2L,

2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : session opened for
user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : emergency authentication key :
session opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ 238 2EI| A2
2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : session opened for user root
by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : authentication key : session
opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
(3 BaroBLE AtZ
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : authentication key : session
opened for user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session opened for user root
by (local ip=1.234.83.169,Remote ip=0.0.0.0)
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2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : ERP Application auto—login for

user root by (local ip=1.234.83.169,Remote ip=0.0.0.0)
@ MHIE AS

2018.10.14 11:46:02-0537 : BAROPAM-PC : biometrics authentication : User root facial
recognition Success (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root facial recognition
Success (local ip=1.234.83.169,Remote ip=0.0.0.0)
2) 212 A
® 25 Al

2018.10.14 11:46:02-0537 : BAROPAM-PC : emergency authentication key : User root

authentication failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : User root authentication
failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : User root authentication failed
(local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : biometrics authentication : User root facial
recognition failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : User root facial recognition
failed (local ip=1.234.83.169,Remote ip=0.0.0.0)

@ Q&I MDDt S

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no cycle time for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no cycle time for user
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

® CIEINE LGN LS
2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no verification code
for user root (local ip=1.234.83.169,Remote ip=0.0.0.0)
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no verification code for
user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

BaroPAM P& HAIX] 4



2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no verification
for user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

code

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no verification code for

user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

@ QIE310t gls

2018.10.14 11:46:02-0537 : BAROPAM-PC : authentication key : There is no secure key for

user root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroPAM Setup : There is no secure key for
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : There is no secure key for
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Logon : There is no secure key for
root (local ip=1.234.83.169,Remote ip=0.0.0.0)

3) JIE
O BLE MI& &£
2018.10.14 11:46:02-0537 : BAROPAM-PC : BaroBLE Manager : BLE session closed for user
(local ip=1.234.83.169,Remote ip=0.0.0.0)

user

user

user

root

84k Windows 8 BaroPAM &Xl £ 22 Al 22 3t3H0| LIEILIK %10 QLESE = 84 24,
2ol "HEH 018" L= "PC2 0IE"2 201 ZEI0N UM L4,
XX "EMI] > L PC > OIRA QEZE HE 28 > H4"s 226t "dFH 018" £= "PC o
Ol§"2 st=20] Z&S 0 U=Xl SOlst & BIEAl "FE2X, ol0IE, =XE ZEHAM AL="ol0F
StC}.
S 23R 2SI %X ROIAM Z21021E GHAl Rote =R
02l BaroPAM 2 AlZt SJO13 A S Z Z Windows Lt Server 2 Al2H0] S6HOF &
ZXI: Z1 Windows Lt Server 2 AlIZ2t0l %=X &0l
84 @ Windows 2012 R2(Windows 8) A S E0| St&ElD Z2 SO0l LIEHLEA Cola S8 ME#O0| o
e 84
&l el
XX 2ot FM SIHNAM "2t 28 > 2Z M > Bob 38 > e 20!
[Ctrl + Alt +Del]2 MEE ZE QlS"S HEE & "AIS(E) > HE(A)'S &%
A 22N "glolEel" 2 AIj!
2101 HZIA dlI(libkiface31.dll)2 S5 = 2t0lE2i2lt EMGHA L= IR0 4.
ZX ¢ "vulkan-1.d11"JF EMHot= RS &2l = QoW dIl E U2Z2E 20tAM BaroPAM CIZE2| 0l
S ALSHC.
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0z

: Windows 22 Al 21901 3lHo 28 224 <M

e

20 Windows 10, 11 HH&E 22H2 2H JlE2 43 A& XNEE 2L 2F AFgS &Fdls 2 DI
JIOIA Windows Defender Credential Guard(TPM &= Bit locker &8)Jt JI2Xoz &435HE
JIs0l HEE0 2HIt LA
Xl BEZE Windows Defender Credential Guard £ CMOS Ol GHAIGH= ZE
1. 2ot 2E(Z=) > oAl
2. NEE £ A= EAUE RS(TPM, &5 - StESAOH BIelY MB) HE 1.2 & 2.0 0] HE
T= "HA02 K& > oAl
3. UEFI B3 (Hds - 2tetst YXNAER| I HPLZ AL HIZEHSGHA RotESE EX) >
2ol Al
84 @ Windows o RZOAIECZ A FE Al & Windows 20! 3O HIZHS & Al QLE
Z Shift 31 A Al Xt HEH2Z 2J10t LG = S LM,
ol

XX LEZH Shift IIE AMEoHA 210 2% Shift I1E AIZotH &S

3. Linux/Unix H <

PAM(Pluggable Authentication Module, 2211 Jis8& o= Z2S)2 Linux/Unix AIAEINA MHIAS
MHZEIMLGHA &0, TS oI D=8 AAH st=2 MHIAN & o

T Y ESHe s MHAHUSS XN&ot=s AO0ICH. AHCHIE AIAES JI=2Hel 215 JIHES M36tH
(u]

02 AI25IH 22 T2 JHE X =0 OtLich AIAE 2RSS0l oI=E8 KA UN 22l £
UEE &2 =0
BaroPAM 01| =1 x{ BaroPAM QIS 3L
88 I3 | g;‘j;;g““,{ ,
ERERE m §
E === 0 ¢
-
[ | m ‘ Yes
------------------ T F7 ¢ EETUETIN
BaroPAM | PAM
‘:Ll"ﬂ'!l’ f ) [ No | ‘

[ 25 KW /etc/passwd 24
&

I m — Jetc/shadow 2| A}

|A-:VE2’.‘5-B '|=!51 SR 28 'I-tt' a2 28| |lez 2z 28| ‘ -

PAM MHIA 28 e 8

..................... PAM SPI
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Redhat HIZ 2| Linux = BaroPAM 2 AIE3tH 2 Xt 21E Al 2MGl=E 2=

"/var/log/auth.log" W0l JI2EH 21 HAIX= S 2C.

e

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: ACL file
accessible by user id root
SOl baro_acl 2| Permission 0| TS

XA Xl: .baro_acl Il PermissionE 4442 &3,

"/var/log/secure", Qe

" baro_acl" must only be

file read ".baro_acl"

BlA: Feb 7 08:02:15 eactive sshd(pam_baro_auth)[29739]: Failed to acl

R0l baro_acl IOl =MotAl = HL20 £,

XXl baropam & CIHEC|0l .baro_acl MYS MA (PermissionE 4442 £H)

S A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Cannot look up user id XXXxx

U0 AR ID xxxxx & X3 & £ gQl= H M,

AXl: /etc/passwd IFL Ul user id xxxxx & 5.

BA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to secret file read .baro_auth
2101: Secret file Ol EMoIX &2 HAR0| &,

X Secret file2 EMHEREE &0l

A Feb 7 07:59:00 eactive sshd(pam_baro_auth)[29657]: Secret file .baro_auth must only be

accessible by root
20l baro_auth IFY 2l Permission O] CHE 20| 224,

XA Xl: .baro_auth OISl Permission & 444 = &3,

e

0
ro

¢ .baro_auth IS IJIJF 1 < size < 64K JF Ot HS 2hA,
© .baro_auth OISl 3AJIE &0l

A
H

o
0z

0
ro

P
H

o .baro_auth WS =MHHE L MO Permission E &0l

o
0>

0
ro

© .baro_auth Il WHS(72)0l 2RE 20 24,

.baro_auth Il W= &0l

FA

Xl

Ab: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid file size for .baro_auth

: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Could not read .baro_auth

© .baro_auth IOl =IHOHK & HLE HFY 2l Permission Ol 444 JF Ot A 2hAH

b: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid file contents in .baro_auth

BAb: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to create tmp secret filelerror

message]

20l Al secret filesS MHDIA £

ro

20 2d.
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=

Ol = error message E =0l

]

XXl Al secret files2 MHGIA 2

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to open tmp secret
file .baro_auth~[error message]
A0l 1, Redhat, Cent0S @1 B SELINUX E HI&A3IGHA 20t B2 ME SN M
2. 2 Al secret file @ .baro_auth~2 2LE0HAl =8 R0 &
XXl 1. "/etc/sysconfig/selinux"Oll A SELINUX S HI &4 3H(SELINUX=enforcing — disabled)
[root] /etc > vi /etc/sysconfig/selinux
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing — SELinux security policy is enforced.
# permissive — SELinux prints warnings instead of enforcing.
# disabled — SELinux is fully disabled.
SEL INUX=disabled
# SELINUXTYPE= type of policy in use. Possible values are:
# targeted - Only targeted network daemons are protected.
# strict — Full SELinux protection.
SEL INUXTYPE=targeted
# SETLOCALDEFS= Check local definition changes
SETLOCALDEFS=0
Ht2 852 "X 220 MEE S oo H20| =0. MEE 2 otA 210 &M 852 HOlg
O]l stofl HEE UWE2 EZ20t] A2 B3R U382 YEHE alotH &L,
| [root] /etc > /usr/sbin/setenforce 0
2. YAl secret file @ .baro_auth~2 22EGIAl 28t 0|S = error message & =9I
AN May 2 10:42:15 localhost sshd(pam_baro_auth)[54662]: Failed to open tmp secret file

"/usr /baropam/ .baro_auth~"[Permission denied]
May 2 10:40:29 localhost sshd(pam_baro_sql)[54597]: Can't connect to local MySQL server
through socket '/var/lib/mysql/mysql.sock' (13)
Q1 Redhat HIEQl AL SELINUX £ HIZHSotAl 20t EtZHE UM LM
XX+ "/etc/sysconfig/selinux" Ol Al SELINUX £ Hl& & 3H(SELINUX=enforcing — disabled)

SlAb: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Secret file .baro_auth changed while
trying to use one-time authentication key

ol dol=Z CIBSIIE AIEot= =0 HIY O .baro_auth It HEE 2 LM,

XXl ChAl 230212 AE.

SA Feb 7 07:59:09 -eactive sshd(pam_baro_auth)[29657]: Failed to update secret

file .baro_auth[error message]

BaroPAM 2P&Z HAIX] 8



S0l secret file2 HEGHA =8 R0 ZA
Xl secret file2 HESHA 28t 0l = error message E =0l

o

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid RATE_LIMIT option.
Check .baro_auth
H 0Ol Secret file @ .baro_auth Y2l LHE = RATE_LIMIT &0l &2 3N U= B &M,

© MISH &2(1 < RATE_LIMIT < 100), M8t Al2H(1 < interval < 3600)2 &X 2t &0l

A

N

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid list of timestamps in RATE_LIMIT.
Check .baro_auth

R0l Secret file @ .baro_auth 22l LHE = RATE_LIMIT S& 0l Update = timestamps JF &&= &

ST

AXl: Secret file @ .baro_auth IFZ 2l RATE_LIMIT &0l Update & timestamps & & 0I.

SAl: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[20657]: Try to update RATE_LIMIT line.

ol MANMOZ 2701 5 AL &= HAIX.

Z=Xl: No action

A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Too many concurrent login attempts.
Please try again.

o

Ol: Secret file @ .baro_auth 22| DISALLOW_REUSE S& (L3l 21=I| M F=I| Wols stLte

27018t Jis)0l #FE &=

200 438 = 23 2SI M4 FI| o 222 T AMEst 29 24
AX: 3lg 253 MH FI| =0 232 M A%,
84k Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid WINDOW_SIZE option in .baro_auth
2101 Secret file @ .baro_auth ItL2l LHE = WINDOW_SIZE E&U (M Al2S JIECZ BFHAIZH
0 22 23T0 A= B L,
XX 8 AlIZS JIECZ 2sEg 2SI EFHAIZHT < WINDOW_SIZE < 100)2 &3F gt &ol,

BA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Trying to reuse a previously used time—
based code.

Retry again in 30 seconds.

Warning! This might mean, you are currently subject to a man—in-the-middle attack.

2101: Secret file @ .baro_auth I 2l DISALLOW_REUSE S4A2 =2HAH 22 (man-in-the-middle)S O

o
o
iy

il
E2tX B2 (man-in-the-middle)2 &80l = At & S4& AIAE AOIMAM AAZE UHX
M & S0 22 dgs 22BN 2d.

2tEtel 2ol A, StHE =& AIAE0I2t]

t &

ol

A O]
YV N

ol
rr

A

ZXl: No action
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A Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to allocate memory when
updating .baro_auth
SOl Secret file @ .baro_authE OIOE & M M2l EE0ol &

ZXl: Technical support

BEENECY

ol

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Can't find SECURE_KEY[error message]
20l: Secret file @ .baro_auth IF2 29l SECURE_KEY SH&O0ILF X0 = HR0 &,
XA Xl: Secret file @ .baro_auth Il SECURE_KEY S&EO0ILF &g &0l

10

B4a: Feb 7 07:59:09 eactive sshd(pam baro_auth)[29657]: Verification code generation

failed.[error messagel]

ol g2 o1=I| HASO AME HS 2,

XX 220 W A%,

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid verification code
ol g2 o1=I| HASO AME HS LA,

XX 220 W A%,

BlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Invalid verification code

Can not make/remove entry for session.
20l A2 AIAE AI2H0] SEX LOFA 244,
AXl: date HEHEZ ABHC AIAE AZ2H0| =X 0I5t Sl A2 LFHOF & .
)

1. date BB MH2 AIAE AlZtS HP (LAl &H

i

2. ntp Jt 20 A=K &Qlo

t
tH, €30 UK E2H ntp E ZFHOF & .

[o]]]

s A Mar 12 15:37:01 baropam gdm(pam_baro_auth)[1215]: [ID 128276 auth.error] No user name

available when checking verification code

POl 01 DEE ZBE WM AL IS8 AMEXI Ot ZRA(SEE AIEXIE Otdl B 2A),
X AIAE 2| XHoA 23e1-10 0 SEEN JU=sKl =0l

84a: Apr 3 13:06:13 kdn sshd[3577]: PAM unable to dlopen(/usr/baropam/pam_baro_auth.so):
/usr /baropam/pam_baro_auth.so: cannot open shared object file: No such file or directory
Apr 3 13:06:13 kdn sshd[3577]: PAM adding faulty module: /usr/baropam/pam_baro_auth.so
@02l 1. /usr/baropam/pam_baro_auth.so It 0| EXHotAl LOIA L4,
2. &AXIE pam_baro_auth.so 2&0| 0S H&E I XX LOtA LA

XXl: 1. BaroPAM 2 I (pam_baro_auth.so)2l ZXHol=Xl 20216t S H BaroPAM o A X IOl

2. 0S H&E=S =Qlst & 05 HEMH = BaroPAM 25 U2Z =0t M&XIoHOF &

BaroPAM & UIAIX] 10



HE

8l 4t: May 19 12:37:37 baropam sshd(pam_baro_auth)[1416]: Failed to acl file read "(null)"
Aol acl file EMHE L 1Y permission FHZ 24
AXl: Bl acl IFY S .baro_acl IS 444 A2 MAEH
84 Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to compute location of secret
file
0l pam Ol E&&HE secret fileOl oY CIHECI0 =ML E2 2SS L,
ZXI: pam Ol @& & secret file Ol oHY CIAELIN ETHSHA L 2H secret file & 0l Cle el
Mool HOF &.
ex) auth required /usr /baropam/pam_baro_auth.so  nul lok
secret=/usr/baropam/.baro_auth encrypt=no
Al Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]: Failed to compute location of encrypt
flag
201 pam Ol 253t ZH00t EHOHK %2 B LA,
pam Offl 253t EcHd(yes, no)2 S&aoll FOF &.
required /usr /baropam/pam_baro_auth.so  nullok
Did not receive verification code from

ex) auth
secret=/usr/baropam/.baro_auth encrypt=no

Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]

error: ssh_msg_send: write: Broken pipe
T =2 o

ELOI.

authentication thread exited

Secure key Jf &2 A& ZER20 £
=

Secure key @Al &0l
: PAM:

ol
XXl 8&3& Secure key
BIHOA H3E S
SlA: Feb 7 07:59:09 eactive sshd(pam_baro_auth)[29657]
unexpectedly
*x%x glibc detected **x su: free(): invalid pointer: 0x00002aede020c9e?2 ***
2101 BaroPAM & A& T (.baro_nurit)0l EHOIA L= HR20 2,
XXl: BaroPAM &3 AA W (.baro_nurit)l ZMol=Xl 0I5t LSS BaroPAM 2 EX W0l A
= AFSHCH.
A JHEEOSO RE0SUHA HUHSE HES 010 Al =79Q10| otl= S AN BHA
Jul 8 09:31:51 gooroom |ightdm: pam_unix(lightdm—greeter:session): session closed for
user |ightdm
8 09:31:51 gooroom lightdm: pam_unix(lightdm:session): session opened for user
Removed session c1
BaroPAM @& HAIA 11

Jul
baropam(uid=1000) by (uid=0)
8 09:31:51 gooroom systemd—logind[446]

Jul
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XXl :

Jul
Jul

unlocked keyring

Jul
Jul

8 09:31:51 gooroom systemd—logind[446]:
8 09:31:51 gooroom
8 09:31:51 gooroom systemd—logind[446]:
8 09:31:52 gooroom

New session 4 of user baropam.

[ightdm: gkr—pam: gnome—keyring-daemon started properly and

Removed session 4.

lightdm: pam_unix(lightdm—greeter:session): session opened for

user lightdm(uid=104) by (uid=0)

Jul 8 09:31:52 gooroom systemd-logind[446]: New session c2 of user lightdm.
orsh H|ZHS 2 HESH AR &M,
HARXE ZEoiAM 82l Ol&tel 26t gldisz HA,
DOHEE 0SS PSS 0SOIA BaroPAM S HES H 2010 &Iol=s S 2.
lightdm Ol BaroPAM S &&FE O Wel0IH = nullok 2 S&GHH ZA,
lightdm Ol BaroPAM S & XF& [ Wel0le = nullok £ forward_pass & H&
Linux AHHOIl BaroPAM EE = 238 QFIIE YHste =S (Verification code: Ei&
Password & Verification code:)2 A2 (Skip)ot =1010| QL= &4 A
ME E2HM0H &80 BEEHNH U= B BaroPAMS HEZ2 =01, 210 =X 2= 4
MB HZ2HOH £2E0 M /etc/pam.d/sshd && 8t 2 E2Ct BaroPAM &0l 20l S&GHH LM
: Gk 20l /etc/pam.d/sshd 8&2 &=HE HZGIH &.
HE A)
auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
auth required pam_sepermit.so
auth include password-auth
account required pam_nologin.so
account include password-auth
password  include password-auth
HE F)
auth required pam_sepermit.so
auth substack password-auth
account required pam_nologin.so
account include password-auth
password include password-auth
auth required /usr /baropam/pam_baro_auth.so nullok secret=/usr/baropam/.baro_auth
encrypt=no
PAM &8 Al S =2 430 AHE HEAN Mg HeIXE LIEH= 222 Control Olet st
Ct.

BaroPAM P& UIAIX] 12



Control

2 substack & S& ZH0l 2k LIHX 222 A

0>

Mo g
o

P
P

2

o

Z include I} substack 2 CIE PAM 2t 2 ES E2= A2 =<2 oHXI2H, substack
a [e]

Ol RUCH.

b Ubuntu E01E oF Eele 28 24 Al

: Jetc/default/locale IO en_US CHA! en_US.UTF-8 2 A &ASHD, sudo locale-gen —purge &

L8 = 2l2g

EOIZ0l ZclXl &2 CTRLIALTHI = =clAd B& = OAl GUI & SO0t2t0F 8tCt.

sudo nano /etc/default/locale

I

HE Y=otH HAE QCIEHI Selld, LANG="en_US"ct= &S LANG="en_US.UTF-8"2 &
=0 deld Ciri+X & =2 ICIEE

S=otdd, HE AlgES MEotet=s HAIXIE U4

ot M &St

sudo locale—-gen ——purge
J2H MEd ol

sudo reboot

o

r

& Al ¢ javax.naming.NameNotFoundException: Name [jdbc/baromost] is not bound in this Context.

Unable to find [jdbc].

org.apache.

org.apache.

)

org.apache.

at
at
at
at
at

at

org.apache.naming.NamingContext . lookup(NamingContext . java:840)
org.apache.naming.NamingContext . lookup(NamingContext . java:172)
com.baromost . common.0BConnect ion.getConnect ion(DBConnection. java:50)
com.baromost . common.DBConnect ion.<init>(DBConnection.java:65)

com.baromost .most.SecureDAQ. read(SecureDAO. java:384)

jsp.baropam.web.result_005fbaropam_jsp._jspService(result_005fbaropam_jsp.java:219)

at
at
at
at
at
at

at

org.apache. jasper.runtime.HttpJspBase.service(Ht tpJspBase.java:70)
javax.servlet.http.HttpServlet.service(HttpServiet.java:623)

org.apache. jasper .servlet.JspServietWrapper.service(JspServletWrapper . java:466)
org.apache. jasper.servlet.JspServiet.serviceJspFile(JspServliet.java:379)
org.apache. jasper.servlet.JspServiet.service(JspServlet.java:327)

javax.servlet.http.HttpServiet.service(HttpServliet.java:623)

catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:209

at

catalina.core.ApplicationFilterChain.doFilter (ApplicationFilterChain.java:153)

at

at

org.apache. tomcat .websocket .server .WsFilter.doFilter(WsFilter.java:51)

org.apache.catalina.core.ApplicationFilterChain.internalDoFilter (ApplicationFilterChain.java:178

)
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at
org.apache.catalina.core.ApplicationFilterChain.doFilter (ApplicationFilterChain.java:153)
at
org.apache.catal ina.core.StandardWrapperValve. invoke(StandardirapperValve. java: 168)
at org.apache.catalina.core.StandardContextValve. invoke(StandardContextValve.java:90)
at
org.apache.catal ina.authenticator.AuthenticatorBase. invoke(AuthenticatorBase. java:481)
at org.apache.catalina.core.StandardHostValve. invoke(StandardHostValve.java: 130)
at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve.java:93)
at
org.apache.catalina.valves.AbstractAccesslLogValve. invoke(AbstractAccessLogValve. java:670)
at org.apache.catalina.core.StandardengineValve. invoke(StandardEngineValve.java:74)
at org.apache.catal ina.connector.CoyoteAdapter.service(CoyoteAdapter . java:342)
at org.apache.coyote.http11.Http11Processor.service(Http11Processor .java:390)
at org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
at
org.apache.coyote.AbstractProtocol$Connect ionHandler .process(AbstractProtocol . java:928)
at
org.apache. tomcat.util.net.NioEndpoint$SocketProcessor .doRun(NioEndpoint . java: 1794)
at org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:52)
at
org.apache. tomcat .util.threads.ThreadPoolExecutor .runWorker (ThreadPool|Executor . java: 1191)
at
org.apache. tomcat .util.threads.ThreadPoolExecutor$Worker .run(ThreadPoolExecutor . java:659)
at org.apache.tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread. java:61)
at java.base/java.lang.Thread.run(Thread.java:829)
201 : DB Connection pool (DBCP)Ofl CHEH SHASEFOl Sl UKl ALO0tA L4,

‘

XXl : Tomcat @I HL server.xml, context.xml Ol OB Connection pool (DBCP)Oll CHEt &&H EXHES o0k
StCH,
B At Dec 10 11:27:24 baropam sshd(pam_baro_auth)[58877]: Invalid verification code

Dec 10 11:27:24 baropam unix_chkpwd[58879]: password check failed for user (baropam)

Dec 10 11:27:24 baropam sshd[58877]: pam_unix(sshd:auth): authentication failure; logname=
uid=0 euid=0 tty=ssh ruser= rhost=10.0.2.2 user=baropam
#Ql : Interactive mode & XI&GHAl %S.

XXl ¢ "/etc/pam.d/sshd" E& Al nullok & E&otA £ forward_pass & & AoHOF &

AN May 2 10:42:15 localhost sshd(pam_baro_auth)[54662]: Failed to open tmp secret file
"/usr/baropam/.baro_auth~"[Permission denied]
May 2 10:40:29 localhost sshd(pam_baro_sql)[54597]: Can't connect to local MySQL server
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through socket '/var/lib/mysql/mysql.sock' (13)
20l Redhat HIZQl A SELINUX E HIZAHSIGHA £L0F B2 HE U Al 2

XXl "/etc/sysconfig/selinux" Ol A SELINUX & HI& A sH(SEL

NUX=enforcing — disabled)

SlAF ¢ Remote side unexpectedly closed network connection.
2901 Ubuntu 25.x HHEOIA /etc/pam.d/sshd & Al forward_pass && Al 24

P
P

4. OhSclzoldE

B &F: 11S Web server Ol Al BaroPAM && dil Ol load /Xl &S M oiZ 2

2ol ABIH o= NS Windows 0 A dll Ol load &Kl &= HWREES Olgs WMXIDF BHHEX 2=
A0 2ot
N stdol A=20l= Visual Studiodt X1 W 2eE dll 0 X&) 20 SHOF L
SHXIE =0
GHAIBH 1S web server 2t 201 &2 &HH|Q AR0= NHH2Z WXE okl 2= 20 2
Mot &M5t= 2 UL

ZXl: 0 BR0l= MicroSoft M MZdt= VC_redist IIY S AXIoHH HEE M HZ0l & Ch.

[¢]
J&O0l Olel dil Ol load 2 I ™ 22Xt U_=X &S dependency worker c2t= tool
(RE)2 AME5IH UEE =0l0| Jts0otlt.
VC_redist, dependency worker W2 E2 HAEO|l HZ BRI &0 googling 2 SHE Xl ol A
Z4 HEMo=z AXIGHAIY =L
dependency worker = 2¢2HE tool Olet OF& Windows 10 HH&AOl = H Z L.
OI210il PE Explorer c2t= Z2E8E JA=0 SZ0/10, O 64bit HAE2 LI ZAUAL.
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